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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

Lenstmu u3yueHus: AUCUUIUIMHBI «AMUHUCTPUPOBAHNE U YIIPABIICHUE
HNHpopmannoHHOM 6€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM SBIISIOTCS OBJaJICHUE CTYICHTaMHU
TEOPETUYECKUX U NIPAKTUYECKUX OCHOB aJIMUHUCTPUPOBAHUSI HH(POPMALIMOHHBIX CHCTEM;
CHOCcO0OB yrpaBieHus: HHPOPMAITMOHHBIMU CETSMH, aIMUHUCTPUPOBAHUS OIIEPAIIHOHHBIX
CHCTEM, NIPHIIOKEHHH, CETEBBIX U HH(OPMALIMOHHBIX CEPBUCOB, 0a3 JaHHbIX; (POPMUPOBAHUE Y
CTYZICHTOB CIIEIIMAJIbHBIX 3HAHUI B 00J1aCTH YIIPABICHHUS COBPEMEHHBIMU CUCTEMaMHU
MH(POPMALMOHHOM 0€30MaCHOCTH U 3aIIUTHI HHPOPMALIUH.
3ajauu IUCHUILIUHBIL:

- U3y4eHue HHPPACTPYKTYPHI BBIYUCIUTEIHHON TEXHUKH HA JKEIE3HOA0POKHOM TPAHCIIOPTE;
- U3y4eHue (PyHKIMOHAIBHOIO COCTaBa aBTOMATU3UPOBAHHBIX CUCTEM B cdepe:
HOPMHPOBAHUS IIEPEBO30YHOTO MPOLIECCA;

IPY30BBIX U MACCAKUPCKUX NEPEBO3OK;

(UpPMEHHOT0 TPAHCIIOPTHOI'O OOCITYKUBAHMS;

yIIpaBJICHUS CO/IEP)KaHUEM HH(PPACTPYKTYPHI;

- U3y4YEeHHE CTaHAAPTOB IIPOECKTUPOBAHUS aBTOMAaTU3UpOBaHHbIX cucteM (AC),
IpeJHAa3HAYCHHBIX JJIS SKCILTyaTalluy Ha KeJle3HOJ0OPOKHOM TPAHCIIOPTE;

- U3y4YEHHE NHCTPYMEHTAJIbHBIX cpelcTB npoektupoBanus AC XKT.

OCHOBHOI 1IEJIbI0 U3YUEHHSI YU€OHOH TUCIMITIIMHBI «AIMUHUCTPUPOBAHUE U YIIPABICHUE
NHdopmaninoHHOM 6€301acHOCTH KOMIIBIOTEPHBIX CUCTEM» ABIIsieTCS (POPMUPOBAHUE Y
00yy4aroIerocsi KOMIETEHIUHI I CIEIYIOIUX BUIOB AEATEIbHOCTHU:

- IPOEKTHas;

- KOHTPOJIbHO-aHAJIUTUYECKasl.

JucuunnuHa npeaHa3HaueHa Uil NOJIy4eHUs] 3HAHUM JIJIS1 pEeILIeHUs CIEAYOIINX
npodeccuoHaNbHBIX 3a/1a4 (B COOTBETCTBUM C BUJAMH JI€ATEIbHOCTH):

IIpoekTHas NesATEeNbHOCTD:

- pa3paboTKa TEXHUYECKUX 3a/laHUi Ha MPOCKTHUPOBAHKE, ICKU3HBIX, TEXHUYECKUX U Pabounx
MIPOEKTOB CUCTEM M TOJICUCTEM 3aIIUTH HHGOPMAIMH C YIETOM JIEHCTBYIOINUX HOPMATUBHBIX U
METONYECKUX JOKYMEHTOB;

- pa3paboTKa MPOEKTOB CUCTEM U MOJCUCTEM YIPaBJICHUs HHPOPMALMOHHON 0€30MacHOCThIO
00BEKTa B COOTBETCTBUH C TEXHUUECKUM 3a/laHUEM.

KoHTponbHO-aHanUTHUECKas! AEATENBHOCTD:

- IpeJIBapUTENIbHAs OIICHKA, BEIOOP M pa3paboTKa HEOOXOAMMBIX METOIUK TTOMCKA YSI3BUMOCTEH;
- IPUMEHEHHE METOJI0B U METO/IMK OLIEHUBAHUS 0€30M1aCHOCTH KOMIIBIOTEPHBIX CHCTEM IIPU
MIPOBECHUHN KOHTPOJIBHOTO aHAJIW3a CUCTEMBI 3aIlUThI;

- IOITOTOBKA aHAJIMTHYECKOT0 OTYETa MO pe3yJibTaTaM MPOBEJACHHOTO aHalln3a U BhIpadoTKa
MPEAJIOKEHUH M0 YCTPAHEHUIO BBISIBIIEHHBIX YSI3BUMOCTEH.

2. Mecro yueOHoii ucuumiiuHbl B cTpykrype OII BO

VYuebHasa qucuuIuivHa "AJIMUHUCTpUpPOBaHKE U yripaBienue MHdopmamonHon
0€30MacHOCTH KOMITBIOTEPHBIX chcTeM" oTHOcUTCs K Ostoky 1 "{ucturuivnel (Monynu)" u
BXOJIUT B €70 BAPUATUBHYIO YaCTh.

3. [lnanupyemble pe3yJabTaThl 00y4eHUs MO JUCHUILINHE (MOIYJII0), COOTHECEHHbIE C
IVIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOCHHSI 00Pa30BaTeIbHOI MPOTrPaMMBbl

[Iporecc n3ydeHus: MUCHUIUIMHBI HAMIpaBjieH Ha (OPMUPOBAHUE CIIETYIOMINX
KOMIIETEHIINN:

‘ [IKP-2 ‘ Crioco0eH MPOBOIUTH MOJICIIUPOBAHKE 3AIIUIIICHHBIX aBTOMATH3UPOBAHHBIX




CHCTEM C LIEJIBI0 aHAIM3a UX YSI3BUMOCTEH U (D (EKTUBHOCTH CPEACTB U
CIOCO0OB 3alTUTHI HH(OPMAIHH

ITKP-9 CrniocobOeH ornpeaensaTh BO3MOXKHBIC YTpo3bl 0€301MacHOCTH HH(pOpMaInu,
00pabaTpIBaeMOil aBTOMAaTU3UPOBAHHON CHCTEMOM

ITKP-10 CriocoOeH MpoBOAUTH TECTUPOBAHUE CUCTEM 3allUThl HHMOpPMAIUU
ABTOMATHU3UPOBAHHBIX CHCTEM

ITIKC-2 Crniocob6eH pa3pabaThIBaTh IJIaH MEPOIIPUATHH 1O 3aIUTE HHPOPMAIIHH B

00BbeKTax nH(opMaTH3aMK Ha 0a3e KOMITBIOTEPHBIX CUCTEM, a TAK)KE
IPOIIECCOB MX IMPOCKTHPOBAHMUS, CO3/IaHMSI U MOJICPHU3AINN

ITIKC-4 CriocobeH y4acTBOBaTh B CO3/IaHUH CUCTEMBI 3aIlIUTH HHPOPMAILIUU
MPOLIECCOB MPOSKTHPOBAHMSL, CO3JJaHUS U MOAEPHU3AIMH OOBEKTOB
nHpopMaTH3alnU Ha 6a3e KOMIIBIOTEPHBIX CUCTEM

YK-2 Crnioco0eH ynpaBJiTh MPOEKTOM Ha BCEX ATalax €ro XU3HEHHOTO IHUKIIa

4. O01mas TpyA0eMKOCTh JUCHUIIJIMHBI COCTABJISIET
5 3averHbix eauaul (180 ak. 4.).
5. O0pa3oBaTesibHbIEC TEXHOJIOTHH

[IpenonaBanue JUCUUIUIMHBI «AIMUHUCTPUPOBaHUE U ynpasieHue MHpopmannonHoit
0€30I1aCHOCTH KOMIIBIOTEPHBIX CUCTEM» OCYILECTBIIIETCS B (popMe JieKLni, 1a00paTOPHBIX
paboT M MpaKkTUYECKUX 3aHIATUN.JIEKIMN NpoBOAATCS B TPAJUIMOHHOMN KJIaCCHO-YPOUHOU
OpraHu3alMOHHON (hopMe, IO THITY YIPaBJICHUs IO3HABATEIIbHOM JesiTenbHOCThIO Ha 30 %
ABJIAIOTCS TPAJIULMOHHBIMU KJIAaCCUUYECKU-IEKIIUOHHBIMU (00BACHUTEIbHO-WIIITIOCTPATUBHBIE), U
Ha 70 % ¢ UCII0JIb30BAHUEM UHTEPAKTUBHBIX (JUAIOTOBBIX) TEXHOJOTUH, B TOM UUCIIE
MyJdabTUMeana jekuus. [ IpakTuyeckue 3aHATHS U 1a0opaTopHble pabOThl OPraHU30BaHbI C
MCII0JIb30BaHUEM TEXHOJIOTU pa3BUBarolero ooyueHus. Yactb npakTu4eckoro Kypca
BBINOJIHSAETCS B BUJIE TPAJUIIMOHHBIX IPAKTUYECKUX 3aHATUH (00BSCHUTENBHO-UIUTIOCTPATUBHOE
peuenue 3aga4). OcTaabHas 4acTh MPAKTUYECKOT0 Kypca MPOBOJIUTCS € UCIIOIb30BaHUEM
MHTEPAaKTUBHBIX (JUAIOTOBBIE) TEXHOJIOTUN, B TOM YHCJIE 3JIEKTPOHHBIN MPaKTUKYM (pelieHne
poOJIEMHBIX OCTABJIEHHBIX 33/]1a4 C TOMOIIbIO COBPEMEHHOM BBIYHUCIUTENBHON TEXHUKU U
MCCJIeIOBAHHUE MO/IENCH ); TEXHOJIOTHUH, OCHOBAHHBIX Ha KOJUIEKTUBHBIX Cr1oco0ax oOydeHwus, a
TaK>Ke MCII0JIb30BAHNEM KOMIIBIOTEPHOM TECTUPYIOIIEH CUCTEMBI. B X0/1€ BBIITOIIHEHUS KYpPCOBOM
paboThI peann3yroTcs IPOEKTHBIE U UCCIIeI0BATEIbCKIE METO bl 00YUEeHHUsA. DTO MO3BOJISIET
pa3BUBaTh UHIUBUyalbHbIE TBOPUYECKUE CIIOCOOHOCTH 00yJaromuxcs, 001ee 0CO3HAHHO
HOJXO/AUTH K MPO(PECCHOHATBHOMY M COLIMATBHOMY CaMOOIIPEIEIIEHUI0, CAMOCTOSTEIbHO
MOTIOJIHATH CBOM 3HAHUS, INTyOOKO BHUKATh B M3y4aeMyIo Po0JIeMy U MpeAIoarats MyTH ee
pelleHus, 4TO BaXKHO NpU (OPMUPOBAHUY MUPOBO33PEHHUS. DTO BaXKHO ISl ONIPEICTICHUS
WH/IMBUYaJIbHOM TPaeKTOPUH Pa3BUTH KaXka0ro odyyaronierocs.CamMmocrosTenbHas padora
CTYJI€HTa OpraHU30BaHa C UCIOJIb30BAHUEM TPATUIIMOHHBIX BUJIOB paOOThI 1 HHTEPAKTUBHBIX
texHojoruil. K TpaaunnoHHsiM BuamM paboThl OTHOCATCS 0TpabOTKa JIEKIIMOHHOTO MaTepuana u
0TpabOTKa OTJENIBHBIX TeM MO y4eOHBIM ocoOusAM. K HHTEepaKTUBHBIM (JJaIOTOBBIM)
TEXHOJIOTHSIM OTHOCUTBCS OTPAOOTKA OTIEIBHBIX TEM IO IEKTPOHHBIM MOCOOUSIM, MOATOTOBKA
K IIPOMEXXYTOYHBIM KOHTPOJISIM B UHTEPAKTUBHOM PEKUME, UHTEPAKTUBHBIE KOHCYJIBTAlUU B
pPEXHUME PEATTLHOTO BPEMEHU 110 CIIELUAJIBHBIM pa3/iejaM U TEXHOJIOTUSAM, OCHOBAHHBIM Ha
KOJUIEKTUBHBIX CIIOCOOaX CaMOCTOSITENIbHOM paboThl cTy1eHTOB.OlleHKa MOTYYeHHbIX 3HAHUH,
YMEHUH 1 HaBBIKOB OCHOBaHA Ha MOJYJIbHO-PEUTHHTOBOM TeXHOJIOrHU. Bech Kypce pa3out Ha 9
pasziesnoB, MPEACTaBIAIONIUX COOON JIOTHYECKH 3aBEPIICHHBIN 00bEM yueOHON HHpOpMAIUH.
@DOH/IBI OLICHOYHBIX CPEACTB OCBOCHHBIX KOMIIETEHIIUM BKIKOYAOT KaK BOIPOCHI
TEOPETUYECKOI0 XapaKTepa JiIsl OLlEHKH 3HAHUMH, TaK U 3a/1aHUs IPAKTUYECKOIO COJIEPKaHuUs
(pemieHre KOHKPETHBIX 3a/1a4, padoTa ¢ JAHHBIMHU) JUIsl OLIECHKH YMEHUI U HaBBIKOB.




Teoperuueckre 3HaHUS IPOBEPSAIOTCS MYTEM MIPUMEHEHHSI TAKUX OPTaHU3alMOHHBIX (POPM, KaK
WHUBHyaJIbHBIE U TPYIIIOBBIE OIPOCHL. .

6. Coneprxkanue IMCHUILIMHBI (MOAYJIs1), CTPYKTYPHUPOBAHHOE 110 TeMaM (pa3aejiam)

PA3JEJI 1
BBenenue.

Tema: 1.1.
OcHOBHBIC TIOHATHS AIMUHUCTPUPOBAHUS U Oe30MacHOCTH HHPOPMAITMOHHBIX cucTeM. Mctopus
Pa3BUTHS 3alUTH KHPOPMAIIUKA U KPUTITOTpaduu.

PA3IEJ 2

AJIMUHUCTPUPOBAHUE ONEPALIMOHHBIX CUCTEM

Maremaruueckoe obecieuenue AC JXXT. Metobl 1 mpoueypsl IPUHATHS PELLIEHUH TIpU
npoektupoBanuu AC XKT.

Tema: 2.1.
Oco0eHHOCTH ONepaIlMOHHBIX CUCTEM. PaboTa ¢ KOMaHIHBIMU CTPOKAMH.

PA3JIEJI 3
basoBrie cpeacta agmunuctpupoanus Windows 2012 Server. Yopasnenue nomeHoM. Active
Directory

Tema: 3.1.

aAMHHMCTpUpoBaHus. Penakrop peecrpa. Penakrop nokanbHON rpynnoBoit monutuku. Ciyk0sl
Windows. Windows. JIP Ne 1. Ilpumenenue 3nanuii ocHoB agmuauctpupoBanus OC Windows.
VYnpasnenne uactpymentamu aamuauctpupoBanus OC Windows.OC Windows.

Tema: 3.2.
Vupasnenne OC Windows. YnpaiieHue 1uckamu, OCHOBHBIE 3HaHUS BUIOB HAKOTIUTEIICH.
Hucneruep 3anay. [Ipoune uncrpymentsl Windows amns anmunuctpupoBanus OC.

Tema: 3.3.

VYipaBieHue JOMEHOM.

KoHTpoimeps! JOMEHOB.

I13 Ne2

KoHTpoiep nomeHa.

13 Ne3.

Yetbipe 6a30BbIE MOJIEHM OpraHU3aluU JTOMEHOB

Tema: 3.4.
Uzyuenue Active Directory, PowerShell. JIP Ne2. OcnoBsl paboTsl ¢ Active Directory,
PowerShell.

PA3JIEJI 4
MexaHu3M rpynmnoBoi monuTHkY, ciryx6a DFS

Tema: 4.1.
TexHuyeckuit 0030p MOJUTUK OTPAHHUEHHOTO UCIIOJIb30BAHUS MTPOTPAMM.

Tema: 4.2.
TexHuueckuit 0630p MOJUTHK OTPAaHUUEHHOTO HCIIOJIb30BAHMS IPOTPaAMM.

Tema: 4.3.



Cayx0a DFS. JIP Ne3. Ynpasnenue ciyx6oi DFS.

PA3JIEJL 5
MeToap!l ¥ TEXHOJIOTUH 3aIUTH HH()OPMAITMOHHBIX CUCTEM. MHOTOYPOBHEBAsI MOJIEb CUCTEMBbI
3aIUTBI

Tema: 5.1.
Buer napopmanroHHsix yrpo3. COBpeMEHHBIC BHIBI 3aIMTHl HHPOPMAIIHH.

Tema: 5.2.
Y CTHBIN WM TUCBMEHHBIN OIPOC, 3alIUTa Ja0OPaTOPHBIX PadoT

Tema: 5.2.
INomnTrku 6630HaCHOCTI/I, CTaHAApPThI, IIPOUCAYPhI U METPUKHU, ITOAXOJbI K aHaJIU3y PUCKOB.
Lifecycle Security.

PA3/IEJI 6
OcnoBHbIe BUIbI yrpo3a 6e3onacHocTr MC n napopmanuu. CpeacTBa 1 METObI 3aIIUTHI

Tema: 6.1.
Yrpo3bl nHpOpMaOHHOM Oe30macHOCTH. McTouHrKH yrpo3 HHPOPMAIIMOHHOW 0€30TIaCHOCTH.

Tema: 6.2.

CucreMbl TEXHUUECKOIO HOPMUPOBAHUS IIEPEBO30YHOIO Iporecca. CUCTEMbI ONEPaTUBHOIO
yIpaBJIeHUs IEPEBO30YHBIM IporeccoM. CuctemMbl GUPMEHHOIO TPAHCIIOPTHOTO
obciryxuBanus. CTpyKTypa, YHKIUU U AITOPUTMBI CUCTEM TEXHUYECKOTO HOPMUPOBAHHS
NIEPEBO30YHOIO MTPOLIECCa M ONIEPATUBHOTO YIIPABJICHUS IEPEBO30YHBIM IIporieccoM. CTpyKTypa,
(GYHKIIMH U aJITOPUTMBI CUCTEM (PUPMEHHOT'O TPAHCIIOPTHOTO OOCITYKUBAHHUS.

PA3JIEJL 7
Cuctembl pe3epBHOTO KOMMMPOBAHUS U BOCCTAHOBJIEHUS JaHHBIX. DPPEKTUBHOCTD
WH(OPMAILIMOHHBIX CUCTEM.

Tema: 7.1.
[TpunIMIB paboOTHI pe3epBHOTO KonupoBaHus. D) HEeKTUBHOCTh HHPOPMALIMOHHBIX CUCTEM.
Poccniickuii 1 MUPOBOU PBIHKHU.

PA3JIEJI 8
OcCHOBBI aIMMHUCTPUPOBaHUS 0a3 TaHHBIX

Tema: 8.1.
ba3sl naHHLIX.

Tema: 8.2.
OcHOBBI aIMUHUCTpHUPOBaHUsI 0a3 naHHBIX. bazoBbie 3HaHus B padote ¢ SQL-cepBepom.

PA3IEJT 9
MesxcereBoii skpaH. Crucrema 0OHapyKeHUs BTOP>KEHUH.

Tema: 9.1.
MesxcereBoii skpan. Knaccuduxanus. Peanuzanus.

Tema: 9.1.
Y CTHBIN WM MUCHbMEHHBIA OIPOC, 3aIUTa JA00OPATOPHBIX padoT



Tema: 9.2.
COB. Ilaccunbie u aktuBHbIe COB. CpaBHeHne MexceTeBbIX F3KkpaHoB U COB.

PA3JIEJI 10
3ayeT ¢ OLEHKOM



