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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

[lensMu ocBOEHUSI y4eOHOM TUCHMIUIMHBI «be30macHOCTh KOMIBIOTEPHBIX
CHUCTeM» SBJSIOTCA (OPMUPOBAHHE KOMIIETEHIIMM 10 OCHOBHBIM pa3zesiaMm
TEOPETUYECKUX M MPAKTUYECKUX OCHOB O€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM,
MOJly4YE€HUE OIbITa MPOTUBOACUCTBUS KUOEpyrpo3aMm, NMPAaKTHUYECKUX HABBIKOB B
pa3MyHBIX 00NAcTsIX WHGOPMAIIMOHHON O€30MacHOCTH, TaKUX Kak: aHaju3
3alIUIIEHHOCTH, PACClIeIOBAHUE UHIIUICHTA U YCTPAHEHUE YSI3BUMOCTEH.

OCHOBHBIMU 33/1a4aMH JUCHUILIMHBI SABIISIOTCS:

* V3ydeHue MeTOI0B peBepC-MHKUHUPUHTA.

* O3HaKOMJIEHHUE CO CIIOCOOAMM aHAJIN3a IEUCTBUI 3710YMBIILIEHHUKOB.

* O3HaKOMJIEHHE C METO/IaMH YCTPAHEHHS YSA3BUMOCTEH.

* M3ydeHne METO0B 3aIIUTHI CEPBEPOB C 3aMYIICHHBIMU BEO-TTPHIIOKEHUSIMU
OT MHOKECTBEHHBIX aTaK.

* M3yueHune NpuHIUIOB BHISBICHUS YSI3BUMBIX MECT ITyTEM aTak.

2. IlnanupyemMble pe3ynbTaThl 00YYeHHS 110 AUCHUTUTHHE (MOJIYIIIO).

[lepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHUs 10 AUCHUILUIMHE (MOIYIIO):

YK-1 - CnocobeH oCymecTBIsITh MOHUCK, KPUTHYECKUI aHaau3 U CHHTE3
uHGOpMaIUH, MPUMEHSITh CHCTEMHBIN MOAXO0/ IS PEIICHUs TOCTABICHHBIX 3a/1a4.

OOyduenue 1o AMCHUIUIMHE (MOIYJIO) WpEANojaraer, 4YTo IO €ro
pe3ynbTatam o0ydaronuiics OyaeT:

3HaTh:

- BUJIbI YTPO3 HHGOPMAIIMOHHON 0€30MacCHOCTH B COBPEMEHHOM OOIIECTBE;
- IPUHITUIIBI pabOTHl HH(OPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHI;
- MPOTPAMMHBIX CPEACTB CUCTEMHOTO M MPUKIIATHOTO Ha3HAYCHUS.

Ymersb:

- HWCIOJb30BaTh HWH(DOPMAIMOHHBIC TEXHOJOTHMH C YYE€TOM  yrpo3
nH(OpPMAITMOHHONW 0€30MacHOCTH NIl 0O0eCTieUeHHs] OOBbEKTUBHBIX MOTpPEOHOCTEN
JMYHOCTH, OOIIECTBA U TOCYAapCTBA.

Baaners:

- HaBBIKAMM OLIEHKHU poJIM HH(OpManuu, WHOOPMALMOHHBIX TEXHOJIOTUH U
nH(OPMAIMOHHON O€301aCHOCTH B COBPEMEHHOM OOILIECTBE;

- HaBBIKAMH PUMEHEHUS WH(POPMAITMOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTHI, MPOTPAMMHBIX CPEICTB CHCTEMHOTO W MPHUKJIAJHOTO Ha3HAUYCHHS, B
TOM  YHCJE€  OTEYECTBEHHOI'O  MpPOM3BOJCTBA, M pEIIeHUus  3ajad



poecCHOHANTEHOM eI TEIEHOCTH.

3. O0beM AUCIUIIIUHBI (MOIYJIS).
3.1. O0mias TpyA0€MKOCTb JTUCHMUILUTMHBI (MOTYJIS).

OOmast TPyIOEMKOCTh JUCHUIUIMHBL (Monayns) coctaBisier 2 3.e. (72
aKaJIeMUYECKHUX yaca(oB).

3.2. OOwveM pmucuuIUIMHBL (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarmmxcss ¢ MEJarorTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
MPUBJIEKAEMBIMH K peaiu3anun 00pa3oBaTeIbHOM MporpaMMbl Ha UHBIX YCIOBHSX,
IIpU MIPOBEICHUH YICOHBIX 3aHATUH:

KomnuectBo yacos

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp No5

KonTtakTHas paboTa mpu NpoBeIeHNH yUeOHBIX 3aHATUH (BCEro): 32 32
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 16 16
3aHATHSI CEMHUHAPCKOTO THIIA 16 16

3.3. O0beM AUCHMIUIMHBI (MOIYJisA) B (OpME CaMOCTOATEIbHON padOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOM pabOThl OO0ydarouumxcs ¢
NeJaroruieckuMu paboTHUKaMH U (WJIKM) JIUIIAMU, TIPUBJICKAEMbIMHU K pealn3aluu
oOpa3oBaTeNpHOM  NHpOrpaMMbl Ha  HHBIX  YCJIOBMSIX, IpU  IPOBEIECHUU
MIPOMEKYTOUHOM aTTecTaruu cocrapiser 40 akageMuueckux yaca (oB).

3.4. Ilpu oOydeHnyn 1Mo MHIWBUIYaTbHOMY y4eOHOMY TIaHy, B TOM YHCIIE TIPU
YCKOPEHHOM OOYYeHUHU, 00bEM TUCHUIUIUHBI (MOJYJISI) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM pabOoThl 00y4aronIuxcs, a Takke B popme
KOHTaKTHOW pabOThl OOyYaronuxcsi ¢ MeAarornuecKuMu paboTHUKAMU U (WIJIH)
JUIIAMM, TPUBJIEKAEMBIMH K peaiu3alii 00pa3oBaTeNbHON MpOrpamMMbl Ha MHBIX
YCIIOBUSIX, ITPU MPOBEICHUHU POMEXYTOUHOM aTTECTALIUU.

4. ConepxaHue JUCUUIUIAHBI (MOIYJIA).

4.1. 3aHsATHs JISKIIUOHHOTO THUIIA.

/ TemaTuka JIEKIIMOHHBIX 3aHATUH / KpaTKO€ COACPKaHNC
/11

1 |PeBepc-MHXUHUPUHT B MHPOPMAITMOHHON O€30MaCHOCTH
PaccmaTpuBaroTcst BOIPOCH MOCTPOSHUS IPOLIECca PeBEPC-HHKMHUPHHTA IIPOTPAMMHOT0 00ecIieYeH s Ha




TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

oTamnax Z[I/ISaCCQM6J'II/Ip0BaHI/IH, JCKOMITMIIALIAHA, OTJIIaAKH.

AHanu3 ceteBoro Tpaduka
PaCCManI/IBaIOTCH BOIIPOCHI aHAaJIn3a CETEBOTO Tpa(bm(a C MOMOIIBIO TEXHOJIOTUN PEBEPC-UHIKUHUPUHTIA.

DKCIUTyaTanust ya3BUMOCTEH BEO-TIPHIIOKEHUS
PaccmaTpuBaroTCst BOIPOCH! BOSHUKHOBEHHS YSI3BUMOCTEH M MIX pacipocTpaHeHus. [IpHBOASTCS THIIOBBIE
YSI3BUMOCTH.

HMHCTpyMEHTBI ITIOUCKA YSA3BUMOCTEN

PaccmatpuBaroTcst mpuHIHITEL pabOTHI CPECTB MOKCKA yA3BUMOCTel Ha mpuMepe Wapiti, Nikto, Vega,
SQLmap.

UcnonwszoBanne HTTP-npokcu myst paboThl ¢ Tpadukom
PaccmarpuBatotcest Bonpock! ucrionb3oBanust HTTP-nipoken mist ananuza tpaduka npuiiokeHus 1 NOUCKa
0COOEHHOCTEH B IIOBEICHHUH IIPUIIOKEHUS HAa HU3KOM YPOBHE.

Vs3Bumoctu BeO-puoxenuit IDOR

PaccmatpuBaroTcst Bompock Tokanuzanun ysazsumoctH Insecure Direct Object Reference (Hebe3omacHbie
IPsIMBIC CCHUTKH Ha OOBEKTHI) IPH YCIIEIITHOM HOJIYYEHUIO JOCTYIA K CTPAHHLE, JaHHBIM WK (ailry,
JOCTyIa K KOTOPBIM y HEro ObITh HE TOJDKHO.

BI/IHapHBIe YA3BUMOCTHU
PaccmarpuBaroTcst BOnpockl BOSHUKHOBEHHUSI OMHAPHBIX YSI3BUMOCTEH, HX BPEJJOHOCHOE BO3JICHCTBIE,
IIPUMEPBI UCII0JIB30BAHUS, METOJOJIOTUS U KOHTPOJIbHBINA CIIUCOK JJISL TECTUPOBAHMUS

ATtaku Ha 0a3bl JaHHBIX
PaCCManI/IBaIOTCH BOIIPOCHI peain3aliui aTakK Ha 633LI JAAHHBIX C TIOMOIIBIO BHECAPCHUA SQL'KO,I[EI.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

o/

TemaTuka MpakTHYECKUX 3aHATUN/KPATKOE COJEPKaHNE

PeBepc-nH)XxMHUPHUHT

B pe3ynprarte BRINOIHEHUS pabOTHI CTYIEHT MOJYYHUT HABBIKU TI0 TIPOBECHHUIO PEBEPC-MHKUHUPHHTA U
BBIOOPY HEOOXOAUMBIX HHCTPYMEHTOB.

PeBepc-MHXUHUPUHT(TIPOIOIHKEHUE)
B pesynbTaTe BBIIOMHEHHS PAOOTHI CTYJEHT IOJIyYHUT HABBIKU 110 IIPOBEJCHHIO aHAIIM3a CETEBOT0 Tpaduka ¢
MOMOILBIO TEXHOJIOTUU PEBEPC-UHKUHUPHUHTA.

V3BUMOCTH BEO-TIPUITOKEHUS

B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT NOJYYUT NOHUMAHNE O BO3BHMKHOBCHUHN ySI3BPIMOCT€I>i BeO-
l'IpPIJ'IO)KCHHﬁ, MEXaHU3Max X pacIpOCTPpaHCHUS.

[Touck ya3BUMOCTEH BEO-TIPUIIOKEHUN
B PEIYNbTATE BBITIOJTHECHUA pa60T1)1 CTYACHT HOJIYYUT HABBIKU 11O UCIIOJIb30BAHUIO PA3JIMYHBIX HHCTPYMCHTOB
IOMCKA YsI3BUMOCTEN.

[Touck ys3BUMOCTEN BEO-NPUIIOKEHHUU(ITPOJOIKEHHE)
B pesynbTaTe BBIIOIHEHUS PAOOTHI CTYJEHT IOJIy4UT HaBbIKU 110 ucnonb3oBanuo HTTP-npokcu B pabote ¢
caiitamu ¢ ucronbp3oBanueM Burp Suite 1 OWASP ZAP.

[Touck ys3BUMOCTEM BEO-TIPUITOKESHUH(TIPOIOTIKEHHUE)




TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNUE

B pesynpraTte BRIIOTHEHUS pabOTHI CTYIEHT MOIYYIHT HABBIKM 1O JIOKanu3anuu ysa3sumocta IDOR.

7 |[Touck ys3BUMOCTEH BEO-TIPUIIOKESHUHI(TIPOIOIKEHHUE)
B PE3YIbTATC BBINIOJTHCHUSA paGOTLI CTYACHT NOJIYYUT HABBIKU IO BBIABJICHUIO 6I/IHapHI>IX yH3BHMOCTeﬁ C
TMOMOIIBIO MOJIC3HBIX HATPY30K.
8 |[Touck ys3BUMOCTEH BEO-TIPUITIOKESHUHI(TIPOIOIIKEHHUE)
B pesynpraTte BRIIOTHEHUS paObOTHI CTYIEHT MOIYYIHT HABBIKA 1O BRIABIICHHIO YSI3BUMOCTEH B 0a3bl TaHHBIX 1
UX JJOKAJIU3aIluH.
4.3. CamocrosTenbHas paboTa 00y4JarOIHUXCs.
Ne .
Bun camocrositenbHOM paboThI
n/m
1 |Pabora ¢ JEeKIMOHHBIM MaTEPUAIOM
[ToaroToBKa K MPaKTUYCCKUM 3aHSATHSIM
3 | [oxroroBka K MpOMEXKYTOYHOM aTTECTAINH.

5. HepequB HBIIaHHﬁ, KOTOPBIC PCKOMCHAYCTCA HMCIIOJIIB30BATH IIPpHU

OCBOCHUHU JUCHUILUIMHBI (MOYJIA).

No

i bubnuorpaduyeckoe onucanue Mecro nocrymna

1 | UadopmarronHas 6e30macHoCTh : yueOHoe mocooue / | https://e.lanbook.com/book/434282
cocrasutenu U. B. Tecnenko [u ap.] ; Mo perakuueit (mata obpauienus: 30.04.2025).

N. b. Tecnenko. — Brnagumup : Bal'Y, 2023. — 212 c.
— ISBN 978-5-9984-1783-2. — TekcT : 21IeKTpOHHBIH
// JIaHb : 3E€KTPOHHO-OMOIMOTEYHAsI CUCTEMA.

2 | BBenenue B HHGOPMAIIMOHHYIO 6€30MacHOCTD | 3ammTy | https://e.lanbook.com/book/118219
uHpopManuy : yuebHoe nocodue / B. A. Tpymmun, 1O. (nara obpautenus: 30.04.2025)

A. Koros, JI. C. Jlesun, K. A. Jloackoit. —
Hosocubupck : HI'TY, 2017. — 132 ¢. — ISBN 978-5-
7782-3233-4. — TexcT : aneKTpOHHBIHN // JIaHb :
AJIEKTPOHHO-OMOIIMOTEYHAs CUCTEMA.

3 Uukynosa H. @., [IpoextupoBanue 6a3 1aHHBIX U https://e.lanbook.com/book/160059
opranu3zanus ux 3amuTsl B CYBJ] ACCESS : yueOHoe (nara obpamenus: 30.04.2025)
nocodue / H. ®. YukynoBa. — Kanununrpan : BIAPO,

2019 — Yactp 1 — 2019. — 106 c¢. — Texkcr :
3JIEKTPOHHBIH // JIaHb : aneKTpoHHO-0MOInoTeYHAs
cucTeMa.

4 | babymkun B. M., Pa3paboTka 3amuiineHHbIx https://e.lanbook.com/book/193486
IPOrPaMMHBIX CPEICTB HHPOPMATH3ALUH (nara obpamenus: 30.04.2025)

MIPOM3BOJICTBEHHBIX MPOIIECCOB MPEANPHUATHS | YIeOHOE
noco6ue / B. M. ba6ymxun. — Kazans : KHUTY-KAH,




2020. — 256 c. — ISBN 978-5-7579-2463-2. — Tekcr :
3JIEKTPOHHBIH // JIaHb : 3neKTpoHHO-0ubIMoTeYHas

cucrema.
5 | Arpanosckuii A. B., TectupoBanue Be6-npunoxenuii : | https://e.lanbook.com/book/216533
yuebHoe nocobue / A. B. Arpanosckuii. — CaHKT- (nara obpamtenus: 30.04.2025)

[TerepOypr : I'YAIIL 2020. — 155 ¢. — ISBN 978-5-
8088-1515-5. — Tekcr : aneKkTpoHHBIH // JIaHb :
3JIEKTPOHHO-OMOIMOTEYHAs CUCTEMa

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT MCIOJIB30BATHCS MPH
OCBOCHUU JUCHUILIUHBI (MOIYJIS).

Hayuno-texauueckas oubnuoreka PYT(MUUT) http://library.miit.ru/

®opyM CHEUANTUCTOB 110 NH(OPMALIMOHHBIM TeXHOJIorusaM http://citforum.ru/
NuTtepHeT-yHUBEpCcUTET MHDOPMAITMOHHBIX TeXHOIOTUH http://www.intuit.ru/

TemaTuueckuit bopym o UH()OPMAITMOHHBIM TEXHOJIOTUSAM

http://habrahabr.ru/

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHIpoCTPaHsIEMOIo
IPOrpaMMHOr0 OOecnedYeHusi, B TOM YHCIE€ OTEYECTBEHHOIO IPOU3BOJCTBA,
HEOOXOUMOTrO Il OCBOCHUS JUCIIUILIMHBI (MOJTYJIs).

- OC Windows
- Microsoft Office
- UaTepHet-6paysep (Yandex u ap.)

8. OmnucaHue MaTepuagbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

-YueOHast aynutopusi JUIsi TPOBEACHUS YYEOHBIX 3aHATUN  (3aHSITUN
JICKITMOHHOTO THUIIA, MPAKTUYECKUX 3aHSATUMN ):

- KOMIBIOTEp  TMpenojaBaress,  pabodyve  CTaHIMU  CTYACHTOB,
MYJIBTUMEIUMHOE 000pYyI0BaHUE, TOCKA.

AyauTtopus oAKIOUeHA K cetu «HTepHeT».

9. ®opma MPOMEKYTOUHOM ATTECTALNU:

3ayer B 5 cemectpe.

10. OueHouHbIe MaTEpHUATIBI.

OueHouyHble Marepualnbl, IPUMEHSAEMbIE MPHU MPOBEACHUU IPOMEKYTOUYHON



arrecrangum, pa3pa6aTBIBaIOTCH B COOTBECTCTBUU C JIOKAJIbHBIM HOpMaTI/IBHBIM AKTOM
PYT (MUUT).
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