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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[lenssMu ocBoeHUsT y4yeOHOM MUCHUIUIMHBI «be30macHOCTh KOMITbIOTEPHBIX
CUCTEM» SIBIISIIOTCS (DOPMHUpOBaHHE KOMIETEHIIMM 1O OCHOBHBIM pa3jeam
TEOPETUYECKUX M MPAKTHUECKUX OCHOB O€30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM,
MOJIy4Y€HHUE OIbITa MPOTUBOACHCTBHS KHOEPYrpo3aM, MPAKTHUYECKHX HABHIKOB B
pa3nuyHbIX 007acTAX HHGOPMAIMOHHONW O€30IacHOCTH, TaKMX Kak: aHalu3
3alIUIIEHHOCTH, PACCIIEIOBAHUE UHIIUICHTA U YCTPAHEHUE YSI3BUMOCTEH.

OCHOBHBIMH 33/1a4aMU JAUCLUUIUIMHBI SBISIFOTCS:

* M3ydeHnue MeTOI0B peBepC-MHKUHUPUHTA.

* O3HaKOMJIEHHUE CO CIIOCOOAMH aHAM3a IEUCTBHUM 3I0yMBIIIJIEHHUKOB.

* O3HaKOMJICHUE C METO/IaMU YCTPAHEHHS YSI3BUMOCTEH.

* MI3yueHue METOI0B 3alIUTHI CEPBEPOB C 3aMYIICHHBIMHU BEO-TIPUIT0KEHUSIMH
OT MHO>KECTBEHHBIX aTaK.

* 3y4yeHue NpUHIMIIOB BbISBICHUS YSI3BUMbBIX MECT ITyTEM aTaK.

2. [Inanupyembie pe3ynbTaThl 00YUEHHS IO TUCHUILIINHE (MOIYIIIO).

[lepeuenb (GopmMUpyEeMBIX pe3yJbTAaTOB OCBOCHHUS 00pa3oBaTElbHOU
porpamMmbl (KOMIIETEHIIUM) B pe3ysibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

YK-1 - CriocobeH OCyHIECTBIATh MOUCK, KPUTHYECKUM aHAU3 U CHUHTE3
nH(OpMAaIUH, TPUMEHSATH CHCTEMHBIN TTOIXO/T JIJIsl PEIICHHSI TOCTABICHHBIX 3a/1a4.

OOGy4eHwue Mo JUCUUIUIUHE (MOIYJIIO) MPENOJaraeT, 4YTo Mo €ro pe3ybTaTam
oOyyJarommuiicst Oyier:

3HaTh:

- BUJIbI yTPpo3 MHGOPMAIIMOHHON 0€30MaCHOCTH B COBPEMEHHOM OOIIECTBE;
- IPUHIUIIBI pabOTHI HHOOPMAITMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTUH;
- MPOTPAMMHBIX CPEACTB CUCTEMHOTO M MPUKIIATHOTO Ha3HAYCHUSI.

Ymern:

- WUCIOJIB30BaTh HMH(POPMAIMOHHBIC TEXHOJOTHHM C YyYE€TOM yIpo3
nH()OPMAITMOHHONW O€30MaCHOCTH ISl 00eCTICUeHHsI 0OBEKTUBHBIX MOTPEOHOCTEM
JUYHOCTHU, OOIIECTBA U TOCYAapCTBA.

Baaners:

- HaBBIKAMU OLICHKU POJM MH(POpMAINH, HHOOPMAILIMOHHBIX TEXHOJIOTUN U
uH(OPMAIMOHHON O€30IaCHOCTH B COBPEMEHHOM OOIIECTBE;

- HaBbIKAMU  TNPUMEHEHUs  HMH(OPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTMH, IPOrPaMMHBIX CPEICTB CUCTEMHOIO U MPUKIAJHOTO Ha3HAYEHUS, B



TOM  4YHUCII€  OTE€YECTBEHHOTO  MPOM3BOJACTBA, JJIsi  pEUIeHUs  3ajay
npodeccuoHaNbHOM eI TeIbHOCTH.

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0mas TpyA0eMKOCTb JUCHUIUIUHBI (MOIYJIA).

OOmast TPyIOEMKOCTh JUCUUILIUHBI (Momyns) cocTaBisier 2 3.e. (72
aKaJeMHYeCKuX Jaca(oB).

3.2. OO0veM mucuurIMHbBl (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTeNIbHON NporpaMMbl Ha UHBIX YCIOBHSIX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp No5

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 32 32
B ToMm gncne:

3aHATHSA JIEKIHOHHOTO THIIA 16 16
3aHATHSI CEMUHAPCKOTO THIIA 16 16

3.3. O6peM mucHUIIMHBL (MOAYJs) B (hopMe CamMOCTOSITENHFHOM pPabOTHI
oOydJaroruxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOydYaIOIIMXCA C
[e1arorndecKuMu pabOTHUKAaMU U (WJIH) JIMIIAMHU, TIPUBJIEKAaEMbIMH K peau3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TPU IPOBEIACHUU
MIPOMEKYTOUHOM aTTecTalu cocrapiisier 40 akaeMrUueckux yaca (OoB).

3.4. ITpu oOy4eHnH o0 UHAUBUAYATIbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0Oy4e€HHUH, 00bEeM JUCIUIUIUHBI (MOIYJIs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON pabOThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOU pabOThl OOy4YarOMIMXCA C MEJaroru4ecKuMu paboTHUKAMHU | (WJTHN)
JUIaMH, TIPUBJIEKAEMBIMH K peaiM3aIlii 00pa30BaTEILHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSX, TP MPOBEACHUHU MPOMEKYTOUYHOM aTTeCTallUU.

4. ConepxaHue JUCUUTUIUHBI (MOIYJIA).

4.1. 3aHsATHs JISKIIUOHHOTO THUIIA.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

PeBepc-uHXUHUPUHT B MHPOPMALIMOHHOMN 0€301MacHOCTH
PaCCManI/IBaIOTCH BOIIPOCHI IMOCTPOCHUA ITpoLECCa PEBEPC-UHKNHUPUHTA IPOrPaMMHOI0 obecrieueHus Ha
JTamnax HHSaCC€M6HI/IpOBaHI/IH, JCKOMITMIIAIIMH, OTJIAJAKH.

AHanu3 ceteBoro Tpaduka
PaCCManI/IBaIOTCH BOIIPOCHI aHaJIn3a CETEBOTO Tpa(bm(a C MOMOIIBIO TEXHOJIOTUH PEBEPC-UHIKUHUPUHTIA.

DKcIuTyatanus ysi3BUMOCTEH BeO-TIPHIIOKEHUS
PaccmatpuBaroTcst BOIPOCH BO3HUKHOBEHHS YA3BUMOCTEH U HX pacpocTpaHeHus. [[puBOIATCS THTIOBEIE
YA3BUMOCTH.

HHCTpyMEHTBI IOUCKA YSI3BUMOCTEH

PaccmarpuBaroTcs IpUHIUITEL Pa0OTHI CPEJCTB MOKCKA ys3BUMOCTel Ha npumepe Wapiti, Nikto, Vega,
SQLmap.

Ucnons3zoBanne HTTP-npokcu m1st paboThl ¢ TpadukoM
PaccmarpuBarotcs Bonpocs! uctionszoBanust HTTP-mipoken mins aHanmm3a Tpaduka MpUI0KESHUS U TOUCKa
0coOeHHOCTE B MOBCACHNHY TPWJIIOKCHU Ha HU3KOM YPOBHC.

Vs3Bumoctu BeO-pusoxenuit IDOR

PaccmatpuBaroTcst Bompocs tokanuzanun ysazsumoctH Insecure Direct Object Reference (Hebe3omacHbie
IpsIMBbIE CCBUIKU HA OOBEKTHI) TP YCHEITHOM MOJIYYSHHIO I0CTyMa K CTPaHUIIe, TaHHBIM WK (aiity,
JOCTyIIa K KOTOPBIM y HETro ObITh HE JOJDKHO.

BI/IHapHBIe YA3BUMOCTHU
PaccmarpuBaroTcst BOnpockl BOSHUKHOBEHHUSI OMHAPHBIX YSI3BUMOCTEH, HX BPEJJOHOCHOE BO3JICHCTBHE,
MPUMEPBI HCIOIb30BAHUS, METOJONOT U U KOHTPOJIbHBIN CIIUCOK Ul TECTUPOBAHUS

Artaku Ha 0a3bl JJAaHHBIX
PaCCManI/IBaIOTCH BOHpOCBI pCaJ'II/ISaL[I/II/I aTaK Ha 6a3LI JaHHBIX C ITIOMOIIIBIO BHC,I[pGHI/Iﬂ SQL'KO,I[a.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

TemaTuka MpakTUYECKUX 3aHATUN/KPATKOE COJEPIKAHNE

PeBepc-UHKUHUPUHT
B pe3ynprarte BRIIOIHEHUS pabOTHI CTYIEHT MOJIYYHUT HABBIKM IO TIPOBEJICHHUIO PEBEPC-MHKMHUPHHTA U
BBIOOPY HEOOXOTUMBIX HHCTPYMEHTOB.

PeBepc-uHKUHUPUHT(TIPOIOJIKEHHE)
B PE3YIbTATC BBINIOJTHCHUSA pa6OTI)I CTYACHT NOJIYYUT HABBIKU 11O IPOBEACHUIO aHaIM3a CETEBOI'O Tpa(l)I/IKa
C IOMOUIBIO TEXHOJIOTUH PEBEPC-UHIKMHUPHUHTA.

V3BUMOCTH BEO-TIPUITOKEHUS

B pesynprarte BRIIOITHEHUS pabOTHI CTYIEHT MOIYYHT NOHUMAaHNE O BOSHUKHOBEHHH YA3BHUMOCTEH BeO-
IIPWIOKEHUH, MEXaHU3MAaX MX PACIIPOCTPAHEHMUS.

[Touck ys3BUMOCTEH BEO-TIPHIIOKEHUI
B PE3YIbTATC BBINIOJIHCHUSA pa6OTI)I CTYACHT NOJIYYUT HABBIKU 11O UCITIOJIb30BAHUIO PA3JTINIHBIX
HMHCTPYMCHTOB IOUCKA yH3BHMOCTeﬁ.




TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe

/1
5 |Ilouck ys3BUMOCTEH BEO-TIPUIOKEHUN(TIPOIOIHKEHUE)
B pesynbTare BHINOTHEHUS pabOTHI CTYIEHT MOJYYUT HaBBIKU 1O ucnonb3oBaHuio HTTP-npokcu B pabote
¢ caiiramu ¢ ucrnons3oBanreM Burp Suite u OWASP ZAP.
6 |[louck ys3BumocTel BeO-IIPUIOKEHUN(ITPOIOIKEHHE)
B PE3YIbTATC BBINIOJTHCHUSA paGOTLI CTYACHT NOJIYYUT HABBIKU I10 JIOKAJIU3AIUN YA3BUMOCTU IDOR.
7 |llouck ys3BUMOCTEH BEO-TTPUIOKEHUN(TIPOIOIKEHUE)
B pesynprare BRINOTHEHUS paOOTHI CTYACHT MOTyYUT HABBIKH IO BBIABICHHIO OMHAPHBIX YSI3BUMOCTEH C
IIOMOIIIBIO TTOJIE3HBIX HArPpy30K.
8 |[louck ys3BuMocTel BeO-ITPUI0KEHUN(ITPOTOIKEHHE)
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT NOJIYYUT HABBIKU IO BBIABJICHUIO yH3BHMOCTeI>i B 0a3nl
JaHHBIX U UX JIOKAJIHU3alluH.
4.3. CamocrosiTenbHas padoTa 00y4Jaromuxcs.
No .
Bun camocrosiTensHO#M paboThI
/1
1 |Pabota c IeKITMOHHBIM MaTEePUATIOM
2 |[loaroroBka K MPaKTUYECKUM 3aHSATHIM
3 | IloaroroBka K MpOMEXYTOYHON aTTECTALINH.

5. Ilepeuenr wu3gaHUi, KOTOpbIE PEKOMEHIYETCS MCIOJb30BaTh IpHU

OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

li\/@n bubnuorpaduueckoe onucanue Mecro nocryna

1 | Uadopmarmornast 6e30macHoCTh : yuebHoe mocodue | https://e.lanbook.com/book/434282
/ cocraBurenu U. b. Tecnenko [u ap.] ; mox (mata obpamenus: 30.04.2025).
penakuuen U. b. Tecnenko. — Biagumup : Bal'y,

2023. — 212 c. — ISBN 978-5-9984-1783-2. —
Texct : anexTpoHHbIH // JIaHb : 3I€KTPOHHO-
O6ubauoreyHas cucrema.

2 | Beenenue B mH(OpManMOHHYIO 0€301MaCHOCTD U https://e.lanbook.com/book/118219
3aIUTY HHpOPMAINH : yuebHoe ocobue / B. A. (mata obpamenust: 30.04.2025)
Tpymun, FO. A. Koros, JI. C. JleBun, K. A. JloHckoi.

— HoBocubupck : HI'TY, 2017. — 132 ¢. — ISBN
978-5-7782-3233-4. — TekcT : aneKTpoHHbIH // JaHb
: QJIGKTPOHHO-OUOIMOTEYHAs CHCTEMA.

3 | Uukynosa H. @., [IpoextupoBanue 6a3 TaHHBIX U https://e.lanbook.com/book/160059

opranusanus ux 3amutel B CYBJ] ACCESS : (mata obpamenust: 30.04.2025)

yuebHoe nocobue / H. ®. YukyHoBa. —
Kamunaunrpan : BT AP®, 2019 — Yacts 1 — 2019. —
106 c. — Tekcr : anexTpoHHbI // JIans :

AIIEKTPOHHO-OMOIMOTEYHAs cCHCTEMA.




4 Bbabymkun B. M., Pa3zpaboTka 3ammuiieHHbIX https://e.lanbook.com/book/193486
IPOrPaMMHBIX CPEACTB MH(POPMATU3ALUH (nara obpamenus: 30.04.2025)
HPOM3BOICTBEHHBIX MTPOIIECCOB MPEIIPUITHS
yuebHoe nocodbue / B. M. baOymkun. — Kazans :
KHUTVY-KAH, 2020. — 256 c. — ISBN 978-5-7579-
2463-2. — Tekcr : anekTpoHHbIH // JlaHb :
JJIEKTPOHHO-OMOINOTEYHAs! CHCTEMA.

5 | Arpanosckuii A. B., TectupoBanue Be0O-npunoxenuit | https://e.lanbook.com/book/216533
: yaebHOe nocobue / A. B. Arpanosckuii. — Canxr- | (2ata obparmenms: 30.04.2025)
[TerepOypr : 'YAII, 2020. — 155 ¢. — ISBN 978-5-
8088-1515-5. — TekcT : aneKTpoHHbIH // JIaHb :
AIIEKTPOHHO-OMOIMOTEYHASI CUCTEMA

6. IlepeuyeHb COBpEMEHHBIX NPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(GOPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HMCIOJB30BaThCS MPH
OCBOEHUU JTUCUUIUIMHBI (MOZYJIS).

Hayuno-texaunueckas 6ubnuorexka PYT(MUUT) http://library.miit.ru/

CDOpYM CIICHHNAJIMCTOB I10 I/IH(bOpMaHI/IOHHLIM TEXHOJIOTUSAM
http://citforum.ru/

HNHTEpHET-YHUBEPCUTET MH(OPMAIMOHHBIX TEXHOJIOTUN
http://www.intuit.ru/

TemaTnueckuii dhopym 1o MH(POPMAITMOHHBIM TEXHOJIOTUSIM
http://habrahabr.ru/

7. IlepeyeHb  JUIEH3UOHHOTO W  CBOOOAHO  PaCIPOCTPAHSIEMOTO
MPOTPaMMHOT0 00ECTeUYeHUss, B TOM YHCJIE OTCYECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOT0 /I OCBOCHUS JUCIUTLIIMHBI (MOTYJIs).

- OC Windows
- Microsoft Office
- Uarepuer-6pay3zep (Yandex u nip.)

8. OmnucaHue MaTepuaIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILTHHE (MOIYIIIO).

-YueOHass ayauTopus [JIi TPOBEACHHS Y4YeOHBIX 3aHATUH (3aHSITHMA
JIEKIIMOHHOTO TUIA, TPAKTUYECKUX 3aHATHM):

- KOMIIBIOTEp  TIpemnojaBarelisi, pabouWe  CTaHIMU  CTYICHTOB,
MYJIbTUMEIUMHOE 000py0BaHUE, TOCKA.

Aynutopus OAKIIOYEHA K ceTh «HTepHEeT.

9. ®opma MPOMEKYyTOUHON aTTECTAINH:



3aueT B 5 cemecTpe.

10. OueHouHbIE MaTEpHUAIBI.

OrneHOYHBIE MaTEepPUANTBI, TPUMEHSEMBIE TIPU TIPOBEICHUH TPOMEKYTOTHOM
aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktomM PYT (MUUT).
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