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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[ensimu ocBOoeHMsI y4eOHOM TUCHUIUIMHBEI «be30MmacHOCTh KOMIBIOTEPHBIX
CUCTEM» SIBISIOTCS (OPMHUpPOBAHHE KOMIIECTEHIIM MO OCHOBHBIM pa3jeiam
TEOPETUYECKUX U MPAKTHUECKUX OCHOB O€30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM,
MOJIy4Y€HHUE OIbITa MPOTUBOACHCTBHS KHOEPYrpo3aM, MPAKTHUYECKHX HABHIKOB B
pa3iauuHbIX 00JacTsIX WH(GOPMAlMOHHOM O€30MaCHOCTH, TAaKUX Kak: aHaJu3
3aIUIIEHHOCTH, Paccie0BaHNE UHIUIEHTA U YCTPAHEHUE YA3BUMOCTEN.

OCHOBHBIMH 33/1a4aMU JAUCLUUIUIMHBI SBISIFOTCS:

* 3y4yeHne MeTo10B peBepC-MHKUHUPHUHTA.

* O3HaKOMJIEHHUE CO CIIOCOOAMH aHAM3a IEUCTBHUM 3I0yMBIIIJIEHHUKOB.

* O3HaKOMJIEHUE C METOJJAMH YCTPAHEHHUSI YSA3BUMOCTEM.

* 1I3ydeHne MeTo10B 3allUThl CEPBEPOB C 3AMMYIIEHHBIMH BEO-TIPHIIOKEHUSIMU
OT MHO>KECTBEHHBIX aTaK.

* 3y4yeHue NpUHIMIIOB BbISBICHUS YSI3BUMbBIX MECT ITyTEM aTaK.

2. [Inanupyembie pe3ynbTaThl 00YUEHHS IO TUCHUILIINHE (MOIYIIIO).

[lepeuenb (GopmMUpyEeMBIX pe3yJbTAaTOB OCBOCHHUS 00pa3oBaTElbHOU
porpamMmbl (KOMIIETEHIIUM) B pe3ysibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-4 - CiocoOeH y4acTBOBaTh B pa3pab0TKe TEXHUYECKON TOKyMEHTAlUU
MPOrPaMMHBIX MPOIYKTOB U KOMITJIEKCOB C HCIIOIH30BAaHUEM CTaHIApTOB, HOPM H
MpaBmJI, a TAKXKE B YIPABICHUU MPOCKTAMH CO37aHMs MH()OPMAIIMOHHBIX CUCTEM
Ha CTaJIUAX KU3HEHHOTO ITUKIIA,;

IK-8 - CrnocoOHOCTh y4acTBOBaTh B paboOTax MO pealn3alid MOJUTHKU
MHPOPMAIIMOHHON  0€30MacHOCTH, MPUMEHATh KOMIUIEKCHBI MOAXOA K
obecrieueHU0 UH(POPMAITMOHHON 0€30MacHOCTH OOBEKTA 3aIMUTHl U IMPUHUMATH
y4acTHe B OpraHU3allu U CONPOBOXKICHUH aTTeCTallN 00beKTa HHPOPMATH3ALUH
1o TpeOoBaHUsAM 0€30MaCHOCTH HH(POPMALIUH.

OOGy4eHwue Mo JUCUUIUIUHE (MOIYJIIO) MPENOJaraeT, 4YTo Mo €ro pe3ybTaTam
oOydaromuiics: Oyaer:

3HaTh:

- BUJIBI yTP0O3 MHGOPMAIIMOHHON 0€30TacHOCTH;

- IPUHIIUIIBI pa0OTHI HHOOPMAITMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTHH;

- MIOJIMTUKN WH()OPMAITMOHHON O€30TTaCHOCTH

- CTaHIAPTHI, HOPMBI U TIpaBHJIa IO pa3pabOTKe TEXHUUECKOW JOKYMCHTAIINH
IIPOTPAMMHBIX TIPOYKTOB U KOMILIICKCOB

YMmeTh:



- WUCIMOJIb30BaTh HMH(POPMAIMOHHBIE TEXHOJOTUHM C YyY4E€TOM yIpo3
nH(pOpMaIIMOHHOM 0€30MacHOCTH

- pa3pabaTbIBaTh TEXHUIECKYIO TOKYMEHTAIIMIO TIPOTPAMMHBIX TIPOAYKTOB U
KOMIUIEKCOB C UCTIOJIb30BAaHUEM CTaHAPTOB

- MPUMEHATH KOMIUIEKCHBIA TOAXO0I K oOecrmeueHnto WH(POPMaIMOHHOM
0€30MacHOCTH 00bEKTAa 3aIUTHI.

Baaners:

- HABBIKAMH YTPABJICHUS IPOEKTaMH CO3J1aHUsI MH(POPMALIMOHHBIX CUCTEM Ha
CTa/IusAX )KU3HEHHOTO IMKJIa

- HaBbIKAMU  TNPUMEHEHUs  HMH(OPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTMH, IPOrPaMMHBIX CPEICTB CUCTEMHOIO U MPUKIAJTHOTO HAa3HAYEHUS, B
TOM  4YHCJIE  OTEYECTBEHHOIO  MPOM3BOJCTBA, Ui  pelIeHus  3ajady
PO ECCUOHATIBHOM €SI TENIbHOCTH.

- HaBbIKAMHU [0 OpPTaHU3ALMH M COMPOBOXKICHUIO aTTECTAllMM OOBEKTa
nH(popMaTU3aLMK 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALIUH.

3. O6beM AUCIUTLIUHBI (MOTYJIS).
3.1. O6mas Tpy10eMKOCTb TUCITUTIIMHBI (MOTYJIS).

OOmast TPyIOEMKOCTh JUCHUUILTUHBI (Momynsi) cocTaBisier 2 3.e. (72
aKaJIeMHUYECKHUX yaca(oB).

3.2. O6bem paucuMIUIUHBL (Monaynsi) B (OpME KOHTAaKTHOW pabOThI
oOyyarommxcsi C  MeJarorM4eckuMu  paboTHUKaMU ©  (WIM)  JIMIaMH,
MPUBJIEKAEMBIMHU K peaju3alii 00pa30BaTEIbHONW MPOrpaMMbl HA MHBIX YCIIOBUSX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ne5

KonTtakTHas paboTa mpu npoBeieHNH yUeOHBIX 3aHATHH (BCET0): 32 32
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 16 16
3aHATUS CEMUHAPCKOTO THIA 16 16

3.3. O06bemM auCHMIUIMHBI (MOAYJsl) B (opMe caMOCTOATENIbHOU pPabOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYArOUIUXCSA C
Mearorn4ecCKuMU pabOTHUKAMHU U (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTrenpHON TpOrpaMMbl Ha HWHBIX YCIOBUSX, TPH MPOBEICHUU
MIPOMEXYTOUHOM arrecTtauu coctapisieT 40 akageMuueckux vaca (OB).




3.4. ITpu oOy4eHn¥ 0 MHAUBUAYATFHOMY YI4€OHOMY IIJIaHy, B TOM YHCIIC IPU
YCKOPEHHOM 00Yy4YeHHH, 00BEM JTHUCHMUIUIMHBI (MOJYJISI) MOXKET OBITh peaIn30BaH
TIOJTHOCTBIO B (DOPME CaMOCTOSTETFHON pabOThI 00YJAIONINXCs, a TakKKe B popme
KOHTAKTHON pabOThl 00YYarOIMIMXCs C MeAarorndyecKuMU paOOTHUKAMHU M (VUM )
JUIaMU, TIPUBIICKAEMBIMH K peai3aIliid 00pa30BaTeILHOM MPOrpaMMbl Ha MHBIX
YCJIOBHSIX, TIPH MPOBEICHUN TPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |PeBepc-WHXMHUPHHT B HH(OPMAIIMOHHON 0€30IacHOCTH

PaccMaTpuBarOTCs BOTIPOCHI:

- IOCTPOEHHUS TPOIecca peBepC-UHKHHUPUHTA TPOTPAMMHOTO 00ECIICUeHHMS Ha dTanax
JI3aCCeMOTUPOBAHMS, IEKOMITHIISLIUK, OTIAKU JUIS PEIICHHS 3a/1a4 110 00ECTICYESHHIO TOIUTHKA
HH(POPMAIMOHHOM 0E€30MaCHOCTH;

- arTecTalu 00beKTa HHPOPMATHU3AIHH 10 TPSOOBAHMSIM OE30MTACHOCTH HH(POPMAITHH.

2 |Anamm3 ceTeBoro Tpaduka
PaCCManI/IBaIOTCH BOIIPOCHI aHAJIN3a CETEBOTO Tpa(bPIKa C MOMOLIBIO TCXHOJIOTUH PEBEPC-UHIKUHUPUHIA.

3 |DxkcruryaTamnus ya3BUMOCTEH BEO-TIPUITOKCHHUS
PaCCManI/IBaIOTCH BOIIPOCHI BOBHUKHOBCHUSA yFISBI/IMOCTeﬁ 1 UX paCIIpOCTPAHCHUS. HpI/IBO,I[FITCﬂ THUIIOBBIC
YA3BUMOCTH.

4 |IHCTpYMEHTHI MIOUCKA YS3BUMOCTEH

PaccmarpuBaroTCs IPUHIKITEL PaOOTHI CPEJCTB MOKUCKA yI3BUMOCTEH Ha mpumepe Wapiti, Nikto, Vega,
SQLmap.

5 |Ucnons3oBanue HTTP-npokcu nms paboTsl ¢ Tpapukom
PaccmarpuBarotcst Bonpocs! ucrionszoBanus HTTP-mpoken s aHanmm3a Tpaduka MpUI0KESHUS U TOMCKa
0coOeHHOCTEH B NOBCJACHNHU NPUJIIOKECHNA Ha HU3KOM YPOBHE.

6 |VsasBumoctu BeO-npriiokeHuii IDOR

PaccmaTpuBaroTcst Borpochl Jokanu3anuuu ys3suMoctH Insecure Direct Object Reference (Hebe3onacHbie
MPSMBIE CCBUIKHM Ha 0OBEKTHI) MPH YCIIEITHOM IOJTyYSHHIO JOCTYIA K CTPaHUIIe, TaHHBIM WK (ailry,
J0CTyIa K KOTOPBIM Yy HETO OLITH HE JOJIKHO.

7 |buHapHBIE YA3BUMOCTHU
PaCCManI/IBaIOTCH BOIIPOCHI BOBHUKHOBEHUSA 6I/IHapHI)IX yﬂ3BHMOCT€I>i, HX Bp€AOHOCHOC BO3Z[€fICTBI/I€,
IMPpUMEPLI UCIIOJIB30BAHWA, METONO0JIOT U U KOHTpOJ'H:HBIﬁ CHHUCOK IJId TCCTUPOBAHUA

8 |Araku Ha 0a3bl JaHHBIX
PaCCManI/IBaIOTCH BOIIPOCHI peain3aliui aTakK Ha 633]:1 JAHHBIX C TOMOIIbIO BHEAPCHU A SQL'KOﬂa.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS



TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe

n/m
1 |PeBepc-UHXUHUPUHT
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT MNOJIYYUT HABBIKU 11O NPOBCACHUIO PCBECPC-UHKMHUPUHTA U
BI)IGOpy H€O6XO[[I/IMI>IX UHCTPYMEHTOB.
2 |PeBepc-uHXHHUPHHT (ITPOIOJDKEHNUE)
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT NOJIYYUT HABBIKU 11O IPOBCACHUIO aHAIM3a CETCBOI'O Tpa(l)I/IKa
C IOMOILIBIO TEXHOJIOTUU PEBEPC-WHXXWUHUPUHTA.
3 |[Vsa3BUMOCTH BeO-TIPUIIOKEHUS
B pesynprarte BRIIOTHEHUS pabOTHI CTYIESHT MOJIYIHT NOHUMAHNE O BOSHUKHOBEHHH YA3BUMOCTEH BeO-
MPWIOKEHNH, MEXaHU3MAaX UX PACIIPOCTPAHEHHUS.
4 |ITouck ysI3BUMOCTEH BEO-TIPUIIOKECHHIA
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT NOJIYYUT HABBIKU 11O UCIIOJIb30BAHUIO PA3JINIHBIX
UHCTPYMEHTOB [IOMCKA YA3BUMOCTEH.
5 |[louck ysa3BuMocTel BeO-IPUIIOKEHUI(TIPOIOJIKEHHE)
B pe3ynprare BRIMOTHEHUS paOOTHI CTYIEHT MOTYYUT HaBBIKK 1O Uctionk3oBaHmio HTTP-npoken B paboTte
¢ caiitamu ¢ ucrons3oBanreM Burp Suite 1 OWASP ZAP.
6 |Ilouck ys3BUMOCTEH BEO-TTPHUIOKESHUN(TIPOIOIKEHUE)
B pesynbraTe BhINONHEHHS pabOThI CTYJEHT HOIYYUT HABBIKH 110 JIOKaIu3anuu ya3suMocTtu IDOR.
7 |Ilouck ysa3BuMoOcCTel BeO-IPUIIOKEHUI(TIPOIOIKEHHE)
B pesynbraTe BHINONHEHHS paOOTHI CTY/ACHT MOJIYYUT HABBIKH MO BBISBICHHUIO OMHAPHBIX YSI3BUMOCTEH C
MTOMOIIBIO TIOJIE3HBIX HATPY30K.
8 |llouck ys3BUMOCTEH BEO-TIPUIOKEHUN(TIPOIOIKEHUE)
B PE3YyIbTATC BBINIOJTHCHUSA pa6OTBI CTYACHT HOJYYUT HAaBbIKU 11O BBISIBJICHUIO yﬂ3BI/IMOCTeI>‘I B 0a3bl
JaHHBbIX M UX JIOKAJIHU3alluH.
4.3. CamocrosiTenbHas padoTa 00y4aroIuXCs.
Ne
Bun camocrosTensHoi# paboTh
/1
1 |Pabota c IeKIIMOHHBIM MaTEepUaATIOM
2 |[ToaroroBka K MPaKTUYECCKUM 3aHSATHSIM
3 | [loaroroBka Kk MpPOMEKYTOYHOU aTTECTALIUU.

5. Ilepedenr wu3maHWil, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MIPHU

OCBOEHUU JUCHUILUIUHBI (MOYJIA).

Ne
i bubnuorpaduueckoe onucanue Mecro nocryna
1 | Uadopmarmornast 6e30macHoCTh : yuebHoe mocodme | https://e.lanbook.com/book/434282

/ coctaButenu U. b. Tecnenko [u ap.] ; mox
penakuuent U. b. Tecnenko. — Biagumup : Bal'y,
2023. — 212 c. — ISBN 978-5-9984-1783-2. —




Texcrt : anexkTpoHHbIH // JIaHb : 3IEKTPOHHO-
OubnuoreyHas cucrema.

2 | Beenenue B mH(OpMaLMOHHYIO 0€30M1aCHOCTD U https://e.lanbook.com/book/118219
3amuTy uHGopManuu : yueoHoe mocodue / B. A.
Tpymumn, FO. A. Kotos, JI. C. JleBun, K. A. JIoHCKO/.
— HoBocubupck : HI'TY, 2017. — 132 ¢c. — ISBN
978-5-7782-3233-4. — TekcT : aneKTpoHHbIH // JIaHb
: QIIGKTPOHHO-OUOIMOTEYHAs CHCTEMA.

3 | Uuxynosa H. @., [IpoextupoBanue 6a3 TaHHBIX U https://e.lanbook.com/book/160059
opranusanus ux 3amursl B CYB/] ACCESS :

yuebnoe nocooue / H. ®@. YukyHoBa. —
Kamunaunrpan : B AP®, 2019 — Yacte 1 — 2019. —
106 c. — Tekct : anekTpoHHbIH // JlaHs :
AIEKTPOHHO-OMOIMOTEeYHAsl cUCTEMA.

4 | babymkun B. M., Pa3paboTka 3amunnieHHbIx https://e.lanbook.com/book/193486
IPOTPAMMHBIX CPEICTB HH(POPMATH3AIIH
IIPOM3BOJICTBEHHBIX IPOIIECCOB MPEIIPUSATHS :
yuebHoe nocooue / B. M. baOymkun. — Kazans :
KHUTY-KAU, 2020. — 256 c. — ISBN 978-5-7579-
2463-2. — Tekcr : anekTpoHHbIH // JlaHb :

3HeKTp0HHO'6I/I6HI/IOTC‘lHaﬂ CHUCTEMA.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBHIE MOTYT HUCIOJIb30BATHCS TMpHU
OCBOCHHH JTUCUUTIITUHBI (MOTYJIS).

- Hayuyno-rexuuueckas 6ubmmoreka PYT(MUUNT) http://library.miit.ru/

- dopyMm chmenwaiucToB MO  MHGOPMAIMOHHBIM  TEXHOJOTHSM
http://citforum.ru/

- HHTEepHET-YHUBEPCHUTET UH(OPMAITMOHHBIX TEXHOJIOTHIA
http://www.intuit.ru/

- Temaruueckuit  popym 1m0  UHOOPMAIMOHHBIM  TEXHOJOTUSIM

http://habrahabr.ru/

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpOCTPAHSIEMOTO
MpOrpaMMHOr0 OO€CIeUYeHus, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOTO JIJI1 OCBOCHUS JUCIUTIIUHBI (MOIYJIs).

Microsoft Windows
Microsoft Office
Nutepuet-Opaysep (Yandex u nip.)



8. Omnucanne MaTepuagbHO-TEXHUYECKOW 0a3bl, HEOoOXOmMUMOW ISt
OCYIIIECTBICHUS 00pa30BaTEIBLHOTO MPOIIecca MO AUCIUTIINHE (MOIYIIIO).

Yyebnas aymutopus (KoMIbroTepHBINH Kiacc) M MPOBEACHUS YICOHBIX
3aHATUH (3aHATUHN JTEKIUOHHOTO THIA, MPAKTUYECKUX 3aHITHI):
- KOMIBIOTEp MpEenoaaBaTelisi, MyJbTUMEIuITHOEe 00opyaoBaHue, paboune

CTaHIOIUU CTYACHTOB, JJOCKaA.
Ay,Z[HTOpI/IH IIOAKJIIOYCHA K CCTH «HHTGpHCT».

9. ®opMa MpoMeKyTOUHOM aTTECTAINU:

3aueT B 5 cemecTpe.

10. OueHOUHBIE MaTEpHUAIIBI.

O1neHOYHBbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUHN MTPOMEKYTOUHON
aTTecTaly, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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