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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enssMu ocBOCHHS y4eOHOW MUCHIUILTNHBI «be30macHOCTh KOMIBIOTEPHBIX
CUCTEM» SIBISIFOTCS (OpPMHpOBaHHWE KOMIICTCHIIMA TI0O OCHOBHBIM pasieiam
TECOPETUYECKUX U TPAKTHUYECKUX OCHOB 0€30MacHOCTH KOMIBIOTEPHBIX CHCTEM,
MOJTyYEHUE OIbITa MPOTUBOACUCTBUS KHOEPYTrpo3aM, MPaKTHUECKUX HABBIKOB B
pPasTUYHBIX 00JacTAX WHGOPMAIIMOHHONW OE€30MacHOCTH, TaKUX KakK: aHaJn3
3aIUIICHHOCTH, paccie0BaHNEe UHITMICHTA U YCTPaHEHUE YSI3BUMOCTEH.

OCHOBHBIMH 3a7]a9aMH TUCIATUTAHBI SIBJISIOTCS

* M3ydeHne MEeTOZI0B peBepC-UHKUHUPHUHTA.

» O3HaKOMJIEHHUE CO CIIOCO0aMM aHaM3a JIEUCTBUM 310y MBIIIJICHHUKOB.

* O3HaKOMJICHUE C METOJIaMU YCTPAHEHUSI YSA3BUMOCTEH.

* M3ydeHne MeTo10B 3allUThl CEPBEPOB C 3aMYIIICHHBIMU BEO-TIPUIIOKECHUSIMU
OT MHO>XECTBEHHBIX aTakK.

* M3ydeHne MPUHITUIIOB BEISBIICHUS YSI3BUMBIX MECT ITyTEM aTak.

2. IlmanupyeMsble pe3ynbTaThl 00yUYeHHS 110 TUCHUIUTHHE (MOIYJIIO).

[lepeuenp  (GopMUpYyEMBIX pPE3yJbTAaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHHUs 10 AUCHMILTUHE (MOIYIIO):

YK-1 - CrnocobeH oCylIecTBISATh MOUCK, KPUTUUYECKUNM aHAIM3 U CUHTE3
uH(bOpMAITUH, TPUMEHSITH CUCTEMHBIN MOAXO/ IS PEIICHUS MTOCTABICHHBIX 3a/1a4.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIIoIaraeT, 4YTo 1Mo ero pe3yIbTataM
oOyyaroruiicst 0yier:

3Harth:

- BU/Ibl YTpo3 MHGOPMALIMOHHON 0€30IaCHOCTH B COBPEMEHHOM OOIIECTBE;
- IPUHUUIIBI pabOThl MH()OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIA,;
- IPOTPAMMHBIX CPEACTB CUCTEMHOTO U MPUKIIATHOTO Ha3HAYEHHUS

YMmeTh:
- WUCMOJIb30BaTh HMH(POPMAIIMOHHBIE TEXHOJOTUHM C YyYE€TOM YIpo3

UH(OPMAIMOHHOW 0€30IacCHOCTH ISl 0OecnieueHns] 00ObEKTUBHBIX MOTPEOHOCTEH
JUYHOCTH, OOIIIECTBA U TOCYAapCTBa.

Baangern:

- HaBBIKAMHU OIICHKH POJIM MH(POPMAIUH, WHPOPMAITMOHHBIX TEXHOJOTUN U
nH(}OpMAITMOHHOM 0€30MaCHOCTH B COBPEMEHHOM OOIIIECTBE;

- HaBBIKAMH  TPUMEHEHUS  WHOOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTUM, TPOTPAMMHBIX CPEJICTB CUCTEMHOTO W MPHUKJIAJTHOTO Ha3HAYCHHS, B



TOM  4YHCJI€  OTEYeCTBEHHOTO  IPOM3BOJCTBA, IS pEIICHWs  3a/1ad
npodeccuoHaNbHOM e TETbHOCTH.

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mmias TpyA0€MKOCTb JTUCHMUILUIMHBI (MOTYJIS).

OOmast TPyIOEMKOCTh IUCHUILIMHBI (Momynsi) coctaBisier 2 3.e. (72
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIuiMHBL (MOAyJsi) B (opMe KOHTAaKTHOW paboThl
oOyJarommxcsi C  IeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aliui 00pa30BaTeIbHON MPOTpaMMbl Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tum ydeOHBIX 3aHIATHI
Bcero | Cemectp No5

KonrtaktHas paboTa mpu npoBeIeHIH YUeOHBIX 3aHATHH (BCETO): 32 32
B ToMm uncne:

3aHATHSA JIEKIIHOHHOTO THIIA 16 16
3aHATHSI CEMHUHAPCKOTO THIIA 16 16

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHOH pabOThl OOydYarOUIUXCSA C
Mearoru4ecKuMy paboTHUKAMHK U (WJTH) JTUIIaMU, TIPUBJICKAEMBIMH K peaTu3aIliH
oOpa3oBaTenpHON TIpOrpaMMbl  HA HWHBIX  YCIOBUSAX, TP  IPOBEICHUU
IPOMEKYTOUYHOM aTrectanuu coctapisieT 40 akageMuueckux vaca (OB).

3.4. IIpu 0Oy4eHuu 1o UHAUBUIyAIbHOMY Y4eOHOMY IIJIaHy, B TOM YHCIIE ITPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUTUIMHBI (MOIYJIsI) MOXKET ObITh peaii30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHON padOThl 00yUaroIuXcs, a Takke B (hopme
KOHTAKTHOU pabOThl 00YUYaIOIIUXCSl C MEJAarornyeCKuMu pabOTHUKaMU U (UJIH)
JUIAMH, TIPUBJIEKaeMbIMH K peaiu3alliid 00pa30BaTeIbHON MPOTrpaMMbl HA MHBIX
YCIIOBUSIX, IPU MTPOBEJICHUHU MPOMEKYTOUHOM aTTECTALIUH.

4. ConeprxkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

n/m
1 |PeBepc-uHXMHUPHHT B HH(OPMAIIMOHHON 0€30MacHOCTH
PaCCManI/IBaIOTCH BOIIPOCHI MIOCTPOCHUA IPOIECCa PEBEPC-UHKMHUPUHTA IPOrPpaMMHOI0 obecrieueHus Ha
Jramax )II/I3aCCGM6J'II/Ip0BaHI/Iﬂ, JCKOMITHJIALIMH, OTJIAJAKH.
2 |Ananu3 ceteBoro Tpaduka
PaCCManI/IBaIOTCH BOIIPOCHI aHaJIn3a CETCBOT'O Tpa(bm(a C IMOMOIIBIO TEXHOJIOTUHN PEBEPC-UHIKUHUPUHTIA.
3 |DkcrutyaTarus ys3BUMOCTEH BEO-TIPUIIOKCHHUS
PaCCManI/IBaIOTCH BOIIPOCHI BOBHUKHOBEHUSA yHSBHMOCTeﬁ 1 UX pacpoCTpaHECHUS. HpI/IBOI[ﬂTCH THUIIOBBIC
YA3BUMOCTH.
4  |MHCTpYMEHTHI ITOUCKA YA3BUMOCTEN
PaccmaTpuBaroTcst IpUHIUIIBI pabOTHI CPEJICTB MOKCKa ysi3BUMOCTel Ha mpumepe Wapiti, Nikto, Vega,
SQLmap.
5 |Wcnonb3oBanue HTTP-nipokcu st paboThl ¢ Tpadukom
PaccmarpuBarotcs Bonpocs! uctionszoBanust HTTP-ipokcen s aHanmm3a Tpaduka MpUIoKESHUS U MTOMCKa
0coOeHHOCTE B MOBCACHNHU NTPUJIIOKCHNA HAa HU3KOM YPOBHC.
6 |Vsa3Bumoctu BeO-npuiiokeHuii IDOR
PaccmarpuBaroTcst Bompocs Tokanuzanuu ysazsumoctH Insecure Direct Object Reference (Hebe3omacHsie
NpsIMBbIE CCBUIKU HA OOBEKTHI) TP YCHEITHOM MOIYYSHHIO TOCTYIAa K CTPaHUIEe, JaHHBIM WK (aiiny,
JIOCTyIa K KOTOPBIM Y HEro OBITh HE TOJIKHO.
7 |bunapHbie ysI3BUMOCTH
PaccmarpuBatoTcst BOpockl BOSHUKHOBEHHUSI OMHAPHBIX YSI3BUMOCTEH, HX BPEJJOHOCHOE BO3/ICHCTBIE,
MIPpUMEPLI UCIIOJIB30BAHNA, METOAOJIOI U U KOHTpOHBHLIﬁ CIIMCOK IJId TCCTUPOBAHUA
8 |Araku Ha 06a3bI JAaHHBIX
PaCCManI/IBaIOTCH BOIIPOCHI peain3aliui aTakK Ha 0assl JAAaHHBIX € IOMOIIBIO BHCAPCHUA SQL'KOI[&.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATUS
No
i TemaTuka MpakTUYECKUX 3aHATUNA/KPATKOE COJEPIKAHNE
1 |PeBepc-UHKUHUPUHT
B PEIYJIbTATEC BBITIOJTHECHUA paGOTLI CTYACHT IOJIYUYUT HABBIKU 11O MPOBCACHUIO PEBEPC-NHKUHUPHUHIA U
BBIOOPY HEOOXOAMMBIX HHCTPYMEHTOB.
2  |PeBepc-MHXUHUPHUHT(TIPOIOTHKEHUE)
B PE3yJIbTAaTC BBINIOJHCHUSA pa6OTI)I CTYACHT NOJIYYUT HABBIKU 11O IPOBEACHUIO aHAIN3a CETCBOI'O Tpa(i)I/IKa
C IOMOUIBIO TEXHOJIOTUH PEBEPC-UHKMHUPHUHTA.
3 |[Vsa3BuMoOCTH BeO-TIPHITOKEHUS
B pe3synprare BRIIOITHEHUS pabOTHI CTYIEHT MOIYYHT NOHUMAaHNE O BOSHUKHOBEHHH YA3BIMOCTEH BeO-
l'IpI/IJ'lO)KeHI/II\/'I, MEXaHU3Max UX pacIipoOCTPaAaHCHUSA.
4 |Ilouck ysI3BUMOCTEH BEO-TTPUIIOKEHUN

B PE3yJbTAaTC BBINIOJIHCHUSA pa6OTI)I CTYACHT NOJIYYUT HABBIKU 11O UCIIOJIb30BAHUIO PA3JINIHBIX
HMHCTPYMCHTOB ITOUCKA yﬂBBHMOCTGﬁ.




TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

5 |Ilouck ya3BUMOCTEN BEO-TTPUIOKEHUN(TIPOIOTHKEHUE)
B pesynbTaTe BbIIOIHEHUS PaOOTHI CTYJEHT IOJIYYUT HaBBIKYU 10 ucnonb3oBanuio HTTP-npokcu B pabote
¢ caiiramu ¢ ucrnons3oBanreM Burp Suite u OWASP ZAP.

6 |[louck ysi3BEMOCTEH BEO-TIPUIOKEHUN(ITPOIOTKEHHE)
B pesynbrare BHINOIHEHUS pabOTHI CTYIEHT MOJYYHUT HaBBIKU IO JIoKanu3auu ys3sumocta IDOR.

7 |llouck ysa3BUMOCTEN BeO-TIPUIOKEHUN(TIPOIOTIKEHHUE)
B pesynbrare BRINOTHEHUS paOOTHI CTYIEHT MOIYYUT HABBIKA 1O BRIABIICHHIO OMHAPHBIX YSI3BHUMOCTEH C
IIOMOIIIBIO TTOJIE3HBIX HArPpy30K.

8 |[louck ysi3BEMOCTEH BEO-TTPUIOKEHUN(ITPOIOTKEHHE)
B PE3yJIbTATC BBINIOJTHCHUA pa6OTLI CTYACHT INOJYUYUT HABBIKU MO BLIABJICHUIO yH3BHMOCTeI>i B 0a3bl

JaHHBIX U UX JIOKaJIU3alluu.

4.3. CamocrosiTenbHas paboTa 00ydarOIMuXCS.

Bun camocTosTennbHOM paboThI

1 |Pabota c IeKITMOHHBIM MaTEpPUATIOM

2 IToaroroBka k IMPAKTUUICCKUM 3aHATUAM

3 | IlogroroBka K MpOMEXYTOYHOH aTTEeCTalNH.

5. HepequL H3ﬂaHHﬁ, KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATh IIPU

OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).
Ne
/i
1 | UadopmarnmonHas 6€30MacHOCTb. https://e.lanbook.com/book/161340 (nara
[IpakTHyeckue acnekTsl : yueonuk / JI. X. obparenust: 10.03.2024).

Ca¢uynnuna, A. P. Kacumosa, f. C. Ps6os
[u np.]. — Cankr-IlerepOypr : Untepmenus,
2021. — 240 c. — ISBN 978-5-4383-0205-6.
— Texkcer : anexkTpoHHsbIit // JIans :

bubnuorpaduueckoe onucanue Mecto nocryna

AJIEKTPOHHO-OMOIMOTEYHASI CHCTEMA.
2 | Beenenue B nH(OPMALIMOHHYIO https://e.lanbook.com/book/118219 (nara
0€30MaCHOCTh M 3aIMTy HH()OPMAIIUH : obpatwennus: 29.02.2024)

yaeOHoe mocodue / B. A. Tpymus, FO. A.
Kotos, JI. C. JleBun, K. A. Jlonckoi. —
Hosocubupck : HI'TY, 2017. — 132 ¢c. —
ISBN 978-5-7782-3233-4. — TekcrT :
3eKTPOHHBIN // JIaHb : AIEKTPOHHO-
OuOIIMOTEYHAs CHCTEMA.

3 Yukynosa H. @., [IpoextupoBanue 6a3 https://e.lanbook.com/book/160059 (nara

JAHHBIX ¥ OpraHu3anus ux 3amutel B CYBJ] | oopamenus: 10.03.2024)
ACCESS : yue6noe nocodue / H. .




YukynoBa. — Kanununrpaz : BI'AP®, 2019
— Yactp 1 — 2019. — 106 ¢. — Teker :
AIIEKTPOHHBIH // JIaHb : 3IEKTPOHHO-
OubnuoreyHas cucrema.

4 | Benenue B uHGOPMALIMOHHYIO https://znanium.com/catalog/product/265558
Oe3omacHocTh: YuebHOe nocobue s By3os / | (Aara obpauienus: 29.02.2024)

A.A. Mamok, B.I. Koposies, B.M.
®omuues; [Tox pen. B.C. T'opbatos. -
Mocksa : I'op. nmunus-Tenekom, 2011. - 288
c.: ui.; . - (CnenmanbHocTh). ISBN 978-5-
9912-0160-5, 1000 »k3. - Tekcr :

AJIEKTPOHHBIN.

5 babymkun B. M., Pa3zpabotka 3ammmieHHsix | https://e.lanbook.com/book/193486 (nara
IPOrPaMMHBIX CPEJICTB HH(DOpPMATU3ALUH obpamenus: 10.03.2024)
MIPOM3BOJICTBEHHBIX MPOIIECCOB MPEIIPUATHS
: yuebHoe mocobue / B. M. baGymikun. —
Kazans : KHUTY-KAU, 2020. — 256 ¢. —
ISBN 978-5-7579-2463-2. — Tekcr :
AIIEKTPOHHBIH // JIaHb : SIEKTPOHHO-
OoubnuoreyHas cucrema.

6 ArpanoBckuii A. B., TectupoBanue BeO- https://e.lanbook.com/book/216533 (nara
NPUIIOKEHNIH : yueGHoe mocobue / A. B. obparmenmst: 10.03.2024)
ArpanoBckuii. — Cankt-IletepOypr :
['YAII, 2020. — 155 ¢. — ISBN 978-5-
8088-1515-5. — TekcrT : AMeKTPOHHBIH //
JlaHb : AIEKTPOHHO-OMOIMOTEYHAS CHCTEMa

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT HCIOJB30BAaThCS MPHU
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

Hayuno-texuuueckast oudnuoreka PYT(MUUT) http://library.miit.ru/

CDOPYM CIICIINAJINCTOB 10 I/IH(i)OpMaHI/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/

W HTEpHET-YHUBEPCUTET MH(}OPMAIMOHHBIX TEXHOJOTUI
http://www.intuit.ru/

TemaTnueckuii dbopym o uH(OPMAITMOHHBIM TEXHOJOT UM
http://habrahabr.ru/

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOTO
MpOorpaMMHOr0 oOecredYeHus, B TOM YHCJIE OTEUYECTBEHHOIO MPOU3BOJICTBA,
HEO0OXOIMMOTO JIJIsI OCBOCHMS UCITUTIIIUHBI (MOIYJIs).



I[JISI IMPOBCACHM JICKITMOHHBIX 3aHIATUU HCO6XOI[I/IM8, CIICIHUAJIN3UPOBAHHAA
JICKIIMOHHAS ayAUTOPUA C MyJIbTUMEANA anmnaparypoil. Kommbrorep nomkeH ObITh
o0ecIeyeH JTMIEH3MOHHBIMY POTPAMMHBIMU IPOYKTaMHU:

Microsoft Windows

Microsoft Office

Jns  mpoBeneHus 1a0OpaTOpPHBIX pabOT HEOOXOJIUMBI TMEPCOHAJIbHBIC
KOMIIBIOTCPBI C pa60‘{I/IMI/I MCECTaMU. KOMHL}OTep JOJIDKCH ObITH OO€EcIIcUYeH
JIMOCH3WMOHHBIMH ITPOTPAaMMHBIMU ITPOAYKTAMMU:

Microsoft Windows

Microsoft Office

8. Omucanue MaTepHAIbHO-TEXHUUECKON 0a3pl, HEOOXOAUMON s
OCYILIECTBJICHHUSI 00pa30BaTEIbLHOrO Mpoliecca Mo IUCIHUILTHHE (MOJIYJIIO).

- AyauoBuzyaibHOE 000pyAoBaHUE il ayauTopuu, APM ynpaisitomui,
IIPOEKTOP, SKPaH MPOCKUUOHHBIA AyIUTOPHS NOAKI0UeHA K nuHTepHeTy MUUT.

- YueOHasg ayauTopus IJs MPOBEACHHS 3aHIATHN JICKIMOHHOIO THIIA,
NPAaKTUYECKUX 3aHATHIH, 1a00paTOPHBIX padoT

- PabGoune craHuum 1Uisi CTyAE€HTOB, paboyasi CTaHLUSA MpernojaBaTelid,
IIPOEKTOP, dKpaH.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3ayer B 5 cemecTpe.

10. OneHoYHBIC MaTEpHUAIBI.

OreHOYHBIE MaTepUANTBI, TPUMEHSIEMBIE TIPH TIPOBEICHUN MTPOMEKYTOTHON
aTTECTaIlMi, pa3padaThIBAIOTCI B COOTBETCTBUH C JIOKAJIBHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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