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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enssMu ocBOCHHS y4eOHOW MUCHIUILTNHBI «be30macHOCTh KOMIBIOTEPHBIX
CUCTEM» SIBISIFOTCS (OpPMHpOBaHHWE KOMIICTCHIIMA TI0O OCHOBHBIM pasieiam
TECOPETUYECKUX U TPAKTHUYECKUX OCHOB 0€30MacHOCTH KOMIBIOTEPHBIX CHCTEM,
MOJTyYEHUE OIbITa MPOTUBOACUCTBUS KHOEPYTrpo3aM, MPaKTHUECKUX HABBIKOB B
pPasTUYHBIX 00JacTAX WHGOPMAIIMOHHONW OE€30MacHOCTH, TaKUX KakK: aHaJn3
3aIUIICHHOCTH, paccie0BaHNEe UHITMICHTA U YCTPaHEHUE YSI3BUMOCTEH.

OCHOBHBIMH 3a7]a9aMH TUCIATUTAHBI SIBJISIOTCS

* M3ydeHne MEeTOZI0B peBepC-UHKUHUPHUHTA.

» O3HaKOMJIEHHUE CO CIIOCO0aMM aHaM3a JIEUCTBUM 310y MBIIIJICHHUKOB.

* O3HaKOMJICHUE C METOJIaMU YCTPAHEHUSI YSA3BUMOCTEH.

* M3ydeHne MeTo10B 3allUThl CEPBEPOB C 3aMYIIICHHBIMU BEO-TIPUIIOKECHUSIMU
OT MHO>XECTBEHHBIX aTakK.

* M3ydeHne MPUHITUIIOB BEISBIICHUS YSI3BUMBIX MECT ITyTEM aTak.

2. IlmanupyeMsble pe3ynbTaThl 00yUYeHHS 110 TUCHUIUTHHE (MOIYJIIO).

[lepeuenp  (GopMUpYyEMBIX pPE3yJbTAaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHHUs 10 AUCHMILTUHE (MOIYIIO):

YK-1 - CrnocobeH oCylIecTBISATh MOUCK, KPUTUUYECKUNM aHAIM3 U CUHTE3
uH(bOpMAITUH, TPUMEHSITH CUCTEMHBIN MOAXO/ IS PEIICHUS MTOCTABICHHBIX 3a/1a4.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIIoIaraeT, 4YTo 1Mo ero pe3yIbTataM
oOyyaroruiicst 0yier:

3Harth:

- BU/Ibl YTpo3 MHGOPMALIMOHHON 0€30IaCHOCTH B COBPEMEHHOM OOIIECTBE;
- IPUHLHUIIBI pabOThl UHHOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH;
- IPOTPAMMHBIX CPEACTB CUCTEMHOT'O U MPUKIIAJHOTO HA3HAYEHUS.

YMmeTh:
- WUCMOJIb30BaTh HMH(POPMAIIMOHHBIE TEXHOJOTUHM C YyYE€TOM YIpo3

UH(OPMAIMOHHOW 0€30IacCHOCTH ISl 0OecnieueHns] 00ObEKTUBHBIX MOTPEOHOCTEH
JUYHOCTH, OOIIIECTBA U TOCYAapCTBa.

Baangern:

- HaBBIKAMHU OIICHKH POJIM MH(POPMAIUH, WHPOPMAITMOHHBIX TEXHOJOTUN U
nH(}OpMAITMOHHOM 0€30MaCHOCTH B COBPEMEHHOM OOIIIECTBE;

- HaBBIKAMH  TPUMEHEHUS  WHOOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTUM, TPOTPAMMHBIX CPEJICTB CUCTEMHOTO W MPHUKJIAJTHOTO Ha3HAYCHHS, B



TOM  4YHCJI€  OTEYeCTBEHHOTO  IPOM3BOJCTBA, IS pEIICHWs  3a/1ad
npodeccuoHaNbHOM e TETbHOCTH.

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mmias TpyA0€MKOCTb JTUCHMUILUIMHBI (MOTYJIS).

OOmast TPyIOEMKOCTh IUCHUILIMHBI (Momynsi) coctaBisier 2 3.e. (72
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIuiMHBL (MOAyJsi) B (opMe KOHTAaKTHOW paboThl
oOyJarommxcsi C  IeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aliui 00pa30BaTeIbHON MPOTpaMMbl Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tum ydeOHBIX 3aHIATHI
Bcero | Cemectp No5

KonrtaktHas paboTa mpu npoBeIeHIH YUeOHBIX 3aHATHH (BCETO): 32 32
B ToMm uncne:

3aHATHSA JIEKIIHOHHOTO THIIA 16 16
3aHATHSI CEMHUHAPCKOTO THIIA 16 16

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHOH pabOThl OOydYarOUIUXCSA C
Mearoru4ecKuMy paboTHUKAMHK U (WJTH) JTUIIaMU, TIPUBJICKAEMBIMH K peaTu3aIliH
oOpa3oBaTenpHON TIpOrpaMMbl  HA HWHBIX  YCIOBUSAX, TP  IPOBEICHUU
IPOMEKYTOUYHOM aTrectanuu coctapisieT 40 akageMuueckux vaca (OB).

3.4. IIpu 0Oy4eHuu 1o UHAUBUIyAIbHOMY Y4eOHOMY IIJIaHy, B TOM YHCIIE ITPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUTUIMHBI (MOIYJIsI) MOXKET ObITh peaii30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHON padOThl 00yUaroIuXcs, a Takke B (hopme
KOHTAKTHOU pabOThl 00YUYaIOIIUXCSl C MEJAarornyeCKuMu pabOTHUKaMU U (UJIH)
JUIAMH, TIPUBJIEKaeMbIMH K peaiu3alliid 00pa30BaTeIbHON MPOTrpaMMbl HA MHBIX
YCIIOBUSIX, IPU MTPOBEJICHUHU MPOMEKYTOUHOM aTTECTALIUH.

4. ConeprxkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

n/m
1 |PeBepc-uHXMHUPHHT B HH(OPMAIIMOHHON 0€30MacHOCTH
PaCCManI/IBaIOTCH BOIIPOCHI MIOCTPOCHUA IPOIECCa PEBEPC-UHKMHUPUHTA IPOrPpaMMHOI0 obecrieueHus Ha
Jramax )II/I3aCCGM6J'II/Ip0BaHI/Iﬂ, JCKOMITHJIALIMH, OTJIAJAKH.
2 |Ananu3 ceteBoro Tpaduka
PaCCManI/IBaIOTCH BOIIPOCHI aHaJIn3a CETCBOT'O Tpa(bm(a C IMOMOIIBIO TEXHOJIOTUHN PEBEPC-UHIKUHUPUHTIA.
3 |DkcrutyaTarus ys3BUMOCTEH BEO-TIPUIIOKCHHUS
PaCCManI/IBaIOTCH BOIIPOCHI BOBHUKHOBEHUSA yHSBHMOCTeﬁ 1 UX pacpoCTpaHECHUS. HpI/IBOI[ﬂTCH THUIIOBBIC
YA3BUMOCTH.
4  |MHCTpYMEHTHI ITOUCKA YA3BUMOCTEN
PaccmaTpuBaroTcst IpUHIUIIBI pabOTHI CPEJICTB MOKCKa ysi3BUMOCTel Ha mpumepe Wapiti, Nikto, Vega,
SQLmap.
5 |Wcnonb3oBanue HTTP-nipokcu st paboThl ¢ Tpadukom
PaccmarpuBarotcs Bonpocs! uctionszoBanust HTTP-ipokcen s aHanmm3a Tpaduka MpUIoKESHUS U MTOMCKa
0coOeHHOCTE B MOBCACHNHU NTPUJIIOKCHNA HAa HU3KOM YPOBHC.
6 |Vsa3Bumoctu BeO-npuiiokeHuii IDOR
PaccmarpuBaroTcst Bompocs Tokanuzanuu ysazsumoctH Insecure Direct Object Reference (Hebe3omacHsie
NpsIMBbIE CCBUIKU HA OOBEKTHI) TP YCHEITHOM MOIYYSHHIO TOCTYIAa K CTPaHUIEe, JaHHBIM WK (aiiny,
JIOCTyIa K KOTOPBIM Y HEro OBITh HE TOJIKHO.
7 |bunapHbie ysI3BUMOCTH
PaccmarpuBatoTcst BOpockl BOSHUKHOBEHHUSI OMHAPHBIX YSI3BUMOCTEH, HX BPEJJOHOCHOE BO3/ICHCTBIE,
MIPpUMEPLI UCIIOJIB30BAHNA, METOAOJIOI U U KOHTpOHBHLIﬁ CIIMCOK IJId TCCTUPOBAHUA
8 |Araku Ha 06a3bI JAaHHBIX
PaCCManI/IBaIOTCH BOIIPOCHI peain3aliui aTakK Ha 0assl JAAaHHBIX € IOMOIIBIO BHCAPCHUA SQL'KOI[&.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATUS
No
i TemaTuka MpakTUYECKUX 3aHATUNA/KPATKOE COJEPIKAHNE
1 |PeBepc-UHKUHUPUHT
B PEIYJIbTATEC BBITIOJTHECHUA paGOTLI CTYACHT IOJIYUYUT HABBIKU 11O MPOBCACHUIO PEBEPC-NHKUHUPHUHIA U
BBIOOPY HEOOXOAMMBIX HHCTPYMEHTOB.
2  |PeBepc-MHXUHUPHUHT(TIPOIOTHKEHUE)
B PE3yJIbTAaTC BBINIOJHCHUSA pa6OTI)I CTYACHT NOJIYYUT HABBIKU 11O IPOBEACHUIO aHAIN3a CETCBOI'O Tpa(i)I/IKa
C IOMOUIBIO TEXHOJIOTUH PEBEPC-UHKMHUPHUHTA.
3 |[Vsa3BuMoOCTH BeO-TIPHITOKEHUS
B pe3synprare BRIIOITHEHUS pabOTHI CTYIEHT MOIYYHT NOHUMAaHNE O BOSHUKHOBEHHH YA3BIMOCTEH BeO-
l'IpI/IJ'lO)KeHI/II\/'I, MEXaHU3Max UX pacIipoOCTPaAaHCHUSA.
4 |Ilouck ysI3BUMOCTEH BEO-TTPUIIOKEHUN

B PE3yJbTAaTC BBINIOJIHCHUSA pa6OTI)I CTYACHT NOJIYYUT HABBIKU 11O UCIIOJIb30BAHUIO PA3JINIHBIX
HMHCTPYMCHTOB ITOUCKA yﬂBBHMOCTGﬁ.




TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

n/m
5 |Ilouck ya3BUMOCTEN BEO-TTPUIOKEHUN(TIPOIOTHKEHUE)
B pesynbrare BEINOTHEHUS pabOTHI CTYIEHT MOJMYYUT HaBBIKU IO ucnonb3oBanuto HTTP-npokcu B pabote
¢ caiiramu ¢ ucrnons3oBanreM Burp Suite u OWASP ZAP.
6 |[louck ysi3BEMOCTEH BEO-TIPUIOKEHUN(ITPOIOTKEHHE)
B pesynbrare BHINOIHEHUS pabOTHI CTYIEHT MOJYYHUT HaBBIKU IO JIoKanu3auu ys3sumocta IDOR.
7 |llouck ysa3BUMOCTEN BeO-TIPUIOKEHUN(TIPOIOTIKEHHUE)
B pesynbrare BRINOTHEHUS paOOTHI CTYIEHT MOIYYUT HABBIKA 1O BRIABIICHHIO OMHAPHBIX YSI3BHUMOCTEH C
IIOMOIIIBIO TTOJIE3HBIX HArPpy30K.
8 |[louck ysi3BEMOCTEH BEO-TTPUIOKEHUN(ITPOIOTKEHHE)
B PE3yJIbTATC BBINIOJTHCHUA pa6OTLI CTYACHT INOJYUYUT HABBIKU MO BLIABJICHUIO yH3BHMOCTeﬁ B 0a3bl
JAaHHBIX U UX JIOKAJIHU3alluH.
4.3. CamocrosiTenbHas paboTa 00ydarOIMuXCS.
No .
Bun camocTosTennbHOM paboThI
/1
1 |Pabota c IeKITMOHHBIM MaTEpPUATIOM
2 |[loaroroBka K MpaKTUYECKUM 3aHATHSIM
3 | IlogroroBka K MpOMEXYTOYHOH aTTEeCTalNH.

5. HepequL H3ﬂaHHﬁ, KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATh IIPU

OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

li\/@n bubnuorpaduueckoe onucanue Mecro nocryna

1 | Uadopmarmonnast 6e30macHOCTb : yueOHoe mocodue | https://e.lanbook.com/book/434282
/ cocraButenu U. b. Tecnenxo [u ap.] ; mox (mara obpamenus: 30.04.2025).
penakuuen U. b. Tecnenko. — Biagumup : Bal'y,

2023. — 212 c. — ISBN 978-5-9984-1783-2. —
Texct : anexTpoHHbIH // JIaHb : 3E€KTPOHHO-
O6ubauoreyHas cucrema.

2 | Beexenue B nH(opManMOHHYIO 6€301IaCHOCTD U https://e.lanbook.com/book/118219
3amuTy UHpOpMALUH : yuebHOe nocobue / B. A. (nata obpaenus: 30.04.2025)
TpymuH, 0. A. Koros, JI. C. JleBun, K. A. JloHCKOI1.

— HoBocubupck : HI'TY, 2017. — 132 ¢. — ISBN
978-5-7782-3233-4. — TekcT : aneKTpoHHbIH // JlaHb
: DJIGKTPOHHO-OUOIMOTEYHAs CHCTEMA.

3 | Uukynosa H. @., [IpoextupoBanue 6a3 TaHHBIX U https://e.lanbook.com/book/160059

opranusanus ux 3amutel B CYBJ] ACCESS : (mata obparnenus: 30.04.2025)

yuebHoe nocobue / H. ®. YukyHoBa. —
Kamuaunrpan : BT AP®, 2019 — Yacrts 1 — 2019. —
106 c. — Tekcr : anekTpoHHbIH // JIans :
3IIEKTPOHHO-OMOJINOTEYHAs CHCTEMA.




4 Bbabymkuna B. M., Pa3zpaboTka 3amuieHHbIX https://e.lanbook.com/book/193486
IPOrPaMMHBIX CPEACTB MHPOPMATU3ALUH (nara obpamtenus: 30.04.2025)
IPOM3BOICTBEHHBIX MTPOIIECCOB MPEIIPUITHS
yuebHoe nocobue / B. M. baOymkun. — Kazans :
KHUTVY-KAH, 2020. — 256 c. — ISBN 978-5-7579-
2463-2. — Tekcr : asekTpoHHbIH // JlaHb :
JJIEKTPOHHO-ONOINOTEYHAsI CHCTEMA.

5 | Arpanosckuii A. B., TecrupoBanue BeO-npunoxenuii | https://e.lanbook.com/book/216533
: yueOHOe nocobue / A. B. Arpanosckuii. — Canxr- | (#ata obpamenus: 30.04.2025)
[TerepOypr : 'YAII, 2020. — 155 ¢. — ISBN 978-5-
8088-1515-5. — TekcT : neKTpoHHbIH // JIaHb :

AJIEKTPOHHO-OMOIMOTEYHASI CUCTEMA

6. [IlepeueHp coBpeMEHHBIX NpO(PECCHOHATBLHBIX 0a3 JaHHBIX W
WH(POPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPBIE MOTYT HCIIOJIb30BaThCS IIPHU
OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

Hayuno-texuuueckast oudnuoreka PYT(MUUNT) http://library.miit.ru/

(DOPYM CIICIINAJINCTOB 10 I/IH(l)OpMaHI/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/

NHTEpHET-YHUBEPCUTET UH(OOPMAITMOHHBIX TE€XHOJIOTUU
http://www.intuit.ru/

TemaTuueckuii dbopym 1o UHGOPMAITMOHHBIM TEXHOJIOT UM
http://habrahabr.ru/

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIO
IPOrpaMMHOr0 OOecrnedYeHusi, B TOM YHCIIE€ OTEYECTBEHHOrO IPOU3BOJCTBA,
HEOOXOMMOTrO ISl OCBOCHUS JUCIIUIUIMHBI (MOJTYJISA).

- OC Windows
- Microsoft Office
- Nutepuer-6pay3zep (Yandex u nip.)

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTITHHE (MOIYIIIO).

-YueOHass ayauTopus IS TIPOBEICHHUS YUYEOHBIX 3aHATHH (3aHATHH
JICKIIMOHHOTO THUTIA, TIPAKTUICCKUX 3aHATHH):

- KOMIIBIOTEp  MpemnojaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MYJIBTUMEIUIHOE 000pyI0BaHUE, TOCKA.

AynuTopus moakiIrodYeHa K cetu «HTepHeT.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:



3ayer B 5 cemecTpe.

10. OueHouHbIE MaTEPHAIIBI.

OuLeHOYHbIE MAaTEpHUAIIbI, IPUMEHSIEMBIE MPU MPOBEACHUHN MPOMEKYTOUHON
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUUT).
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