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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

HenssmMu ocBoeHUs: yueOHOM nucHMIUIMHBI «be30nacHOCTh KOMIBIOTEPHBIX
CUCTEM» SBIJIAIOTCS (OPMHUPOBAHME KOMIIETEHIIMA IO OCHOBHBIM pa3jesiam
TEOPETUUYECKUX W MPAKTUYECKUX OCHOB O€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM,
MOJIYYE€HHUE OIbITa MPOTUBOJCUCTBUSI KMOEPYyrpo3aM, MPAKTUYECKUX HABBIKOB B
pa3uyHbIX 00JacTsIX HHGOPMAIMOHHOW O€30MacHOCTH, TaKUX Kak: aHallu3
3alMIIEHHOCTH, PACCiIeIOBaHNE MHIUIEHTA U YCTPAHEHUE YSI3BUMOCTEH.

OCHOBHBIMHM 33JJa4aMU TUCIUIUIUHBI SIBISIOTCS:

» 3yueHnre MeTo10B peBepC-MHXUHUPUHTA.

» O3HaKOMJIEHHUE CO CIIOCO0aMM aHalu3a JEUCTBUM 3JI0yMBIIIIICHHUKOB.

* O3HaKOMJIEHUE C METOJaMHU YCTPAHEHHUSI YSI3BUMOCTEM.

* I3yueHure MeTo10B 3aIIUTHI CEPBEPOB C 3aMYIIEHHBIMU BEO-TIPUIT0KEHUSIMHU
OT MHO>KECTBEHHBIX aTaK.

* MI3ydyeHue MpUHIIUIIOB BBISIBJICHUSI YSI3BUMBIX MECT IMYyTEM aTakx.

2. [Inanupyemsble pe3ysbTaThl 00y4eHHUs 10 AUCHUIUIMHE (MOAYJIIO).

[lepeuenbp ¢GopmMupyemMbiX pe3ysbTaTOB OCBOCHHS 00pa3oBaTEIbHOMU
nporpaMmbl (KOMIETEHIMI) B pe3yJIbTaTe O0y4eHUsI 110 AUCHUILIMHE (MOYJIIO):

YK-1 - CrnocoOeH OoCyHIeCTBISATh MOUCK, KPUTUUECKUN aHAIM3 U CUHTE3
uH(OpMAITUH, TPUMEHSITH CHCTEMHBIN MTOXOJ] TSI PEIISHUS TTOCTABIICHHBIX 3a71a4.

OOGy4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOJaraeT, YTo Mo €ro pe3yJibraram
oOyuatoruiicst Oyier:

3HaATDb:

- BUJIbI YIpO3 HH(HOPMAIIMOHHON 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE;
- PUHIUIIBI pa00THl HHGOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH;
- IPOTPAMMHBIX CPEJCTB CUCTEMHOTO U MPUKJIAJIHOTO Ha3HAYCHMUSI.

Ymersn:

- HCTONB30BaTh HWHGOPMAIMOHHBIE TEXHOJOTMH C YYETOM YIpo3
uH(OpPMAIMOHHOW 0€30IacHOCTH Uil 00ecreueHruss 0ObEKTUBHBIX NOTPEOHOCTEM
JMYHOCTH, OOLIECTBA U TOCYNapCTBa.

Baanern:

- HaBBIKAMU OIIEHKH POJIM MH(POpPMAUU, WHPOPMAITMOHHBIX TEXHOJOTUN U
nH(OPMAITMOHHON O€30MaCHOCTH B COBPEMEHHOM OOIIECTBE;

- HaBBIKAMH  TPUMEHEHHS  WH(GOPMAIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHIA, TPOTPAMMHBIX CPEJICTB CUCTEMHOTO W MPUKJIAJHOTO Ha3HAYCHHUSI, B



TOM  YHCIIE  OTCUYECTBEHHOTO  MPOU3BOJCTBA, JUIS  pEHICHUS  3aj1ad
npo¢eCCUOHATILHON JIEATEIbHOCTH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).
3.1. O6mas TpyA0eMKOCTb JUCIHUIUIMHBI (MO IS ).

OO6mast TPYJIOEMKOCTh JUCHUIUIMHBI (MOayJisi) cocTtaBiser 2 3.e. (72
aKaJIeMUYeCKUX Jaca(oB).

3.2. O6bem mucummuiiHbl (Momynsi) B (opMe KOHTAaKTHOW pabOThI
oOyyaromuxcsi ¢  MeJaroruueckuMu  paboTHUKaMU ©  (WIM)  JIUIAMH,
MPUBJIEKAEMBIMU K pean3aiu o0pa3oBaTeIbHON MPOrpaMMbl HA UHBIX YCIOBUSIX,
IIpU IPOBEJACHUN YUCOHBIX 3aHSATUM:

KomnmuecTBo yacoB

Tum yaeOHbIX 3aHATHH
Bcero | Cemectp Ne5

KonrakTHas paboTa rmpu npoBeieHHH Y4eOHBIX 3aHSATHH (BCEro): 32 32
B ToMm uncie:

3aHATHSA JIEKIIMOHHOT'O THTIA 16 16
3aHsATHSI CEMUHAPCKOTO THIIA 16 16

3.3. ObveM muctUIUIMHBI (MOAYJs) B (popMe CamMOCTOSITENBHOW pPabOTHI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM pabOThl OO0ydYarOIIUXCS C
nearorudeckuMu paboTHUKAMHU U (M) JTUL[AMU, TIPUBJIEKAEMBIMH K peau3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBHUSIX, TIPU TPOBEICHUU
MIPOMEKYTOUHOM aTTecTauu cocrapisier 40 akaneMuueckux yaca (oB).

3.4. ITpu oOy4yeHnH N0 MHIUBUAYAIbHOMY YYEOHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O00y4Y€HHH, 00BEM JTUCIUIUIMHBI (MOJYJIsI) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYarouxcs, a Takxke B (hopme
KOHTAKTHON paboThl 00YUYaIOIIMXCS C MEJarornuyecKuMy paOOTHUKAMHU U (WJIH)
JUIAMH, TPUBJIEKaEMbIMU K peaju3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIJIOBHSIX, TP MPOBEAEHUU IPOMEKYTOYHOM aTTECTALINH.

4. ConepxkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3a"HaTHs JTEKIIMOHHOTO THUIIA.




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/11
1 |PeBepc-uHXHHUPHUHT B HHYOPMAITMOHHOM 0€30MMacHOCTH
PaccmatpuBaroTcst BOIIPOCH OCTPOCHHUS IPOIIECca PeBepC-HHKIUHUPHUHTA ITPOTPAMMHOTO 00ecTieueHIs Ha
oTramnax HHB&CCG?M@HHPOB&HI/I?I, JCKOMIIWIANINHA, OTJIIaaKH.
2 |AHanu3 ceTeBoro Tpaduka
paCCManI/IBaIOTCSI BOIIPOCKHI aHaJIn3a CETCBOT'O Tpa(pm(a C IOMOUIBIO TEXHOJIOTUH PEBEPC-UHKMHUPHUHTA.
3 |DkcrutyaTamus ys3BUMOCTEH BEO-PUIIOKCHHUS
PaCCManI/IBaIOTC}I BOIIPOCBI BOSHUKHOBEHUSA yHSBHMOCTCﬁ 1 UX pacrpoCTpaHCHUs. HpI/IBO,Z[ﬂTCﬂ THIIOBBIC
YA3BUMOCTH.
4  |lHCTpYMEHTBI TTIOUCKA YS3BUMOCTEH
PaccmatpuBaroTcst mpuHIMIBEI pabOTHI CPECTB TIOMCKA ysi3BUMOcTel Ha npuMepe Wapiti, Nikto, Vega,
SQLmap.
5 |Ucnonb3oBanne HTTP-nipokcu st paboTel ¢ Tpadhukom
PaccmatpuBatorcst Borpoch! ucnionszoanust HTTP-nipoken iiist aHanu3a Tpadyka NpriIoKeHHs U oucKa
0COOEHHOCTEH B TOBECHUY TIPMIIOKEHHUS Ha HU3KOM ypPOBHE.
6 |Vs3Bumoctu BeO-nipritokenuii IDOR
PaccmaTpuBatoTcst BOIpochl Jokanu3anuy ys3suMoctH Insecure Direct Object Reference (mebe3omacHsle
TIPSIMBIE CCBUIKM HA O0BEKTHI) P YCICITHOM ITOYYEHHUIO TOCTYIIA K CTPAHHUIIE, JAaHHBIM WK (aiiry,
J0CTYyIa K KOTOPbIM Y HETO OBITH HE JOJIZKHO.
7 |buHapHBIC YI3BUMOCTH
PaccmaTpuBaroTcst BOIIpoChl BOSHUKHOBEHHSI OMHAPHBIX YSA3BUMOCTEH, X BPEIOHOCHOE BO3CHCTBUE,
IIPUMEPHBI UCTTIOJIB30BAHUA, MECTOI0JIOTUA U KOHTpOHBHBlﬁ CITUCOK JJIA TCCTUPOBAHUA
8 |Araku Ha 6a3Bl JAHHBIX
PaccmatpuBaroTcst BOIIPOCH peann3anny aTak Ha 0a3bl JAHHBIX ¢ TOMOIIBI0 BHenpeHus SQL-kona.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
HpaKTI/IquKI/IC 3aHATHUA
No
i TeMaTrka MpakKTUYECKUX 3aHATHI/KPaTKOE COIepKaHUE
1 |PeBepc-MHKUHUPUHT
B PE3YyIbTATE BBINTOJTHCHU pa60TLI CTYACHT MOJYUYUT HABBIKU IO NPOBCACHUIO PCBEPC-UHKUHUPUHTA U
BBIOOPY HEOOXOAUMBIX HHCTPYMEHTOB.
2  |PeBepc-MHXUHUPHUHT(TIPOIOTDKEHUE )
B pesynbrarte BRIIOIHEHUS paOOTHI CTYIEHT MOIYYUT HABBIKK IO TIPOBENICHHUIO aHAIN3a CETEBOro Tpaduka
C IOMOILIBIO TEXHOJIOTUHU PEBEPC-UHIKWUHUPUHTA.
3 [Vsa3BuMoOCTH BEO-TIPUIIOKEHUS
B PE3YIbTATE BLINTOJIHCHU S pa6OTI)I CTYACHT MOJYUYUT NOHMUMAHHUEC O BOSBHUKHOBCHUUN yﬂ3BI/IMOCT€I71 BeO-
npnnoxceﬂuﬁ, MEXaHUu3Max UX pacrpoCTpaHCHUA.
4 |Ilouck ys3BUMOCTEN BEO-IIPUIIOKEHUN

B pesynbrate BeIOTHEHHUS PAOOTHI CTYAEHT HOIYyYUT HABBIKH MO HCIOIb30BAHMIO PA3JINIHBIX
WHCTPYMEHTOB ITOUCKA YSI3BUMOCTEH.




TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

/11
5 |ITouck ys3BUMOCTEH BEO-MPUII0KEHUMA(ITPOTOTKEHHE)
B pesynbprare BRIIOTHEHHUS paOOTHI CTYIEHT MTOMYYUT HABBIKH 1O UcTonb3oBaHuio HTTP-ipokcu B pabote
¢ caiitamu ¢ ucnonb3oBanneM Burp Suite 1 OWASP ZAP.
6 |Ilouck ya3BUMOCTEH BeO-IIPUIOKEHUN(TIPOIOIHKEHUE)
B pesynbrare BHIIOIHEHUS pabOTHI CTYIEHT MOIYYUT HaBBIKU IO JIOKanu3auun ys3sumocta IDOR.
7 |Ilouck ya3BUMOCTEH BEO-TTPUIOKEHUN(TIPOIOIHKEHUE )
B pesynbrare BRIIOTHEHUS paObOTHI CTYIEHT MTOMYYUT HABBIKY IO BBIABICHHIO OMHAPHBIX YSI3BUMOCTEH C
TIOMOIIBIO ITOJIE3HBIX HAarpy30K.
8 |lTouck ys3BUMOCTEH BEO-PUII0KEHUHA(ITPOTIOTKECHHE )
B PE3YyIbTATE BBINTOJTHCHU paGOTBI CTYACHT MOJYYUT HABBIKU 11O BLIABJICHUIO yH3BI/IMOCTCﬁ B 0a3bl
JaHHBbIX U UX JIOKAJIU3alluu.
4.3. CamocrosTenbHas paboTa 00y4daroIHXCs.
No .
Bun camocrosiTenbHO# paboTh
/1
1 |Pabora c JIEKIIMOHHBIM MaTEpUaIOM
2 |[ToaroroBka K MPaKTUYCCKUM 3aHATUSIM
3 [ToaroToBka Kk MPOMEXKYTOYHOM ATTECTAIIUH.

5. llepeueHb wu3AaHWN, KOTOPBIE PEKOMEHIYETCS HCIOJIb30BaTh IPH

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).

11\/[9n bubnuorpaduueckoe onucanue Mecro nocryna

1 bananos, A. H. KommiekcHas nHpopMamoHHast https://e.lanbook.com/book/460715
6e30MmacHOCTh : yueOHOoe ocobue as By3o / A. H. | (nata obpauienus: 18.03.2026)
bananoB. — 2-e u3n., crep. — Cankr-IlerepOypr :

Jlanp, 2025. — 400 c. — ISBN 978-5-507-52839-4.
— TexcT : anexkTpoHHbIH // JIaHb : 3IeKTpOHHO-
O0ubamoTeyHas cucreMa.

2 | Beenenue B mHQOpMaMOHHYIO 0€30MaCHOCTD https://e.lanbook.com/book/118219
3aIUTY HHpOPMAINH : yueOHoe ocobue / B. A. (nara obpamenus: 30.04.2025)
TpywwuHn, FO. A. Kotos, JI. C. Jleun, K. A. JToHckoi.

— Hosocubupck : HI'TY, 2017. — 132 ¢. — ISBN
978-5-7782-3233-4. — TexkcT : anekTpoHHbIH // JlaHb
: DIIEKTPOHHO-OMOIMOTEYHAS CHUCTEMA.

3 | Uukynosa H. @., [IpoextupoBanue 6a3 TaHHBIX U https://e.lanbook.com/book/160059

opranm3anus ux 3amutsl B CYBJ] ACCESS : (nara obpamenus: 30.04.2025)

yuebnoe mocodue / H. ®@. UukyHnosa. —
Kanununrpan : BTAP®, 2019 — Yacts 1 — 2019. —
106 c. — TexkcT : anexTpoHHbIH // JIaHb :

AIIEKTPOHHO-OMOIMOTEeYHAs cCCTEMA.




4 Babymkuna B. M., Pa3zpaboTka 3amuimieHHbIX https://e.lanbook.com/book/193486
IPOrPaMMHBIX CPEICTB UH(POPMATH3ALMH (nara obpamenns: 30.04.2025)
HPOU3BOJICTBEHHBIX MPOIIECCOB MPESIANPUITHS
yuebHnoe mocodue / B. M. baOymkun. — Kazans :
KHUTY-KAUH, 2020. — 256 c. — ISBN 978-5-7579-
2463-2. — Tekcr : 2neKTpoHHbIH // JIaHb :
ANIEKTPOHHO-OMOIHOTEYHAsI CHCTEMA.

5 | Pauenko, T. A. UnpopmanmonHas 6€30macHOCTb : https://e.lanbook.com/book/427130
yuebHO-MeToauueckoe nocodbue / T. A. Payenko. — | (1ara obpamenns: 19.03.2026)
Tonesitra : TT'Y, 2024. — 135 ¢. — ISBN 978-5-
8259-1612-5. — TekcT : anekTpoHHbIH // JIaHb :

3JIEKTPOHHO-OUOIMOTEYHAs CHCTeMa.
6 | Arpanosckuii A. B., TectupoBanue Be6-npunoxenuii | https://e.lanbook.com/book/216533
: yuebHOe mocodue / A. B. Arpanosckuii. — Cankr- | (1ata odpamenus: 10.03.2026)
[TetepOypr : 'YAII, 2020. — 155 ¢. — ISBN 978-5-
8088-1515-5. — TekcT : anekTpoHHbIi // JIaHb :

AJIEKTPOHHO-OMOINOTEYHAS CHCTEMa

6. [IlepeueHbp CcoOBpeMEHHBIX TIpOoeCCHOHATIBHBIX 0a3 JaHHBIX U
MH()OPMALIMOHHBIX CHPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCHOJb30BaTHCS MpHU
OCBOEHUHU JTUCIUIUINHBI (MOJTYJIS).

Hayuno-texunueckas oudnuorexka PYT(MUUT) http://library.miit.ru/

CDOPYM CIICIuaJInCTOB 110 I/IH(i)OpMaL[I/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/

HHTepHeT-YHI/IBepCI/ITeT I/IH(l)OpMaIII/IOHHBIX TEXHOJOTUN
http://www.intuit.ru/

Tematnueckuii bopym o UH(GOPMAITMOHHBIM TCXHOJIOTHUSIM
http://habrahabr.ru/

7. IlepeueHb  JUIEH3UOHHOTO U  CBOOOJHO  PaCHPOCTPAHIEMOTO
MpPOrpaMMHOTO OOECIICUYeHHsI, B TOM YHCJIE OTEUYECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIs1 OCBOCHHUSI TUCIUTIIIUHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- Uurepuer-6pay3zep (Yandex u nip.)

8. Omnucanue MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIECTBJIEHUSI 00pa30BaTEIHLHOTO MPOLIecca MO IUCHUILTHHE (MOJIYIIIO).

-YueOHast ayauTopusi Uil TNPOBEICHHUS YYEOHBIX 3aHATHN (3aHATUH
JICKIIMOHHOTO THUTIA, TPAKTUYECKUX 3aHATUHN):



- KOMIBIOTEp  TpemojaBarens, paboywe  CTaHIMH  CTYJCHTOB,
MYJIbTUMEIUMHOE 000pyI0BaHUE, TOCKA.
AyauTopus NOAKIOUEHA K ceTu «HTepHeT».

9. ®opma TPOMEKYTOUYHOM aTTECTALIUM:

3ayer B 5 cemectpe.

10. OueHouHble MaTEpHUAIIBI.

OueHOYHbIE MaTepUalIbl, IPUMEHSIEMBIE MPU MPOBEICHUN MPOMEKYTOUHON
aTTecTalluy, pa3paldaThIBAIOTCA B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTHUBHBIM
aktom PYT (MUNT).
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