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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

LenssMu ocBoeHHs Yy4yeOHOM JTUCHUIUIMHBI «be30MmacHOCTh O0OBEKTOB
MHTEJUIEKTYaJIbHBIX TPAHCIOPTHBIX CUCTEM KPUTUYECKON MH(OPMAITMOHHON

UHOPACTPYKTYPBD) SBIISIOTCS:

- ¢dopMHpOBaHWE YETKOTO TIOHMMAaHHUS B3aWMOCBS3aHHOCTH TOHSATHI
uHpopMansi W AaHHble, Oe3omacHOCT, HWH(opMaluu, UHGOPMALMOHHAS
0e30macHOCTh, 3amura HHpopMaluu, O€30MaCHOCTh  HMHTEIUICKTYalbHbIX
TPAHCIIOPTHBIX CUCTEM;

- yrinyOsneHue 3HaHuM, (GopMupoBaHHE M PA3BUTHE YMEHUW M HaBBIKOB,
HaIpaBJICHHBIX Ha oOecredyeHue «Uu(PpoBON TUTHEHBD» TPHU PEUICHUU 3aja4y
CO3aHMS M DKCIUTyaTallud UHTEJUICKTYJIbHBIX TPAHCIIOPTHBIX CUCTEM;

- O3HAKOMJICHHE€ C HOPMATHBHOM TMpaBOBOM ©0a3oil obecneyeHUs
0€30MacCHOCTU UHTEIUICKTYJIbHBIX TPAHCIIOPTHBIX CUCTEM;

- U3YYCHHE TCOPETUUYCCKUX OCHOB W MPAKTHUECKHX IMPUEMOB OOECIICUCHUS
0€30MacHOCTH  HMHTEIUICKTYalIbHBIX  TPAHCHOPTHBIX  CHCTEM  KPUTHYECCKOM
uH(OPMAIMOHHON HHDPACTPYKTYPHI;

- O3HAKOMJICHHE€ C METOJ0JIOTHE H HadaJbHOE OCBOCHHE CPEJCTB
Oe3omacHO pa3pabOTKM TPOrPaMMHOTO OOECTICUCHUS] HWHTEIUICKTYaJbHBIX
TPAHCTIOPTHBIX CUCTEM;

- O3HAKOMJIEHUE C METOJ0JIOTMEN U HayalbHOE OCBOCHHE CPEJICTB CO3AaHUS
CUCTEM C KOHCTPYKTHUBHOM HH(POPMAITMOHHOMN 0€30MaCHOCTHI0 MHTEUICKTYalbHbIX
TPAHCIIOPTHBIX CHCTEM.

OO6meit 3amaveil Mo MeNsIM H3YyYEeHHs JAUCIHUIUIUHBI SBISETCS TOBBIIICHUE
YPOBHSI TPAaMOTHOCTH MarucTpaHTOB B cdepe HHPOPMAIMOHHON 0€30MacHOCTH
WHTEJUICKTYaITbHBIX TPAHCTIOPTHBIX CUCTEM.

2. Ilnanupyemsble pe3ynbTaThl 00y4eHHs 110 IUCHUIUTMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3ylbTaTOB OCBOCHHSI  0Opa30BaTEIbHOM
porpaMmbl (KOMITETCHIIUI) B PE3yJIbTaTe 00YUYEHUS 10 TUCIHUILTAHE (MOJTYIIO):

ITK-9 - CnocobeH npoBOAUTH Pa3IUYHOrO POJIa 3aHATHUS ¢ OOYHAOIIMMUCS
M0 JUCIUIUIMHAM (MOAYJISIM) 0Opa3oBaTENBbHBIX MPOrpaMM U (WMJIM) B paMKax
y4eOHBIX KypCOB;

IIK-10 - Cnocoben pyKOBOAWTH HAYyYHO-UCCIEIOBATEIHCKON, MPOCKTHOM,
y4eOHO-TpOo(heCCHOHAIBPHOW M MHOM JIESITEIBHOCTH 00yUarOImuXCs.

OO0yueHue 1o JuCUUIUIMHE (MOJIYJII0) IPEAIoIaraet, 4yTo 1o ero pe3yJibraraM
oOyuatoruiicst Oyier:



3HaTh:

- OCHOBHBIC HOPMATUBHBIC MMPABOBHIC aKThl 1 METOJAMYCCKHUE JOKYMEHTBI TI0
obecneueHmio 6e3onacHoctu 00bekToB UTC KUU;

- TepMUHOJIOTHIO B cdepe obecnieuenus 6e3omacHoctu o0bektoB UTC KU,

- Buabl TUIIOBBIX 00bekTOB UTC KHU;

- TpeboBaHms 10 obecreueHuio 6e3omacHocTr 00bekToB U TC KUU;

- METOABI M CPEACTBA IMU(POBOIO MOJCIUPOBAHUS MPOOIEMHBIX CUTYyaIUi
obecrneuenus 6e3onacHoctu 00bekToB UTC KNMU.

Ymern:

- Ha OCHOBE CHCTEMHOTO TIOJX0JIa OCYIICCTBIISATh KPUTHUECKHH aHaIu3
poOJIeMHBIX cUTyalui ooecreuenus 6e3onacHoctu 0obexkToB UTC KU,

- FPaMOTHO MPUMEHSITh TEPMUHOJIOTHIO B chepe odecredeHus: 6e30macHOCTH
oowexkToB UTC KHU;

- OTIPEJIEIISITh COCTaB KOMITHIOTEPU3UPOBAaHHBIX crcTeM 00bekToB UTC KU,

- MOJETUpOBaTh MpoOJIeMHBbIE CUTyalMu oOecreueHus 0e30MacHOCTH
oowexroB UTC KHU;

- BBIpa0aThIBaTh CTPATETHUIO ACHCTBUN IO 0OECIICUCHHUIO OC30MaCHOCTH
oowexroB UTC KUU;

- (hopMyupOBaTh M peIaTh 3a7a4M YIPABICHUS 0€30MaCHOCThI0 OOBEKTOB
NUTC KHUUN.

Baaners:

- crocobaMu KpPUTHUYECKOTO aHaiu3a MNpoOJIEMHBIX cCUTyalui B cdepe
obecneueHus 6e3omacHoctu 00nekToB UTC KUU;

- METOJIaMH M CpeACTBaMU HHM(PPOBOrO0 MOJCIUPOBAHUS IMPOOJIEMHBIX
cutyanui ooecrieuenus 6e3onacuoctu 00bexkToB UTC KU

- HaBblkaMHd  (GOPMYJMPOBAHUS W  pEIICHUS 3aJad  yNpaBJICHUS
0e3onacHocThIO 00BexkTOB UTC KNU.

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6masi TPyHOEMKOCTh AUCUUIUIMHBI (MOAyJsi) coctaBiser 6 3.e. (216
akaJeMHUYECKHUX Jaca(oB).

3.2. OO0bem pgucuuIiUiiHbl (MOaynsi) B ¢GoOpMe KOHTAaKTHOM pabOThI
oOydJaromuxcsi €  MEeNarorM4ecCKUMH  pabOoTHHKaMU W (WIM)  JUIAMH,
MPUBJICKAEMBIMU K pean3aluu 00pa3oBaTeIbHON MPOTPaMMBbI HA MHBIX yCIIOBHUSX,
IIPY MPOBEJICHUHN YUE€OHBIX 3aHITHIA:



KomnuectBo yacos

Turn y4eOHBIX 3aHATHI
Bcero | CemecTp Ne3

KonTtaktHas paboTa rmpu npoBeIeHUH YIeOHBIX 3aHATHH (BCETO0): 48 48
B ToMm uncie:

3aHATHSA JIEKIIMOHHOI'O THIIA 16 16
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O0beM auCUHUIUIMHBL (MOIyJsg) B (opmMe caMOCTOSTENbHONW padOoThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOTHl OO0ydYaroIIuXCs ¢
NeAarorndyecKuMM pabOTHUKAaMU U (WJIM) JIULIAMU, TPUBJIEKAEMbBIMH K peaiu3aliu
o0pa3oBaTeNbHOM MpOrpaMMbl HAa HUHBIX YCIOBHUSX, TMPU IPOBEICHHUU
IIPOMEKYTOUHOM aTTeCTallMK cocTaBisieT 168 akageMuyeckux yaca (0OB).

3.4. [Ipu oOy4eHUU 110 UHAUBUIYATBHOMY YU€OHOMY ILJIaHY, B TOM YHUCJIE TIPU
YCKOPEHHOM O0y4Ye€HHH, 00BEeM TUCHUIUIMHBI (MOJYJIsI) MOXKET OBITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYaronuxcs, a Takke B hopme
KOHTaKTHOM paboOThl O0ydaroIUXCsl ¢ MeAarorudecKuMu pabOTHUKAMH U (WJIH)
JUIAMU, TIPUBIIEKAEMBIMU K pPealiiu3aIlii 00pa3oBaTEIbHON MPOTrPaMMbl HA HHBIX
YCJOBUSIX, IPU IPOBEJACHUU TPOMEKYTOUYHON aTTECTALIUH.

4. ConepkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3a"HaTH TEKIIMOHHOTO TUIIA.

TemaTuKa JIEKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

1 |BBenenue B qUCHUTIINHY

PaCCManI/IBaGMI)IC BOIPOCHI:

- basoBas APXUTCKTYpPA MHTCIUICKTYAJIbHbIX TPAHCIIOPTHBIX CUCTEM;

- CY6’B€KTHO'O6LGKTHLIG OTHOLICHUSA 6630HaCHOCTI/I B MHTCJUICKTYAJIbHBIX TPAHCIIOPTHBIX CUCTCMaAX.

2 HHTGHHCKTyaHLHBIC TPAHCIIOPTHBIC CUCTEMBI B COCTABEC KpHTH‘-ICCKOﬁ HH(I)OpMaHHOHHOﬁ

uHdppacTpykTypsl Poccuiickoit ®eneparym, 4. 1

PaCCManI/IBaeMI)Ie BOIIPOCHKHI:

- [lonsTns «kputHdeckas HHPPACTPYKTYpa», U «KpUTHUIECKast HHPOPMAMOHHAS HHPPACTPYKTypa»
- [IpaBoBoe perynmpoBanue chepsl odecredeHus 0€30IMaCHOCTH HHTEIDIEKTYaIbHBIX TPAHCIIOPTHBIX
CHCTEM KPUTHIECKOI HH(OPMATMOHHON HHPPACTPYKTYPHI

3 |MHTemiekTyanbHble TPAHCIIOPTHBIE CUCTEMBI B COCTaBE KPUTUYECKON MH(DOPMAIITMOHHON

uHppacTpykTypsl Poccuiickoit @denepanuy, 4. 2

PaccmatprBaemble BOIIPOCHI:

- Mozenb oTHoIeHHH obJacTel 0€30MacHOCTH B MHTEIUIEKTYaIbHBIX TPAHCIIOPTHBIX CHCTEMaX

- TunoBoii coctaB 00BEKTOB HHTEIUIEKTYABHBIX TPAHCHIOPTHBIX CHCTEM KPUTHYECKON HH(OPMAIIOHHOM
HHPPACTPYKTYPHI

4  |lHTe/IeKTyaJIbHBIC TPAHCTIOPTHBIE CHCTEMBI B COCTABE KPUTHUECKOW MH(POPMAITMOHHOM
uHppacTpykTypsl Poccuiickoit @eaepanum, 4. 3

PaccmaTpuBaemble BOIIPOCHI:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- LluppoBas rurneHa HHTEIUICKTYaTbHBIX TPAHCIOPTHBIX CHCTEM KPUTHYECKOI MH()OPMAMOHHON
HHPPACTPYKTYPHI

- TepmuHONOTHA B chepe Oe30I1aCHOCTH HHTEIUICKTYAIBHBIX TPAHCIIOPTHBIX CUCTEM KPUTUYECKOH
nH(OPMaMOHHON HHPPACTPYKTYPHI

- Obecneyenue 6€30IaCHOCTH AaBTOHOMHBIX TPAHCIOPTHBIX CPEJICTB MHTEIUIEKTYAIBHBIX TPAHCIOPTHBIX
CUCTEM KPHTUYECKON HH(POPMAIIMOHHON HHPPACTPYKTYPBI

5 |HHTennekTyajabHbIE TPAHCIIOPTHBIE CUCTEMBI B COCTaBE KPUTUUECKOIH MH(OPMAIIMOHHON
uHppactpykTypsl Poccuiickoit @enepannn, 4. 4
PaccmarpuBaeMbie BOTIPOCHL:
- O0ecneyenne 0e30I1aCHOCTH HEHTPOB YIPABJICHUA HHTCIUICKTYAJIbHBIX TPAHCHIOPTHBIX CUCTEM
KpUTHYECKON HH()OPMAITMOHHOH HHQPACTPYKTYPHI
- Obecnieuenne 6€30MacHOCTH HHPPACTPYKTYPHI HHTEIUIEKTYaIbHBIX TPAHCIOPTHBIX CHCTEM KPUTHYECKOH
nH(OPMaMOHHON HHPPACTPYKTYPHI

6 |Ludposoe MoaenupoBaHNE UHTEIICKTYaIbHBIX TPAHCHIOPTHBIX CUCTEM KPUTHUECKOM
MHPOPMALMOHHON HHPPACTPYKTYPHIL, 4. 1
PaccmatpuBaeMbie BOTIPOCHL:
- MeTozmp! nnpoBOT0 MOIEIUPOBAHUS HHTEIUIEKTYaTbHBIX TPAHCIOPTHBIX CHCTEM KPUTHYECKOMH
nHPOPMAMOHHON HHPPACTPYKTYPEI

7 |HudpoBoe MoeanpoBaHUE UHTEIUIEKTYAIbHBIX TPAHCIIOPTHBIX CUCTEM KPUTHUUYECKOM
nH(GOPMaMOHHON UHPPACTPYKTYPHL, 4. 2
PaCCManI/IBaeMLIe BOIPOCHI:
- Cpe[lCTBa HI/I(I)pOBOFO MOACIMPOBAHUA UHTCIUICKTYAJIbHbIX TPAHCIIOPTHBIX CUCTEM KpPITI/I‘{eCKOﬁ
MH(OPMAIMOHHON HHPPACTPYKTYPHI

8 |[ludpoBoe MoaeTMpOBaHIE HHTEIUIEKTYaTbHBIX TPAHCTIOPTHBIX CHCTEM KPUTHUECKOM
MH(GOPMaLMOHHON UHPPACTPYKTYPBHI, 4. 2
PaCCManI/IBaeMI)IC BOIPOCHI:
- CpGI[CTBa III/I(I)pOBOl"O MOACINPOBAHUA UHTCIUICKTYAJIbHBIX TPAHCIIOPTHBIX CUCTEM KpHTH‘leCKOﬁ
nH(OPMaMOHHON HHPPACTPYKTYPHI

9 |Ludposoe MoaenupoBaHKUE CHCTEM oOecrieueHus: 0€30MacHOCTH MHTEIIEKTYalbHbIX
TPAHCIIOPTHBIX CUCTEM KPHUTHYECKON HH(POPMAIIMOHHOW HHAPACTPYKTYPHI, 4. 3
PaCCManI/IBaeMI)Ie BOIIPOCHKHI:
- CpenctBa u)poBOro MOACITMPOBAHUS CUCTEM O0CCIICUCHHS 0€30MAaCHOCTH UHTEIUICKTYaIbHBIX
TPAHCIIOPTHBIX CHCTEM KPUTHIECKOW HHPOPMAITMOHHONW HHPPACTPYKTYPHI
4.2. 3aHATHS CEMUHAPCKOTO TUIIA.
[IpakTrueckue 3ausaTUst

Ne
i TemaTrka MpakTUYECKUX 3aHATHI/KPAaTKOE COJIepKaHUE

1 |Coznmanue mabl0OHOB OTUYETHBIX JOKYMEHTOB IMPOCKTUPOBAHUS U pealn3alui 00bEKTOB
HMHTEIJIEKTYalIbHBIX TPAHCIIOPTHBIX CHCTEM KPUTHYECKON MH(POPMAITMOHHON
UHPPACTPYKTYPHI
B PE3YIbTATE BBITIOJIHCHUSA pa60TbI MAarucCTpaHT nojiyqyaeT yMEeHUE CO31aBaThb 11a0JIOHBI OTYETHBIX
JOKYMEHTOB IMPOCKTUPOBAHMSA U pEAIU3alluN 00BEKTOB HWHTCJUICKTYAJIBHBIX TPAHCIIOPTHBIX CUCTEM
KPUTHUYECKON HHPOPMAIIMOHHON HHPPACTPYKTYPBI.

2 |HccnenoBanue CTPYKTYPHI M COJEPKaHUS pecypcoB [ '0Cy1apcTBEHHON CUCTEMBI

06H21py>KeHI/I$I n HpOTHBO,Z[GfICTBHH KOMIIBIOTCPHBIM aTaKaM
B PE3YyIbTATE BLINTOJIHCHU pa6OTI)I MarucCTpaHT U3y4acT CTPYKTYPY U COACPIKAHUC PECYPCOB




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

I'ocynapcTBeHHOI cucTeMbl 0OHApYKEHUS U IPOTHBOICHCTBIS KOMITBIOTEPHBIM aTakaM, GopMHUpyeT
HaBBIK ONPENENICHNS MX TUHAMHUKH U TEKYIIEr0 COCTOSHUS

HccnenoBanue CTpYKTypbl M COAEPKaHUS pecypcoB caiita HanmonansHoro

KOOPAWHAITMOHHOTO LICHTPA MO KOMIIBOTCPHBIM MHIIUJACHTAM

B pesynbrare BEIIOIHEHUS pabOTHl MAarUCTPAHT U3YdaeT CTPYKTYPY U COAEp KaHUE PECypCcoB
HannoHansHOT0 KOOPIMHAIIMOHHOTO IIEHTPa [0 KOMIBIOTEPHBIM HHIUACHTaM, (QOPMHUPYET HaBBIK
ONpeNETICHUS NX TUHAMHUKH U TEKYIIErO COCTOSHUS

HccenenoBanue CTpyKTyphl U COAEPKaHUA pecypcoB baHka JaHHBIX yrpo3
aBTOMATU3MPOBaHHBIX cucTeM yrpaieHuss PCTIK Poccun

B pesynbrate BeITOTHEHHUS PaOOTHI MaruCTPaHT U3ydaeT CTPYKTYpY M coepkaHue pecypcoB banka
JIAaHHBIX yTPO3 aBTOMAaTU3UpOBaHHbIX cucTteM ynpasienns PCTIOK Poccun, popMupyer HaBBIK
OIIpe/IeNICHUs] UX TUHAMUKH U TEKYLIEr0 COCTOSHUS

HccnenoBanue CTpYKTYpBI U COAEpKaHus pecypcoB baHka TaHHBIX yrpo3 6€30IacHOCTH
unpopmannu ®CTIK Poccun

B pesynbTaTe BhIIOMHEHHS padOThl MATUCTPAHT M3ydaeT CTPYKTYPY H colepikanue pecypcoB banka
JaHHBIX yrpo3 6e3onacHocty nHMopMarm OCTIK Poccun, hopmupyeT HaBBIK ONPEaeTSHIS UX
JUHAMUKH ¥ TEKYIETO COCTOSIHUS

MO,Z[CJ'II/IpOBaHI/Ie (l)I/II_HI/IHFOBI)IX aTaK Ha OOBEKTHI HHTCIUICKTYAJIbHBIX TPAHCIIOPTHBIX

CUCTEM KPUTHYECKOH MH(OPMAIIMOHHON HH(PPACTPYKTYPHI
B pe3ynbTaTe BbIIOIHEHHS paOOThI MATMCTPAHT IOMY4aeT YMEHHE MOJIEIUPOBATh (DUIIMHIOBBIC aTaKH Ha
00BEKTHI HHTEIICKTYAJILHBIX TPAHCIIOPTHBIX CUCTEM KPUTHUECKOH HH(POPMALMOHHON HH(PACTPYKTYPhI

Pa3zpaboTka Mep mpoTUBOICHCTBHS YTPO3aM COLIMAILHON MHKEHEPUH Ha 00BEKTax
MHTEJJIEKTYaJbHBIX TPAHCIOPTHBIX CUCTEM KPUTHYECKON MH(POPMAIIMOHHOMN
UHGPaCTPYKTYpPHI

B pesynbrate BIoIHEHUS PaOOTHI MaruCTPaHT MOJTy4YaeT yMEHHE pa3pabaThIBaTh MEpPEI
MIPOTHUBOJCHCTBHS YTPO3aM COLMATIbHOM MHXKEHEPUH Ha 00BEKTaX MHTEIUICKTYJIBHBIX TPAHCIIOPTHBIX
CUCTEM KPUTHUYECKOH HH(POPMAIIMOHHON HH(PPACTPYKTYPEI

Peanu3zanus cpenctB 6e30nacHoi pa3pabOTKK NPOrpaMMHOTO 00ecTieueHHs
MHTEJUIEKTYalIbHBIX TPAHCIIOPTHBIX CHCTEM KPUTHYECKOH HH(POPMAIIMOHHON
UHPPACTPYKTYPHI (CTATHYECKUI aHAIIN3)

B PE3YIBTATE BBITIOJIHCHUSA pa60TbI MAarucCTpa”HT NoJIyqya€T YMEHHUE UCII0JIB30BaTh CPEACTBA CTATUICCKOTO

aHanm3a st 6e30macHoi pa3paboTKH MPOrpaMMHOTO 00eCIeYeH s HHTEIUICKTYaIbHBIX TPAHCIIOPTHBIX
CHCTEM KPUTHIECKOI HH(OPMATMOHHON HHPPACTPYKTYPHI

Peanuzamus cpencts 6e3omacHoii pa3pabOTKU MpOrpaMMHOTO 0OecTieyeH s

WMHTEIJIEKTYalbHBIX TPAHCIOPTHBIX CHCTEM KPUTHYECKONH MH(POPMAITMOHHOMN
UHPPACTPYKTYPHI

B PE3YIbTATE BBITIOJIHCHUSA pa60TbI MAarucCTpaHT nojryqyacT yMEHUE NCII0JIb30BaTh CPEACTBA

JTUHAMHAYECKOT0 aHaIHu3a il 6€30IacHOM pa3paboTKH MPOrpaMMHOTO 00ecTieueHIs HHTEIUIEKTYaJIbHBIX
TPAHCIIOPTHBIX CUCTEM KPUTHUUECKON HHPOPMAIIMOHHON HHPPACTPYKTYPBI

10

Peanuzarmus cpencts 6e30macHON pa3pabOTKH MPOrpaMMHOTO 00eCTIeYeHUS
WHTEJUICKTYaJIbHBIX TPAHCIIOPTHBIX CUCTEM KPUTHYECKOH MH(POPMAIIMOHHOMN

UHPPACTPYKTYPbI

B pesynbrate BbINoIHEHHS PaOOThI MAaruCTPaHT MOJIyYaeT YMEHHE UCIIONIb30BATh CPEACTBA
KOMIIO3ULIMOHHOTO aHaIN3a I 6e30macHoi pa3paboTKU IPOrpaMMHOT0 00€CIICUeHNsI HHTEIIEKTYaJIbHbIX
TPAHCIOPTHBIX CUCTEM KPUTHUUECKON HH(POPMAIIMOHHON HH(PPACTPYKTYPHI

11

Peanm3amus cpencts 6e30macHoi pa3paboTKH MPOTPaMMHOTO 00eCTIeUeHIS
MHTEJJIEKTYalIbHBIX TPAHCIOPTHBIX CUCTEM KPUTHYECKON HH(POPMAITMOHHOMN




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

nH(ppacTpyKTyphI ((pa33uHT TECTUPOBAHNUE)

B pesynprare BRIIOTHEHUS paOOTHl MATUCTPAHT TOIyYaeT YMEHHE HCIIONB30BaTh CPEACTBA (ha33HHT-
TECTUPOBAHUS JIA Oe3omacHoO’ pa3pa60TKH nporpaMMHOTrO obecrieueHus HUHTCJUICKTYAJIbHBIX
TPAHCIIOPTHBIX CUCTEM KPUTHUUECKOH HH(POPMAIIMOHHON HH(PPACTPYKTYPEI

12

HpOCKTHpOBaHI/Ie THIIOBBIX OOBHEKTOB HHTCIUICKTYAJIbHBIX TPAHCIIOPTHBIX CUCTCM

KpUTHYEeCKON MH(pOpMaMOoHHONW HHPPACTPYKTYpHI (4. 1)
B pesynbrare BRIIOTHEHUS paOOTHI MATUCTPAHT MOIy4aeT YMeHHe (OPMYITHPOBATh IETH U 3a/1a4H
MPOEKTHUPOBAHUS OOBEKTOB HHTEIUIEKTYAbHBIX TPAHCIOPTHBIX CHCTEM KPUTHYECKOH HH(OPMAIIOHHOM

HHPPACTPYKTYPHI

13

[IpoekTupoBaHuE TUMOBBIX 00BEKTOB MHTEIICKTYAIbHBIX TPAHCIOPTHBIX CHCTEM
KpUTHYECKON MH(DOPMATMOHHONW NHPPACTPYKTYPHI (4. 2)

B PE3YyIbTATE BBINTOJTHCHU pa60TI)I MarucCTpaHT IoJIy4a€eT YMCHHC pean30BaTh LUCJIN U 3aJa4n
IMPOCKTUPOBAHUA 00BEKTOB HMHTCJUICKTYAJIbHBIX TPAHCTIOPTHBIX CUCTEM KpHTH‘IeCKOﬁ HH(l)OpMaIII/IOHHOﬁ
MHQPaACTPYKTyphl HA OCHOBE THUIIOBBIX PEIICHUI

14

Pa3BepThiBaHNe U HACTPOIKa BUPTYaIbHBIX CPEJ MOAEINPOBAHNS TUIIOBBIX 0OBEKTOB
MHTEJJIEKTYaJIbHBIX TPAHCIOPTHBIX CUCTEM KPUTHYECKON MH(POPMALIMOHHOMN
UHPPACTPYKTYPbI

B pesynbrate BeITOTHEHHS PaOOTH MaruCTPaHT MOIYyYaeT YMEHHE pa3BepPThIBATh U HACTPAUBATh
BUPTYaJIbHBIC CPEIbl MOJETHPOBAHHS THIIOBEIX OOBEKTOB MHTEIIEKTYaTbHBIX TPAHCIIOPTHBIX CHCTEM
KPUTUYECKOH HHPOPMAIIMOHHON HHPPACTPYKTYPHI AJIs peleHust 3a1a4 obecrieueHus: 6€301MacHOCTH

15

PasBepThiBaHue U HACTPOITKa TUGPOBON MOJIEH OE39KUTIAXKHOTO CyTHA
MHTEJUIEKTYyaJIbHON CHCTEMBI BOJJHOT'O TPAHCIIOPTa KPUTHIECKOH HH(POPMAITMOHHON
UHGPaCTPYKTYpHI

B pesynbrate BeITOTHEHHS PaOOTH MArUCTPAHT MOIYyYacT YMEHHE Pa3BEPTHIBATH M HACTPAUBATh
(G POBEIE MOJIENN TUIIOBBIX OOBEKTOB MHTEIUIEKTYAIBHBIX TPAHCIOPTHBIX CHCTEM KPUTHIECKON
nH(pOpPMaMOHHON HHPPACTPYKTYpHI Ha IpuMepe (poBoii Moesn OE33KUITa’KHOTO Cy/THA

16

Pa3BepThIBaHMEe U HaCTpoOiiKa U(POBOI MOIeIM OEPErOBOTO IIEHTPa yIPaBICHUS
0€e39KUIIaKHBIMU CydaMunu I/IHTCJIJICKTyaHLHOI\/'I CHUCTCMBbI BOJHOI'O TPAHCIIOPTAa
KpUTHYECKON MH(POPMALIMOHHOW HHPPACTPYKTYPHI

B pesynprare BRIIOTHEHUS pabOTHI MAarUCTPAHT MOIy4aeT YMEHHE pa3BepPThIBATh U HACTPAaUBaTh
U(POBBIE MOJIENIN TUIIOBBIX 00BEKTOB MHTEIUIEKTYAILHBIX TPAHCIIOPTHBIX CHCTEM KPUTHYECKOU
WHPOPMAIMOHHOW HHPPACTPYKTYPHI Ha IpuMepe NH(POBO MOIeIr OEPETOBOTO EHTPA YIIPaBICHUS
0e39KHIaKHBIMU CYIaMH

4.3. CamocrosiTenbHas padoTa 00y4darOIMnXCs.

n/n

Bun camocrositenbHO#M paboTh

N3ydeHue qonoJIHUTENBHON JIUTEPATyPhl

IToaroroBka k MPAKTUYCCKUM U CCMHUHAPCKUM 3aHATUAM

IToaroroBka kK IpOMEKYTOUYHOHN aTTECTALUU.

A WD

[ToaroroBka K T€KylemMy KOHTPOJIIO.




5. Ilepeuenp wu3maHMM, KOTOpPBIE PEKOMEHAYETCS HCIIOIb30BaTh IIPU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).

Ne
1/
I

bubnuorpaduue
CKO€ OIIMCaHHE

Mecto noctyna

1

TeopeTnueckue
OCHOBBI
oOecrnieueHus
0e30MmacHOCTH
MHTEJUICKTYaJIbH
BIX
TPAHCIIOPTHBIX
cUCTEM
KPUTUYECKON
UH(POPMALIMOHHO

v

i
UHPPACTPYKTYP
bl Muxanesmnd U.
®. YuebHoe
rmocodue U3,
Poccuiickuit
YHUBEPCUTET
TPaAHCIIOPTA, - C.
157, 2025

https://reader.lanbook.com/book/521181

IIpaBoBOE
obecnieucHue
0€e30IacHOCTH
WHTEJUICKTyaJIbH
BIX
TPAHCTIOPTHBIX
CHCTEM
KPUTUYECKON
UH(POPMALIMOHHO

v

%
HH(DpaCTPYKTYyp
bl MuxaneBud
N.d. M.: PYT
(MUUT), — 1463
c., 2026

https://library.miit.ru/bookscatalog/2024/Pravovoe_obespechenie_bezopasn
osti_ITS KIl.pdf

[IpaBoBas
3ammTa
00BECKTOB
WHTEIJIEKTyallbH
BIX
TPAHCIIOPTHBIX

https://library.miit.ru/bookscatalog/2024/1ispr-Mihalevich-
Pravovaya_zaschita_OITS_KII.pdf




cHCTEM
KPUTUYECKON
UH(POPMALIMOHHO

v

i
HHDpaCTPYKTYyp
bl MuxasieBuy
N.®. M.: PYT
(MUUAT), — 607
c., 2026

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJB30BATHCS MPH
OCBOCHHUH JTUCIUIIINHBI (MOJTYJIs).

bank nmanubIX yrpos Oezomacuoctu uHdopmanmun OCTIK Poccuu. URL:
https://bdu.fstec.ru/threat-section

bank  mamnpix yrpoz ACY TII. ®CTOK  Poccum.  URL:
https://bduasutp.fstec.ru/#/

bank nannsix ya3sumocteit Open Web Application Security Project OWASP.
URL.: https://owasp.org/www-project-top-ten/

HanroHanbHbIi KOOPIUHALIMOHHBIN IIEHTP MO KOMIIbIOTEPHBIM MHIIUACHTaAM
(HKIOKW). URL: https://cert.gov.ru/

['ocynapcTBeHHast cucteMa OOHApYKEHU, IPEIYyIPEKIACHUS U JTUKBUAALNH
MOCJIEICTBUIA KOMITBIOTEPHBIX aTak Ha MH(POPMALMOHHBIE pecypcbl Poccuiickoit
denepannn. 'OcCOITKA. URL: https://gossopka.ru/

OnexktpoHHass cucrema u Onor Jlabopatopuum Kacnepckoro. URL:
https://www.kaspersky.ru/resource-center

baza 3HAHUU Positive Technologies. URL:
https://ptsecurity.com/research/knowledge-base/

- JJIEKTPOHHO-O0nOMoTeuHast cuctema «Jlaus». URL: https://e.lanbook.com/

- 3JIEKTPOHHO-0nOnoTeunas cucreMa «IPRbooksy.

URL: https://e.lanbook.com/

7. llepeueHb  JNHIIEH3UOHHOTO ©  CBOOOJHO  PaCIpPOCTPAHSIEMOTO
IPOrpaMMHOTO OOECIeYeHHs, B TOM YHCIIE OTEUYECTBEHHOTO MPOU3BOICTBA,
HEO0OXOMMOTO JIJIs1 OCBOCHUSI TUCIUTLTAHBI (MOTYJIS).

- onepanronHas cucrema (Actpa Jluaykc, Windows, Ubuntu);
- TeKcTOBBIN pegaktop (Moit oduc, Libre Office, Word);
- anexTpoHHble Tabnuibl (Mol oduc, Libre Office, Excel).



8. Ommcanme MaTepHATbHO-TEXHUYECKOW 0as3pl, HEOOXOAMMOW st
OCYIIECTBICHUST 00pa30BaTEIHLHOTO TIPOIIecca MO MUCIUTLTHHE (MOIYIIIO).

Jlis  ocylnecTBACHUS 00pa30BaTEIbHOIO Mpolecca 10  JIUCHHUIUIMHE
TpedyeTcs:

- JUIS 3aHATUH JICKIIMOHHOTO THIMA TPeOyeTcs MyJIbTUMEANHHAS ayIuTOPH,
000pyT0BaHHAs KOMITBIOTEPOM IS IIPEIOIaBaTeIsl, OIKIIOUESHHBIM K IIPOCKTOPY
U C BBIXOJIOM B HHTEPHET, JIOCKA;

- JUIA TPaKTUYECKMX M CEMHApPCKUX 3aHATHH TpeOyeTcs ayauTopus,
00opyIoBaHHAs UG POBBIM CTEHIOM MO/ICTTHPOBAHHUS 00BEKTOB
UHTCIUICKTYaJIbHBIX TPAHCIOPTHBIX CHCTEM KPUTHYCCKON HH(POPMAIIHOHHOMI
UHQPACTPYKTYPhI 1O YHUCIYy MAaruCTPaHTOB B TPYIIE, a TaKKe KOMIIBIOTEP C
BBIXOJIOM B MIHTEpHET 1S mpernoaaBaTeis, MOIKIIOUCHHBIN K IPOEKTOPY, TOCKA.

9. ®opma NPOMEKYTOUYHOM aTTECTALINMU:

3auer B 3 cemecTpe.

10. OuieHOUHBIE MAaTEpUATIBI.

OIICHOLIHBIC MaTCpuaJibl, MIPUMCHACMBIC IIPU IMPOBCACHUU HpOMGH(yTOqHOﬁ

aTTeCTally, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAJIbHBIM HOPMATUBHBIM
aktom PYT (MUNT).



ABTOpBI:

npodeccop, CTapiuii HayYHbIN
COTPYAHHUK, J.H. Kapeapbl
"NHTeIIeKTyallbHOE YIIPABICHUE U
uH(popMaloHHasi 6€30MacHOCTh B
BBICOKOABTOMAaTU3UPOBAHHBIX
TPaHCIOPTHBIX cuctemax'" MHCTUTyTa
KEJIE3HOJOPOKHOIO TPAHCIIOPTA

CorJiacoBaHo:

3aBeayromuii kapeapoit UYullb
3aBenyromuii kadeapont Yu3n

[Ipencenarens yueOHO-METOIMUECKOM
KOMHUCCHU

N.®. MuxaneBuu

JILA. bapanos
JILA. BapaHosB

H.A. AanpusiHOBa



