MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJIEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»

(PYT (MAUT)

PaGouast mporpaMma JUCIUIIINHEL (MOILYIIS), \
KaK KOMIIOHEHT 00pa30BaTeIbHON HPOrPaMMBbI
CIICLHAIM3UPOBAHHOTO BBICIIIEr0 00Pa30BaHNUs

0 HaNpaBJICHHIO IOATOTOBKU
10.04.01 MudpopmannoHHas 6€30MacHOCTb,
yTBepKJeHHOH nepBbIM npopekropom GPI'AOY BO
PYT (MUUT) Tumonunsm B.C.

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

be3onacHocTh CEPBEPHLIX ONIEPAIUOHHBIX CUCTEM

HaHpaBJICHHC IIOATOTOBKH.

Hamnpasnennocts (mpodub):

®opma 00ydeHus:

10.04.01 UudopmanmonHasi 6€30macHOCTb

be3onacHOCTh KOMIIBFOTEPHBIX CUCTEM U CETEN

OyHag

PaGouas nmporpaMma JUCIUIIINHEL (MOTYJIS) B BUIE )
3JIEKTPOHHOTO JIOKYMEHTA BBITPYKEHA U3 €IUHOM
KOPIIOPATHBHOW HH(OPMAIIOHHOH CHCTEMBI yIPaBICHHS
YHHBEPCUTETOM U COOTBETCTBYET OPHIUHAILY
J

Ipocrast aaeKTpoHHAs MOAMHCH, BelgaHHas PI'AOY BO PYT
(MHUT)
| ID moamucu: 4196
[Moxmucan: 3aBenyromuii kadenpoii XKenenkos bopuc
Brnagumuposny
[ tara: 21.09.2026




1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[enmu n 3a7a9n U3y4deHUS JUCIMILTAHBI OMPEIEISIOTCS XapaKTepUCTHKaAMH
o0jacTu U 0OBEKTOB MPOPECCHOHATHHON NEATEILHOCTH MarucTpa HarpaBiICHUS
noarotoBku «MHpopmarionHast 6€30MacHOCTHY.

[{enssMu OCBOCHMSI TUCIUTUIMHBI «be30MacHOCTh OTMEpaIrMOHHBIX CHCTEM)
SIBIISTFOTCSL:

- I3YYCHHE CITIOCOOOB JIOTUIECKOW OpTaHU3AI[MH KOMITBIOTEPHBIX CETEH;

- M3y4YCHHE METOJIOB M TEXHOJOTHH, HCIOIb3yeMbIX MPHU Pa3BEPTHIBAHUH,
YIPaBICHUN W COMPOBOXKICHUH 3alIUIICHHBIX KOMITBIOTEPHBIX CEeTei Ha 0ase
CEPBEPHBIX OMEPAITMOHHBIX CHCTEM.

3amavyaMu JUCITUTUTHHBI SBIISTFOTCS:

- TpHOOpETeHHWE 3HAHWA W yMEHUH, HEOOXOAMMBIX JUISI JIOTHYECKOTO
NPOEKTUPOBAHUS, KOHGUTYPUPOBAHUS W  COIMPOBOXKICHUS  3AIUIIECHHBIX
KOMITBIOTEPHBIX CeTel Ha 0a3e CepBEPHBIX ONMEPAIMOHHBIX CUCTEM;

- TOJy4YeHHUE HABBIKOB W YMEHHM [JIi pa3BepThIBAaHUS M YIpaBICHUS
3aIUIIEHHBIMU JIOMEHHBIMU CTPYKTYPaMU KOMITBIOTEPHBIX CETEH.

2. Ilnanupyemblie pe3ynbTaTbl 00YUEHHS IO JUCUUILIMHE (MOIYJIIO).

[lepeyenr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHS  0Opa30oBaTEIbHOM
porpamMmbl (KOMIIETEHIIU) B pe3ysibTaTe 00yUeHHUS 10 AUCIUILUIUHE (MOIYIIIO):

ITK-8 - CniocobHOCTh pa3pabaTbiBaTh MOTUTHKU O€30MaCHOCTH, YIIPABICHHS
JOCTyTa B KOMITBIOTEPHBIX CHCTEMaX M CeTSX.

OO0yueHnue 1Mo JUCIUIUIHHE (MOJTIYIIIO ) TIPEAIoaraeT, YTo Mo ero pe3ybTrataM
oOyyarommiicst Oyier:

3HaTh:

- PUHITUIIBI JIOTUYECKON OpPTaHU3alNK CETH;

- CpelICTBa CUCTEMHOT'0 aJIMUHUCTPUPOBAHUSI;

- UHCTPYMEHTHI YIIPaBJICHHUSI, 3alIUTHl | MOHUTOPUHTA B CETH.

YMmers:

- POEKTUPOBATH JOTUUYECKYIO OPTaHU3ALIUIO CETH;

- MPUMEHSTHh AJIMUHUCTPATUBHBIE WHCTPYMEHTHI JJII KOH(PUTYPHUPOBAHUS
CETH;

Baangern:

- HaBBIKAMM PEIICHUS 3a/1a4 OPraHU3alMu CETEBOTO B3aUMOICUCTBHUS;

- HaBbIKaMU YTIPaBJICHUSI OOBEKTAMHU CETH Uepe3 IEHTPATTM30BaHHBIE CITYKObI
KaTajoros;



- HABBIKAMM 3aILUTHI PECYPCOB CETH.

3. O6beM AUCIUTLINHBI (MOITYJIs).
3.1. O0mas Tpy10eMKOCTb JUCHUIUIUHBI (MOYJIA).

OO6mast TpyIOEeMKOCTh AUCIHUIUIMHBI (MOIyJisA) coctaBisieT 6 3.e. (216
aKaJeMUYECKUX yaca(oB).

3.2. OOveM mucuurIMHbl (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarmmxcss ¢ MEJarorTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
MPUBJIEKAEMBIMU K pean3aiuy 00pa3oBaTeIbHOM MporpaMMbl Ha UHBIX YCIOBHSIX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp Ne2

KonTtakTHas paboTa mpu NpoBeIeHNH yUeOHBIX 3aHATUH (BCEro): 64 64
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATUSA CEMUHAPCKOTO TUMA 32 32

3.3. O6peM auCHUIUIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENFHOM pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYAIOUIUXCSA C
[e1arorn4yecKuMu pabOTHUKAaMU U (WMJIH) JIMIIAMHU, TIPUBJIEKAaEMbIMH K pealu3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TIPU NPOBEIACHUU
IPOMEXYTOUHOM aTTecTaluu cocTaBiser 152 akaneMuyeckux yaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4e€HHH, 00bEeM NUCIUIUIUHBI (MOYJIs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHON padOThl 00yYaroluXcs, a Takxke B popme
KOHTAaKTHOM PabOThl OOYYaIOIIUXCSl C MEAAaroruuecCKUMU paOOTHUKaMU U (WIJIH)
JUIAMH, TIPUBJIEKAEMbIMH K pealiu3alui 00pa30BaTeIbHON MpOrpaMMbl Ha MHBIX
YCIIOBUSAX, IPH POBEAEHUHU IIPOMEXYTOYHOM aTTECTALINN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC
/11

1 |KondurypupoBanue u Hactpoiika Microsoft Windows Server
PaccMarpuBaemble BOIPOCHI:




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

n/m
- KOHQUTYPUPOBaHUE U HACTPOIiKa cepBepa
- HACTPOHKA CETeBhIX [apaMeTPOB, HAPAMETPOB OE30MAaCHOCTH M NIPOU3BOIUTEIEHOCTH
2 |Opranuzamus ceteit Ha 6a3e Microsoft Windows Server
PaccMarpuBaeMble BOIIPOCHL:
- MOJIENIb JIOTHYECKOH OpraHu3aluy CeTH «padodasi rpyImay
- MOJZIEJIb JIOTHYECKON OpTaHU3alNK CETH «IOMEH», CPAaBHUTEIBHBIC XapaKTePUCTUKH
3 |Jlornyeckas u ¢pusuueckas crpykrypa Active Directory
PaccmarpuBaeMble BOIIPOCHL:
- CTPYKTYpHBIE sieMeHTHl Active Directory: 00beKTbI M UX KJIACCHI, JOMCHBI, OpPTaHU3aLHOHHBIC
HOJpa3eleHus], IePeBbs, eca
- usuyeckas cTpykTypa Active Directory: KOHTpOJUIEp JOMEHOB, CAHTHI
4  |llenTpasibHas ciryx0a katanoro Active Directory
PaccMarpuBaeMble BOIIPOCHL:
- CO3IaHHE CETEBOTO JOMEHA
- OCHACTKU KOHCOJIM aIMUHUCTPUPOBAHUS ISl paOOTHI C JOMEHAMHU
5 |Ympasnenue oowextamu B Active Directory. YueTHbIe 3aMCH MOIB30BATENCH U TPYIII
PaccmarpuBaeMble BOIIPOCHL:
- Y4YE€THBIC 3aITUCH U IMMOJIUTUKA UMCHOBAaHUA
- yIipaBJICHUC JOMCHHBIMHU YUCTHBIMU 3allUCAMU
6 |Ymopasnenue o0bexTamu Active Directory. OpranuzannoHHbIe TOApa3AeICHUS
PaccMarpuBaeMble BOIIPOCHL:
- yIpaBlICHUE OPraHU3aMOHHBIMU MOAPA3ICTCHHAMHA
- IJIETUPOBaHUE aIMHHHUCTPATHBHBIX IOJTHOMOYHI yIIPABICHUS B ITOpa3IeICHIH
7 |Anmunuctpupoanue ceteBbix ciy:k0 DHCP u WINS
PaccmarpuBaeMble BOIIPOCHL:
- ciy:)x6a DHCP aBromaTudeckoro kongurypuposanus TCP/IP
- cyx0a WINS pasperieHust CHMBOJIHYECKUX UMEH y3JI0B; KOHQUTYPHUPOBAHUE U 0OCTYKHUBAHUE CITYKOBI
8 |AnMuHHCTpHpOBaHUE ceTeBOM ciyx0b1 DNS
PaccmarpuBaemble BOIPOCHL:
- cyk0a DNS paspernieHust JOMEHHBIX UMCH y3JIOB;
- CXeMBI pa3pelIeHus 3aIpoCcoB Ha pa3pelieHHe HMEH, KOH(QHUTYPHPOBAHUE CITYKOBI
9 |Mexanm3msl 6e3onacHoct MS Windows Server
PaccmarpuBaeMbie BOIIPOCHL:
- obmmas monenb Oe3onacHocT Windows Server, paBa, NPUBHIIETHH M Pa3pelIeHUs] JOCTYIIa, BCTPOCHHbIE
1 CIICHHAJIBHBIC I'PYIIIIbI
- 3alUTa PECYPCOB C MIOMOIIBIO IPAB AOCTYMA MO CETH, AAMUHUCTPHPOBAHUE AOCTYIA K OOLIMM pecypcam
10 |3ammTa pecypcoB ceTu
PaccmarpuBaeMbie BOIIPOCHL:
- 3aIIUTa pecypcoB paspenieHusiMu (aiinoBoit cucremsl NTFS, aqMuHICTpHpOBaHHe 10CTYIIA C TTOMOILBIO
paspemennii NTFS
- COBMECTHOE IIPHMEHEHHE IIPaB CETEBOTI0 JOCTYIIA U pa3peneHnii (pailoBoi cucTeMsl
11 |MHOromOMEHHBIE CTPYKTYPHI CETH
PaccmarpuBaemble BONIPOCHI:
- MHOTOJOMEHHAasA MOJICIIb OpTaHU3alu CETU, JOBEPUTCIBHBIC OTHOIICHUA MEXKIY JOMEHAMUA
- TPAaH3UTUBHAA ayTeHTI/Iq)I/IKaLH/IH B MHOFO}]OMCHHOﬁ CCTH, pean3anus rnpas 10CTyIa B MHOFO]IOMGHHOﬁ
cetn
12 |[IlomMeHHBIE MOJCITH

PaCCManI/IBaCMLIe BOIIPOCHI:
= JOMCHHBIC MOACIIN: MOJCJIb OJUHOYHOI'O JOMEHA, MOACJIb C OAHUM I'JITaBHBIM JJOMCHOM, MOJACJIb C




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

HECKOJIbKUMH TJIaBHBIMU TOMEHAMH, MOJECIb C ITOJIHBIM JOBEPUEM
- UCpapXUveCKas CUCTEMa JOMCHOB: ICPEBbA U JICCa

13 |OTkazoycToiiuuBbIE U IPOU3BOAUTEIbHBIC IUCKOBBIE KOHPUTypaIuu
PaCCManI/IBaeMLIe BOIPOCHI:
- 0a30BbIE KOHPUTYpPALIMU TUCKOBBIX CTPYKTYD
- TEXHOJIOTHUH TUCKOBBIX MaccuBOB (RAID)
- xapaktepuctuku RAID-TeXHOIOTHI, YPOBHHU CIICIU(UKAIIIIA
14 |[Iporpammusie peanuzanuu RAID na nunamuueckux auckax B MS Windows Server
PaccmarpuBaeMbie BOTIPOCHL:
- Habop TomoB JBOD
- yepenyromuiics Habop RAIDO
- 3epkanbHbId Habop RAID1
- yepeAyroIuiicss Habop ¢ YeTHOCThI0 RAIDS
15 |MoHUTOpHUHT COOBITUI OE30ITACHOCTH CETH
PaCCManI/IBaCMLIe BOIIPOCHI:
- [IOJIMTUKHU ayAuTa U yIIPpaBJICHUC Ay IUTOM,
- HACTPOWKH ayauTa sl 00beKTOB (DaiIoBOM CHCTEMBI; aHAJH3 KypHalia 0€30IMacHOCTH
16 |MOHHUTOPHHT PECYpPCOB U CETEBOTO Tpaduka
PaccMarpuBaeMble BOIIPOCHL:
- MOHUTOPUHT IPOU3BOAUTECIBHOCTH U IPOLICCCOB,
- MOHUTOPHHI CETEBOTrO Tpaduka, CETeBO MOHUTOP U €r0 HCIIOJIb30BAHUE
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
JlaGopatopHbie pabOThI
No
i HaumenoBanue nabopaTopHbIX paboT / KpaTKOe cofepKaHHe
1 |Coznanue BUPTYaIbHBIX MallluH
B PE3YIbTATC BBINIOJHCHUA pa6OTLI CTYACHT NOJYYaCT NPAKTUICCKHUEC HABBIKU UCIIOJIb30BAHUA CPEIACTB
BUPTYaIU3al1H, YCTAaHOBKU cepBepHbIX OC
2 |Co3nanue OJJHOPaHTOBOM ceTu
B pe3synprare BRIIOTHEHUS pabOTHI CTYIEHT MOTy4YaeT HABBIKU CO3JJaHNUS BUPTYaJIbHOIN OJHOPAHTOBOM
CeTH, HACTPOMKHM CEeTeBOI NAEHTU(HUKALNY U IPOBEPKU CETEBOTO B3aUMOJICHCTBHS
3 [KondurypupoBanue ceppepa
B PE3YIbTATC BBIIIOJHCHHUSA pa6OTH CTYACHT NOJY4a€T NPAKTUYCCKHUEC HABBIKU YCTAHOBKU U
KOH(QHUTYPHPOBAHUS TAPAMETPOB CepBepa
4 |Co3gaHue ceTeBOro JoMeHa
B PE3YIbTATC BBINIOJTHCHUA pa6OTLI CTYACHT NOJY4acT HaBbIKU JIOTHYECKOM KOH(l)I/IpraIII/II/I CE€TCBOI'O
JIOMEHa, yCTAaHOBKA M HACTPOMKH OCHOBHBIX CITY>KO CETeBOH TOMEHHON HH(PPACTPYKTYPHI
5 |Ympasnenue oovextamu Active Directory. YueTHble 3anucu
B PE3YNbTATE BBITIOJTHECHUA pa6OTBI CTYACHT NOJIY4a€T NPAKTUYICCKNE HABBIKU CO3AaHUA U HaCTpOﬁKH
JOMCHHBIX YYETHBIX 3aIKCceN MMoJIb30BaTeIen 1 Trpymnnm
6 |Ympasnenue oowextamu Active Directory. [TaponsHas monmTika, mpohuiv U cieHapuu
B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT MOJYYaCT MPAKTUICCKUEC HAaBbIKN HaCTpOﬁKPI B 1OMCHC
HapOJILHOﬁ TOJINTHUKH, NEPEMECIIACMbIX HpO(l)PIJ'[CfI 1 CLICHApUEB BXOJa MOJIL30BaTENIEH B JOMEH
7 |YmpaBlieHHEe OpraHU3aIMOHHBIMU MOIPa3/IeICHUIMU

B pesynprarte BRIIOTHEHUS pabOTHI CTYIEHT MOTyYaeT MPaKTHUECKHE HAaBBIKH CTPYKTYPUPOBAHHUS




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

00BEKTOB IOMEHA B OPTraHU3AIMOHHBIC MTOPa3ACICHHS, 1eJIETUPOBAHNUS aIMUHUCTPATUBHBIX IOTHOMOYHI
U IPOBEPKH UX pabOTOCIIOCOOHOCTH

3ammuTa pecypcoB CETH ¢ TOMOIIBIO pa3pelIeHud 00IIero JOCTYIA MO0 CETH

B pesynbTaTe BBIIOIHEHUS PAOOTHI CTYJEHT II0JIy4aeT IPaKTUUECKUE HaBBIKU HACTPOIKH H30MPATEIbHOTO
JOCTyIla IOoJIb30BaTeNel JOMeHa K 001IeMy CeTeBOMY Pecypcy, IpoBepku 3(pHeKTUBHBIX pa3pelleHuil B
KOMOHMHAIINY JIMYHBIX ¥ TPYNIIOBBIX CETEBBIX pa3peIeHUH

3amura pecypcoB cetu ¢ nomoiibio paspemennit NTFS.
B pesynbTate BRIOTHEHHUSA PaOOTHI CTYACHT MOIy4YacT MPAKTUIECKUE HABBIKH UCTIOIb30BaHHS
paspemieHui GpaiiIoBO CUCTEMBI IS 3aIMUTHI OCTYTIA K (aiiiaM 1 KaTajroram

10

CoOBMECTHOE HCIIOIb30BaHKE Pa3peIIEHU CETEBOTO JOCTYIIA U Pa3pelIeHui (aiioBoi

CHCTCMBI
B pesynbrare BEINOIHEHUS pabOTHI CTYIEHT 3aKpeIuIdeT Ha NPaKTUKE ITOHMMaHUEe MEXaHU3MOB
COBMECTHOTO AeHCTBUSA pa3pelIeHUil pa3sHOTO THUIA IS 3alUTHI OOIIEro pecypca CeTH

11

MHOro1OMEHHBIE CTPYKTYPBI CETH

B PE3YyIbTATC BBINIOJTHCHUSA pa6OTLI CTYACHT NOJYYa€T ONbIT CO3AaHUsA MHOFOI[OMGHHOﬁ CETHU
BUPTYAJIbHBIX Y3JIOB, HaCTpOI;‘IKPI JAOBCPHUTCIIbHBIX OTHOIICHUI MCKAY AOMCHAaMH, IIPOBCPKU HeﬁCTBHﬂ
JAOBCPUTCIIBHBIX OTHOIIICHHI

12

3aII_II/ITa peCypCoB B MHOFO,Z[OMGHHOﬁ CCTN
B pesynbrate BhInonHeHUs: pabOTHI CTYJEHT 3aKpETUIseT 3HAHUS O MEXaHU3MaXx JACHCTBUS pa3pelieHnit
00IIIeT0 OCTYIIA U pa3peuicHui (paiioBOH CUCUTEMbI B MHOTOJIOMEHHOM CeTH

13

JuckoBsie MmaccuBbl Raid5 u Raid0

B pesynbTate BeIIOTHEHHUS paOOTHI CTYACHT HOIydaeT HAaBBIKA KOHQHUTIYPAIHH CEpBEpa ¢ HECKOIBKUMHU
JMCKOBBIMH HAKOIUTEINSAMH, co31aHus nporpaMmmMHoro RAID-maccuBa trma Raid5 n Raid0, mpoBepku
XapaKTEePUCTHK OTKa30yCTOHYNBOCTH

14

JuckoBbie MaccuBbl Raidl u Jbod
B pe3ynbTaTe BBIMOTHEHHS pabOThI CTYCHT MOJIy9YaeT HABBIKH CO3aHHs IPOTPAMMHBIX MACCHBOB JTHCKOB
tuna Raidl u Jbod u npoBepku ux XapakTepUCTHKH OTKA30yCTOWYUBOCTH

15

MoOHUTOpHHT COOBITHI CeTH
B pesynbTate BITOIHEHHS PA0OTHI CTYACHT HOIyYaeT OMbIT UCIOIb30BAHHS CPEJICTB ayAHTa IS
HaOIIOAEHN COOUTHI OE30IIaCHOCTH B CETH

16

MOHUTOPHHT PECYPCOB CETH
B pe3ynbprarte BRIOTHEHUS paOOTHI CTYICHT MPHOOpETaeT YMEHHS M HABBIKH aHAJIN3a CETEBOTO Tpaduka,
HCIOJIb30BAaHUA ITATHBIX CPECACTB MOHUTOPHUHT'A TPOU3BOAUTEIILHOCTU CETH

4.3. CamocrosiTenbHas padoTa 00y4aroIuXCs.

o/

Bua camocrositensHOM paboTh

N3ydeHne pekoMeH1yeMol yuyeOHOH InTepaTypbl

IIoaroToBka K BBIIOJIHEHUIO 3adaHUI 110 J'Ia60paTOpHLIM pa60TaM

IIoaroToBka 0T4€TOB O BBHIIOJIHEHUH J'Ia60paTOpHBIX pa60T

Brimonxenune kypcoBoit paboThI.

IIoarororka k HpOMC)KYTOLIHOI\/'I aTTeCTaluu.

o O B W N[ B

IIoarororka k TCKYIIEMY KOHTPOJIIO.

4.4. TIpumepHbIN TIEpEUYEHb TEM KYPCOBBIX pabOT




B pamkax xypcoBo# paOoThl TpeOyeTCsl BHIMOTHUTH aHAIM3 OPTAaHU3AIUN U

(YHKIMOHUPOBAHUS 3aJaHHON CITYKObI CEpBEPHOM ONEPAMOHHON CUCTEMBI UITU

TCXHOJIOTHH, OpI/IeHTI/IpOBaHHOI?I Ha o0OecrieueHre OS30IaCHOCTH.

[IpuMepHBIN IEPEYEHB TEM:

- ICS. Ciyx6a oO1iiero aocrymna K noakiatodeHno UHTepHer

- Ciyx0a areHnTta noyJutuk 0e3omacuoctu [PSec

- NAP. TexHonorus 3amura J0CTyna CeTH

- Cityx0b1 cepTudukanuu Windows

- Texunonmoruu mudpoBanus auckoB — BitLocker

- llentp obecneuenus 6ezonacuoct (Windows Security Center)

- Texnonoruu VPN B opranuzaiuu 0€30MacHbIX CeTeH

- MexcereBble skpanbl. bpannamaysp Windows

- NPS - cepBep ceTeBBIX MOJIUTHK

- Cnyx0b1 SRP(Software Restriction Policy) u AP Locker

- Ciyx6a Kerberous

- buomerpuueckas ayrentudukanusa (Windows Biometric Framework)

- Cnyx0a mmdpoBanus ganubix - Encripting File System

- Cityx0a yripasienus npaBamu -RMS (Rights Management Services)

- Samutauk Windows(Microsoft Defender)

5. llepeueHp wu3HaHUN, KOTOPHIE PEKOMEHIYETCS WCHOJIB30BaTh IIPU

OCBOCHUHU JUCIHUIUIMHBI (MOIYJIA).

No
i bubnuorpaduueckoe onucanue Mecto nocrtyna
1 Jlapuna T.b.CeteBble oneparnroHHbIE http://library.miit.ru/bookscatalog/upos/DC-

CUCTEMEL. YueOHOe 1mocoOue.
M.:PYT(MUUT), 2021. — 106 c.

1512.pdf (nara noctyma: 16.03.2026). - Tekcr :
HENOCPEICTBEHHBIH

2 | Jlapuna T.b. Bupryanuzanus http://library.miit.ru/bookscatalog/metod/DC-
OIEPallMOHHBIX CUCTEM. YuebHOE 1368.pdf (mata obpamenus: 16.03.2026). -
nocobue. - M.: PYT (MHAMT), 2020. - 65 | TeKeT : HenocpeacTsentblii
c.

3 | Jlapuna T.b. AaMuHHCTpUpOBaHUE http://library.miit.ru/bookscatalog/metod/DC-

cerell. Jlormueckast opraHusamnus u
KoH(urypupoBanue: YuebHoe rnocoodue.
-M.: PYT (MUUT), 2017.-170 ¢

410.pdf (mata obpamenus: 16.03.2026). Tekcr :
HENOCPEICTBEHHBIHN




4 | Jlapuna T.b. AqMuHUCTpUpOBaHUE http://library.miit.ru/bookscatalog/metod/DC-
cereil. 3amuTa pecypcoB ¥ MOHUTOPHHT: 900.pdf (mata obpamenus: 16.03.2026). - Tekct
V4e6Hoe mocobue. - M.: PYT (MUUT), | : HEMOCPECTBEHHbIHA

2018.-91 c.

5 Punkosa T.U., Baacos 10.B. https:///znanium.ru/catalog/document?id=441329
AJIMAHHMCTPUPOBaHHUE CETEH Ha (mara obpamienus 25.103.2026). - Teker :
wiatpopme MS Windows Server. -M..: HETIOCPE/ICTBEHHBIH.

NHTYUT», 2016, - 431 ¢

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT MCIOJIB30BATHCS MPH
OCBOEHUU JUCHUILIUHBI (MOYJIA).

Odurmaneueiit caiit PYT (MUUT) http://miit.ru

Hayuno-texuuueckast oudnuoreka PYT (MUUT): http://library.miit.ru

Hanmonanshsiil oTKpeIThid yHUBEpcUTET « MIHTYUWUT» https://intuit.ru/

7. IlepeuyeHb JHUIEH3UOHHOTO W  CBOOOJAHO  PACIPOCTPAHSIEMOTO
MPOTPpaMMHOr0 OOECIeUYeHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOTO /I OCBOCHUS JUCIUTLIMHBI (MOTYJIs).

- Microsoft Windows

- Microsoft Office

- Uurepuer-6pay3zep (Yandex u nip.)

- IlporpammHble cCpeAacTBa BUPTyaldU3alUM OINEPALUOHHBIX CHUCTEM:
Microsoft VirtualPC, VMWare WS, Oracle VirtualBox

8. OmnucaHue MaTepuagbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYIIECTBJICHHUSI 00pa30BaTEILHOTO MPOoIecca MO AUCIUTITHHE (MOIYIIIO).

YueOHas ayautopusi Uil TPOBEIACHUS YYEOHBIX 3aHATHN (3aHATHI
JEKIMOHHOTO THIA, MPAKTUYECKUX 3aHATUH, Ja0OpaTOPHBIX padOT, KypCOBOIrO
MPOEKTUPOBAHMS (BBIMIOJIHEHHUSI KYpPCOBBIX pPa0OT), TEKYLIEro KOHTPOJS M
MIPOMEKYTOUHOM aTTeCTAI|M):

- KOMIIbIOTEp MpenojaBaTelis, MPOeKTOp, SKpaH NPOEKUHUOHHBIN, paboune
CTaHLMU CTYJEHTOB, MapKepHas J0CKa.

Ayautopus noakirodeHa k cetu «MHTepHeT

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

KypcoBas paboTa Bo 2 cemecTpe.
DK3aMeH BO 2 cEMeCTpe.



10. OueHouHbIE MaTEPHUAIIBI.

OHCHO‘IHLIE? MaTCpuaiibl, IPUMCHACMBIC IIPpU ITPOBCACHUU HpOMG)KYTO‘-IHOﬁ

aTTECTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JOLICHT, JOLICHT Ka(beI[pI)I
«BpluncnuTeIbHbIe CHCTEMBI U
KBAaHTOBBIC KOMMYHUKAIIUN»

CoryiacoBaHo:

3asenytommii kadeapoit BCuKK

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUU

T.b. Jlapuna

Bb.B. XKeneukosB

H.A. AunpusiHoBa



