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1. UtoroBas (rocyaapCTBEHHass MUTOTOBasi) aTTeCTalUsl MO CHEIUaIbHOCTH
10.05.01 KommbioTepHass Oe30omacHOCT, W crenuanu3anuu MudbopmanrmoHHast
0€301MacHOCTh 0O0BEKTOB HH(pOpMaTH3aIMu Ha 0a3e KOMITBIOTEPHBIX CHCTEM B
COOTBETCTBHUH c y4eOHBIM IUIAHOM MIPOBOIUTCS B dhopme:
3amuThl BBIMTYCKHON KBaTU(UKAIMOHHON pabOTHI.

2. Brimycknas kBasivukanmonHast padora.

2.1. Bux BbeIMycKHOM KBalHM(PHUKAUMOHHON  paboTel:  [lurmiomHoe
IIPOEKTUPOBAHUE

2.2. TpeGoBaHuUs K BBITYCKHON KBaTU(UKAIIMOHHON padoTe.

l'ocymapcTtBenHass wroroBas arrectanus Mo crnenuanbHoctd 10.05.01
KommbroTrepHass 0€30MacHOCTh B COOTBETCTBUM C PEUIEHHWEM YUYEHOIO0 COBETa
YHUBEPCUTETA BKIIFOUAET B CEOSI:

l'ocynapcTtBenHass utoroBas arrectaiusi no cneunanbHoctn 10.05.01 —
«KomnbrotrepHasi 6€30macHOCTb» B cOOTBETCTBUU C 11.6.8 ®I'OC BO u pemenuem
VYuyeHoro coBeTa By3a BKIIOYAET B c€0s 3alIUTY BBIMTYCKHOW KBaTU(UKAITMOHHON
paboThI (IUITIOMHOTO TIPOEKTa) ['0CyIapCTBEHHBIN 2K3aMEeH MO HANpPABJICHUIO HE
MPENYCMOTPEH y4eOHOM MPOrPaAMMOM. TpynoemMKkocTh WUTOTOBOM
(rocynapcTBeHHOM) atTectanuu: 9 3et (324 yaca)

2.3. IopsaoK BBITIOJIHEHUSI BBITYCKHOW KBATH(UKAIIMOHHON paOOTHI.

JIUTITOMHBIA TIPOEKT TPEACTaBIsIeTCS K 3alIUTEe B BHJE JABYX OCHOBHBIX
gacTei: -  pacyeTHO-TIOACHUTENBHOM  3alHMCKH; -  WLUIIOCTPUPOBAHHOTO
(rpadmueckoro) martepuana. TpeOoBaHUST K PacUETHO-TIOSICHUTENBHOW 3alMCKe

CIIEAYIOIIME: - TIOJIHOE COOTBETCTBHUE TEME;, - COJAEPKATEIBHOCTb, YETKOCTb
W3JI0)KEHUs; - JIOTMYECKas MOCJIENOBATEIIbHOCTh H3JIaraéMoro marepuana; -
yOeIUTEeTFHOCTh apTyYMEHTAllUh;, - TOYHOCTH (hOPMYITHPOBOK, HCKITIOYAIOIIAS
BO3MOYKHOCTb HEOJHO3HAaYHOI'O TOJIKOBAHUSA; - KOHKPETHOCTb W3JI0KEHUSA

pe3yJbTaTOB JAUIUIOMHOTO MPOEKTa C YETKUM yKa3aHHUEM COOCTBEHHOTO BKJIaja; -
JI0Ka3aTeJIbHOCTh BBIBOJIOB U 0OOCHOBAHHOCTh PEKOMEH/IALIMIM; - CUCTEMa CChUIOK
Ha UCTOYHUKU TEKCTOB, rpaduku, GopmMys, KAYECTBEHHBIX U SKCIEPTHBIX OIICHOK.
3.1. PacuerHo-mOSICHUTENbHAS 3alKCKa TMPEACTaBIseTCS Ha Kadeapy B IBYX
BEpCHUSX - B BUJIC TIEPETUICTCHHON pacriedaTku ((popmat A4) U Ha KOMITAKT-UCKE
CD-RW. 3.2. O0bemM pacUeTHO-TIOSICHUTEIbHONW 3amucku (0e3 MPUIOKEHUH)
JIOJDKEH COCTaBJIAThH He OoJiee 80 cTpaHuIl TeKCTa (HE CUunTas PUCYHKOB W TAOJIHII).
Crnenyer ucnonb3oBath 14-if mIpu@dT ¢ MOIYTOPHBIM MEKCTPOYHBIM HUHTEPBAJIOM.



TurnoBasi CTpyKTypa pacueTHO-MOSCHUTEIBHON 3aMUCKA TUIOBOTO JUILJIOMHOTO
poekTa npejacrtasieHa B Tabnuue 1. ['paduueckas yacTb TUIIIOMHOTO MPOEKTA B
MOSICHUTEIBHOM ~ 3allUCKe  MPEACTABISIETCS  TOJBKO  MCKIIOYUTEIBHO B
KOMITBIOTEPHOM HCTIOJIHEHUM M COJICPKUT OOBIYHO 6-8 muctoB (opmara Al.
[TpumepHOE comepxanue rpadhuuecKoro Marepuana (C y4eToM BBIOpAaHHOW TEMBbI)
npeacraBieno B Tabmume 2. (Ilpwmoxenwe) 4. CopepkaHue pacyeTHO-
MOSCHUTENIBHOM  3amuCKu B cocTaB  pacyeTHO-TIOSCHUTEIBHOW  3alKCKU
JUIIOMHOIO ITPOEKTA BXOIAT Pa3elibl, COOTBETCTBYIOLIME IO HA3BAHUIO pa3iesiaM
nyHkrta 4 3111 «ConepxaHue nosiCHUTENbHON

3aMUCKW» ¢ J00aBlieHHEeM pas3lenoB «AHHOTalusy, «Jlurepatypay,
«IIpunoxenusr». 1. AHHOTalMs OJKHA COAEPXKAaTh KPATKYHO XapaKTEPUCTUKY
CoJIep>KaHMsl JUIIJIOMHOIO IIPOEKTAa C yKa3aHUuEM HanOoJiee BaKHbIX 3a71a4, KOTOpbIE
peleHbl aBTOPOM B JTAHHOM JMIUIOMHOM mpoekre. 2. B pasnpene «Bsenenue»
BBEJICHUH JIOJDKHO OBITh M3JI0’KEHO OOOCHOBAaHME aKTYaJbHOCTH TEMbI IPOEKTA,
chopMyIMpOBaHa LEedb pabOThl U YKa3aHbl OCHOBHBIE 3aJa4ul, KOTOPbIE MPU ITOM
HE0OXO0MMO peliaTh. 3agauu GOpMyIUPYIOT TAKUM 00pa30M, YTOOBI OMMCAHUE UX
PELIEHUS COCTABUIIO COJIEPKAHUE Pa3/I€I0B OCHOBHOM YaCTH AUIUIOMHOTO IPOEKTA.
Bo BBemeHuu Takke HEOOXOJMMO OTMETUTh HAy4yHYIO paOOTy HOBHU3HY H
MPaKTUYECKYI0 3HAYMMOCTh Balller0 MpOEeKTa. BBegeHWe MOKHO «BBOIAUTHY B
JTUIUIOMHBIN TpoekT. 3. B paznene «Xapakrepuctuka o0beKTa HH()OpMATU3ALIII
HEO0OXOJAMMO JaTh BCECTOPOHHIOI XAPAKTEPUCTUKY TOMY OOBEKTY, JJIsl KOTOPOTO
TpeOyeTcss pa3paboTarh CHCTEMY 3allUThl. MOJKHO NTPEACTaBUTh CTPYKTYPHO-
GyHKIHOHATBHYIO cXeMy 00bekTa nHbopMaTuzaiuu. OxapakTepru30BaTh CPECTBA,
CIOCOOBI, METOJIbI XpaHEHWs, oO0paboTku u Tmepeaaun WHGOPMAIMH, JaTh
XapaKTepUCTUKY MPOrPAMMHO-TEXHUYECKON «cpenbl» paccMmarpuBaeMor KC wnu
ceTd. BBISBUTH HENOCTATKU CYIIECTBYIOIICH CHUCTEMbI 3alUThl HHGOPMAIUH
oObekTa nHpopmaTuzauuu. 4. B pazgenax « AHamu3 U OLIEHKA TEKYIEro COCTOSHHUS
3aIMIIEHHOCTH 00BEKTa» HEOOXOAUMO OTPA3UTh IPOLIECC MOTYUYEHHUS U BbISIBJICHUS
OOBEKTHUBHBIX JAHHBIX O TEKYIIEM COCTOSHHHM CHUCTEMbl 3allUThl MH(OpMaIUH
oOwekta. Ilpu 5TOM HEOOXOAMMO TPOBECTH aHAIW3 MCIOJb30BAaHHOW Ha
3alUIaeMoOM 00BbeKTe WHGOPMAIUN, ONPENeTUTh €€ BUAbl, TpU(d U CTENEHb
CEKPETHOCTH, LIEHHOCTh. BbIIaTh BCe BHUIBI YIrpo3 U BO3MOXKHbIE aTakyd Ha
3amuiaemMeiii 00bekT. 5. Onpenenenue TpeboBanmii kK KC3U obbekTa. B sTom
paszene, HUCXOld U3 pe3yJabTaTOB(IIPOBEICHHBIX paHee) aHaldu3a [eHHOCTU
uHpopMaIMy, BO3MOXKHBIX KaHAJIOB €€ YTeYKH M Yrpo3, HEo0X0auMo
chopmymupoBath TpeboBanus k KC3U oOwekrta: - oOmwue TpeboBaHUs; -
TpeOOBaHMS MO TEXHUYECKOMY, MPOTPAMMHOMY M TMPOTPAMMHO-TEXHUYECKOMY
o0ecCIeueHnto; - HOPMATHUBHO-TIPABOBBIC M AJMUHUCTPATHBHBIC, - CIICIIHAIBHBIC
TpeOoBaHUs; - TpeOOBaHHUS K CIOco0aM M CPEICTBaM 3alIUThl KOMIbIOTEPHBIX



CUCTEM U CeTel; - TpeOoBaHUs K pexxuMaMm oOpaboTku mHbopmarmu. Ha ocHoBe
yKa3aHHBIX TpeOOBaHU pa3paboTaTh HAMPaBICHUS U STATHOCTH TPOBEACHUS paboT
no coznanuro KC3U. 6. O6ocHOBaHuEe BhIOOpa CcpeACTB 3aniuThl nHGopManuu. B
JTAHHOM pazzielie He0OXOAMMO J1IaTh 0OOCHOBAHHBIN BHIOOP METOJIOB, IPABOBBIX U
WHXEHEPHO-TEXHUYECKHUX peuIeHui, arnmapaTHO-MIPOTPaMMHBIX,
KpUNTorpaUuecknx CpEeACTB W OPraHU3ANMOHHBIX  MEPONPUATHHA  TI0
00ECNeUeHNI0, IIEIOCTHOCTH W COXPAaHHOCTH 3alllUIIaeMOil Ha OOBEKTe,
unpopmaruu. 7. Paspadorka KC3U u meponpusTtuii no ee BHeApeHuto. JlaHHbBIN
paszen sBISETCS KIIOYEBBIM B JUIJIOMHOM MPOEKTe M JOJDKEH COAEpXk aTh: -
CTPYKTYPHO-(DYHKIIMOHAJIbHYIO CXEMYy, MpejjaraeMoi Bamu cucteMbl 3allluThl, U
OTpaXarolyro TpeOyeMbIil YpOBEHb 3alTUIIIEHHOCTH 00bEeKTa HH(POPMATU3AIUY;

- aJITOPUTMBI HUCIOJIB3YEMbIX METOJOB U CpeACTB (Kpunrorpaduyueckux,
amnmapaTHO-IIPOrPaMMHBIX, OPraHU3AIlMOHHBIX U Jip.) pa3pabateiBaemoit KC3U; -
COBPEMECHHBIC TEXHOJIOTHUU Mg oOecredeHus WHPOpMAIMOHHOW 0e30macHOCTH
KOMIIBIOTEPHBIX CUCTEM; - MPOrPAMMBbl — METOJMKH MCIBITAHUN CUCTEM 3allUThI
uH(pOpMAIUU U TEXHUYECKHE perjaaMeHTsl i1 corpoBokaeHuss KC3U Ha oobexTe.
8. Pa3zpaboTka opraHU3aIlMOHHON CTPYKTYpbI CIY:KObI Ge30macHOCTH 00bekTa. B
JTAHHOM paszjiernie JOoJKHa ObITh 00OCHOBaHA M TPEIJIOKEHA OpraHu3alMOHHAs
CTpPYKTypa, oOecrnieunBaromiasi TpeOyeMblii YpOBEHb 3alIUIIEHHOCTH OOBEKTa B
3aBUCUMOCTH OT 0COOEHHOCTEW 00pabOTKH MH(POPMALIMK U PA3MEPHOCTH CUCTEMBI.
DTON CTPYKTypoHM MOXET ObITh: TIpylmna, OTAE] WIA OTAelbHas Cioyxkoa.
Heobxoanmo naTe 000CHOBaHME YMCIEHHOTO COCTaBa JAHHBIX MOApA3/AC/ICHUN, a
Takke pa3paboTaTh JOHKHOCTHBIE HMHCTPYKIIMM COTPYAHUKOB U JIpyTUe
HOPMAaTUBHBIE JOKYMEHTHI. 9. DKOHOMUYECKAs YacTh. B TaHHOM pa3nesne cieayer
BBITIOJIHUTH 9KOHOMHUYECKOE 000CHOBaHME BBIOOPA OTIEIbHBIX KoMoHeHTOB KC3U
o0BeKTa C yKazaHueMm (HUPM-TIOCTABIIMKOB OOOPYIOBaHUS M MPOTPAMMHOTO
oOecrieyeHusl.

2.4. IlpumepHbIN IEpeUeHb TEM BBITTYCKHBIX KBATU(UKAIIMOHHBIX PadoT.

CpaBHuTENbHBIN aHanu3 cpeactB 3auuThl uHPopMauuu B OC (Windows,
Unix) Pa3paboTka anropuTMOB OOHApy»KEHHs BTOPXKEHHS B MH(POPMALMOHHYIO
ceTh komnanui [PG Pa3paboTtka periaMmenTa o0ecrieueHusl 3auThl IEPCOHATIBHBIX
nansbix B 'BI] OAO «PX]I» CucteMa MOHUTOpPUHTA U OOHAPY>KEHUSI MHIIUJICHTOB
oe3onmacuoctn komraauu IIKB [T OAO «PXJI» Pa3spaborka cpeiacTB 3amiuThl
o0wvekToB nHpopmaruu KC opraHoB rocy1apcTBEHHOTO yIPaBIICHUS

Pa3paboTka cpeacTB 3amuThl TpakTa nepenaun nadopmanuu Mexay APM u
bJI mnnarexHoit OaHK-cucTeMbl 3amuTa KOHGUICHIHAIHHOM HWH(pOpMAIUU OT
BHyTpeHHUX yrpo3 Ha mnpumepe OAO «llepBobank» Pa3paboTka anropuTmoB



3anuThl OT dos/ddos artak na JIBC mnpeampusitus 3amurta uHDOpManud OT
MHCANIEpPCKUX aTaK B KOPIOPATUBHOW CETH MPEANPHUATHN KEJIE3HOAOPOKHOTO
TpaHcnopta WHpopMmanmonHass 3ammra HHPPACTPYKTYpbl cHCTEM «online»
onogemieHus Pa3paboTka anroputma 3amuThl UHTEpHET — nopTtaia oT MY SQL-
UHBEKIMA 3amuTa NepcoHalbHbIX JaHHBIX B KC  Kele3HOJ0pOkKHOro
TpaHCIOpTHOTO Tpeanpustus Peanmuzanust cpenctB obecnieuenuss Wb BJl mpu
UCIIONb30BAaHUU  CHUCTEMBl  «TOHKOTO  KiMeHTa» Pa3paboTrka  anmroputma
MoHUTOpUHTra obecnedenus 3anuiueHHoctd KC x.g. Tpancnopra IIpumenenue
CPEIICTB CHCTEMbl YIpaBJ€HUS KOHTEHTOM g obecnedenuss Wb mnoprana
Bueapenue nporpammuoro komiuiekca AVANPOST st ynpaBieHust JOCTYIIOM K
pecypcaM KOPHOpPAaTMBHOM CETHM KOMIIAHMM 3alluTa I[EPCOHAIBHBIX JTaHHBIX B
KOpPHOpaTUBHOM ceTu mnpennpusitus Pa3paboTka 3amutel uHGOpMALMK B
KopropaTuBHOM cetn Ha 0aze MPLS OOecrnieueHue 1EI0CTHOCTH U COXPAHHOCTH
bJl xopmopatnBHOM ceTH BHeapeHue nporpaMMHO-annapaTHOTO KOMIUIEKCA
komnanuu CISCO B KC npennpusitus 11s 3alIUThl OT BHYTPEHHUX yTPo3 3aluTa
uH(pOpMalluu B KOPIIOPATUBHOM ceTH Ha ocHOBe TexHosioruu Kerberos PazpaboTka
METO/1a 3alIUThl MYJIbTUMEIUMHON UH(OPMAITTH

3. llepedyeHb KOMIIETEHLIMI, KOTOpBIE IOJKHBI OBITh CHOPMUPOBAHBI Yy
0oOy4Jaronmxcs B pe3ybTaTe OCBOCHUS 00pa30BaTEIbHOM MPOTrpaMMBl.

OIIK-1 - Cnocoben oneHuBaTh posib HHGOPMAIMK, WHPOPMAIMOHHBIX
TEXHOJOTMM M MH(OPMALMOHHONW 0€30MacHOCTH B COBPEMEHHOM OOLIECTBE, MX
3HaueHue I oOecreueHrs 00bEKTUBHBIX NOTPEOHOCTEN JIMYHOCTH, OOIIeCTBa U
roCcyAapcTBa;

OIIK-2 - CnocobeH mpuUMEHSATh NMPOTPaMMHBIE CpPEACTBA CHCTEMHOTO U
OPUKJIAJHOTO Ha3HAYEHUI, B TOM YHUCJIE OTEUYECTBEHHOTO IPOU3BOJCTBA, MJIs
pelieHus 3a1a4 npodeccuoHanIbHOM e TENbHOCTH;

OIIK-3 - Cioco6eH Ha OCHOBAaHUHU COBOKYITHOCTH MaTEeMaTHUYECKIUX METOJ/IOB
pa3pabaThiBaTh, OOOCHOBBIBATh M PEATM30BBIBATH MPOLEAYpPHl pEIICHUs 3ajad
npodeCCUOHATILHON JIEATEIbHOCTH;

OIIK-4 - CnocobeH aHaIU3UPOBATH (PU3MYECKYIO CYLIHOCThH SIBICHUU U
MIPOIIECCOB, JIEKAIINX B OCHOBE (DYHKITMOHUPOBAHMSI MUKPOAJIEKTPOHHON TEXHUKH,
NPUMEHATh OCHOBHBIE (U3WYECKHE 3aKOHBI W MOJETH Ul PpeIleHHs 3aaad
npodhecCuOHATBHOM e TENbHOCTH;

OIIK-5 - CnocobeH TmNpPUMEHATh HOPMATHBHBIE IMPABOBBIC  AKTHI,
HOPMATUBHBIE U METOJUYECKHE JOKYMEHTBI, PETJIaMEHTUPYIOIINE 1€ATEIHHOCTS I10
3aiuTe uHdopmaluy;



OIIK-6 - Croocoben mnpu pemieHUH NPOPECCHOHATIBHBIX  3a7a4
OpraHU30BbIBATH 3AIIUTY UH(POPMAIIMKA OTPAHUYEHHOTO JOCTYIAa B KOMITbIOTEPHBIX
CUCTEMaX M CETAX B COOTBETCTBMM C HOPMATHUBHBIMHU IIPABOBBIMH aKTaMU H
HOPMATUBHBIMM  METOJMYECKUMH  JoKyMeHTamu  DenepanbHOil  CITyKObI
oe3onacHoctu Poccuiickoit @enepannn, OenepanbHOi CIyKObl IO TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJTIO;

OIIK-7 - CnocobeH co3aaBaTh NPOrpaMMBbl Ha A3bIKaX BBICOKOTO U HU3KOTO
YpPOBHSI, IPUMEHATH METOJbl U MHCTPYMEHTAIbHBIE CPE/ICTBA IPOrPaMMHUPOBAHUS
JUIsL pelieHus] mpo(ecCHOHANBHBIX 3a7]ad, OCYIIECTBISATh OOOCHOBAHHBIN BBHIOOP
WHCTPYMEHTApHs IPOTrpaMMUPOBAHUS U CIIOCOOOB OpPraHU3aliy MPOrpaMm;

OIIK-8 - CnocoOeH NpUMEHATh METOAbl HAy4YHBIX HCCIEAOBAHUN MpU
MPOBEJCHUN Pa3padOTOK B 00JacTH oOecrieueHus] 0€30MacHOCTH KOMITBIOTEPHBIX
CHUCTEM U CETEH;

OIIK-9 - Cnocoben pemath 3ama4yv Ipo(hecCHOHATBLHON EATEILHOCTH C
YU4ETOM TEKYIIEr0 COCTOSIHMSI W TEHACHIMHA pa3BUTHS METOJOB 3allUTHI
uHpOpMallMU B OINEPALMOHHBIX CHCTEMAaX, KOMIIBIOTEPHBIX CETSIX M CHUCTEMax
ynpaBieHUs 0a3aMu TaHHBIX, a TAKKE METOJIOB U CPEJICTB 3aIIUThl HH()OPMALIUU OT
YTE€UKHU 10 TEXHUYECKUM KaHajlaM, CEeTel U CUCTEM Iepeiadl HH(OopMalny;

OIIK-10 - CnocobeH aHanmu3WpoBaTh TEHIACHIIMH Pa3BUTHS METOJOB H
CPeICTB KpuUNTOTpaduYecKOl 3aluThl HHPOPMAIMH, HCIOIB30BaTh CpPEICTBA
Kpuntorpadpuueckoii  3ammuTel  MHpOpMamMM < TpPU  PEIIeHWH  3aaa4
npodeCCUOHATILHON JIEATEIbHOCTH;

OIIK-11 - Cnocoben pa3pabaThiBaTh MOJUTUKHU O€30MACHOCTH, MOJUTHKU
yIOpaBiICHUS JOCTYIOM W HMH(QOPMAIMOHHBIMM MOTOKAMU B KOMIIBIOTEPHBIX
CHUCTEMaX C YYETOM yrpo3 0e30macHOCTH MH(pOpMAIMK U TpeOOBaHUM MO 3aIUTe
uHdopmaIuy;

OIIK-12 - CnocobeH aAMHHHCTPUPOBATH OMEPAIMOHHBIE CHUCTEMBI H
BBITIOJTHATH PabOThl MO BOCCTAaHOBJICHUIO PA0OTOCIOCOOHOCTH MPHUKIAIHOTO U
CHUCTEMHOTO TIPOTPaMMHOT0 00eCTIeUCHHS;

OIIK-13 - Cnocoben pa3pabaThiBaTh KOMIIOHEHTHI TPOTPAMMHBIX U
IPOrpaMMHO-AIMAPaTHBIX CPEACTB 3allUThl HMH(QOpPMAIMM B KOMIIBIOTEPHBIX
CHCTEMax U NMPOBOJUTH aHATU3 UX 0€30MaCHOCTH;

OIIK-14 - CnocoGeH mpoeKTUpoBaTh 0a3bl JAHHBIX, AIMUHUCTPUPOBATH
CHCTEMBI yIpaBlieHUs1 0a3aMu JaHHBIX B COOTBETCTBUH C TPEOOBAHUSMH TIO 3aIUTE
uH(popmanuu;

OIIK-15 - CpnocobGeH aJIMHHHCTPUPOBATh KOMIBIOTEPHBIE CETH U
KOHTPOJIMPOBATh KOPPEKTHOCTH X (PYHKIIMOHUPOBAHHS,;



OIIK-16 - Crioco6eH mpoBOAUTh MOHUTOPUHT PabOTOCIIOCOOHOCTH M aHAIIN3
(b (HEKTUBHOCTH CPENCTB 3allUThl MHGOPMAIMK B KOMIBIOTEPHBIX CHUCTEMax U
CeTsIX;

OIIK-17 - CriocoOeH aHaNM3UPOBAaTh OCHOBHBIE 3TAMbl U 3aKOHOMEPHOCTH
UCTOPUYECKOTO pa3BuTUsi Poccuu, ee MEcTo M pojib B KOHTEKCTE BCeoOIei
UCTOPUH, B TOM 4YHCIE Ui (POPMHUPOBAHUS TPAXKTAHCKOW MO3UIUH U Pa3BUTHS
naTpUOTU3MA;

INIK-1 - CoocobeH mnpuHUMATh y4acTHE B TCOPETHUECKHX U
HKCIIEPUMEHTAILHBIX HUCCIEAOBAHUSX CUCTEM 3alllUThl MH(OPMAIMU, TPOBOIUTH
HAy4YHO-UCCIJIeI0BATEIbCKUE PabOTHl MO OIEHKE 3alUIIEHHOCTH HMH(OpMaluu B
KOMIIBIOTEPHBIX CUCTEMAX;

IIK-2 - CrnocobeH mNpuMEHSATh MaTeMaTHUYeCKMe METOAbl B 00JacTu
KOMITBIOTEPHOU 0€30MacHOCTH;

IIK-3 - CnocoOeH MpoBOAWTH aHATU3 MUCXOTHBIX JAHHBIX W (HOPMHUPOBATH
TpeOOBaHUS K KOMIIOHEHTaM W METOAaM MpH MPOEKTHUPOBAHWM TMOJCUCTEM U
CpeacTB obecnieueHuss UHPOPMAITMOHHON OE3011aCHOCTH;

IIK-4 - CoocobeH  yyacTBOBaTb B pa3pabOTKE  MOJCHUCTEMBI
UHPOPMAIIMOHHOM  0€30MacHOCTH  KOMIIBIOTEPHOM (B TOM  uyucie
aBTOMATHU3MPOBAHHOW) CHCTEMBI BKJIIOYasi pa3paboOTKy MpOrpaMMHO-anmapaTHBIX
CPEICTB 3alUThl WH(OPMAIIUU, 3aIUIICHHBIX OMEPAIMOHHBIX CHCTEM, CHUCTEM
ynpaBieHus: 0a3amMH JaHHBIX, KOMIBIOTEPHBIX CETEH, CHCTEM AaHTHBHPYCHON
3aIUTHI, CPEACTB KPUMTOTPadUIECKON 3alUTHI HHPOPMAITUH;

IIK-5 - CnocobGen yuacTtBoBaTh B paboTax MO MPOSKTUPOBAHUIO H
peai3allid  KOMIUIEKCHOTO ToJXoJa K oOecrneueHuo HH(OpMalMOHHON
0e30macHOCTH 00BEKTA 3aIHTHI;

IIK-6 - CriocoGeH mpoBOaUTh OLIEHKY 3(D(PEKTUBHOCTH peau3aiiil CUCTEM
3alTUThl HTHPOPMAIMH U JEHCTBYIOMIUX MOJUTHK 0€30MaCHOCTH B KOMITBIOTEPHBIX
CHCTEeMaXx, BKIIFOYasl 3aIIHUIIEHHBIC OTIEPAIIMIOHHBIC CUCTEMBI, CUCTEMBI YIIPABICHHUSI
0a3amu TaHHBIX, KOMITBIOTEPHBIEC CETH, CUCTEMBI aHTUBUPYCHOM 3aIllUThI, CPEICTBA
Kpunrorpadguueckon 3amuTbl HHHOPMAIIHH;

IK-7 - CnocobeH mpoBOIWTH aHain3 WHOOPMAITMOHHOW OE€30MacHOCTH
OOBEKTOB M CHUCTEM, NPUHMMATh y4YacTHE B OPraHU3aldd U COMPOBOKICHUU
aTTecTal o0beKTa MH(POPMATU3ANNKM HA MPEIMET COOTBETCTBHUS TPEeOOBAHUIM
3alUThl HHPOPMALIUY;

K-8 - Cnoocoben m0poBOAUTH HMHCTPYMEHTAIbHBIA ~ MOHMTOPHUHT
3alTUIIIEHHOCTH KOMITBIOTEPHBIX CHCTEM;

INK-9 - Cnoocoben yuacTBOBaTh B  yHOpaBieHUH UHGOPMAIMOHHON
0€30MacCHOCThI0 KOMITBIOTEPHOM CHCTEMBI, pa3padaThIBaTh MPEIJIOKEHHUS IO €€
COBEpPIIICHCTBOBAHUIO;



INIK-10 - CnocobGeH opraau3oBaTh MPOILECC 3aMUTHI HHPOPMAIUA B
COOTBETCTBUM C HOPMATHBHBIMU MPABOBBIMM aKTaMd M HOPMATHUBHBIMH
METOJIUYECKUMU JIOKyMeHTaMu DenepalibHOM Ci1yKO0bl 6e3omacHoCcTH Poccuiickoi
®denepanuu, PenepanbHON CITyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

IIK-11 - Cnocoben mpoBOAUTH MPOBEPKU 3(PPEKTUBHOCTH M BBITOIHATH
paboOThI 1O BOCCTAHOBJICHUIO PaOOTOCIIOCOOHOCTH MPOTPAMMHBIX, MPOTPAMMHO-
anmapaTHBIX ¥ TEXHUYECKUX CPEJICTB, MOJACUCTEM 3aIUTHl HH()OPMAITHH;

IIK-12 - CnocoOeH BBITIONHATH TMOJHBIA 00BEM pabOT, CBSI3aHHBIX C
peanu3anyell YacTHBIX MOJUTHUK HMHPOPMALMOHHOW 0€30MacHOCTH, MPOBOAUTH
MOHUTOPHUHT U aHaIU3 3((PEKTUBHOCTU pean3allii CUCTEM 3alIUThl HHPOpMalUuU
U JICUCTBYIONINX MOJUTUK O€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX;

IIK-13 - CmocoOeH CTpOUTh MAaTeMAaTHYECKHE MOJEIN IS  OIECHKH
0€30MacHOCTH KOMMBIOTEPHBIX CHCTEM W aHAJTM3HPOBATH KOMITOHCHTHI CHCTEMBI
0€30TMacHOCTH ¢ UCITOJIb30BAaHUEM COBPEMEHHBIX MaTEMAaTHIECKIX METO/IOB;

IIK-14 - CpoocobeH  TpPOBOAWTH  MOACIMPOBAHHE  3AIIMIIECHHBIX
aBTOMATU3UPOBAHHBIX CHCTEM C IEJIBI0 aHAIIU3a UX YSI3BUMOCTeN 1 3 (HEKTUBHOCTH
CPEIICTB U CIIOCOOO0B 3aIIUTH HHPOPMAIINH;

IIK-15 - CniocobeH npuHUMAaTh y4acTue B pa3pabOTKe MPOCKTHBIX PEIICHUMA
10 3aIUTe HHPOPMAIIMHA B aBTOMATH3UPOBAHHBIX CUCTEMAX;

IIK-16 - Cmnocoben pa3pabarbiBaTh NPOrpaMMHBIE W MPOTPAMMHO-
ammapaTHbIe CPEACTBA IS CHCTEM 3alluThl MH(POpPMAIMU aBTOMAaTH3MPOBAHHBIX
CUCTEM;

IIK-17 - CrnocobeH mpoBOIUTH CPABHUTEIBHBIN aHAIu3 M OCYIIECTBISATH
000CHOBaHHBIN BHIOOP MPOrPaMMHO-AIIIAPATHRIX CPEACTB 3aIIUTHI HH(OPMAIIIH C
Y4€TOM COBPEMEHHBIX U TIEPCIIEKTUBHBIX MAaTEMaTUYECKHX METOJIOB 3allUThI
uHdopmaIuy;

IIK-18 - CnocobeH mNpuUHUMATh y4acTHe B pa3pabOTKE apXUTEKTYpPbI
CHUCTEMBI 3aIMTHl HH(OPMAITUH aBTOMAaTU3UPOBAHHON CHCTEMBI;

IIK-19 - Cnocoben pa3pabaTbiBaTh, aHAIU3UPOBATH U OOOCHOBBIBATH
aJICKBaTHOCTh MAaTEeMaTHYECKUX MOJENIeH MpPOIEeCCOB, BOSHUKAIOIIUX MPU padoTe
IPOTrPaMMHO-AMITAPATHRIX CPEACTB 3aITUTHI UHPOPMAITUH;

IIK-20 - CrocobeH moAroToBUTH OOOCHOBAHHWE HEOOXOIMMOCTH 3aIlATHI
uH(OpMAaIUU B aBTOMATU3UPOBAHHON CUCTEME;

IIK-21 - CpoocobeHn omnpeaensiTh BO3MOXHBIE YIpo3bl 0€30MaCHOCTU
uH(popmauu, oopadbaTbiBaeMOi aBTOMaTU3UPOBAHHON CUCTEMOI;

IK-22 - CriocoOeH nNpoBOAUTh TECTUPOBAHUE CUCTEM 3ALUTHI HHPOPMALIUH
aBTOMATHU3UPOBAHHBIX CUCTEM;

IK-23 - CnocobGeH ydJacTBOBaTh B pa3pabOTKe OSKCILUTyaTallMOHHOM
JIOKyMEHTAITUU Ha CUCTEMBI 3aIUTH HH(HOPMAINY aBTOMATH3UPOBAHHBIX CUCTEM;



IIK-24 - Coocoben pa3pabareiBaTh MOJEIH yrpo3, (OPMUPOBATH
TpeOoBaHUs MO 3anmuTe HHPopManuu B 00beKTax HHpoOpMarh3anuu Ha Oasze
KOMITBIOTEPHBIX CHUCTEM, a TaKXKe IMPOILIECCOB MX IMPOCKTUPOBAHUS, CO3/IaHUS U
MOJICpHU3AINY;

IK-25 - Cnocoben pa3pabaTbiBaTh IUTaH MEPOINPHUSATHI MO 3aliuTe
uHbopMaluu B 00beKTax MHPOpMaTU3alMK Ha 0a3e KOMIBIOTEPHBIX CHCTEM, a
TaK)Ke MPOIIECCOB UX MPOCKTUPOBAHMUS, CO3JaHUS U MOJACPHU3ALINY;

IMK-26 - Cnocoben mpoBoAuTh aHaU3 3(H(HEKTUBHOCTH CHCTEM 3alUThHI
uHdopmanuu B o0bekTax MH(pOpMaTH3alMU HA 0a3e KOMIIBIOTEPHBIX CHUCTEM, a
TaK)Ke MPOIIECCOB X MPOCKTUPOBAHMUSI, CO3/IAHUS U MOACPHU3AINY;

IK-27 - CiocobeH y4acTBOBaTh B CO3/IaHUM CUCTEMBI 3aIUThI HHGOPMAITUH
IPOIECCOB  TMPOCKTHUPOBAHUS, CO3JaHUS M MOJCpHM3AIUU  OOBEKTOB
uH(pOopMaTU3alUU Ha 0a3e KOMIIBIOTEPHBIX CUCTEM;

ITK-28 - CriocobeH pa3pabaTsiBaTh MPOESKTH HOPMATHUBHBIX MMPABOBBIX AKTOB,
PYKOBOASIIMX W METOAMYECKUX JOKYMEHTOB TPEANPUATHSA, YUPEKICHUS,
OpraHM3alliy, PErjJaMEeHTUPYIOIIUX JAEATEeIbHOCTh IO 3alUuTe HH(QOpMalUHU B
o0beKkTax MH(popMaTu3aluy Ha 0a3e KOMIBIOTEPHBIX CUCTEM, a TAKXKE MPOLIECCOB
UX MIPOEKTUPOBAHUS, CO3JaHUs U MOJIEPHU3ALINY;

YK-1 - CnocobGeH OCylecTBISTh KPUTHUYECKUH aHaId3 MPOOJIEMHBIX
CUTyaIliii HA OCHOBE CHCTEMHOTO MO/IX0/1a, BIpAabaThIBaTh CTPATETHIO JCHCTBHIA;

YK-2 - CnocobeH ympaBisaTh MPOSKTOM Ha BCEX ATamax €ro »XU3HEHHOTO
IUKJIA,;

YK-3 - Cnocoben opranu3oBaTh U PYKOBOJUTH pPabOTON KOMAaHJIbI,
BbIpabaTbiBasi KOMaHAHYIO CTPATETHIO JJIsi JOCTUKEHUS [TOCTABJICHHOM LIeH;

YK-4 - CnocoGeH TpUMEHSTh COBPEMEHHBbIE KOMMYHUKATHBHBIC
TEXHOJIOTUH, B TOM YHCJIC Ha MHOCTPAaHHOM(BIX) SI3bIKE(aX), ISl aKaJIEMUYECKOTO U
po(hecCHOHATFHOTO B3aUMO,ICHCTBUS;

YK-5 - CnocobeH aHaiM3UpOBaTh U YUYUTHIBATH pa3zHOOOpaszue KyJbTyp B
MPOIECCE MEKKYIBTYPHOTO B3aMMOJICHCTBUS;

YK-6 - CriocoOGeH omnpenensaTh U peain30BbIBaTh MPUOPUTETH COOCTBEHHOM
JESTEIbBHOCTH U CHOCOObl €€ COBEpUICHCTBOBAHMS HA OCHOBE CaMOOLIEHKH U
oOpa3oBaHMsI B TCUCHHE BCEU KU3HU;

YK-7 - CnocobeH moaaepXuBaTh JIOJDKHBIA YpPOBEHb (DHU3UYECKOM
MOJTOTOBJICHHOCTH  JUUIl  OOECIEYeHHs  TOJIHOICHHOW  COLIMAaNbHOW U
npodeCCUOHATILHON JIeATEIbHOCTH;

YK-8 - CnocobeH co3naBaTh ¥ MOAACPKUBATH B MMOBCEIHEBHON KU3HU U B
po(hecCHOHANBHON AESITENbHOCTH 0e30MacHbIe YCIOBUS KU3HEACSITEIbHOCTH JITIs
COXpaHEHUsI PUPOIHON cpesibl, O0eCTieueHusl yCTOMYUBOI0 pa3BUTHS OOIIIECTBA, B



TOM YHCJIC TIPU YIpO3€ U BOSHUKHOBCHHH YPE3BBIYAHHBIX CHUTYaIlMid U BOCHHBIX
KOH(JIMKTOB;

YK-9 - CnocobeH ucmosb30oBaTh 0a30Bble J1eHEKTOJOIMYCCKUE 3HAHUS B
colraabHON U MpodeCCUOHATBHON cdepax;

YK-10 - CnocobGen npuHUMaTh 0O00CHOBaHHBIC YKOHOMUYECKUE PEIICHUS B
Pa3TUYHBIX 00JIACTIX KU3HEICATCILHOCTH;

YK-11 - CrocobeH ¢hopMHpOBaTh HETEPITMMOE OTHOIIECHUE K TPOSBICHUSIM
IKCTPEMHU3Ma, TEPPOPHU3MA, KOPPYIIIIUOHHOMY MOBEJICHHUIO U MPOTHUBOJICHCTBOBATh
UM B TIpOECCUOHATIBHON ACSITETLHOCTH.

4. Kputepuu OLIEHKU PE3YJIbTATOB UTOrOBOM (rOCYJapCTBEHHON MUTOTOBOIN)
aTTeCTALUH.

Kputepun olieHKH pe3ynbTaToOB 3aIMTHI BBITYCKHOW KBaJH(PUKAIMOHHON
paboThI

[lIxana
Kputepun
OIICHUBAHUS
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