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1. UtoroBas (rocygapCTBEHHasi UTOrOBasi) aTTeCTAlUsl MO CHEIUAIbHOCTU
10.05.01 KommbioTepHas Oe30macHOCT, W crenuanu3anuu MudbopmanmoHHast
0€30MacHOCTh OOBEKTOB HMH(pOpMATH3AIMK Ha 0a3e KOMIIBIOTEPHBIX CHCTEM B
COOTBETCTBHUH c y4eOHBIM IUIAHOM MIPOBOIUTCS B dhopme:
3amuThl BBIMYCKHON KBaTU(DUKAIIMOHHONW PaOOTHI.

2. BeimyckHas kBanudukaonHas padora.

2.1. Bux BbeIMycKHOM KBalHM(PHUKAUMOHHON  paboTel:  [lurmiomHoe
IIPOCKTUPOBAHKE

2.2. TpeboBaHus K BBITYCKHON KBaTU(UKAMOHHON paboTe.

l'ocymapcTtBenHass wroroBas arrectanus Mo crnenuanbHoctd 10.05.01
KommbroTrepHass 0€30MacHOCTh B COOTBETCTBHUM C PEUICHUEM YUYEHOIO0 COBETa
YHUBEPCUTETA BKIIFOUAET B CEOSI:

l'ocynmapcTtBenHass utoroBas arrecranus no cneuuansHoctn 10.05.01 —
«KomnbrotrepHasi 6€30macHOCTb» B cOOTBETCTBUU C 11.6.8 ®I'OC BO u pemenuem
VYuyeHoro coBeTa By3a BKIIIOYAET B ce€Osl 3alIUTYy BBIMTYCKHOW KBaTU(DUKAITMOHHON
paboThl (AUIIOMHOTO TPOoeKTa) ['0CyIapCTBEHHBIN AK3aMEH 0 HAIpaBJICHUIO HE
IIPENYCMOTPEH y4eOHOM MPOrPaAMMOM. TpynoemMKkocTh WUTOTOBOM
(rocynapcTBeHHOM) atTectanuu: 9 3et (324 yaca)

2.3. IlopsA10K BBINIOJIHEHUSI BBITYCKHOW KBATU(UKALIMOHHON paOOTHI.

JIUTITOMHBIA TIPOEKT TPEACTaBIsIeTCS K 3alIUTEe B BHJE JABYX OCHOBHBIX
gacTeil: -  pacyeTHO-TIOACHUTENBHOM  3alHMCKH, -  WLUIIOCTPUPOBAHHOTO
(rpadmueckoro) martepuana. TpeOoBaHUST K PacUETHO-TIOSICHUTENBHOW 3alMCKe

CIIEAYIOIIME: - TIOJIHOE COOTBETCTBUE TEME; - COJAEPIKATEIBHOCTb, YETKOCTb
W3JI0KEHUs; - JIOTMYECKas MOCJIENOBATEIIbHOCTh H3J1araéMoro marepuana; -
yOeIUTEeNTbHOCTh apryMEHTAllUU; - TOYHOCTH (hOPMYIHPOBOK, HCKITIOYAIOIIAS
BO3MOYKHOCTb HEOJHO3HAaYHOI'O TOJIKOBAHUSA; - KOHKPETHOCTb H3JI0KEHUSA

pe3yJbTaTOB JAUIUIOMHOTO MPOEKTA C YETKUM yKa3aHHWEeM COOCTBEHHOTO BKJaja; -
JI0OKa3aTeJIbHOCTh BBIBOJIOB U 0OOCHOBAHHOCTh PEKOMEH/IALIMIM; - CHCTEMa CChUIOK
Ha UCTOYHUKU TEKCTOB, rpaduku, GopmMys, KAYECTBEHHBIX U SKCIEPTHBIX OIICHOK.
3.1. PacuerHo-mOSICHUTENbHAS 3amuCKa TpEACTaBisieTcs Ha Kadenpy B ABYX
BEpCHUSX - B BUJIC TIEPETUICTCHHON pacriedaTku ((popmat A4) U Ha KOMITAKT-UCKE
CD-RW. 3.2. O0GbeM pacUeTHO-TIOSICHUTEIBHONW 3amucku (0e3 MPUIOKEHUN)
JIOJDKEH COCTaBJIATh He OoJiee 80 cTpaHuIl TeKCcTa (HE CUuMTas PUCYHKOB W TAOJIHII).
CrnenyeT ucnoab3oBaTh 14-il MpUPT ¢ MOTYTOPHBIM MEKCTPOYHBIM HHTEPBAJIOM.



TurnoBasi CTpyKTypa pacueTHO-MOSCHUTEIBHON 3aMUCKA TUIOBOTO JUILJIOMHOTO
poekTa npeacTaBieHa B Tabnuue 1. ['paduueckas yactb JUIUIOMHOTO MPOEKTA B
MOSICHUTEIBHOM ~ 3allUCKe  MPEACTABISIETCS  TOJBKO  MCKIIOYUTEIBHO B
KOMITBIOTEPHOM MCIOJIHEHUH M COJICPXKUT OOBIYHO 6-8 muctoB (opmara Al.
[TpumepHOe conepkanue rpaduveckoro Matepuana (C y4eToM BHIOpaHHOW TEMBbI)
npeactaBieHo B Taomuie 2. (Ilpunoxenue) 4. ConpepxaHue pacyeTHO-
MOSCHUTENIBHOM  3amiCKu B cocTaB  pacyeTHO-TIOSCHUTEIBHOW  3aIlHCKH
JUIUIOMHOTO TIPOEKTa BXOAAT paslieibl, COOTBETCTBYIOIIHE IO HAa3BAaHUIO
pazaenam nysnkra 4 3/{I1 «ConeprxkaHrie NOSICHUTEIbHON

3aMUCKW» ¢ JoOaBlieHHeM pas3fenoB «AHHoTauus», «Jluteparypay,
«IIpunoxenusi». 1. AHHOTalUsA AODKHA COJEPKATh KPATKYIO XapaKTEPUCTHKY
COJlepKaHUsl JUIUIOMHOIO TMPOEKTa € YKa3aHWEM HauOojee BaXKHBIX 3a/ad,
KOTOpBIE pELICHBl aBTOPOM B JaHHOM JMIUIOMHOM mpoekrte. 2. B pazmene
«BBeneHue» BBEAECHUU JOJKHO OBITh M3JI0KEHO OOOCHOBAHHE AKTyaJIbHOCTH
TEMbl TPOEKTa, CPOPMYIHpPOBaHA LEdb PabOThl M YKa3aHbl OCHOBHBIEC 3a/1ayH,
KOTOpbIE MPU ATOM HEOOXOJIUMO pemiaTh. 3agauu GOopMyIUPYIOT TaKUM 00pa3oM,
YTOOBI OMUCAHUE MX PEIICHHs] COCTABUIIO COJECpPKaHUE Pa3JeIOB OCHOBHOM YacTH
JTUTUIOMHOTO TPOeKTa. Bo BBeleHWH Takke HEO0OXOJAMMO OTMETUTh HAyYHYIO
paboOTy HOBHU3HY W TMPAKTUYECKYIO 3HAUYUMOCTh Balllero MpoekTa. BBejeHue
JNOJDKHO «BBOAWTH» B IWIUIOMHBIM NOpoekT. 3. B paspene «Xapakrepucruka
o0ObekTa MH(pOpMATH3ALMN» HEOOXOAMMO aTh BCECTOPOHHIOI XapaKTEPUCTUKY
TOMY OOBEKTY, JJI1 KOTOPOro TpedyeTcsi pa3paboTarh CUCTEMY 3alUThl. MOXKHO
MPEACTaBUTh CTPYKTYPHO-(YHKIIMOHATBHYIO CXeMy oO0BbekTa WH(OpMaTHU3ALNM.
OxapakTepu3oBaTh CpPEACTBA, CHOCOOBI, METOJABl XpaHEHHS, OOpabOTKH U
nepepaun  uHGOPMANMK, JaTh XapaKTEPUCTHKY MPOTPaMMHO-TEXHHUUECKOU
«cpenb» paccmarpuBaemoil KC unm cetu. BbISIBUTh HEIOCTATKU CYIIECTBYIOILIEH
cUCTeMbl 3aluThl HHpOpManuu oObekTa uHopmaruzanmu. 4. B pazgemnax
«AHaIIU3 M OLEHKA TEKYIIEro COCTOSIHUS 3aIIUIIEHHOCTH 00BEKTa» HEOOXOIUMO
OTPa3UTh MPOLECC MOJYUYEHHUS] U BBISIBICHUS OOBEKTUBHBIX JAHHBIX O TEKYIIEM
COCTOSIHUM CHUCTEMBI 3amuThl MHPopManuu obbekTa. [Ipu »TOM HEOOX0aUMO
MPOBECTH AaHAJIW3 MCIOJB30BAaHHOW Ha 3aluilaeMoM o00beKTe HWH(OopMmaIuu,
OTIPEJICITUTH €€ BUJIbI, TPU( U CTETICHh CEKPETHOCTH, IIEHHOCTh. BhIIaTh BCE BUIIBI
yIpO3 U BO3MOXKHBIE aTaKy Ha 3aluIlaeMblii 00bekT. 5. OnpeneneHue TpeOoBaHUN
k KC3U o6nekra. B aTOM paszaene, ucxoas U3 pe3ysbTaToB(MPOBEACHHBIX paHee)
aHajgu3a IEHHOCTH WH(POPMAIlMU, BO3MOXKHBIX KaHAJIIOB €€ YTEUKH U YIrpo3s,
HeoOxoaumo chopmynupoBath TpeboBanuss k KC3UM oObekrta: - o0mue
TpeboBaHus; - TpeOOBaHUS MO TEXHUYECKOMY, MPOTPAMMHOMY W TPOrPaMMHO-
TEXHUYECKOMY OOECIICUCHHIO; - HOPMATHBHO-TIPABOBHIE M aIMUHUCTPATUBHEIC; -
crienuanbHbie TpeOOBaHMS; - TpeOOBaHMA K CHOcOo0aM W CPEACTBAM 3allUTHI



KOMIBIOTEPHBIX CHUCTEM M CeTeil; - TpeboBaHHs K pexuMaMm 00pabOTKu
uHpopmanuu. Ha ocHoBe yka3aHHBIX TpeOOBaHHMI pa3paboTaTh HAMpaBICHUSA U
ATamHOCTh TpoBeneHus padoT mo co3ganuto KC3U. 6. O6ocHoBaHue BbIOOpa
cpenctB 3amuThl  uMHpopMmanuu. B maHHOM pazgene  HeoOXOAMMO — aTh
00OCHOBaHHBIN BBIOOP METO/IOB, MIPABOBBIX U MHKEHEPHO-TEXHUUECKHUX PEIICHUH,
anmapaTHO-MPOrPaMMHBIX, KPHUNTOrpaUYecKUX CPEICTB U OPTraHU3alMOHHBIX
MEPOINPUATHNA MO OOECIEUYECHHIO, LETOCTHOCTH M COXPAaHHOCTH 3allMIAEMOM Ha
o0bekTe, nopmarmu. 7. Pazpaborka KC3U u meponpusiTuii mo ee BHEAPEHUIO.
JlauHbIil pasnen sBISETCS KIIOYEBBIM B JUIUIOMHOM TIPOEKTE U JIOJDKEH
collepKaTh: - CTPYKTYpHO-GQYHKIHMOHAIBHYIO cXeMy, Mpenjaraemord Bamwu
CUCTEMBI 3alllUThI, U OTPAKAIOIILYIO TPeOyEMBbI YPOBEHb 3alIUIEHHOCTH 00bEKTa
uH(popMaTH3aLnY;

- QJITOPUTMBbI HMCIOJIb3YEMBIX METOAOB U CPEACTB (KpUNTOrpaduyecKux,
amnmapaTHO-TIPOTPaMMHBIX, OPTaHU3AIIMOHHBIX U Jip.) pa3pabateiBaemoit KC3U; -
COBPEMEHHBIC TEXHOJIOTHUU g oOecredeHus WHPOPMAIMOHHOW 0e30macHOCTH
KOMIIBIOTEPHBIX CHUCTEM; - MPOrPaMMbl — METOJIMKHU MCHBITAHUN CUCTEM 3aIUTHI
uHpOpMallMu M TEXHUYECKHE perjgamMeHTsl njs comnpoBoxaeHus KC3U Ha
oObekTe. 8. Pa3zpaboTka OpraHM3allMOHHON CTPYKTYpbI CIyX Obl 0€30IacHOCTH
oObekTa. B manHOM pasznene JobKkHAa ObITh OOOCHOBAaHA U MPEIJIOKEHA
OpraHu3alldOHHAas  CTPYKTypa, oOecrneunBaromasi  TpeOyemblii  ypOBEHb
3aIMIIEHHOCTH O00BEKTa B 3aBUCUMOCTH OT OCOOEHHOCTE 00paboOTKH
MH(pOpPMAIMU U Pa3MEPHOCTU CUCTEMbI. DTOW CTPYKTYpPOM MOXKET OBbITh: Ipymia,
OTJHENl WM OTAeibHas ciyxo0a. HeoOxomumo nath 0OOCHOBaHHME YHCICHHOTO
cocTaBa JIaHHBIX MOJpa3JelieHud, a Takke pa3padoTaTh JIOJKHOCTHBIE
UHCTPYKLIMU  COTPYJHUKOB U  Jpyru€ HOpPMATUBHBIE  JOKYMEHTHL. 9.
DKOHOMHUYECKAs 4acTb. B TaHHOM pasjene cieayeT BBIIOJHUTh SKOHOMHUYECKOE
o0ocHOoBaHuE BbIOOpa oOTHENbHBIX KOMIOHEHTOB KC3U oObekTa c ykazaHuem
(GUpM-TIOCTAaBIIMKOB 00OPYAOBaHUS U MPOrPAMMHOI0 00ECTIEUEHHS.

2.4. ITpuMepHbIN IepeUeHb TEM BBIITYCKHBIX KBATU(UKALIMOHHBIX padoT.

CpaBHuTENbHBIN aHanu3 cpeactB 3auuThl uHPopMauuu B OC (Windows,
Unix) Pa3paboTka anropuTMOB OOHApy»KEHHs BTOPXKEHHS B MH(POPMALMOHHYIO
cetb komnanuii IPG  Pa3paboTka pernameHTa oOecrneueHUs]  3aIIUTHI
nepcoHanbHbIX JdaHHbIX B I'BI OAO «PX]/]» Cucrema MOHUTOpUHTA U
oOHapykeHust uHIMIeHTOB Oe3omacHoctu kommanuu [IKB LT OAO «PX»
Paspabotka cpenctB  3amuthl 00bekTOB  mMH(popmamuu  KC  opranoB
rOCyAapCTBEHHOT'O YIIPaBICHUS

Pa3paboTka cpeAcTB 3aluThl TpakTa nepenayn uHpopmauu mexay APM u



b/l mmarexHo#l OaHK-cucTeMbl 3amuTa KOH(HICHIMATbHONW WH(pOpMANUUA OT
BHyTpeHHUX yrpo3 Ha npumepe OAO «llepBobank» Pa3paboTka aiaroputMos
3amuThl 0T dos/ddos arak wa JIBC npennpusarus 3amura uHpOpMamuu oOT
MHCANIEPCKUX aTaK B KOPIOPATUBHOM CETU MPEINPHUITHHA MKEJIE3HOJOPOKHOTO
Tpancnopta WHdopmannonHas 3ammra HUHPPACTPYKTypel cucteM «online»
onogemieHusa Pa3paboTka anropurma 3ammTsel HHTEpHET — noprtaia oT MYSQL-
UHBEKIMA 3amuTa NepcOHANbHbIX JaHHbIX B KC  Kene3HomopOoKHOTO
TpaHCIOpTHOTO Tpeanpustus Peanmuzanust cpencts obecnieuenuss Wb BJl mpu
UCIIOJIb30BAaHUU  CHUCTEMBbl  «TOHKOrO  KiMeHTa» Pa3paboTrka  anropurma
MOHMUTOpUHTra obecrieueHus 3amuuieHHocTH KC x.n. Tpancnopra IlpuMenenue
CPEICTB CHCTEMBI YIIpaBJICHHMs KOHTEHTOM s obecnedyeHuss Wb mnoprana
Buenpenne nporpammuoro komiuiekca AVANPOST s ynpaBineHust 0CTYIIOM K
pecypcaM KOPHOpPAaTUBHOM CETH KOMITAHMM 3allliTa MEPCOHANBHBIX IaHHBIX B
KOpPHOpaTUBHOM ceTu mnpennpusatus Pa3paGoTka 3amutel uHGOpMALMK B
KopropaTuBHOM cetn Ha 0a3ze MPLS OOecrieueHne 1eaoCTHOCTH U COXPaHHOCTH
b/l xopnopatuBHON ceTu BHeapeHue NpOrpaMMHO-aINIIapaTHOTO KOMIUIEKCA
komnanuu CISCO B KC npeanpusitvs Aisl 3alIMTHI OT BHYTPEHHUX YIpo3 3alura
uHpOpMaIuu B KOPIIOPATUBHOM ceT Ha ocHOBe TexHosioruu Kerberos PazpaboTka
METO/1a 3aIlUThl MYJIbTUMEIUUHON UH(OpMAIIU

3. IlepedyeHb KOMIIETEHILIMI, KOTOpBIE OJKHBI OBITh CHOPMUPOBAHBI y
0oOy4YaronMxcs B pe3ybTaTe OCBOCHUS 00pa30BaTENbHONU MTPOTrPaMMBI.

OIIK-1 - CnocobeH oueHuBaTh posib HUHPOPMALMH, HHPOPMALUOHHBIX
TEXHOJIOTUA M HMH(POPMALMOHHOW OE€30MacCHOCTH B COBPEMEHHOM OOILIECTBE, MX
3HaueHue I oOecreueHrs 00bEKTUBHBIX NOTPEOHOCTEN JIMYHOCTH, OOIIeCTBa U
rocy/1apcTBa;

OIIK-2 - CnocobeH TpUMEHSTH MPOTPAMMHBIE CPEJCTBA CHUCTEMHOTO U
OPUKJIAJHOTO Ha3HAYEHUH, B TOM YHCJIE OTEUYECTBEHHOTO IPOMU3BOJCTBA, MJIS
pelieHus 3a1a4 npodeccuoHanIbHOM e TENbHOCTH;

OIIK-3 - CmocobeH Ha OCHOBAaHMM COBOKYIMHOCTH MaTeMaTHYECKUX
METOJIOB pa3pabaTeiBaTh, 0OOCHOBHIBATh U PEAM30BHIBATEH MPOLCAYPHI PEUICHHUS
3a/1a4 MpodheCCUOHAILHON JIeSITEIbHOCTH;

OIIK-4 - CnocobeH aHanu3upoBaTh (PU3MYECKYIO CYLIHOCThH SIBICHUU U
IPOLIECCOB, JEKAUIMX B OCHOBE (DYHKIIMOHUPOBAHUSI MUKPOAJIEKTPOHHOMN TEXHUKH,
OPUMEHATh OCHOBHBIE (PU3WYECKHE 3aKOHbl W MOJEIM JUIsl pEeHIeHHs 3aaay
npodhecCuoHaNBbHOM NesSTENbHOCTH;

OIIK-5 - CnocobeH TNpUMEHATb HOPMAaTHBHBIE MPAaBOBbIE  AKTHI,
HOPMATHUBHBIE U METOAMYECKHE JOKYMEHTHI, PErJIaMEHTHPYIOIINE eATEIHHOCTh



10 3aIuTe HHPOPMAIIIH;

OIIK-6 - Coocoben mnpu peuieHUd MNpo(EecCHOHANBHBIX — 3ajad
OpraHU30BbIBATH 3AIIUTY HHGOPMAIIMKM OTPAHUYEHHOTO JJOCTYIA B KOMITBIOTEPHBIX
CUCTEMaX M CETAX B COOTBETCTBUM C HOPMATHUBHBIMHU IPABOBBIMH aKTaMU H
HOPMAaTUBHBIMU  METOJWYECKUMHU  JokyMeHTamu  DenepanmbHOl  CIyXObI
oe3omacHoctu Poccuiickoit @eneparun, OenepanbHoi CiIy:KObI IO TEXHUYECKOMY
¥ DKCIIOPTHOMY KOHTPOJTIO;

OIIK-7 - CnnocobeH co31aBaTh NPOrpaMMbl Ha SA3bIKaX BBICOKOTO U HU3KOTO
YPOBHSI, IPUMEHATh METOJbl U MHCTPYMEHTAJIbHBIE CPEJICTBA MPOTPAMMHUPOBAHUS
JUISL pelieHusi mpo(ecCHOHANBHBIX 3a7]ad, OCYIIECTBISTh OOOCHOBAHHBINA BBHIOOP
WHCTPYMEHTApHs IPOTrpaMMHUPOBAHUS U CLIOCOOOB OpPTaHU3aIUU IPOTPaMM;

OIIK-8 - Cmoco0eH TpUMEHATh METOABl HAYYHBIX HCCIEAOBAHUU MPH
MPOBEJCHUN Pa3padOTOK B 00JacTH oOecrieueHus] 0€30MacHOCTH KOMITbIOTEPHBIX
CHUCTEM U CETEH;

OIIK-9 - Cnocoben pemats 3agaun MpodecCHOHATBLHOW JESITCIIBHOCTH C
YU4E€TOM TEKYIIEro COCTOSIHMSI W TEHACHLUMHA pa3BUTHS METOJOB 3alllUThI
uHGOpMaIlMU B OINEPAIMOHHBIX CHCTEMAaX, KOMIIBIOTEPHBIX CETSIX M CHUCTEMax
ynpaBiaeHUs 0a3aMH JIaHHBIX, a TAK)XXKE METOJ0B U CPEJICTB 3aLIUThl MH(OpMaLUU
OT YTE€UYKHU MO TEXHHYECKUM KaHajaM, CeTel M CUCTeM Tepeaadn nHGOpMaInu;

OIIK-10 - CnocobeH aHanmu3WpoBaTh TEHIACHIIMH PA3BUTHS METOJOB H
CPEICTB KpuUNTOTpaduUecKOol 3amuThl HHPOPMAIMH, HCIOIB30BaTh CPEICTBA
Kpuntorpadguueckoii  3amuThl  WHpOpMamMM < TpPU  pEIICHHH 33434
npohecCuOHANBHOM NeSTENbHOCTH;

OIIK-11 - Cnocoben pa3pabaThiBaTh MOJUTHUKH O€30MACHOCTH, MOJUTUKH
yIOpaBiIeHUS JOCTYIOM W HH(MOPMAIMOHHBIMM TOTOKAMHU B KOMIIBIOTEPHBIX
CUCTEMAX C YYETOM yrpo3 0e30macHOCTH MHGpOpMAIMK U TpeOOBaHUMN MO 3aIUTe
uH(popmanuu;

OIIK-12 - CnocobeH aAMHHHCTPUPOBATH ONEPAIMOHHBIE CHUCTEMBI H
BBITIOTHATH PabOThl MO BOCCTAHOBJIEHHUIO PabOTOCIOCOOHOCTU MPHUKIAIHOTO U
CUCTEMHOT'O IPOTPaMMHOT0 00€CIIeUeHMS,;

OIIK-13 - Cnocoben pa3pabaThiBaTh KOMIIOHEHTHI TPOTPAMMHBIX U
IpPOrpaMMHO-AIMapPaTHbIX CPEACTB 3allUThl HMH(QOpPMAIMM B KOMIIBIOTEPHBIX
CUCTEMax U NMPOBOJUTH aHAJIN3 UX O€30MaCHOCTH;

OIIK-14 - Cnoco0GeH mpoeKTHpoBaTh 0a3bl JAHHBIX, AIMUHUCTPUPOBATH
CHCTEMBI yIpaBjeHHs Oa3amMH [aHHBIX B COOTBETCTBUU C TPEeOOBaHUSMHU TIO
3amuTe uHdopmaiuu;

OIIK-15 - CroocoGeH aIMHHHCTPUPOBATh KOMIIBIOTEPHBIE CETH W
KOHTPOJIMPOBATh KOPPEKTHOCTh X (PYHKIIMOHUPOBAHMS,

OIIK-16 - CnocobeH MpOBOIWTH MOHHUTOPHHT PabOTOCIIOCOOHOCTH U



aHanu3 3(G(EKTUBHOCTH CPEACTB 3alMUThl MHPOPMAIMUM B KOMIIBIOTEPHBIX
CUCTEMAX U CETAX;

OIIK-17 - CriocoOeH aHanM3UpOBAaTh OCHOBHBIE ATAlbl U 3aKOHOMEPHOCTH
UCTOPUYECKOTO pa3BUTHs Poccuu, ee MecTo M pojib B KOHTEKCTE BceoOlIei
UCTOPUH, B TOM 4YHCIE Ui (OPMHUPOBAHUS TPAXKTAHCKOW MO3UIMH U Pa3BUTHS
naTpUOTU3MA,;

INIK-1 - CoocobeH mnpuHUMATh y4acTHE B  TCOPETHUECKUX U
HKCIIEPUMEHTAIBHBIX HCCIEAOBAHUAX CHUCTEM 3alUThl WHGOpPMAIUU, MPOBOIUTH
HAy4YHO-UCCIIeIOBATEIbCKUE PabOTHl MO OIEHKE 3alUIIEHHOCTH HH(OpManuu B
KOMITBIOTEPHBIX CUCTEMAX;

IIK-2 - Cnoco0eH mNpuUMEHATh MaTeMaTHYeCKUe METOAbl B 001acTH
KOMITBIOTEPHOU 0€30MacHOCTH;

IIK-3 - CnocoOeH MpoOBOAWTH aHATU3 MCXOTHBIX JAHHBIX W (HOPMHUPOBATH
TpeOOBaHUS K KOMIIOHEHTaM W METOAaM MpH MPOEKTUPOBAHMU TMOJCUCTEM U
CpeAcTB obecniedeHust UHPOPMaIMOHHON OE3011aCHOCTH;

IIK-4 - CoocobeH  yyacTBOBaTb B pa3pabOTKE  MOJCHUCTEMBI
UH(POPMaLIMOHHON 0e30macHOCTH KOMIIBIOTEPHOM (B TOM qucie
aBTOMATU3UPOBAHHOM) CHCTEMBbl BKIIIOYAsl pa3pabOTKy MpOrpaMMHO-aImapaTHBIX
CPEICTB 3alUThl WH(OPMAIIUHU, 3aIUIICHHBIX OMEPAIMOHHBIX CHCTEM, CHUCTEM
yrnpaBieHus: 0a3amMu JaHHBIX, KOMITBIOTEPHBIX CETEH, CHCTEM aHTHBUPYCHOU
3aIUTHI, CPEACTB KPUNTOTPadUIECKON 3aUTHI HHPOPMAITUH;

IIK-5 - Cnocoben ywacTBOoBaTh B paboTax MO MPOCKTUPOBAHUIO U
peai3allid  KOMIUIEKCHOTO TOoJXoJa K oOecrneueHuto HH(OpMalUOHHON
0e30macHOCTH 00BEKTA 3aIHTHI;

IIK-6 - CriocoGeH mpoBOaUTh OLIEHKY 3(D(PEKTUBHOCTH peau3aiiil CUCTEM
3aIUThl UHPOPMAIIUU U JEHCTBYIONIUX MOJUTUK 0€30MMaCHOCTH B KOMIIBIOTEPHBIX
CHCTEeMaXx, BKJIFOYasl 3aIIHIIEHHBIC OTIEPAIIIOHHBIE CUCTEMBI, CUCTEMbI YIIPABICHHS
0a3amMl JTaHHBIX, KOMIBIOTEPHBIE CETH, CHUCTEMBbl AHTHBHUPYCHOM 3alWTHI,
cpeacTBa Kpuntorpaduueckoi 3aiuThl HHPOpMaLIHY;

IIK-7 - CnocobeH mpoBOIUTH aHaIN3 WHGOPMAIIMOHHOW O€30MacHOCTH
OOBEKTOB U CHCTEM, MPUHUMATh Y4YaCTHE B OpPraHU3allMM U COMPOBOKICHHUH
aTTecTal o0beKTa WH(POPMATU3ANMKM HA MPEIMET COOTBETCTBHUS TPEOOBAHUAM
3aIUThl HHPOPMAIIUH;

K-8 - Cnoocoben mOpoBOAUTH HMHCTPYMEHTAIbHBIA ~ MOHMTOPHUHT
3alTUIIIEHHOCTH KOMITBIOTEPHBIX CHCTEM;

IIK-9 - Coocoben ywacTBOBaTh B yHpaBiIeHUU HHPOPMALMOHHOU
0€30MMacCHOCThI0 KOMITBIOTEPHOM CHUCTEMBI, pa3pabdaThIBaTh MPEIJIOKEHHUS IO €€
COBEpPIICHCTBOBAHUIO;

INIK-10 - CnocobGeH opranu3oBaTh MPOLECC 3aMUTHl HHPOPMAIUU B



COOTBETCTBHM C HOPMATUBHBIMH TPABOBBIMH aKTaMU H HOPMATHBHBIMH
METOJIMYECKUMU JIOKyMeHTaMu DenepalibHOM Ci1yKO0bl 6e3omacHoCcTH Poccuiickoi
®denepanuu, PenepanbHON CITyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

IIK-11 - CnocobeH mpoBoAUTH MPOBEPKU IPHEKTUBHOCTH U BBITIOJIHSTH
paboOThI MO BOCCTAHOBJICHUIO PAaOOTOCIIOCOOHOCTH MPOTPAMMHBIX, TPOTPAMMHO-
anmapaTHBIX ¥ TEXHUYECKUX CPEJICTB, MOJACUCTEM 3aIUTHl HH()OPMAITIH;

IIK-12 - CnocoOeH BBITIONHATH TOJHBIA 00BEM pabOT, CBSI3aHHBIX C
peanu3anyell 4YacCTHBIX MOJUTHK WH()OpPMAIMOHHOW O€30MMacHOCTH, MPOBOIUTH
MOHUTOPHUHT U aHaIU3 3(PEKTUBHOCTU peain3allii CUCTEM 3alllUThl HH(pOpMaIuu
U ICUCTBYIONIMX MOJUTUK O€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX;

IIK-13 - CnocoOeH CTpOUTh MaTeMaTUYeCKHEe MOJEIU Il OLEHKH
0€30MacHOCTH KOMIMBIOTEPHBIX CHCTEM M aHAJIM3HPOBATH KOMITOHCHTHI CHUCTEMBI
0€30MacHOCTH ¢ UCIOJIb30BAaHUEM COBPEMEHHBIX MATEMATHIECKUX METOJIOB;

IIK-14 - CpoocobeH  TpPOBOAWTH  MOACIMPOBAHHE  3AIIMIIECHHBIX
aBTOMATHU3UPOBAHHBIX CHCTEM C IICJIBI0 aHajgu3a WX YI3BUMOCTEH W
7 (HEKTUBHOCTHU CPENICTB U CIIOCOOOB 3aIUTH HHGOPMALIHH;

IIK-15 - CniocobeH npuHUMAaTh Y4acTue B pa3pabOTKe MPOCKTHBIX PEIICHUIMA
10 3aUTe UHPOPMALIUK B ABTOMATU3UPOBAHHBIX CUCTEMAX;

IIK-16 - Cmoocoben pa3pabarbiBaTh NPOrpaMMHBIC W MPOTPAMMHO-
anmapaTHbIe CPEACTBA I CHCTEM 3allUThl MHPOPMAIUA aBTOMATH3UPOBAHHBIX
CUCTEM;

IK-17 - CnocoOeH mpOBOAUTH CPABHUTEIBHBIN aHalu3 M OCYILIECTBIATH
000CHOBaHHBIN BHIOOP MPOrPaMMHO-AIIAPATHRIX CPEACTB 3aIUTHI HH(OPMAIIIH C
Y4€TOM COBPEMEHHBIX U TIEPCIIEKTUBHBIX MAaTEMaTUYECKHX METOJIOB 3allUThI
uHdopmaIuy;

INK-18 - CnocobeH mpuHUMATh ydYacTHE B pa3pabOTKE apXUTEKTYpPhI
CHUCTEMBI 3aIUTHl HH(OPMAITUH aBTOMAaTU3UPOBAHHON CHCTEMBI;

IMK-19 - CoocoGeH pa3pabaTeiBaTh, aHATU3UPOBATh M OOOCHOBHIBATH
aJICKBaTHOCTh MaTEeMaTHYECKUX MOJCIICH MPOIEeCCOB, BO3HUKAIINX MpHU paboTe
MIPOTrpaMMHO-AIIAPATHBIX CPEACTB 3alTUThHI UHPOPMAITUH;

IIK-20 - CrocobeH moAroToBUTH OOOCHOBAHWE HEOOXOIMMOCTH 3aIllATHI
uH(OpMAaIUU B aBTOMaTU3HUPOBAHHOMN CUCTEME;

IK-21 - CroocobeH omnpenensiTh BO3MOXHBIE YIPO3bl 0O€30MaCHOCTH
uHpopmaiuu, oopadaTbiBaeMOi aBTOMaTU3UPOBAHHON CUCTEMOI;

IK-22 - CriocoOeH NpoBOAUTh TECTUPOBAHUE CUCTEM 3ALUTHI HHPOPMALIUH
aBTOMATU3UPOBAHHBIX CHCTEM;

INK-23 - CnocobGeH yd4acTBOoBaTh B pa3pabOTKe HSKCILUTyaTallMOHHOM
JIOKyMEHTAIIUU Ha CUCTEMBI 3aIIUTHl THGOPMAIH aBTOMATH3UPOBAHHBIX CUCTEM;

IIK-24 - Coocoben pa3pabaTteiBaTh MOAENH Yrpo3, (HOpMUPOBATH



TpeOoBaHUs MO 3ammre HHPOpManuu B O00bEeKTax HHPOpMaTH3alUMU Ha Oasze
KOMITBIOTEPHBIX CHUCTEM, a TaKXKe IPOIIECCOB UX IMPOCKTUPOBAHMS, CO3JIAaHUSA U
MOJICpHU3AINY;

IIK-25 - ChoocobeH pa3pabaThiBaTh IUIaH MEPONPUATANA MO 3alIUTe
uHpopMaluu B 00beKkTax MHPOpMaTU3alMu Ha 0a3e KOMIBIOTEPHBIX CHCTEM, a
TaK)Ke MPOIIECCOB UX MPOCKTUPOBAHUS, CO3JJaHUS U MOJACPHUBALINY;

IIK-26 - Cnocoben mpoBoauTh aHaU3 3((HEKTUBHOCTH CHCTEM 3alUTHI
uHpopMaluu B 00beKkTax MH(POpMaTH3alKMU Ha 0a3e KOMIBIOTEPHBIX CHCTEM, a
TaK)Ke MPOIIECCOB X MPOCKTUPOBAHMUS, CO3/IAHUS U MOACPHU3AINY;

IIK-27 - CpoocobeH ywacTBOBaTb B CO3JaHUU CHCTEMbl 3alllUTHI
uH(OpMAIUU MPOLIECCOB MPOEKTUPOBAHUS, CO3JaHUSI U MOJEPHHU3AIUU OOBEKTOB
uH(pOpMaTU3alUK Ha 0a3€ KOMIIBIOTEPHBIX CUCTEM;

IIK-28 - Cnocoben pa3pabaTeiBaTh MPOEKTHl HOPMATHUBHBIX TPABOBBIX
aKTOB, PYKOBOSIIUX U METOJUYECKUX JOKYMEHTOB MPEINPHUITHS, yIPEKICHUS,
OpraHM3aliM, PETJaMEHTUPYIOIIUX AESITeTbHOCTh IO 3alluTe HH(pOpMalnu B
o0beKTax MH(popMaTu3aluu Ha 0a3e KOMIBIOTEPHBIX CUCTEM, a TAKXKE MPOLIECCOB
UX MIPOEKTUPOBAHMSI, CO3JaHUs U MOJIEpPHU3ALINY;

YK-1 - CpoocobeH ocylIecTBIATh KPUTUYECKUN aHaIU3 MPOOJIEMHBIX
CUTYyaIliii HA OCHOBE CHCTEMHOIO MTO/IX0/1a, BhIpabaThIBaTh CTPATETHIO JCHCTBHIA,

YK-2 - CnocobeH ympaBisaTh MPOSKTOM Ha BCEX ATamax €ro »XKU3HEHHOTO
IIUKJIA,;

YK-3 - CnocobGeH opraHm3oBatb W pPYKOBOAWTH pabOTONW KOMaHbI,
BbIpabaThiBasi KOMaHAHYIO CTPATETHIO JJIsi JOCTUKEHUS [TOCTABICHHOM LIeH;

YK-4 - ChoocobeH TpUMEHSTh COBPEMEHHBIE KOMMYHUKATHBHBIC
TEXHOJIOTUH, B TOM YHCJIC Ha MHOCTPAHHOM(BIX) SI3bIKE(aX), JIJIS aKaJJleMUYECKOT0 U
1po(heCCHOHATILHOTO B3aUMO/ICHCTBUS;

YK-5 - CnocobeH aHaJM3UpOBAaTh U YYUTHIBATH Pa3zHOOOpazue KyJbTyp B
MIPOIECCE MEKKYIBTYPHOTO B3aMMOACHCTBHS;

YK-6 - CriocoGeH onpeaensits U peain30BbIBaTh MPUOPUTETHI COOCTBEHHOMN
JESITEIbBHOCTH U CHOCOObI €€ COBEpPUICHCTBOBAHMS HA OCHOBE CaMOOLIEHKH U
oOpa3oBaHMsI B TCUCHHE BCEU KU3HU;

YK-7 - CnocobeH moaaepXuBaTh JIOJDKHBIA YpPOBEHb (DHU3UYECKOM
HNOJTOTOBICHHOCTH  JUIsl ~ OOECHedeHuss  MOJIHOIGHHOM  COUMajIbHOW U
npodeCCUOHATILHON JIeATEIbHOCTH;

YK-8 - CnocobeH co3naBaTh W MOAACPKUBATh B MMOBCEIHEBHON KU3HU U B
po(heCcCHOHANFHOM AESITeNFHOCTH 0e30MacHbIe YCIOBHS KU3HEACSITETLHOCTH NS
COXpPaHEHUs MPUPOJIHOM cpesbl, 00ecrieueHusl yCTOMYMBOrO pa3BUTHsI 00IIECTBa, B
TOM YHCJI€ TIPU YIpO3€ U BO3HUKHOBEHHM YPE3BBIYANHBIX CUTyallMd U BOECHHBIX
KOH(IIUKTOB;



YK-9 - Cnocoben ucnonb3oBath 0a30Bble ACPEKTOJOTUUECKUE 3HAHUS B
colraabHON U MpodeCCHOHATBHON cdepax;

YK-10 - Criocoben npuHUMAaTh 000CHOBAaHHBIE IKOHOMUUYECKHE PEIICHUS B
Pa3IUYHBIX 00JaCTSIX KU3HEACITSITLHOCTH;

YK-11 - CrocobeH ¢hopMHupOBaTh HETEPITMMOE OTHOIIECHUE K TPOSBICHUSIM
IKCTpPEMH3MA, TEPPOPU3MA, KOPPYIIIMOHHOMY MOBEACHUIO U MTPOTUBOACHCTBOBAThH
UM B PO ECCHOHATIBHON ACSITEbHOCTH.

4. Kputepuu OLIEHKH pe3yJIbTaTOB UTOrOBOM (IrOCYJapCTBEHHOW UTOTOBON)
aTTECTallUH.

Kpurepuu OUEHKH pe3yNbTaTOB 3aIUTHI BBIMTYCKHOW KBaJIM(PUKATMOHHOU
paboThI

[xana
Kputepun
OLICHUBAHUS
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