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1. UtoroBas (rocyaapCTBEHHasi UTOrOBasi) aTTeCTAlUsl MO CHEIUAIBbHOCTH
10.05.01 Kommnbrorepnass Oe3omacHocTh W cneuuanu3aunu HMudopmanmoHHas
6e3omacHOCTh 00BEKTOB HMH(pOpMaTH3amuK Ha 0a3e KOMIBIOTEPHBIX CHUCTEM B
COOTBETCTBHUH C y4eOHBIM TUTAaHOM IPOBOUTCS B dopme:
3amuThl BBIMTYCKHOM KBaTU(UKAIIMOHHON paOOTHI.

2. BrimyckHas kBasid(prkauroHHas padoTa.
2.1. Buj BeInycKkHOM KBaTU()UKAIIMOHHOW padOThI: JIMIIIOMHBIN MPOEKT
2.2. TpeboBaHuUs K BBIITYCKHOW KBAIM(UKAITMOHHOM paboTe.

l'ocymapcTtBenHass wroroBas arrectanus 1o crnenuanbHoctd 10.05.01
KomnreiorepHast 6€30MacHOCTh B COOTBETCTBUM C PEIICHHEM YUYEHOTO COBETa
YHUBEPCUTETA BKJIIOYAET B CeOs:

I'ocynapcTtBeHHas wurtoromas arrectanus o cnenpansHoctu 10.05.01 —
«KomnerotrepHas 6e30macHOCTb» B cOOTBETCTBUU C 11.6.8 ®I'OC BO u pemenunem
VY4eHoro coBeTa By3a BKJIIOYAET B c€0s 3aIIUTY BBITYCKHOM KBaTHU(PUKALMOHHON
paboThl (IUIUIOMHOTO MpoekTa) ['ocy1apCTBEHHBIN 3K3aMEH MO HAIpaBJICHUIO HE
IPENYyCMOTPEH y4eOHO MIPOTPaAMMOM. TpynoemMKkocTh WUTOTOBOM
(rocynapctBeHHOl) artectaimu: 9 3et (324 vaca)

2.3. IlopsA10K BBITTOJIHEHHSI BBIITYCKHOW KBATU(PUKALIMOHHON paOOTHI.

JIMTUIOMHBIN TIPOEKT MPEJCTABISETCS K 3allUTe B BHJIE JBYX OCHOBHBIX
yacTel: -  pacyeTHO-TIOSICHUTENTHHOM  3amuCKU; -  WUIFOCTPUPOBAHHOTO
(rpadmueckoro) matepuana. TpeOoBaHUS K PacUETHO-TIOSICHUTEIBHOU 3alMCKe

CIIEQYIOIKE: - IIOJIHOE COOTBETCTBHE TEME; - COIEPIKATEIbHOCTb, YETKOCTh
U3JI0KEHUS; - JIOTMYECKas I0CIIEN0BAaTEbHOCTh H3JIaraéMOro MaTepuania; -
yOeIUTENbHOCTh AapPryMEHTAlUUU; - TOYHOCTh (POPMYIMPOBOK, HCKIIOYAIOIIAs
BO3MOYKHOCTh ~HEOJHO3HAYHOTO TOJKOBAaHUA, - KOHKPETHOCTh W3JI0KEHUS

pE3yAbTAaTOB JIUIIJIOMHOTO MPOEKTa ¢ YETKUM yKa3aHMEM COOCTBEHHOIO BKJIAJA; -
JI0Ka3aTeNbHOCTh BBIBOJOB U OOOCHOBAHHOCTh PEKOMEHJIAIMH; - CUCTEMa CChUIOK
HAa MCTOYHUKU TEKCTOB, rpapuKu, HOpMyIl, KAUECTBEHHBIX U HKCIIEPTHBIX OLICHOK.
3.1. PacueTHO-TIOSICHUTENIbHASL 3alUCKa TMpeAcTaBisieTcss Ha Kadeapy B JABYX
BEpCUSIX - B BUJIE NIEPEIUIETEHHON pacniedaTku ((popmat A4) U HA KOMIIAKT-IUCKE
CD-RW. 3.2. O0beM pacueTHO-NOSICHUTENbHOW 3amucku (0e3 MPUI0KEHUN)
JIOJKEH COCTaBIISATh He OoJiee 80 cTpaHUIl TEKCTa (HE CUUTasi PUCYHKOB M TaOJIHIT).
Crnenyet ucnonb3oBath 14-if mIpU@T ¢ MOIYTOPHBIM MEKCTPOUYHBIM HHTEPBAJIOM.
TunoBast cTpyKTypa pacueTHO-TIOSICHUTENbHOM 3aliCKU THUIIOBOTO JUIIJIOMHOTO



poekTa npejacrtasiaeHa B Tabnuue 1. ['paduueckas yacTb JUIUIOMHOTO MPOEKTA B
NOSICHUTENBHOM  3allUCKE  MPEACTABISIETCS  TOJIBKO  MCKIIOYUTEIBHO B
KOMIBIOTEPHOM HCIOJIHEHUH U COACPKHUT OObIYHO 6-8 muctoB ¢(opmara Al.
[IpumepHOE comepxaHue rpadhudecKoro Marepuana (C yueToM BBIOpAaHHOW TEMBbI)
npeacrasieno B Tabmune 2. (Ilpunoxenuwe) 4. CopepikaHue pacdyeTHO-
MOSICHUTENIBHOM  3amucku B cocTaB  pacyeTHO-TIOSICHUTEIBHOW  3alKCKU
JUTTIOMHOTO MPOEKTA BXOJAT Pa3/ielibl, COOTBETCTBYIOIINE 110 Ha3BaHUIO pa3jiesiaM
nyHkrta 4 3111 «ConepxaHnue NosiCHUTENbHON

3alUCKW» C J00aBI€HHEM pa3leloB «AHHOTauus», «Jlureparypay,
«IIpunoxennsi». 1. AHHOTaIMs IOMKHA COAEPKATh KPATKYIO XapaKTEPUCTUKY
COJIEp>KaHus TUTUIOMHOTO TIPOEKTa ¢ YKazaHHEM Haubosee BaXKHbBIX 3371a4, KOTOPbIE
pelieHsl aBTOPOM B JaHHOM JHUIIOMHOM Ipoekrte. 2. B pasgene «Bsenenue»
BBEJICHUU JIOJDKHO OBITh M3JI0KEHO OOOCHOBAHME aKTYyaJbHOCTH TEMbI IIPOEKTA,
copMyJIMpOBaHa 1eJIb PA0OTHI U yKa3aHbl OCHOBHBIE 33Ja4d, KOTOPbIE NPU 3TOM
HEOOXO0MMO peliath. 3aJau GOpMYIUPYIOT TaKUM 00pa3oM, YTOObI OTUCAHUE UX
pELIEHUS COCTABUJIO COJIEPKaHUE Pa3I€JI0B OCHOBHOM YacTH JUIIIOMHOI'O IIPOEKTA.
Bo BBeneHuu Takke HEOOXOIMMO OTMETUTh HAy4HYI0 pPabOTy HOBHU3HY U
IPaKTUYECKYI0 3HAYMMOCTh Balllero NpOeKTa. BBeaeHue MOHKHO «BBOIAUTHY B
JTUIUIOMHBIN NpoekT. 3. B pa3gene «Xapakrepuctuka o0beKTa HHPOpMATU3ALIID)
HEOOXOJMMO J]aTh BCECTOPOHHIOIO XapaKTEPUCTUKY TOMY OOBEKTY, IJii KOTOPOTO
TpeOyeTcst pa3paboTaTh CHCTEMY 3alIUThl. MOXHO MpPEICTaBUTh CTPYKTYpHO-
byHKIMOHATBHYIO cXeMy 00bekTa nHbopmaTuzaiuu. OxapakTepru30BaTh CPECTBA,
CHOCOOBI, METOJbl XpaHEHHs, oO0paboTku U nepeAayd MHPOPMALMH, AaTh
XapaKTEPUCTUKY MPOTPAMMHO-TEXHUYECKOU «cpenb» paccmarpuBaemoirt KC nim
ceTd. BBIABUTH HENOCTATKU CYIIECTBYIOIIEH CHUCTEMbI 3alMThl MHGOpPMAaLUH
o0bekTa nHpopMmatuzanuu. 4. B pazaenax « AHanu3 U OlleHKA TEKYIIETr0 COCTOSHUS
3alUIIEHHOCTH 00bEKTa» HEOOXOIMMO OTPa3UTh MTPOLIECC MOJTyUEHUS U BBISBICHUS
OOBEKTUBHBIX JAHHBIX O TEKYIIEM COCTOSHUM CHCTEMbI 3aIIMThl HMH(POpMaLUU
oowekra. Ilpu >TOM HEOOXOAMMO TMPOBECTH aHAIW3 MCIOJb30BAaHHOW Ha
3alMIIaeMoOM 00beKkTe HH(pOpMAIMU, ONpPEeNeNuTh €€ BUAbl, TPU(d U CTENEHb
CEKPETHOCTH, LEHHOCTh. BbiIaTh Bce BUIBI yIpOo3 M BO3MOMKHBIE aTakud Ha
3amuinaemMeii 00bekT. 5. Omnpenenenue TpedoBanuii Kk KC3UM obbekra. B sToM
paszene, HUCXOld U3 pe3yJbTaTOB(IIPOBEICHHBIX paHee) aHaldu3a [eHHOCTU
uHbOpMaIlMK, BO3MOXHBIX KaHAJIOB €€ YTEYKH M yIrpo3, HE0OX0IUMO
chopmynupoBath TpeOoBanusi k KC3U obOwbekrta: - oOmme TtpeboBaHus; -
TpeOOBaHUS MO TEXHUYECKOMY, MPOrPaMMHOMY U MPOTPaMMHO-TEXHHUUYECKOMY
00ecCIeyeHunI0; - HOPMATUBHO-NPABOBbIE M AJMUHUCTPATUBHBIC, - CIECLMAIbHbBIC
TpeOoBaHMs; - TpeOOBaHHUS K CHOCO0aM M CpPEACTBAM 3alllUThl KOMIBIOTEPHBIX
CHUCTEM M CeTei; - TpeOoBaHUA K pekumam 00padboTku nHdopmaruu. Ha ocHoBe



yKa3aHHBIX TpeOOBaHUI pa3paboTaTh HAIPABJICHUS U 3TAITHOCTh MPOBEAEHUS paboT
no cozpanuio KC3U. 6. O6ocHoBaHue BhIOOpaA CPEACTB 3alIUTH HHpOopMalun. B
JAHHOM paszesie He0OXOAMMO JaTh 0OOCHOBAaHHBIA BHIOOP METO/OB, PABOBLIX U
WHXEHEPHO-TEXHUYECKHUX pelIeHui, anmapaTHO-TIPOTPaMMHBIX,
KpUnTorpa@uueckux CpeicTB M OPraHU3AlMOHHBIX  MEPONPUITHH O
oOecIeueHnto, I1EJIOCTHOCTH M COXPAaHHOCTH 3alllMIIaeMOMl Ha O0OBEKTeE,
unpopmanuu. 7. Pazpaborka KC3U u mepornpusituii 1o ee BHenpeHuto. JJaHHBIM
pa3aen SBIAETCS KIOYEBBIM B JUIUIOMHOM IIPOEKTE W JIOJDKEH COJEpKaTh: -
CTPYKTYpHO-(DYHKIIMOHAJIbHYIO CXeMy, IpejiaraeMoii Bamu cucteMsl 3aluThl, U
OTPaXKaIOIIyI0 TPeOyeMbIil YPOBEHD 3aIUIIEHHOCTH 00beKTa HH(OPMATHU3ALINY;

- QJITOPUTMBI HCHOJB3YEMBIX METOJIOB U CPEACTB (KpUNTOrpaHUuecKux,
anmapaTHO-IIPOrpaMMHBIX, OpPTaHU3AIlMOHHBIX U JIp.) pa3pabarbiBaemoint KC3U; -
COBPEMEHHBIE TEXHOJOTUMU JUIsl olOecredeHus HHQPOPMAIMOHHON 0€30MacHOCTH
KOMIIBIOTEPHBIX CHUCTEM; - IMPOrPAMMBI — METOJMKUA UCIBITAHUNA CHUCTEM 3alllUThI
uH(bOpMAIUU U TEXHUYECKHE perjaMeHTsI 11 corpoBokaeHus KC3U Ha oobexre.
8. Pa3paboTka OpraHu3aliMOHHOM CTPYKTYpBhl CIIY>KObI Oe30macHOCTH oObhekTa. B
JAHHOM paszfene AO0JKHA ObITh 00OCHOBaHAa M MPEIJIOKEHA OpraHU3aldOHHAs
CTPYKTypa, obecrieunBaromiasi TpeOyeMblii YpOBEHb 3alIUIIEHHOCTH OOBEKTa B
3aBHCHUMOCTH OT 0COO€HHOCTEN 00pabOTKN HH(POPMALIMU U Pa3MEPHOCTU CUCTEMBI.
OTOl CTPYKTYpOll MOXKET OBITh: Tpymnma, OTAeN WIA OTAeNbHas CIyx0a.
HeoOxoaumo naTh 000CHOBAaHUE YMCIEHHOIO COCTaBa JaHHBIX MOpa3/eiIeHU, a
Takke pa3paboTaTh JOHKHOCTHBIE HMHCTPYKIIMM COTPYAHUKOB U JIpyTUe
HOPMAaTUBHBIE JOKYMEHTHI. 9. DKOHOMMYECKAs 4YacTb. B JaHHOM pasznene cienyer
BBITIOJTHUTh 9KOHOMUYECKOE 000CHOBaHKE BbIOOpA OT/IeNbHBIX KoMIOHeHTOB KC3U
o0BeKTa C YyKazaHueMm (UPM-TIOCTABIIMKOB OOOPYIOBaHUS M MPOrPAMMHOIO
oOecrieyeHusl.

2.4. ITpuMepHbIN IepeueHb TEM BBIITYCKHbBIX KBATU(UKALIMOHHBIX padoT.

CpaBHuTENbHBIN aHanu3 cpeactB 3auuThl nHPopMauuu B OC (Windows,
Unix)

Pa3paboTka anroputMoB OOHApY>KEHHUS BTOPKEHHS B WH(MOPMAIIMOHHYIO
ceTb komnanui [IPG

Pa3paboTka permamenta oOecriedeHUsl 3alIUTHI MEPCOHAIBHBIX JTAHHBIX B
I'BI] OAO «PXI»

CucremMa MOHUTOpPMHTa U OOHApY)KEHHUS HWHIHUJICHTOB OC30MaCHOCTH
kommanuu ITKb LIT OAO «PXX]I»

Pazpabotka cpenctB 3ammtel 00BekTOoB uH(popmanuu KC opranos
rOCyJapCTBEHHOTO YIIPaBICHUS



Pa3paboTka cpeACTB 3aluThl TpakTa nepenayn nHbopmanuu mexay APM u
b/l nnaTexxHOM 0aHK-CHUCTEMBI

3amuta KOHPUACHIMANHHOW WHGOPMAIMK OT BHYTPEHHUX YyTpo3 Ha
npumepe OAO «IlepBobank»

Pa3pabotka anroputmoB 3anuThl oT dos/ddos arak Ha JIBC npeanpustus

3amura uHOpPMAIMU OT HHCAWJIEPCKUX aTak B KOPIOPATUBHOW CETH
MPEANPUATUAN KEITE3HOTOPOKHOTO TPAHCTIOPTA

NudopmanmonHas 3amura uHGPACTPYKTYphl cUCTEM «onliney onmoBenieHus

PazpaboTka anroput™a 3auThl THTEPHET — nopTtaia oT MY SQL-unbekiuit

3ammTa nepcoHanbHbIX JaHHBIX B KC Kene3HOI0pPOKHOTO TPaHCIIOPTHOTO
PEANPUSTHS

Peanmzanust cpencts obecnieuenus b B/l nmpu mcmonb30BaHUM CHUCTEMBI
«TOHKOTO KJIMEHTa»

Pa3zpaboTtka anroputma MoHUTOpHUHra obecneuenus 3amuieHHocT KC x.a.
TpaHCcHopTa

[IpumeHeHue CpeACTB CUCTEMbl YMHPABICHUS KOHTEHTOM JJIsi oOecredeHust
Wb noprana

Buenpenne mnporpammuoro komrmuiekca AVANPOST nma  ynpaienus
JIOCTYTIOM K pecypcam KOPIOPaTUBHOW CETH KOMITAHUH

3amura nepcoHaNbHBIX JAHHBIX B KOPIIOPATUBHOM CETU MIPEATPUATHS

PazpaboTka 3amuTel HHGOPMAIIMK B KOPIIOPATUBHOM ceTu Ha 6aze MPLS

Obecnedenune 11eI0CTHOCTU U coxpanHocT b/l kopriopatuBHoOii ceTn

Breapenue nporpammuo-annapatHoro komriekca komnanun CISCO B KC
MPEANPUATHS JJIS 3aITUTHI OT BHYTPEHHUX YTPO3

3ammTta wHGOpMAUM B KOPHOPATUBHOM CETH HA OCHOBE TEXHOJIOTHHU
Kerberos

Pa3zpaboTka MeToaa 3alUThl MyJIbTUMEIUUHON HH(DOPMAITTT

Pa3paboTka  mporpaMmMHOro  KOMIUIEKCAa  aHalu3a  yS3BUMOCTEH
MIPOTPaMMHOT0 oOecTieUeHUS

Pa3paGoTka nabopaTopHOl peanu3aluu KOPIOPATUBHOM BUPTYaIbHOU
YaCTHOU CETHU

PazpaboTka Mojieu mporpaMMHOM 3aIUThI B OMEPAIIMOHHBIX CHCTEMaXxX

Pa3paboTka uHpOpMAMOHHOW CHUCTEMBbl TOAJEPKKUA MPOECKTUPOBAHUS
MOJICUCTEM 3alUThl HHPOpPMAIIUA OOBEKTOB KPUTHUYECKON HHGOPMAIIMOHHON
UHOPACTPYKTYPHI 3 KaTeropuu

Pa3zpaboTka Moaenu oOHapyKeHHS YSI3BUMOCTEH KOMITBIOTEPHBIX CHCTEM

PazpaboTka cucTeMbl MOIIEPKKH OOHAPYKEHUSI HEICKIapUPOBAHHBIX
BO3MOYKHOCTEHN CUCTEM YIIPABIICHUS

Pa3paboTka aHanu3aropa 3alUThl NIEPUMETPA JTOKATBHOU CETU MPEANPUATHS



Pa3paboTka cucteMsl 3aIUThl MH(POPMAIIUK KOPIOPATUBHBIX MOPTAIOB

Pa3pabotka meroauku BcTpauBanus QR-xona B anroputMm aByxdakTopHOU
ayTCHTH(PUKAITNH

Pa3paboTka MeTonuku cOopa HHPOPMAIH C OTKPHITHIX BEO-HCTOUHUKOB

Pa3pabotka Meroauueckoro oOecnedeHUs  y4eOHOM  UCHUILITUHBI
«Crera"orpaguueckue METO bl 3alIUThHI HH(POpMAITUN

Pa3paboTka METONMKM HaXOXIEHUS U PErucTpallud YsI3BUMOCTEH BeO-
MIPUIOKEHUMN

PazpaboTka pacnpelneieHHOW CUCTEMbl  OOECIEUEHMS]  IIeJIOCTHOCTH
uHbOpMaIuu

Pa3paboTka cuctemMbl mpaBui sl o0ecrieueHus 0€30MacHOCTH YIaJIEHHOTO
noctyna K MHGOPMAlMOHHBIM  pecypcaM €  NPUMEHEHHEM  CHUCTEMbI
YHUGDUIUPOBAHHOTO YIPABIECHUS KOHEUYHBIMHU YCTPOMCTBAMU

Metonuka mnepeBojla CUCTEMBI 3alllUThl MH()OPMALIMOHHOW 0€30macHOCTH
kopriopatuBHoi cetn AO «PXCtpoii» Ha oTteuecTtBenHoe 11O

Pa3paboTka Meroauku BcTpauBaHus x31I-QPyHKIuU «CTprOOr» B MPOTOKOIN
TLS 1.3

Pa3paGoTka Mopaenu 3amuThl MH(OpPMAMUM HA OCHOBE HM30JMPOBAHHOU
IPOrpaMMHOM cpeibl

Pa3paboTka  IHCKpEMOHHOM  MOJAENM  3alUThl  HMHPOpMaLUU B
KOPIIOPATUBHOM CETU MPEIPUITUS

PazpaboTtka knaccudukatopoB pearupoBanus dlp cCTEMBI 11 ONIpeeICHHUS
MHIIUJICHTOB 0€30MacHOCTU Mpu 00paboTKe KOH(UICHIIMATBHON nH(pOpMay Ha
MPEANPUATUSIX KEIE3HOIOPOKHOTO TPAHCTIOPTA

Pazpabotka mporoTHnma = MH(MOPMAIIMOHHOM  CHUCTEMbl  MOJIACPIKKHU
NEeATEIbHOCTH 10 TEXHUYECKOW 3alluTe KOHPUACHIIMAIbHON HH(OpMAUU

Pa3paboTka mpoexkTta MOAEpPHU3ALMU MOACUCTEMBbl HH(POPMAIMOHHON
6e3onacHoctu kopropatuBHoit cetd OAO «PXK»

Pa3zpaboTka Mmeroauku BcTpauBanus mudpa «Marma» B mporokosn TLS 1.3

Pa3paboTka nporpaMMHbIX poOOTOB JIsi ONTUMU3ALMK PYTUHHBIX ONEpaLHii
OAO "PXK1T"

Pa3paboTka cucrembl oOecriedeHHs] KOMITBIOTEPHOM O€30MacHOCTH MpH
poboTu3anuu OU3HEC-MPOLECCOB

Pa3zpaboTka MeTOMMKHM 1 CITOCOOOB 3alTUTHI KCXOTHOTO KO/Ia U HHGOPMAIIHH,
pa3MeniaeMoi B OJHOCTPAaHUYHBIX Web-TIPUIIOKEHUAX U Ha web-caiTax

Pa3paboTka mMeToaMku OOHApyKEeHHsI aTak Ha KOMIIBIOTEPHBIE CETH INpHU
IIOMOIIA HEMPOHHBIX CETEU

Pa3paboTka MeTOAMKKA BHEAPEHUsS KUOEPHMMYHHOIO MOAXOJa B PEIICHUU
3a/1a4 “THGOPMAIIMOHHOM 0€301aCHOCTH B TPAHCIIOPTHOM OTPaCiu



Pa3paboTka meTtoguku oOecriedyeHus: O€30MaCHOCTH CETH NPEANpPUSTUS C
UCIIOJIb30BaHueM kpunTonuio3a "Kontunent"

PazpaboTka MoOJenu BBIABICHUS YSA3BUMOCTEM MCXOJHOrO KojJa Ha
NPEANPUSTAN U €€ UHTETPallUsl C XPAHUIUIIEM

ABTOMAaTHU3UPOBAHHAS CHUCTEMA 3aMEHBI MpernoaaBaTesie no 60ae3Hu

Pa3zpaboTka aHanu3aTopa ysi3BUMOCTEH MCXOJHOTO KOJIa C UCIOIb30BAHUEM
Metonosioruu DevSecOps

PazpaboTka Mojenu UMITyJIbCHONM HEHWPOHHOM CETH NpeAoTBpaIlCHUs
HU3KOMHTeHCUBHOM ddos - aTaku

Pazpabotka maGopaTopHOro CTeHAa JUISI CO3JaHHs TECTOBOM CETH
rocyapCTBEHHOW MH(OPMAITMOHHOM CHCTEMBI | Kitacca 3alTuIeHHOCTA Ha OCHOBE
IpOrpaMMHO-aIapaTHOTro kKomIuiekca "Pyoukon-A"

Pa3zpaboTka Moaenu cBepTOYHONM HEWPOHHOU ceTu mpenoTBpaiieHus ddos -
aTaku

Pa3paboTka BUpTyaIbHON YaCTHOW CETH MaJoro MPEeIpUsITHS

CoBepIlIeHCTBOBaHKME TMpollecca aBTOpuU3allud Ha BeO-cepBUCax IO
nporokoiny OAuth2.0

3. IlepedyeHb KOMIIETEHIIUMA, KOTOpBIE TOJDKHBI OBITH CHOPMUPOBAHBI Y
oOy4Jaronuxcs B pe3yjabTaTe OCBOCHUS 00pa30BaTEIbHON MTPOTPAMMBI.

OIIK-1 - CnocobeH oueHuBaTh posib HUHPOPMALMH, HHPOPMALUOHHBIX
TEXHOJOTHH ¥ WH(OPMAMOHHONW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, MX
3Ha4YCHHUE I oOecredeHnss OOBEKTUBHBIX MOTPEOHOCTEH JTUYHOCTH, OOIIeCTBa U
rocy/1apcTBa;

OIIK-2 - CnocobGeH MpUMEHSATh MPOTPAMMHBIE CPEACTBA CHUCTEMHOTO H
NPUKJIATHOTO HAa3HAYEHWI, B TOM YHCJIE OTEUECTBEHHOTO IPOU3BOJICTBA, IS
pereHus 3a1a4 mpodeccnoHaIbHON e TENbHOCTH;

OIIK-3 - Cioco0eH Ha OCHOBaHUH COBOKYITHOCTH MaTe€MaTUYECKUX METOJIOB
pa3pabaTeiBaTh, OOOCHOBBIBATH M PEATM30BHIBATH IMPOLEAYPHl PEIICHUS 3a7a4
npohecCuOHANBHOM NeSTENbHOCTH;

OIIK-4 - CnocoOeH aHanu3UpoBaTh (PU3NYECKYIO CYLUIHOCTH SIBICHUHN U
IPOLIECCOB, JEKAUIMX B OCHOBE ()yHKIIMOHUPOBAHUSI MUKPOAJIEKTPOHHOM TEXHUKH,
OPUMEHATh OCHOBHBIE (PU3WYECKHE 3aKOHBl W MOJEIM [UIsl pelIeHHs 3aaady
npodeCCUOHATILHON JIeATEIbHOCTH;

OIIK-5 - CnocobeH TmNpUMEHATb HOPMAaTHBHBIE MPaBOBbIE  AKTHI,
HOPMATHUBHBIC M METOJUYECKHE JOKYMEHTBI, PETTIaMEHTHPYIOIINE NeATETHHOCT IO
3amuTe nHpopmaIuy;



OIIK-6 - Cpoocoben mnpu pemnieHUd MpodecCHoHANBHBIX — 3ajla4y
OpPraHU30BbLIBATH 3aAMUTY HHGOPMAIIMHA OTPAHUYEHHOTO JOCTyTa B KOMITBIOTEPHBIX
CUCTEMaX M CETAX B COOTBETCTBHH C HOPMATHUBHBIMU TIPABOBBIMH aKTaMHU H
HOPMATHBHBIMH  METOJIWYECKUMH  JOKyMeHTamu  DenmepanbHO  CITyKObI
oe3onacHoctu Poccuiickoit denepanun, OegepanbHOM CIyKObBI 0 TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO;

OIIK-7 - CnnocobeH co3aBaTh MPOrpaMMBbl Ha S3bIKAX BHICOKOTO U HU3KOTO
YPOBHSI, MPUMEHATh METOJbl U MHCTPYMEHTAJIbHBIE CPEJICTBA MPOTPAMMHUPOBAHUS
JUTSL pemieHus] PO ecCHOHANBHBIX 3a7ad, OCYIIECTBIISATh OOOCHOBAaHHBIA BBHIOOD
WHCTPYMEHTApHS MIPOTPAMMHUPOBAHUS M CIIOCOOOB OpPTaHU3AINH TIPOTPAMM;

OIIK-8 - Cmoco0eH HpUMEHATh METOAbI HAYYHBIX HCCIEAOBAHUU MPH
MPOBENCHUH Pa3paboTOK B 00JlacTH oOecriedeHus: 0€30MaCHOCTH KOMITbIOTEPHBIX
CHCTEM U CETEM;

OIIK-9 - Cnocoben pemarh 3a7auul Ipo(ecCHOHaIbHON ACSITENBHOCTU C
Y4eTOM TEKYyIIero COCTOSIHUSI M TEHACHIIMM pa3BUTHS METOJOB 3alllUThl
uH(OpPMAITMU B ONEPAIMOHHBIX CHCTEMax, KOMITBIOTEPHBIX CETSIX M CHCTEMax
yIpaBJIeHHs 0a3aMu JaHHBIX, a TAK)KE METOJ/IOB U CPEJICTB 3alTUThI HH(OOPMAITUH OT
YTEUKHU TI0 TEXHUYCCKUM KaHaJIaM, CeTeH U CUCTEM Tepeiadl HHPOPMAIIHH;

OIIK-10 - CnocobeH aHanM3upoBaTh TEHJACHIMHU Pa3BUTHUS METOJIOB U
CpeICTB Kpunrorpadguueckoil 3ammrtbl WHGOPMAIMKM, HCIOIb30BaTh CPEACTBA
Kpunrorpadguueckod  3amuThl  WHQOpMAIMM  NpU  pEIICHWH  3a1ad
npoecCuOHaNBbHOM eI TEIbHOCTH;

OIIK-11 - CnocoOeH pa3pabaTbiBaTh MOJUTUKU O€30MACHOCTH, MOJUTUKHU
YOPaBJICHUS JOCTYIIOM W WH(GOPMAIMOHHBIMA TIOTOKAMH B KOMIIBIOTEPHBIX
CHCTEMax C Y4eTOM Yrpo3 0€30macHOCTH MH(pOpMAIUN 1 TpeOOBAaHUH 1O 3aIUTe
uH(popmanuu;

OIIK-12 - CrnocoOeH aaMUHUCTPUPOBATH OIEPAIMOHHBIE CUCTEMBI U
BBITIOJIHATh PaOOTHI MO BOCCTAHOBJIEHUIO PAOOTOCIIOCOOHOCTH MPUKIAJHOTO H
CUCTEMHOTO TIPOTPAMMHOTO 00ECTICUCHHUS;

OIIK-13 - Coocoben pa3pabaTeiBaTh KOMIIOHEHTHI TPOTPAMMHBIX |
MIPOTrPaMMHO-AIIIAPATHRIX CPEACTB 3aIMUTHl WHGOPMAIMM B  KOMITBIOTEPHBIX
CHUCTEMax M MPOBOJIUTH aHAJIU3 UX 0€30MaCHOCTH;

OIIK-14 - Cnoco0GeH mpoeKTUpoBaTh 0a3bl JAHHBIX, AIMUHUCTPUPOBATH
CUCTEMBI yIIPaBJICHHsI 0a3aMH JAHHBIX B COOTBETCTBUU C TPEOOBAHUSIMHU T10 3aIITUTE
uHdopMaIuy;

OIIK-15 - ChoocoGeH aIMHUHHCTPUPOBATh KOMIBIOTEPHBIE CETH U
KOHTPOJIMPOBATh KOPPEKTHOCTh UX (PYHKITMOHUPOBAHHSI,



OIIK-16 - Crtoco6eH nMpoBOUTh MOHUTOPUHT PaOOTOCIIOCOOHOCTH U aHAJIU3
(G (HEKTUBHOCTH CPENCTB 3aIlUTHl WH(OpPMAIMU B KOMITBIOTEPHBIX CHCTEMaxX W
CeTHX;

OIIK-17 - CnocoOeH aHAIM3UPOBATh OCHOBHBIE ATAlbl U 3aKOHOMEPHOCTH
UCTOPUYECKOTO pa3BUTHs Poccuu, ee MecTo M pojib B KOHTEKCTE BceoOIIei
UCTOPUU, B TOM uucie A (GOPMUPOBAHUS TPAKIAHCKOW MOZUIIMU U Pa3BUTHS
NaTpPUOTU3MA;

INK-1 - CpoocobeH mnpuHUMATh Y4aCTHE B  TEOPETUYECKHX U
HKCIIEPUMEHTATILHBIX HCCIEAOBAHUSIX CHUCTEM 3aIlUThl WH(OPMAIMH, TIPOBOIUTH
HAYYHO-HCCJIEeIOBAaTeNIbCKUE PabOThl MO OIEHKE 3allUIIEHHOCTH HH(pOpManuu B
KOMITBIOTEPHBIX CHCTEMAX;

IIK-2 - Cnoco0eH mpuUMEHATh MaTeMaTHYeCKHE METOAbl B 001acTH
KOMIIBIOTEPHOM 0€3011aCHOCTH;

IIK-3 - Cnoco0GeH MpoBOAWTH aHATU3 UCXOJHBIX JAHHBIX U (OPMHUPOBATH
TpeOOBaHMS K KOMIIOHEHTaM M METOJaM MpU NPOSKTHUPOBAHUU TMOJCHUCTEM U
CpeAcTB obecniedeHus UHPOPMAIMOHHON OE3011aCHOCTH;

IIK-4 - CoocobeH  ydacTBOBaTh B pa3pabOTKE  IMOJCUCTEMBI
MH(OPMAITMOHHOU 0€e3011aCHOCTH KOMIBIOTEPHOU (B TOM quCe
aBTOMATU3UPOBAHHOM) CHCTEMbl BKIIIOYAsl pa3pabOTKy MPOrpaMMHO-aImapaTHBIX
CPEIICTB 3alIUThl MH(POPMAIIMH, 3ANIUIIECHHBIX OINEPAMOHHBIX CHCTEM, CHCTEM
ynpaBieHus 0a3aMu JaHHBIX, KOMIBIOTEPHBIX CETEH, CUCTEM AaHTHUBUPYCHOMN
3aIlUTHI, CPEACTB KpUnTorpaduyeckom 3aiuThl HHPOPMAIIUK;

IIK-5 - Cnocoben yuacTBoBaTh B paboTax MO MNPOCKTUPOBAHUIO U
peann3anud KOMIUIEKCHOTO TIOAXoJa K oOecrmeueHuio HH(OPMAIMOHHON
0e30macHOCTH 00BEKTA 3aIHUTHI;

IK-6 - CrtocoGeH mpoBOaUTh OIEHKY d(D(PEKTUBHOCTH pean3aiii CHCTEM
3aIUThl KHQOPMAITUU U JEHCTBYIONUX MOJUTUK 0€30MaCHOCTH B KOMITHIOTEPHBIX
CUCTEMAaX, BKJIIOYAs 3allUIIEHHBIC ONEPAIMOHHBIC CHCTEMBI, CUCTEMbI YIIPABICHHUS
0a3aMu JaHHBIX, KOMIIBIOTEPHBIE CETH, CUCTEMbI aHTUBUPYCHOM 3aIlIUThI, CPEACTBA
Kpunrorpaduyueckon 3auTbl THPOPMALIHH;

IK-7 - CnocobeH mpoBOAUTH aHAIU3 WHQPOPMAIMOHHON O€30MacCHOCTH
O0OBEKTOB M CHCTEM, TMPHHHMATh Y4YaCTHE B OpPTaHU3AIMH W COMPOBOXKICHHUH
aTTecTalui o0beKkTa MH(pOpMaTH3alUK Ha TPEAMET COOTBETCTBHUS TPEOOBAHUSIM
3aIUThl HHPOPMAIIUH;

IIK-8 - CnoocobeH TpOBOAUTH, HMHCTPYMEHTAIBHBIA ~ MOHHTOPHUHT
3aIUIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;

IIK-9 - Cnoocoben yuacTBOBaTb B  yIpaBiIeHUM HWH(DOPMALMOHHON
0€30MacCHOCThI0 KOMITBIOTEPHOW CHUCTEMBI, Pa3padaThiBaTh MPEIJIOKEHHUS IO €€
COBEPIIICHCTBOBAHUIO;



IIK-10 - Cnocoben opraHu3oBaTh NIPOIECC 3allUThl WHOpPMAIMK B
COOTBETCTBHM C HOPMATUBHBIMH TIPABOBBIMH aKTaMH H HOPMATHBHBIMH
METOAMYECKUMU JoKyMeHTaMu DenepaibHol ciryk0bl Oe3onacHocTH Poccuiickoit
Oenepanuu, OegepaibHON CIIyKOBI 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

IIK-11 - CnocobeH npoBOoAUTH MPOBEPKU IPHEKTUBHOCTH U BBIMIOJIHSTH
paboThl 1O BOCCTAHOBJIEHUIO PabOTOCHIOCOOHOCTH MPOrPAMMHBIX, MPOTPAMMHO-
anmnapaTHbIX U TEXHUYECKUX CPEJICTB, MOJACUCTEM 3aIIUTHI HH(DOPMAIUY;

IIK-12 - CnocoOeH BBINOJNHATH MOJHBIM 00beM pabOT, CBSI3aHHBIX C
peanu3anyeldl YacTHBIX TMOJMTUK HHQPOPMAIIMOHHOW O0e30macHOCTH, MPOBOJIUTH
MOHHUTOPUHT U aHaNn3 3()PEKTUBHOCTU pealIU3alMU CUCTEM 3alTUThl HH(OPMaIIUU
U ICUCTBYIOIINX MOJUTHK O€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMAX;

IIK-13 - CrnocobeH CcTpoUTh MaTeMAaTUYECKUE MOJEIH JJs OLCHKHU
0€30MacCHOCTH KOMITBIOTEPHBIX CHUCTEM U aHAJIM3UPOBATh KOMIIOHEHTHI CHCTEMBI
0€30I1aCHOCTH € UCTIOIb30BAHUEM COBPEMEHHBIX MATEMATUYECKUX METOJIOB;

IIK-14 - CpoocobeH  NOpoBOAWUTH  MOJCIHMPOBAHHME  3alUIIEHHBIX
aBTOMATHU3UPOBAHHBIX CUCTEM C IIEJIbIO aHATIN3a UX YSI3BUMOCTEHN U 3()(HEKTUBHOCTH
CPEJICTB U CIIOCOOOB 3aIUTHI HHPOPMALINH;

IK-15 - CnocobeH npuHUMaTh y4acTue B pa3pabOTKe MPOEKTHBIX PEIICHUIMA
10 3alUTe UHPOPMAILIUKA B ABTOMATU3UPOBAHHBIX CUCTEMAX;

IIK-16 - Cnocoben pa3pabarbiBaTh NPOrpaMMHBIE U MPOTPAMMHO-
amnmapaTHble CpPEACTBA JJIA CHCTEM 3allUThl MH(OpPMAIMKM aBTOMATHU3HPOBAHHBIX
CHUCTEM,;

IK-17 - CnocoOeH nmpoBOAUTH CPABHUTEIBHBIA aHAIU3 U OCYIIECTBISAThH
000CHOBaHHBIM BBIOOP MPOrpaMMHO-aINAapPaTHRIX CPEACTB 3AIUTHI HH(OPMALIIH C
Y4ETOM COBPEMEHHBIX W TICPCIIEKTUBHBIX MAaTEMaTHYECKUX METOJOB 3aIllMThI
uH(popmanuu;

INK-18 - CnocobeH mnpuHUMATh ydYacTHE B pa3pabOTKE apXUTEKTYPhI
CUCTEMBI 3aIIUTHl HH(OPMAITUU aBTOMATU3UPOBAHHOMN CHCTEMBI;

INK-19 - Cnocoben pa3pabarbiBaTh, aHAIU3UPOBATH W OOOCHOBBIBATH
aJIeKBaTHOCTh MAaTEMaTHYECKUX MOJIENICH MPOIECCOB, BOSHUKAIOIINX MPHU paboTe
IPOrpaMMHO-aIMaPaTHBIX CPEJICTB 3alUTHI HHPOPMAITUH;

ITK-20 - CriocoOGeH moaroroBUTh OOOCHOBAHHE HEOOXOIMMOCTH 3aIUTHI
uHPOpMAIIMU B aBTOMAaTU3UPOBAHHON CHCTEME;

IK-21 - CroocobeH omnpenensiTh BO3MOXHBIE YIpoO3bl 0O€30MaCHOCTH
uHpopmaruu, oOpadbaTeiBaeMoOi aBTOMAaTU3UPOBAHHON CUCTEMOM;

IK-22 - CriocoOeH MpoBOUTHh TECTUPOBAHUE CUCTEM 3aIIUTHI HHPOPMAITHH
aBTOMATHU3UPOBAHHBIX CHCTEM;

IIK-23 - CrnocobeH yd4acTBOBaTh B pa3pabOTKE IKCILTyaTallMOHHOU
JIOKYMEHTAITU! Ha CUCTEMBI 3aIIUThl HHHOPMAITUU aBTOMATU3UPOBAHHBIX CUCTEM;



IIK-24 - CnoocobGen paspabareiBaTh MOJEIU Yrpo3, (HopMUPOBAThH
TpeOoBaHUs MO 3ammre UWHPOpManuu B 00bEeKTax HHPOpMaTH3alUMu Ha Oasze
KOMIBIOTEPHBIX CHUCTEM, a TaK)K€ IMPOILIECCOB MX TMPOCKTHPOBAHUS, CO3IAHUS U
MOJICpHH3AIIHIH;

IIK-25 - CnocoGeH pa3pabaThiBaTh IUTAaH MEPOIPHUSATUN 10 3alluTe
uHdopmanuu B o0bekTax uMHpoOpMaTH3alMu Ha 0a3e KOMIIBIOTEPHBIX CHUCTEM, a
TaK)Ke MPOIIECCOB X MPOCKTUPOBAHMUSI, CO3/IAHUS U MOACPHU3AINY;

IK-26 - Cnocoben npoBoauTh aHanu3 3PGHEKTUBHOCTH CHCTEM 3aIlUThI
uHbopMaluu B 00beKkTax MHPOpMaTU3alluu Ha 0a3e KOMIBIOTEPHBIX CHCTEM, a
TaK)Ke MPOIIECCOB UX MPOCKTUPOBAHMUS, CO3JJaHUS U MOJACPHU3ALINY;

IIK-27 - CnocobeH yuyacTBOBaTh B CO3JAHUU CUCTEMBI 3aIIUThHI HH(OPMALIUN
IOPOLECCOB  IMPOEKTHPOBAHUS,  CO3JaHUS M MOJAEpPHU3aUUU  OOBEKTOB
uHpopMaTu3alnu Ha 0a3e KOMIIBIOTEPHBIX CUCTEM;

ITK-28 - CriocobeH pa3pabaTbiBaTh MIPOEKTHl HOPMAaTUBHBIX IPABOBBIX AKTOB,
PYKOBOJSIIMX © METOAMYECKUX JOKYMEHTOB MpPENNpPUATHS, YUPEKIACHUS,
OpraHM3aliM, PETJaMEHTUPYIOIIUX ACSITeIbHOCTh IO 3alluTe HHpOpMaIlnu B
oOBbekTax uHpopmaTH3auuy Ha 0a3e KOMIBIOTEPHBIX CUCTEM, a TaKXKe MPOIECCOB
WX MPOCKTUPOBAHMSI, CO3JAHMS U MOJICPHU3AINY;

YK-1 - CpoocobeH ocCymlIecTBIATh KPUTUYECKUN aHAIU3 MPOOJIEMHBIX
CUTyalluil HA OCHOBE CUCTEMHOIO MTO/IX0/1a, BbIpabaThIBaTh CTPATETUIO JCHCTBHIA;

YK-2 - CnocobeH ympaBisTh MPOEKTOM Ha BCEX ATamax €ro »U3HEHHOTO
IIUKIIA;

YK-3 - CnocobGeH opraHm3oBatb W pPYKOBOAWTH pabOTOW KOMaHbI,
BbIpabaThIBasi KOMaHAHYIO CTPATETHIO JJIsi JOCTHKCHUS ITOCTABICHHOM 1IEJIH;

YK-4 - CpoocobeH NOpHUMEHSTh COBPEMEHHbIE KOMMYHHUKATHUBHBIE
TEXHOJIOTHHU, B TOM YHCJIe Ha UHOCTPAHHOM(BIX ) SI3bIKe(axX), AJIsl aKaJIeMUUECKOTO U
po(heCcCHOHATILHOTO B3aUMOICHCTBUS;

YK-5 - CnocobeH aHalM3uUpOBaTh U YUYUTHIBATH pa3zHOOOpasue KyJIbTyp B
IPOLECCE MEKKYIbTYPHOI'O B3aUMOACHCTBYS;

YK-6 - CriocoGeH onpeaensiTs U peain30BbIBaTh MPUOPUTETHI COOCTBEHHOMN
JESTEIIbHOCTH W CTHOCOOBI €€ COBEpIICHCTBOBAHMS HAa OCHOBE CAMOOIICHKH W
o0pa3oBaHus B TCUCHHUE BCEH KU3HU;

YK-7 - CpnocobeH mnoaaepxuBaTh JIOJDKHBIA YpOBEHb (DU3UUECKOU
HNOJTOTOBICHHOCTH  JUIsl  OOecreueHusi  MOJHOLIGHHOM  COUMalbHOM U
npodhecCuOHATBHOM e TENbHOCTH;

YK-8 - CnocoGen co3maBaTh U MOJACPKUBATH B TIOBCETHEBHOW KU3HU U B
po(heCcCHOHANBFHON AESITeTFHOCTH 0e30MacHbIe YCIOBHS KU3HEACSITETLHOCTH JITIS
COXpaHEHUs IPUPOIHOMN cpefibl, 00eCTIeUeHNsI yCTOMYMBOTO Pa3BUTHS OOIIECTBA, B



TOM YHCJIC TIPU YTPO3€ U BOSHUKHOBEHHH YPE3BBIUANHBIX CUTYyallMid U BOCHHBIX
KOH(JIUKTOB;

YK-9 - Cnocoben ucrnonb3oBaTh 0a30Bble JAEPEKTOIOTUYECKUE 3HAHUS B
coLMajIbHON U MpodecCHoHaIbHON chepax;

YK-10 - Cnocoben npuHUMaTh 00OCHOBaHHbIE SKOHOMUYECKUE PEILICHUS B
Pa3IUYHBIX 00JaCTSIX KU3HEACITSITLHOCTH;

YK-11 - CnocobeH ¢hopMHpOBaTh HETEPIIUMOE OTHOILIEHUE K MPOSBICHUIM
IKCTpPEMH3Ma, TEPPOPU3Ma, KOPPYIIIHOHHOMY MOBEACHHUIO U MTPOTUBOICHCTBOBATh
UM B PO ECCHOHATIBHON ACSITENTbHOCTH.

4. Kputepun OLIEHKH PE3yJIbTATOB UTOTOBOW (rOCYJapCTBEHHOM MUTOTOBOMA)
aTTECTallUH.

Kpurepuu OLEHKH pe3yibTaTOB 3allMThl BBITYCKHOW KBaJIM(PUKAMOHHOM
paboThI

[lIxana
Kputepun
OIICHUBAHUS
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