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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto OCBOEHUS AUCUUIUIMHBI SBJISIETCS (OPMHUPOBAHUE CHCTEMHOTO
COIMAJIbHO-OPUEHTUPOBAHHOTO MBIIIJICHUS CTYJICHTOB U YMEHUI: aHAJIU3UPOBATH
TYMAaHUTApHBIE ACMEKThl HMH(POPMAIMOHHOW OE30MaCHOCTH, CBSI3aHHBIE C
COIMAJIBHON CYIIHOCTHIO MH(GOPMAIIMOHHBIX MPOIECCOB B U(PPOBOM 0OIIECTBE;
YMETh KPUTUYECKH OLIEHWBAaTh W TOHUMAaTh MPOIECCHl HH(POPMAIIIOHHOTO
BO3JICHCTBUSI HAa YCTAaHOBKM M TOBEACHHE JIOJCH, KaKk B XOJA€ TIJIOOAIBHO
Beqy1Ieics HH(OPMAMOHHO-TICUXOJIOTMYECKOI 60PHOBI 32 MUPOBOE BIIUSHUE, TAK
U B XOJi¢ TONy4YeHUs MHPOpMAIMU OTPAHMUYEHHOTO JOCTyNa MOTEHIUAIbHBIMU
HAPYLIUTEISIMU MPU UCTIOJIB30BAHUH TaK HA3bIBAEMOW «COIMATILHON MHXKEHEPUNY,
yMeTh paldoTaTh C MEPCOHAIOM OpraHu3aluu 10 (OPMHUPOBAHUIO HABBIKOB
obecrnieueHus HHPOPMAITMOHHON 6€30ITaCHOCTH.

3amaun npenojaBaHus AUCHIUTUIHHBL:

- IOMOYb CTYJEHTaM YSICHUTh OCOOEHHOCTH I'yMaHUTapHOW COCTaBIISIOLIEH
nH(pOpMaITMOHHOM 06€301acHOCTH B €€ PUI0COPCKUX, MOTUTHIECKUX, COIUATTBHO-
MCUXOJOTHYECKUX ¢ JIPYTUX acleKTax, aTaKyeMblXx B HH(POPMAIMOHHO-
IICUXOJIOTUYECKOM  MPOTUBOOOPCTBE  MEXAYy TrocydapCcTBaMH, a  TaKxke
MOTEHIIMATbHBIMU HapYLIUTEIIMU MH(POPMAITMOHHON 0e30macHOCTH
OpraHu3allly;

- OKa3aThb COJACWCTBHE TpoIeccaM BY30BCKOTO  00pa30BaTENIbHO-
BOCTIMTATEILHOTO BO3JICHCTBUSI HA CO3HaHHWE ¥ YyBCTBA CTYICHTOB JIJIs
(dbopMupoOBaHUs y HUX aKTUBHOM Ipa)KTAHCKOW TIO3UIIMH U YMEHHS OTCTauBaTh ATy
MO3UINIO B IPAKTHUECKOH IEATEIHHOCTH;

- chopMHpOBaTh MPAKTUUYECKUE HABBIKM aHAIM3a U OLICHKH COACpIKaHMS
3aluIIaeMol  MH(poOpMalMM W MOTEHIHAIbHBIX YIpo3 HH(POPMALMOHHOM
0€30MMacCHOCTH JIMYHOCTH, OOLIECTBA U TOCY/IapCTBa, CBA3aHHBIX C YEJIOBEUYECKUM
dakTopom;

- c¢(hopMHUPOBATh MPAKTUYECKHE HABBIKK PA0OTHI C TIEPCOHATIOM OpTaHU3AIUH
no oO0ydeHHIO TMpueMaMm obOecrnedeHus HHPOPMALMOHHON Oe30MacHOCTH,
MPOTUBOCTOSIHUIO  TMOTCHIMAIBHBIM ~ HAPYIIUTEISIM C  IENbIO  3aBIaJCHHUS
uH(pOopMalrel OrpaHUYEHHOTO JOCTYTA.

2. Ilnanupyemsble pe3ynbTaThl 00y4eHHs 110 IUCUUIUTMHE (MOJIYJIIO).

[lepeyenr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI 00Opa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00yUYeHuUs M0 AUCUMIUTUHE (MOIYIIO):

OIIK-1 - CrnocobeH oreHuWBaTh poJib WHPOPMANUU, HWH(POPMAITMOHHBIX
TEXHOJIOTUH U MHQPOPMAITMOHHON OE€30MaCHOCTU B COBPEMEHHOM OOIIECTBE, UX



3Ha4YeHUE i1 obecredeHuss 0ObEKTUBHBIX MOTPEOHOCTEN JTMYHOCTH, OOIIECTBA U
rocyJapCTBa;

YK-11 - Coocobern mnoHMMaTh posiib Poccun B COBPEMEHHOM MHpE,
(dbopMHUpOBATH HAITMOHATBHYIO HICHTUYHOCTH M ITATPUOTH3M.

OOyueHue 1Mo JUCIUILTHHE (MOJTYIIIO ) TIPEJIIToIaraeT, 4YTo [0 ero pe3yJbTaTaM
oOyyaroruiics: Oyier:

3HaTh:

- METOJ0JOTHYCCKUE OCHOBBI TyYMaHUTapHOU COCTAaBIISIOIICH
nH(pOPMAIMOHHON 06€3011aCHOCTH JIMYHOCTH, OOIIECTBA U TOCYIapCTBa;

- OCHOBHBIE TEOpHUH HWH(GOPMAIMOHHO-TICUXOJOTUYECKUX BO3JICHCTBUIA B
MOJIUTUKE W MEXIYHAPOJHBIX OTHOIICHHUSAX, B MacIiTabax 3allMUIIaeMOu
OpraHMU3alliy U YyejloBeKa (Kak 9acTH MH(OOPMAIIMOHHOU CHCTEMBI);

- CYIIIHOCTD IMOHSTHS «4eJIOBEUECKUN (paKkTop» B cucTeMe HH(DOPMaIIMOHHON
0e30I1aCHOCTH 3alIUIIaeMOr0 00BHEKTA.

Ymersb:

- BBIICIATH TYMaHUTApHBIE AaCMEKTHl MpH (OPMHUPOBAHWU KOHIEIIIUU
MH()OPMATMOHHOW 0€30MaCHOCTH 3aIIUIIAEMOr0 00bEKTA;

- TNOHUMAaTh CYUIHOCTb, BBIIEIATH M AHAJIU3UPOBATH BHJIbI, CPEACTBA,
CyOBEKThl M MHIIEHH HH(POPMALMOHHO-TICUXOJOTHYECKOE BO3JECUCTBUS TIPH
COBEpUICHUH HH()OPMALIMOHHBIX aTaK;

- ¥ IUIAHUPOBaTb M OPraHM30BBIBaTH pabOTy MO OOECHeueHUuto
WH(POPMAIIMOHHONW O€30MacHOCTH C YYETOM YS3BUMOCTH «UEJIOBEUYECKOTO
dbakTopay.

Baaners:

- HaBbIKAMH BBISBJICHUS WU MPOTUBOCTOSIHUS MpUeMaM HHPOPMaLUOHHO-
IICUXOJIOTUYECKOTO  BO3JEWUCTBUA  NPOTUBHUKA B HH(POPMAIMOHHOM
IPOTUBOOOPCTBE;

- MPUMEHSTh HABBIKA IMAaTHOCTUKU W MPOTUBOJICHCTBHSI MAaHUTYJISTUBHBIM
METO0/1aM, MPOTHO3UPOBATH YIPO3bl U BhIPaOATHIBATh METOABI M CPEJICTBA 3aLIUTHI
OT «COLUMAJIbHON MHKEHEPUN,;

- BIaJeTh 3PQGEKTUBHBIMU METOJAaMU M MpUEeMaMu OOy4eHHs IepcoHalia
BOIIpocaM MH(POPMAIIMOHHOM 0€30MTaCHOCTH OpTraHU3alIUH.

3. O0beM AMCHUTUIUHBI (MO JIS).

3.1. OOmas TpyJA0eMKOCTh TUCHUILIUHBI (MoayJsi). OO0mias Tpya0eMKOCTh
JUCUUTUIMHBI (MOIYJiA) cocTaBisieT 4 3.e. (144 akaneMuueckux daca(oB).

3.2. O6bem pmucuMmidHbl (Monynsi) B (GoOpMe KOHTAaKTHOM pabOThI
oOyyarouxcst C NeJarortdeckuMu  paboTHUKamMu W (WiIM)  JIMLIAMH,



IPUBJIEKAEMBIMH K peajn3aluy 00pa30BaTeIbHOM IPOrpaMMbl HA HHBIX YCIOBHUSX,
[IPU MIPOBEJICHUU YUEOHBIX 3aHATUM:

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mas TpyA0€MKOCTb TUCHMUILUTMHBI (MOTYJIS).

OOmast TPyIOEMKOCTh AWCIUIUIMHBI (MOIyJisi) coctaBimsieT 4 3.e. (144
aKaJIeMUYECKUX yaca(oB).

3.2. O06bem gucHUIUIMHBL (MOAyJsi) B (opMe KOHTAKTHOW paboThl
oOyJarommxcsi C  IeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peaTu3alii 00pa30BaTeIIbHON MMPOTpaMMbl Ha HHBIX YCIIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tum ydeOHBIX 3aHIATHI
Bcero | Cemectp No5

KonrtaktHas paboTa mpu npoBeneHIH yUeOHBIX 3aHATHH (BCETO): 64 64
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATUSA CEMUHAPCKOTO TUMA 32 32

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHOH pabOThl OOydYarOUIUXCSA C
Mearoru4ecKuMy paboTHUKAMHK U (WJTH) JTUIIaMU, TIPUBJICKAEMBIMH K peaTu3aIliH
oOpa3oBaTenpHON TIpOrpaMMbl  HA HWHBIX  YCIOBUSAX, TP  IPOBEICHUU
IPOMEKYTOUHOM aTrecTanuu coctapiseT 80 akageMuueckux vaca (OB).

3.4. IIpu 0Oy4eHuu 1o UHAUBUIyAIbHOMY Y4eOHOMY IIJIaHy, B TOM YHCIIE ITPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUTUIMHBI (MOIYJIsI) MOXKET ObITh peaii30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHON padOThl 00yUaroIuXcs, a Takke B (hopme
KOHTAKTHOU pabOThl 00YUYaIOIIUXCSl C MEJAarornyeCKuMu pabOTHUKaMU U (UJIH)
JUIAMH, TIPUBJIEKaeMbIMH K peaiu3alliid 00pa30BaTeIbHON MPOTrpaMMbl HA MHBIX
YCIIOBUSIX, IPU MTPOBEJICHUHU MPOMEKYTOUHOM aTTECTALIUH.

4. ConeprxkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.
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Benenue B qucnuminHy. AkTyanbHbie mpobiemsl b, CBS3aHHBIE ¢ YEIOBEYECKUM
dakropom. OSINT u HUMINT

PaccmarpuBaembie BOIIPOCHL:

- MeTtononorudeckue OCHOBBI, LIEJIU U 3aa4d AUCIUIIIIMHEL, CBSA3b C IPYTMMHU HayKaMH.

- Ponb nHdopmannu B xxu3Hu YenoBeka. OCHOBHOE MPOTHBOpeure HH(YOPMaAIMOHHOH 6€30MacHOCTH
JIMIHOCTH.

- PazBurne meromos OSINT u HUMINT B MupOBO# pakTHKE TOIyYeHUS HH(POPMAINN OTPaHNIECHHOTO
JOCTyTA.

Teopun uapopmanuu

PaccmarpuBaembie BOIIPOCHL:

- Busnue undopmanuu Ha 4egoBeKa U COIMANIBHBIE MPOLIECCHI.

- DBouoIMs co3aaHust MH(GOpMaMOHHOTo 0011ecTBa, U(POBOI IKOHOMHUKH U LI(POBU3ALNT
0O0IIIeCTBEHHBIX POLIECCOB.

- CoupanpHble CeTH, X POJIb B Pa3BUTUH LIH(PPOBOr0O OOIIECTRA.

UenoBedeckuii pakTop Kak ysI3BUMOCTh. [ICHX0JIOTHST BUKTUMHOCTH

PaccMaTprBaeMble BOTIPOCHI:

- [TonsiTue yenoBeueckoro (hakTopa B MCHXOJOTHH OS30MACHOCTH U €r0 3HAUYCHHUE [T HHPOPMAITUOHHON
0e30IMacHOCTH.

- OCHOBHI)Ie IIOHATHUS IICUXOJIOTUHU BUKTUMHOCTHU: IUYHOCTHBIC U CI/ITyaHI/IOHHI)Ie (baKTOpI)I,
MpeBpallarolre YeJI0BEKa B KEPTBY WJIM MULLEHb BO3/ICHCTBUS IPaBOHAPYIIUTENICH.

HCI/IXOJIOFI/IFI BIIMSAHUA U MaHI/IHy.IH/IpOBaHI/ISI. OCHOBHI)IG HpI/IeMH IICUXOJOTHYCCKOT' O
BO3JE€MCTBUA

PaccmaTprBaemble BOIIPOCHI:

- OCHOBHBIE YHUBEPCAIBHBIX NICHXOJIOTHYECKHE TPUHIIMITBI BIUSHUS (B3aUMHOCTD, aBTOPHUTET,
COIMAIBHOE JIOKA3aTeNbCTBO, ASHIHT, OCIEeI0BAaTeILHOCTD), KOTOPbIe MAHUITY I TOPBI HCHIONB3YIOT AT
YIpaBJIEHUS MMOBEICHNEM U PEIICHUSIMH JTI0JIeH; 3HAHNE 3TUX NPUHIUIIOB IS PACIIO3HABAHUS U
HEUTpaTu3aIii MaHUITY JIIHH.

- OTiIMYMe MaHUITYJSIUK OT YOSXKACHUsS; dTHYECKast OLlEHKA MOCJIEACTBUI JUIs OJIaronoiyyust 4YejaoBeKa.

- [Ipumenenue BepOabHBIX ((GpEeHMUHT, BOIPOCHI-BIJIKH, HABEIINBAHUE SAPJIBIKOB, «IKOPEHHUE»),
HeBepOallbHbIe (MUMHUKA, 11033, TOH) ¥ KOHTEKCTyalbHble MPUEMOB (Co3janue Ae(uInTa, JaBICHHE
BPEMEHH, COLMAIIbHBIC TTOJICKA3KH).

HpO}lOJ’DKCHI/Ie Ilcuxonorus BIUSHHUS B MaHUITYJIUPOBaHUA. OcHOBHBIE IIPpUEMBbI
IICHUXOJIOTHYCCKOI'O BO3)1€I>1CTBI/I$I

PaccmarpuBaembie BOIPOCHL:

- JImunocTHBIE PaKTOPHI (HU3Kask CAMOOIICHKA, BEICOKAs TPEBOXKHOCTD, IOTPEOHOCTH B OJJ0OOPEHIH) 1
CUTYaIlMOHHBIE CTPECCOPHI, OMPEACISIONINE YI3BUMOCTE K BO3JIEHCTBHIO.

- [Ipo¢dmirakTrka prCKOB MaHUITYJISIIMK CO3HAHUEM U ITOBEIEHHEM B KOHTEKCTE HH(POPMAIINOHHON
0e301acHOCTH.

ConnanbHas HHKEeHepusa. MeTo1bl COMAIBHON MHKEHEPUHT

PaccmarpuBaeMble BOIPOCHL:

- ComnmansHast HH)KEHEpHUs: OIpeiesIeHIe, ICTOPUIECKHE IPUMEPHI M COBPEMEHHBIE TPEH Bl B KOHTEKCTE
MHPOPMATMOHHON 6€30I1aCHOCTH.

- OCHOBHBIE KaTETOPUH aTaK COIMATILHON HHXEeHEePHH ((PHIINHT, BUIIIMHT, CMIIUHT, IIpe-TEKCTHUHT, Oaiinac
JOBEpHsL, GU3NIECKUI TOCTYI) M KAKOB MEXaHU3M HX JEHCTBUS.
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- ICUXOJIOTUYCCKHE HpI/IéMBI 1 KOTHUTUBHBIE NCKAXXECHUS, KOTOPBIC UCTIOJIB3YIOT 3JIOYMBINIIICHHUKA
(COHI/IaJ'II)HOC J10Ka3aTCJIbCTBO, }_'leq)I/IHI/IT, ABTOPUTECT, B3AUMHOCTbD, CIICIIKA, 3MOHI/II/I) " KaK OHH pa60TaIOT B
TUIMMWYHBIX CLICHAPpHUAX aTak.

CommanpHas HHxXeHepusa. MeToibl COIMaaIbHOW UHXKEHEPUU

PaccmarprBaeMbie BOTIPOCHI:

- [IpsiMble METOABI COLMATBHON MH)KEHEPUSL.

- OGpaTHBIe METOBI COITMATTFHON HHKXCHEPHH.

- OGHapyKeHHe U IPOTHBOICHCTBHE aTaKaM COIMAIbHON WH)KEHEPUH: TIPAKTHYECKIE METOIBI O0YICHHUS
COTPYIOHUKOB ((PUIIMHT TECTHI, CIICHAPHBIC TPEHUHTN), THCTPYMEHTH MOHUTOPHHTA U PEaripOBaHuUs, a
TaKke pa3paboTKa MOJIUTUKU PEarupOBaHUS U PETYIISAPHON OIICHKH 3(P(PEKTHBHOCTH.

TakTuky U IprUeMbl HapyIIUTeNIel B OMyUYeHUU KOH(PUACHINaIbHOU HHOpMaAIuu

PaccmaTtpuBaeMble BOIIPOCHI:

- [Icuxonoruueckue npuémMb! (MAaHUIYJIALMS SMOLIUSIMH, 1aBICHHE BPEMEHH, aBTOPUTET, B3aMHOCTb,
COIIMAIBHOE JI0KA3aTeNLCTBO), KOTOPHIE TIOMOTAIOT 3JI0YMBIIIJICHHHKAM IIPE0I0JIEBATh CONTPOTHUBIICHHE
JFOJICH M 3aCTABIATH MX PAcKpHIBATh JaHHBIC.

- Pony 1 mo3unuu coTpyTHUKOB BHYTPH OpraHU3alny HanOoJee yA3BUMBI K IIeJICHAIPaBJICHHBIM aTakaM 1
nouemy (HampuMmep, aIMIUHHACTPATHBHEIHN nepconan, [T?moanepxka, TOm?MEHEIKMEHT).

- TexHu4eckue U MpoleaypHbIE YSI3BUMOCTH (OTCYTCTBHE KOHTPOJISI (PU3UUECKOT0 JOCTYTa, cinadas
ayTeHTH(]UKaIMs, HEAOCTATOUYHO CTPOTHE PeryiaMeHThl 0OMeHa HH(pOpMaIKeit), KOTOpbIe 4acTo
KOMOHMHHUPYIOTCSI C YeJIOBEYECKUM (HaKTOPOM B YCIICIIHBIX aTaKaX.

MeTobl IMPOTHBOCTOSHUA Bep60BKe

PaccmaTprBaeMble BOTIPOCH:

- [TonsTre BepOOBKH (HOPMBI IPOSBICHUS: AIUTEIbHBIE MAaHUITYJISIINH, BHE3AITHBIC IPEUIOKECHNUS,
«MSATKAsD) PAIUKAIU3AIMS TN SKCIITyaTaIHs JIMIHBIX CBSI3CH.

- Oransl nponecca BepOOBKH (BBISIBIICHNE, YCTAHOBIICHHE KOHTAKTA, 3aBOCBAHNE JJOBEPUS, SKCILTyaTalys)
U CUT'HAJIBI, KOTOPBIE MOTYT YKa3bIBaTh HA MOIBITKY BEpOOBKU?

- JINYHOCTHBIE U CUTYyallMOHHBIE (DAKTOPBI, MOBBIILIAIONINE YSI3BUMOCTb COTPY/IHHKA K BepOOBKe
(duHAHCOBBIE TPOOIEMBI, HEYIOBIETBOPEHHOCTH paboTOH, OAMHOYECTBO, aMOUITNH, UICOIOTHIECKas
CUMITaTH)

- OpraHu3aioHHbIe MEPBI U MPOIIEAYPHl CHIDKAIONIUE PUCK YCTIEITHOW BEPOOBKH (ITOJIUTHUKH
pasrpaHMYEHHUS I0CTYyTa, PEryJIIpHBIE IPOBEPKH OJ1aroHaE&KHOCTH, IPOTPAMMBI TTOLJICPKKU
COTPYIHUKOB).

10

Nupopmannonnas BoitHa. @opmbl BeZieHUS] THPOPMAIIMOHHON BOMHBI

PaccmaTpuBaemble BOIIPOCHI:

- [onsiTre «uH(bOpMAaLIMOHHAS BOIHAY: 1IeIH, CyOBEKThI (rOCYJapcTBa, HErOCYJapCTBEHHBIE aKTOPHI), U
OTIIMYHE OT MPOMAraH/sl ¥ KuOeponepanui.

- ®opMBI BeieHNUs HH(OPMAIIMOHHON BOMHEI (IyOsIMdHas Tponaranza, Ae3uHpopManus 1 GeKoBbIe
HOBOCTH, TICHXOJIOTHIECKHE OTIePalui, MHPOPMAIMOHHO ?TICUXOJIOTHYECKOE BO3/ICHCTBIE Ha HAaCElICHHE,
BIIMSTHHE Y€pe3 CONMANbHBIE CETH M IIaT(HOPMBI) U

UX 0COOEHHOCTH.

11

WNndpopmanmonnas BoriHa. @opmMbl BeieHNUs HH)OPMaLMOHHON BOIHBI

PaccmarpuBaeMble BOIPOCHL:

- HoBrle prcku coBpeMeHHBIX ITU(PPOBBIX HHCTPYMEHTOB M TEXHHUK (00T ceTH, TapreTUpoBaHHAas peKiiama,
rerepatuBHbiid IU, deepfake, MukpoTapreTrHr) ams peanu3anuy HHQOPMAIMOHHBIX KaMITAaHUH B X0/1€
BeZCHUS MH()OPMAIIOHHBIX BOWH.

-Taktnaeckne mpuéMel HHGOPMAITMOHHBIX ONIEPaIiil B X0Ae WHPOPMAIMOHHONW BOHHEI.
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12

Metoap! mpoTuBOOOPCTBa B MH(GOPMAIIMOHHOM BOIHE

PaccmarpuBaembie BOIIPOCHL:

- CrpaTternyeckue ypoBHHU ITPOTHBOOOPCTBA B MH(YOPMAITMOHHOW BOWHE CYIIECTBYIOT (IIPEBEHTUBHBIMH,
OIIepaTHBHBIM, CTPaTErHUECKHI); 3a11a4H, pelliaeMble Ha KaXK/I0M YPOBHE.

-MIHCTpYMEHTBI rOCyJapCTBEHHOTO M OOIIECTBEHHOT'O PEarupoBaHus IPOTUB Je3MH(POPMAaIUU 1
BpaKAeOHBIX HHPOPMAMOHHBIX KaMITaHUH (MeIuarpaMOTHOCTb, ()aKTIEKHUHT, KOHTPHAPPATHUBEI,
MIPaBOBOE PETYIIMPOBAaHHUE, COTPYAHUIECTBO C IIaTGopMamu).

- Texaudeckue MeTObI (JETEKIHA OOTOB U (PEHKOBBIX AKKAYHTOB, aHAJIN3 CETEBBIX ITATTCPHOB,
ucnonb3oBanue MY 111 MOHUTOPHHTA HAPPATUBOB, (DMIIBTPAINS KOHTEHTA), COYETAEMBIE C
OPTaHHU3AIIOHHBIMH U TEAArOTHYECKIMU MEPaMH ISl CHIDKCHUS BIMSHUS BpaX1eOHON HHpOpMAIHK.
- DTUYECKHE U IPAaBOBbIC OIPaHUUCHHUS TIPH PealIM3aliy Mep POTHBOAEHCTBHUS (LIEH3ypa Vs. cB00OAa
CJIOBA, MPUBATHOCTH, PO3PAYHOCTh MOAEPALINH): OalaHC MEXy 0€30MacCHOCTBIO U IPaBaMy IpakiaH.

13

[Tpoonemsr BHeapenus: MU B pasnuunbie chepbl 00MIECTBEHHOW )KU3HH B KOHTEKCTE
nH(pOpMaIMOHHOM 0€30MMacHOCTH

PaccmaTpuBaemble BOTIPOCHIL:

- Hossie yrpo3ssl npuBatHocTH. MaccoBoe nmpumenenne MU i anann3sa qaHHBIX (paclio3HaBaHuUE,
NpeANKTHBHAS aHAJNTHKA, TpOo(QUIMpoBaHNe) yBEININBACT PUCKH HAPYIICHHUS KOHPHUICHINAIBHOCTH 1
HECAaHKIIMOHUPOBAHHOTO UCIIOJIb30BAaHMS IIEPCOHATBHBIX JAHHBIX, 0COOCHHO B YCIOBHSX cllaboro
PETyJIMPOBaHUS U OTCYTCTBHS €IUHBIX CTAHIAPTOB 3aIIUTHI.

- 'eneparuBHble ¢Qeiiku u deepfake. MM -reneparopsl KOHTEHTa (TEKCT, M300paXKeHUE, ayANO, BHIEO)
JIeNaloT Co31aHue yOequTeNIbHbIX (heHKOB U MOJAEIOK TOCTYMHBIM /Il IPOKOTO Kpyra
3JI0yMBIIJICHHUKOB, YTO OCJIOXKHSET IPOBEPKY ayTEHTUYHOCTH HH(YOPMALIUK U YCUIHBAET
Je3uH(POPMAIHIO B MEINA U COLICETSIX.

- ABToMartu3anus kubeparak: npuMeHenne NI 3710yMBIIIIeHHUKaMH JUT aBTOMATH3AIMH SKCIUIOUTOB,
TeHepaluy COOOIIEHHH, ITIONCKA YS3BUMOCTEH U aanTallii METOJIOB aTak, YTO MOBBIIIAET CKOPOCTh U
MacmTa0b ymep6a s HHGOPMAIIMOHHBIX CHCTEM.

- Ys3eumoctu M -moneneit: camu M -crcteMbl TIOIBEpKEHBI aTakaM (BPEIOHOCHBIC BXOJHEIC JaHHBIC,
training poisoning, adversarial npuMepsl, U3BJIEYSHUE MOJIENICH), YTO CO3aET PUCKH HEOOOCHOBAHHBIX
pELICHUA, TOIMEHBI Ki1acCU(DUKAIMH 1 KOMIPOMETALMH KPUTHYECKHUX MPOLIECCOB.
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[Tpo6nems! BHeapenus M B pasnuunblie chepbl 001eCTBEHHON )KU3HU B KOHTEKCTE
UH(POPMALIMOHHOM 6€3011acHOCTH

PaccmarpuBaeMble BOIPOCHI:

- [IpoGetsl perynmupoBaHus 1 OTBETCTBEHHOCTh: OTCYTCTBHE MOJHBIX MPABOBBIX HOPM MO pa3padoTKe,
cepTuuKanny u ucnons3oBanuio MU, a Takke HEICHOCTh B ONPEeICHUH OTBETCTBEHHOCTH 3 OIIHOKH
WU 3arpynusiror obecniedenne NHGOpMaMOHHON 0€30MacCHOCTH M 3aIIUTY TPaXkJaH OT HETaTHUBHBIX
MOCJIEICTBUI.

- 3aBUCHMOCTB OT TEXHOJIOTHH U YeJoBedecKknuil akTop: BHeApeHue N B onepanroHHbIE MTPOIIECCHI
YBEJIMYHMBAET 3aBHCHMOCTB OT aBTOMATH3AI|H, HO TIPX 3TOM HE YCTPaHsET YeJIOBEUYECKHE OIIHOKH; IPH
HEZ0CTaTOYHOU IIOATOTOBKE COTPYAHUKOB U OTCYTCTBUM KOHTPOJISI aBTOMAaTU3UPOBAHHBIE PELIEHUS MOTYT
TIPUBECTH K KPUTHIECKUM COOSIM.

- Ci1o’XHOCTB KOHTPOJIS 1 MOHUTOpHHTA: M -cricTeMBl 9acTo paboTaroT KaK «9IEpHBIHA SIITHK C
HENpo3pavyHbIMU MEXaHU3MaMHM IPUHATHS PELICHUH, YTO 3aTPyIHSET ayIUT, OOHapy>KeHHE aHOMAIIMH 1
peanuzaruio 3pQEeKTHBHBIX Mep pearupoBaHus Ha MHIMICHTH HH(QOpMallMOHHO 6e301macHoCTH.
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Pabora ¢ nepcoHanoM opraHu3anuu Mo o0y4eHn0 OCHOBaM MH(OpMallnOHHON
0e30MacHOCTH

PaccmarpuBaembie BOIPOCHL:
- Lenu n 3anaun oOyyeHus! epcoHana OCHOBaM HH(POPMAIIMOHHON 0€30MaCHOCTH B OPraHU3alNH U KaK UX
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COOTHOCHUTH € TPeOOBAHHMAMH K 3alIUTE HHPOPMAIIMN OTPAaHUYICHHOTO JTOCTYIIA.

- ®opmMaThl 1 MeTOABI 00YUYEHUS JJIsl Pa3HbIX KATErOPHHA COTPYHUKOB (OUHBIE TPEHHHI'H, OHJIAWH-KYPCHI,
CHUMYJISIIMY (PUIIMHTa, CIIEHapHbIE YIIPaXHEHHMs, pETyJISIPHbIC BCTPEUYH) U OLIEHKA UX Pe3yIbTaTHBHOCTE.
- MeTo/ipl TMarHOCTUKHU HaIEXHOCTH TIEpCOHAa IIPUMEHSIFOTCS JUIS IOy CKa K MHPOpMaIu
OTpaHUYEHHOTO J0CTyMa (IIpoBepKa OaaroHan&xXHOCTH, Ouorpadudeckuii onpoc, noaurpad,
TMICHXO0JIOTHYECKOE TECTUPOBaHKE, pedepeHCc-4eKH, aHaIi3 COLMAIbHBIX CBA3EH) 1 Kakue nx
CUIIbHBIE/CITa0bIe CTOPOHBL.
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Pabora ¢ nepconanom opranuzanyy 1o 00y4eHHIO OCHOBaM MH()OPMAIIMOHHON
0€30MacCHOCTH

PaccmarpuBaembie BOIIPOCHL:

- VlHTepakTHBHBIE METOBI 00yUYeHHs MepcoHaia HHPpOPMaMOHHOMH 0€3011aCHOCTH.

-MeTtox npaBoro qu3aiiHa B 00y4eHHN

- MOHHUTOPHHT U MOBTOPHAs OL[CHKa HaAEKHOCTH MepCOHaa Mocie JIoMycKa (IepHoInuecKie IPOBEPKH,
aHaJIM3 NOBE/ICHHS M MHIIUACHTOB, KaHaJIbl aHOHUMHOT'O COOOLICHUSI O MOJ03PUTEIbHBIX (pakTax).
Wurerpauus pe3yapTaToB TUATHOCTHKU U 00YYEHHS B CHCTEMY ylpaBieHus puckamu Vb nepconana
WHPOPMAMOHHON 0€30IIaCHOCTH.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

HpaKTI/ILIGCKI/IC 3aHATHUA

Temarnka MPakKTUYECKUX 3aHITHI/KPATKOE COJIEpIKaHUE

Beenenue B qucnumuinay. AKTyasibHbIe pobiemsl b, CBA3aHHBIC ¢ YEIOBEYECKUM
dakropom. OSINT u HUMINT

B PE3YJIBbTATE BBIMIOJTHEHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT IMOJTYYacT HaBbIK BBIABJICHUA: PUCKOB
G pOBHU3AIUH O0IIECTBA: B 9KOHOMHUKE, TTOJUTHKE, 00pa30BaHUU, MEMIIMHE U IPYTUX 00J1aCTSX,
CBSI3aHHBIX C YEJIOBEKOM; POJIH YeJIOBeYeCKOro (hakTopa B MHPOPMAIMOHHOM 6€3011aCHOCTH.

Uenoseueckuit pakTop Kak ysa3BUMOCTh. [ICHX00THSI BAKTUMHOCTH.

B pesynbrare BEINOTHEHUS MPAKTHYECKOTO 33JaHUS CTYAEHT MTOJy4YaeT HaBbIK BBISABICHHS MUILICHU
BO3JICHCTBYSI paBOHApYIINTENeH Ha cira0ble MecTa JITYHOCTH; TOHUMaHHUs COCTOSIHUM U CUTYyaluni,
CHOCOOCTBYIOIIMX BUKTUMHOCTH; aHAIM3UPOBATh pealibHbIC WM CMOJICIMPOBAHHbIC CIIy4au aTak,
HCIIOJIB30BaTh TEOPHIO [ OOBSICHEHUS MEXaHU3MOB BO3JICHCTBUS U MIPEIOKUTH 0OOCHOBAaHHBIE MEPHI
MIPOTUBOAEHCTBHS C YUETOM IICUXOJIOTHUECKUX (PaKTOPOB.

YenoBedeckuil (baKTop KaK yA3BUMOCTbD. IIcuxonorus BUKTUMHOCTH.

B pesynbraTe BBINOIHEHHUS TPAKTHYECKOTO 3a/IaHKS CTYJICHT MOJIy4aeT HaBbIK NMpakTHuecku| crocoojd
CHIDKEHMS PUCKA BO3AECUCTBHS (HapUMep, KpUTUIECKOE MBIIITIEHUE, IPOBEPKA HCTOYHHUKOB,
UCIIOJIB30BaHHUE «I1ay3bD» NEpe]] MIPUHATUEM PELICHUN, OTKa3 OT CIEMIKH, METOABI CAMOKOHTPOIS U
SMOIMOHANBHOHN PETyJIALnK); GOPMYIMPOBaHUS PEKOMEHAALMH JJIsl OPTaHU3AIUH 110 00yUSHHUIO
MepCcoHaNa PaclO3HaBaHUIO MAHUITYJISIIUN ¥ CHIDKEHUIO BUKTUMHOCTH (HalpuMep, ClieHapHBIe TPEHUHTH,
(DUIIMHT-TECTHI, PETYJIIPHBIC HATOMUHAHNSA, KOPIOPATUBHBIE TIPOTPAMMBI IOIEPKKN).

Yenoeueckuil (baKTDp KakK ys3BUMOCTb. IIcuxonorus BUKTUMHOCTH.

B PE3YyJIbTATC BBIMIOJIHCHUA NPAKTUYCCKOTO 3aJaHUs CTYACHT IOJIYyYacT HaBbIK l'[paKTI/I‘ICCKI/I[ CHOCO6jd
CHUIKCHUS pUCKaA BO3I[CﬁCTBI/IH (Haan/IMep, KPUTHUYECKOC MBILIUICHUE, ITPOBEPKAa UICTOYHUKOB,
HCHOJIb30BaHUC «I1ay3bD» NEpea NPUHATUEM peIHeHHﬁ, OTKa3 OT CICIIKU, METOAbI CAMOKOHTPOJIA U
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SMOIMOHANBHOHN PETYIALNN); GOPMYIHPOBAHNS PEKOMEHAALMH AJIsI OPTaHU3AINH 10 00yUCHHUIO
MepcoHajIa Paco3HaBaHUIO MaHUITYJISIUKA ¥ CHIYKEHUIO BUKTUMHOCTH (HalpuUMep, CLIeHapHbIE TPSHUHTH,
(PUIIMHT-TECTHI, PEryJIIpHbIE HATOMHHAHMS, KOPIOPATUBHBIE IPOTPaMMBbI TIOAJCPIKKH).

[Tcuxonorus BAUSHUSA U MaHUITY TMpOBaHus. OCHOBHBIC TPUEMBI IICUXOJIOTHYECKOTO
BO3JICUCTBUSL.

B pesynbTate BBIOTHEHHS NPAKTHIECKOTO 3aIaHNS CTYJCHT MOJIyYaeT HaBBIK IPUMEHEHUSI CTpaTeTuit
3aMIUTHI OT MAHUIYJIALUHA: YMETh IPEIUIOKUTh U MPUMEHATH IPAKTHIECKAE METO/IBI 3aIUThL:
KPUTHUYECKOE MBIIIJICHUE, TIPOBEPKa (PAKTOB, TEXHUKA I1ay3bD», OTKA3 OT MMITYIbCUBHBIX PEIICHUH,
MIOCTaHOBKa BOIIPOCOB, OOpaIeHNE 33 BTOPOH TOUKOW 3pPEHHS, HCIIOJIb30BAHUE YCTAHOBICHHBIX POLIEAYP.
HaBpIk aHanmM3a KOHKPETHBIX CUTYAIM{ BIUSHUS/MAaHUITYJISILMHU, BBIJCISTH UCIIOIb3YEeMbIe TPHEMBI 1
MICHXOJIOTHYECKHE MEXaHU3MBI, a TaKkke (HOpMyInpoBaTh 000CHOBAaHHBIE PEKOMEHJALIUH 10
MPEJOTBPAIICHUIO U TPOTUBOACHCTBUIO MAHUITYIITUBHOMY BO3/I€HICTBUIO HA HHAUBUYaIbHOM U
OPTraHU3aI[IOHHOM YPOBHSIX.

CouuanbHas nHxkeHepus. MeTobl ColnaabHOW HHKEHEPUU.

B PE3yJbTAaTC BBIMIOJIHCHUA NPAKTHYCCKOTO 3aJaHU CTYACHT MOJIYYAaCT HABBIK AUAI'HOCTHUKHN W BBIABJICHHUSA
MCTOAOB U IIPHUEMOB COI.[PIaJILHOﬁ HWHXXCHCPHH.

COI_II/IaJ'IbHaSI HHIXCHCPUA. MeTtobl cOMaIbLHOM HHXXCHCPUHU.

B pesynbraTe BHINONIHEHHS IPAKTUYECKOTO 3aJaHUsl CTYACHT MOJIy4aeT HaBbIK pa3pabOTKU CTpaTeruii
NPOTUBOOOPCTBA METOaM M IPUEMaM COLUaIbHON HHKEHEPHUH.

TakTUKH 1 IpUEMBbl HAPYIIUTENCH B IOTYYCHUN KOH(DUICHIINATBHON HHpOpMAaLUH.

B pesynbTaTe BBIOTHEHHUS NPAKTHIECKOTO 3aIaHKS CTYJICHT MTOJy4aeT HaBbIK HA3bIBATh U OTIMCHIBATh
OCHOBHBIC TAKTUKH BHEUTHUX HAPyIIHUTENEH ((GUIIMHT, BUIIMHT, CMIITUHT, IPe?TEKCTHHT, baiting, quid pro
quo, Or0/KETHPOBAaHKE JIOBEPHS, CO3/IaHNE JIOXKHOTO aBTOPHUTETA) U OOBSICHATH, KaK KaXk/Aas U3 HUX
paboTaer B pealbHbIX aTakax; CTyJIeHT CIOCOOCH OOBSICHUTD, KaKHE TICUXOJOTMYECKUE PUHIIUIIBI
(B3aMMHOCTB, aBTOPUTET, COLMAILHOE JIOKA3aTENbCTBO, JEQUINT, CUMIIATHS, CIENIKa, IMOLMOHAIHLHOE
JIABJICHUE) HAPYIIUTENN UCIOJIB3YIOT AJIsl IPEOJI0JICHHS CONPOTUBIICHHUS JKEPTB U IOy YESHUsI
KOH(UIEHITNATLHON HHDOpMAIIUH.

OnpenensiTb, KAKME KaTErOpHH JIFOJICH 1 OPraHW3alUy Yallle CTAHOBSATCS MUILIEHSIMH (COTPYTHUKH C
JOCTYIIOM K JaHHbIM, I T?repcoHan, aiMUHNCTPATUBHBIN IIEPCOHAN, TOII?MEHEKMEHT) M KaKHe
MOBE/IEHUECKHE, TEXHUYECKNE W OPTaHN3allMOHHBIC YSI3BUMOCTH HCTIONB3YIOTCS HAPYIINTEISIMU;
AQHAIM3MPOBATh PeaJbHBIC MM CMOJACINPOBAHHBIE CITydal COIMAIBHON HH)XXEHEPUH, BBIACINTD
UCTIOJNIb3YEMBbIE TAKTHUKH, STAIBl aTaKH U IICUXOJIOTHYECKHE IPUEMBI, a TAK)KE 00BICHUTH, TOYEMY aTaka
Obla yCIIeTHOM; MPUMEHATH MOTyYeHHbIE 3HAHUS B CMOJICJIMPOBAHHBIX CUTYalUsIX: PAacIIO3HABATh
NPU3HAKK aTaKH, UCTIOJIb30BaTh TEXHUKHU «I1ay3bl» U MPOBEPKH, 33/1aBaTh yTOYHSIOUINE BOIIPOCHI,
obpamarthcs K ciryx06e 6e30macHOCTH, GUKCUPOBATH MHIIUJEHTHI U IEHCTBOBATH 110 YCTAHOBJICHHBIM
NpoLeypaM pearupoBaHusI.

Mertoanl MMPOTHUBOCTOSAHUA Bep6OBKC.

B pesynbrare BBINOIHEHHS IPAKTUUYECKOTO 3aJIJaHUS CTYACHT I0JIy4aeT HaBbIK BBISBIISATh PAHHUE CUTHAJIBI
U XapaKTEPHBIC YePTHI MOMBITOK BEpOOBKH (BHE3AIHBIC «YIO0OHBIC» MPEIIIOKECHUS, Ype3MEPHOS BHUIMAHHE,
JTaBJICHUE HA JIMYHBIC TIPOOJIEMEBI, UCIIOIE30BAHHE TAWHBI, IOMBITKA YCTAHOBUTH IOBEPHUTEIILHBIC
OTHOIICHHUS, TIPESIJIOKCHUE BHITOBI B 0OMEH Ha HH(POPMAIUIO) U OTIIMYATH X OT OOBIYHBIX
mpodecCHOHATLHBIX KOHTAKTOB; ONPEENSTh JJUYHbBIE U CUTYallMOHHBIE ()aKTOPHI, MOBBIIIAIONINE PUCK
BepOOBKH ((hHAHCOBBIE TIPOOIEMBI, HEYIOBICTBOPEHHOCTH PaOOTOM, OIMHOYECTBO, AaMOUITHH,
W7e0JI0THIeCcKast CHMITATHsl, HU3Kasi OCBEIOMIIEHHOCTh O PUCKAX) M MpeajiaraTh CiocOObI MX CHUXEHHSI;
MIPUMEHSITh MTPAKTUIECKUE TEXHUKH 3aAIIUThHI: KPUTUIECKOE OIEHUBAHKE MPEII0KEHNH, HCIIOTh30BAHKE
«Tay3bD» Mepesi OTBETOM, MPOBeEpKa (PaKTOB U UCTOYHUKOB, 3aIPOC BTOPOU TOUKU 3pEHUS, OTKA3 OT
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o0cyxeHus KOHQUACHITNATHHON HHopMaIy, oOpalieHue K ciryx0e 0e3omacHoCTH, pukcarus
KOHTAaKTOB U COOOLICHUIH.
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Nudopmanmonnas BoiiHa. @opMbl BefieHUST HHOOPMAITMOHHOW BOWHBI.

B pesyinbTate BBIOTHEHHS NPAKTHYECKOTO 3a/IaHMsI CTYJCHT IOJIy4aeT HaBbIK HACHTHUKAIMN GOopM H
METOZOB BeIeHNU HH(POPMAIIMOHHOM BOMHEI (ITyONWYHas mponarasa, qesnHpopmanns 1 GeikoBsie
HOBOCTH, IICUXOJIOTMYECKHE OTepaluy, HHPOPMAIIMOHHO ?IICHX0JIOTHYECKOe BO3/ACICTBIE Ha HAaceleHHe,
BIIMSIHUE Yepe3 COLHABHBIC CETH U INTaT(GOPMBI) U IPUBOAUTD IIPUMEPHI UX IPUMEHEHHS; YMETh
OLICHUBATh COBPEMEHHBIE TEXHOJIOTHH (00T?CeTH, TapreTupoBaHHas pekiama, reHepaTtiuBHblil MU,
deepfake, MUKpOTapreTHHT) UCTIONB3YEMBIE U PeaTn3anny HH)OPMAITOHHBIX KaMIaHUH, U OOBSICHSATS,
KaKue HOBBIE PUCKH OHU CO3JIAIOT JJIs 00IIECTBa M TOCYIapCTBa; BHLACIATH 3Tallbl HHHOPMALMOHHOM
KaMITaHUH (TI0JrOTOBKA KOHTEKCTA, 3aIlyCK HappaTHBa, SCKalalys, IPUKPBHITHE U NOAEpKaHHE), OITICATh
UCIIOJIb3YEMbIE TAKTUYECKHE NPUEMBI M IPOAHATN3UPOBATH MILTIOCTPATUBHBIE CLICHAPUH.
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Nudopmanmonnas BoiiHa. @opMbl BeAieHUS HHOOPMAITMOHHOW BOMHBI.

B pe3ynbrare BRIOTHEHHUS MPAKTHYECKOTO 33JaHUS CTYICHT MOyYaeT HaBbIK MPEIIOKUATH H OOBSICHUTH
3¢ (eKTUBHBIC MEPHI 3aIIUTHI O0IIECTBA U TOCYIapCTBa OT HHOOPMAIIMOHHOM BOMHBI (MEAHAarpaMOTHOCTD,
poBepKa (HaKTOB, MPO3PAYHOCTb UCTOYHUKOB, PETYILIHS TUIATPOPM, KOHTPHAPPATHBEI, COTPYTHIHYECTBO
C ME&XAYHAPOTHBIME CTPYKTYPaMH), a TAK)KE YCTAHOBUTH STHUECKUE U IPABOBHIC OTPAHHICHUS TAKHX MEp;
aNM3UPOBATh PealIbHBIC MM CMOJICIMPOBAHHbIC CTy4Yan HH(MOPMAIHOHHBIX BOWH, BBIICIUTD
HCIIOJIb3yeMbIe POPMATHI, TAKTUKU U TEXHOJOTHH, OOBSICHUTH MEXaHU3MbI BO3ICUCTBUS U
chopMyIHPOBaTH 00OCHOBAHHBIC PEKOMEH/IAIIUH IO TPOTHBOICHCTBUIO HA WHAUBUIYATLHOM,
OPraHU3aI[HOHHOM M FOCYJapCTBCHHOM YPOBHSIX; MPEAiaraTh CTPATETUH MOBBIIICHUS HH()OPMAITHOHHON
YCTOHYHBOCTH 00IIIECTBA U rOCyAapcTBa (00yUeHHEe, TEXHOJIOIMISCKUE MEPBI, IIPABOBBIC MEXaHU3MBI,
KOOPAMHAIIMS MEX/y OpraHaMHu U miaT(opMamMu), OlCHUBATh UX 3(P(HEKTUBHOCTh U YUUTHIBAThH
MOTEHIHATbHBIC PUCKH.

12

MeTto/1b1 TPOTUBOOOPCTBA B UH(POPMAIIMOHHOM BOIHE.

B pe3ynbrare BbINOIHEHUS IPAKTUYECKOIO 3aJJaHUs CTYACHT I10JIy4aeT HaBbIK Pa3Iu4CHUS
CTpaTernueckix ypoBHeEil MPOTUBOOOPCTBA CYIIECTBYIOT (IIPEBEHTUBHBIH, ONIEPaTUBHBIH,
CTpaTernueckuii); cpaBHUThH 3O (HEKTHUBHBIE HHCTPYMEHTBI TPOTUBOJCHUCTBHS Ie3UH(DOpMaLuK U
Bpax/1eOHBIM HHPOPMAIIMOHHBIM KaMIIaHUSIM (MENarpaMoOTHOCTh, (DaKTUEKUHT, KOHTPHAPPATHBBL,
MIPaBOBOE PETYINPOBAaHHUE, COTPYAHUYECTBO C MIaT(opMamMu, MEXIyHApOIHAS KOOPIMHALUS) U
NPUBOAMTH IPUMEPHI UX IPUMEHEHHST; T0I0MPATh TEXHUYECKHE PELICHUS U1l OOHApYIKEHHUS BpaKIeOHOM
nHpopmanuu (eTekuust 60ToB U HEHKOBBIX aKKayHTOB, aHAJIN3 CETEBBIX MATTEPHOB, NpuMeHenue MU s
MOHHUTOPHHIa HAPPATHUBOB, (PUIBTPAIMS KOHTEHTA), U OOBSCHATH UX POJIb B COYETAHNH C
OpraHU3aIl[IOHHBIMH U TIEJarOTHY€CKUMU MEPAMHU.
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[IpoGnems! BHeapenus MU B paznuunble cepbl 00111eCTBEHHOM )KU3HU B KOHTEKCTE
UH(POPMALIMOHHOM 6€30M1aCHOCTH

B pe3yiibTaTte BHIOIHEHHS TPAKTHYECKOT0 3a/IaHUs CTYJICHT MOJy4aeT HABBIK BBISIBICHUS! PUCKOB
uHpopManmoHHO# 6e3omacHoCTH U3-3a BHeApeHus: U ¢ ydeToM 3THYECKHX U ITPAaBOBBIX HOPM; OLICHUBATh
pucku MM-cucrem Ha Beex Tanax )HU3HEHHOTO IHMKJIA JJIsl UCKITIOYEHHsI IPUYNHEHUS Bpeia U yI3BUMOCTH
nepen Kubeparakamu; odecreyrBaTh HHPOPMaIHOHHYIO 0€30MacHOCTh HUPPOBOI cpeibl, POpMUPYS U
3aIuInas IUQGPOBYIO PEryTannio

14

[Tpo6nems! BHenpenus: U B paznuunbie cepbl 00111eCTBEHHOM KU3HU B KOHTEKCTE
UH(POPMALIMOHHOM 0€30M1aCHOCTH

B pe3synbrare BINOIHEHUS MPAKTHUECKOTO 3a/JaHUs CTYACHT MOJy4aeT HaBbIK aHAJIN3a BOIIPOCOB
COIMATILHOM OTBETCTBEHHOCTH MPH BHeApeHUH cucteM MU B o0miecTBe; MOHUMAaHHMS




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/m

BaYXHOCTH ayIHTa, MPOBEpKH U KoHTposst MM -cuctem 1uist pa3pemeHns KOJUTH3HA ¢ IpaBaMy YeJI0BeKa U
yrpo3 OKpysKaroliei cpeae.

15 |Pabota c mepcoHaoM OpraHu3aIy Mo 00y4YeHUI0 OCHOBaM MH(POPMAIIMOHHON
0€30MacHOCTH.

B pesynbrate BBIOTHEHHUA HPAKTHIECKOTO 3a/IaHNS N3YUEHHS KaueCTB JINYHOCTH, CIOCOOCTBYIOMINX
COXpaHEHHS JIOSITBHOCTH OPTaHU3ALNH, YMEHUS COXPAHATh TailHy U MPOTHBOCTOSATH BO3ACHCTBHIO HA
YSI3BIMOCTH, CBSI3aHHBIE C YEIIOBEYECKUM (DaKTOPOM.

16 |PaGora c mepcoHaaoM opraHu3any Mo 00yuYeHHI0 OCHOBaM MH()OPMAIIHOHHON
0e30MacHOCTH

B pesynbTaTe BBIMOTHEHHS MPAKTHIECCKOTO 3aIaHUsI CTYICHT MOJy4aeT HaBBIK MPOCKTHPOBAHUS
00y4aroIero 3aHsITHs C IEPCOHAIOM OPTaHU3ALMH IO BOIPOcaM HH(GOPMaLHOHHON 6e301aCHOCTH ¢

MMPUMCHCHUEM UHTCPAKTUBHBIX TEXHOJIOTUM O6y‘IeHI/Iﬂ.

4.3. CamocrosiTenbHas paboTa 00y4darOIHuXCs.

Ne Bua camocrostensHOM paboThI
n/m

1 |[ToxroroBka JOKJIaJOB U MPOEKTOB HA 33JaHHYIO TEMY.

2 |Pabora c IEeKIIMOHHBIM MaTEPHUATIOM.

3 |[ToaroroBka K MpakKTUYECKUM 3aHATHSIM

4 | IloarotoBka K MpOMEKYTOYHOU aTTECTALIUU.

5 | [loaroroBka k TeKyIieMy KOHTPOJIIO.

5. Ilepeuenr wu3maHuii, KOTOpPHIE PEKOMEHIYETCS WCIOIB30BaTh MPHU
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

Ne
i bubnuorpaduueckoe onucanue Mecro nocryna
1 | 'ymanurapHble aceKTsl HHMOPMALIUOHHON https://e.lanbook.com/book/400568

Ge3omacHoCTH : yueObHoe nocobue / B. B. 3onorapes, | (Aata obpamenns: 12.06.2026)
E. A. Mapo, H. IO. [Tapotekum, I1. A. 3Bsrunuena. —
Kpacnosipck : CubI'Y um. akanemuka M. ©.
PemernéBa, 2023. — 78 c¢. — TekcrT : 2eKTPOHHBIH //
JlaHb : >IEKTPOHHO-OMOINOTEUHAs CUCTEMA.

2 | Yynunos, C. U. 'ymaHuTapHbI€ aCIEKTHI https://e.lanbook.com/book/222341
MH(pOPMALMOHHOMN 6e30MacHOCTH : ydeOHoe mocodue | (Aara obpamtenns: 12.06.2026)

/ C. U. UynunoB. — HoBocubupck : CI'VI'uT, 2021.
— 44 c. — ISBN 978-5-907320-85-7. — Tekcr :
3EeKTpOHHBIN // JIaHb : ANeKTPOHHO-OMOIMOTEUHAS

cucrema.




3 | 'ymanuTapHble acneKTsl HH(POPMALMOHHOM https://e.lanbook.com/book/406781
0€30MaCHOCTH: PAKTUKYM JJIs CTYIEHTOB, (mara obpamtenus: 12.06.2026)
o0yyJaromuxcs 1o nporpaMmam OakaiaBpraTa BCex
HarnpaBJIeHu# u npoduiielt : yaedbHoe mocodue /
coctrasutensb JI. A. Konomnera. — ExarepunOypr
VpI'9Y, 2023. — 106 ¢. — TekcT : 2JIeKTPOHHBII
//J1aHb : NEKTPOHHO-OMOIMOTEYHAS CUCTEMA.

4 Pomanos, B. I'. ConnanbHas nHKeHEpHs https://e.lanbook.com/book/111080
MOIIEHHUYeCTBa : MoHOrpadus / B. I'. Pomanos, U. (nara obpautenus: 12.06.2026)

B. PomanoBa. — Ywra : 3a0I'Y, 2021. — 240 ¢. —
ISBN 978-5-9293-2771-1. — TeKcT : 31€KTPOHHBII //
JlaHb : 3IEKTPOHHO-OMOINOTEUHAS CUCTEMA.

5 | Mamoiino, A. B. T'ocynapctBenHas undopmarmontas | https://e.lanbook.com/book/111080
TIOJIMTHKA B yCIOBHAX HH()OPMALMOHHO- (mata obpamenmst: 12.06.2026)

IICHUXO0JIOTHYECKOM BoMHEI / A. B. Manoiino, A. H.
[Terpenko, /1. b. ®posoB. — 3-¢ u3x., cTep. —
Mocksa : I'opsuas nunus-Tenekom, 2017. — 542 c.

— ISBN 978-5-9912-0253-4. — Tekcr :
AIIEKTPOHHBIH // JIaHb : 3IEeKTPOHHO-OMOIMOTeYHAs

cucTeMa.
6 | [lcuxonorus BIMSAHUSA U MAaHUIYJSILMHN : yaeOHOe https://e.lanbook.com/book/239615
nocobue / cocraButens JI. C. CaMCcOHEHKO. — (nara obpamenns: 12.06.2026)

Open6ypr : OI'TLY, 2022. — 70 ¢. — TekcT :
AIIEKTPOHHBIH // JIaHb : 2IeKTPOHHO-ONOIMOTeYHAs

cHuCTEMaA.

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

KOTOPBIE MOTYT MCIOJIB30BATHCS MPU OCBOCHUH JUCIMUIUIAHBI (MOTYJIf).

CnpaBouHo-tipaBoBasi cuctema Koncynbrantllmtoc [caiit]. — URL:
http://www.consultant.ru

DnekTpoHHOo-OubmuoTeyHass cucrema «2ObC Jlawp» [caiit]. — URL:
https://e.lanbook.com

Hayunas 3JIEKTPOHHAS oubnanoTeka «eLIBRARY.RU»
URL:https://www.elibrary.ru Jlaboparopusi Kacmepckoro [caiit]. — URL:
https://www.kaspersky.ru

OO6pazoBartenbHas matdopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/544965.



/. IlepeueHb JHUIEH3UOHHOTO W  CBOOOJHO  PACIPOCTPAHIEMOTO
MPOTrPaMMHOTO OOECredeHus, B TOM YHCJIE OTEYECTBEHHOTO MPOM3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTAHBI (MOIYJIs).

- OC Windows - Microsoft Office
- Foxit Reader/Acrobat Reader
- Unrepuet-6paysep (Yandex u ap.)

8. Omnmcanne MaTepuaaIbHO-TEXHUYECKOW 0a3bl, HEOOXOmMUMOW IS
OCYILIECTBJICHUSI 00pa30BaTEIbHOrO Mpoliecca Mo JUCIUILUIMHE (MOIYJIIO).

VYyeOHass ayauTopust [Uisl TpPOBENEHUS YYEOHBIX 3aHATUN (3aHATUN
JEKIMOHHOTO TUIA, TPAKTUYECKUX 3aHATUN):

-  KOMIBIOTEp  MpenojaaBaTens, paboyue  CTaHIMU  CTYACHTOB,
MYJIbTUMEINITHOE 000PYI0BaHKE, T0CKA.

AyauTopus NOAKIIOUEHA K ceTh «HTepHeT».

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3auer B 5 cemectpe.

10. OueHouHbIE MaTEPUAIIBI.

OueHOYHbIE MaTepHUaJIbl, IPUMEHSIEMBIE MPU MPOBEICHUN MPOMEKYTOUHON
aTTecTalu, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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