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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

[enbro n3yueHus: AUCUUILINHBI «3allKUTa B OTIEPALMOHHBIX CUCTEMAX» ABIIAETCS
(dopMHpOBaHUE Y CTYIE€HTOB 3HaHUI 110 OCHOBAM MCII0JIb30BaHMs ONIEPALIMOHHBIX CUCTEM B
3alIMIIEHHOM UCIIOJIHEHUH, 110 CPEJICTBAM U METO/1aM 00ecledeHus 3alluThl HHpOpMaLuU B
OC, a Tax)xe HaBbIKOB M YMEHUS B IPUMEHEHUU 3HAHUI NpU IPOBEACHUU paldoT:

- 110 pa3paboTKe ¥ KOHGUTyPUPOBAHUIONPOTrPaMMHO-AMNNAPATHBIX CPEACTB 3aIlHUTHI
uHpOpMaLnu;

- 110 YCTAHOBKE, HaJIJIKe, TECTUPOBAHUIO M 0OCITY)KMBAHUIO CUCTEMHOTO U MPHKJIAJHOTO
IPOrpaMMHOr0 00ecreueHus;

- 110 pa3pabOTKe TEXHUUYECKUX 3aJaHUil Ha IPOSKTHPOBAHUE, SCKU3HBIX, TEXHUYECKUX U
pabouux MPOEKTOB CUCTEM M MOJICUCTEM 3aUThl HH(POPMALIUU C YYETOM JAECHCTBYIOLINX
HOPMATUBHBIX U METOJMUYECKUX JOKYMEHTOB;

- [10 MIOJATOTOBKE aHAJIMTUYECKUX OTYETOB 110 pe3yJibTaTaM IPOBEACHHOIO aHAJIN3auBbIpabOTKa
IPEUIOKEHUH 110 YCTPAHEHUIO BBISBICHHBIX YA3BUMOCTEH;

- 110 YCTAHOBKE, HAJIJIKe, TECTUPOBAHUIO M 00CITY)KMBaHUIO IIPOTPAMMHO-aNIIAPATHBIX CPEZCTB
obecrieyeHnss HPOPMALMOHHON 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM.

Kpome Toro, 11e1bi0 JUCHUIUIMHEI ABJISIETCS Pa3BUTHE B Mpoliecce 00yueHHUs] CUCTEMHOTO
MBIIICHHSI, HEOOXOAUMOTO JJIsl PEHICHUS 3a/1a4 3aUThl HH()OpMaIK ¢ y94eTOM TpeOOBaHUI
CUCTEMHOI'0 IOJIX0/1a. 3a/1a4 IUCUHUIUIMHBI — JaTh 3HAHUSL:

-I10 KOHILIETIIIMY TOCTpOeHHUs 3aiuuieHHbx OC;

-110 TEOPETUUECKUM OCHOBaM 3amuThl nHPopmanuu B OC;

-110 BO3MOKHBIM yrpo3aM 0e30MacHOCTH MH(pOpMaLUK IpH ee 00paboTke B UHOOPMAIIMOHHBIX
cucremMax;

-110 BcTpoeHHbIM B OC cpeacTBaM 3aliuThl HH(GOpMAIIHH;

-I10 CPEACTBaM U MeTo/1aM ylpasieHus noctynom B OC;

-110 UCNOJIb30BaHMI0 3auuieHHbIX OC B ceTsaX neperayu JaHHBIX.

2. MecTto y4yeOHoi1 nucuuniiuabl B crpykrype OII BO

VYyeOHas AucuumiInHa "3ammTa B ONEpallMOHHBIX cUcTeMax'" OTHOCUTCS K OJ0Ky 1
"IucuuminHbl (MOAYNIN)" M BXOIUT B €ro 6a30BYIO YacCTh.

3. Ilnanupyemble pe3yJibTaThl 00y4eHHs N0 JUCHUIINHE (MOAYJII0), COOTHECEHHBIE ¢
IVIAHNPYEMBIMH Pe3yJIbTATAMH OCBOCHHUS 00pa30BaTeJbHOH NPOrPaMMbl

[Ipouiecc n3yueHus: AUCUUILIIMHBI HATIPaBlieH Ha POPMHUPOBAHUE CIEAYIOUTUX
KOMIIETEHIINN:

I1K-10 CIOCOOHOCTBIO OLEHUBAThH 3PPEKTUBHOCTD PeaTU3alMN CHCTEM 3alllUThI
nH(pOpMaLIUY U IEUCTBYIOIINX MOJUTHK O€30MMaCHOCTH B KOMITBIOTEPHBIX
CHUCTEMaX, BKJIIOYasl 3aIlUIIEHHBIC ONIEPALIMOHHBIE CUCTEMBI, CUCTEMBI
yrpaBiieHus: 6a3aMu JTaHHBIX, KOMIIBIOTEPHBIE CETH, CHCTEMbI aHTUBUPYCHOM
3alUThI, CPEJCTBA KPUNTOrpaduuecko 3amuThl HHPOPMALIUU

[1K-18 CIIOCOOHOCTBIO TPOU3BOAUTH YCTAHOBKY, HAJIAJKy, TECTUPOBAHUE U
00CITy>)KUBaHHE COBPEMEHHBIX IPOrPaMMHO-aNapaTHBIX CPECTB
obecrieueHrss ”HPOPMAIMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM,
BKJIIOYAsl 3aUIEHHBIC ONEPAI[MOHHBIE CUCTEMBbI, CUCTEMbI YIIPABJICHUS
0a3aMu JaHHBIX, KOMIIBIOTEPHBIE CETH, CHCTEMbI aHTUBUPYCHOM 3aIIUTEHI,
cpeAcTBa Kpunrorpaduyeckoi 3amuThl HHPOPMALUU

[1CK-8.4 CIOCOOHOCTBIO YYaCTBOBATh B CO3/IJaHUU CHCTEMBI 00€CTICUeHUS
nH(OPMAIIMOHHON OE€30MaCHOCTH MPOIIECCOB MPOSKTUPOBAHUS, CO3IAHUS U
MOJICpHH3AIINN 00BbEKTOB HH(MOpPMATH3alUK Ha 6a3e KOMITBIOTEPHBIX CUCTEM B
3aIUIIEHHOM UCIIOJIHEHUH




4. O01mast TpPyA0eMKOCTh JUCHUIIJIMHBI COCTABJISIET
5 3auernbix eaunHul (180 ak. 4.).
5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

[TpenogaBanue AUCIMIUIAHBI «3aIIUTA B ONEPAIIMOHHBIX CHCTEMAX» OCYIIECTBIIACTCS B
bopme neKIuii ¥ 1a00paTOpHbIX paboT.JIeKIiK MPOBOAATCS B TPAJAUIIMOHHONW KIACCHO-YPOUHOM
OpTaHU3AIMOHHON opMe, IO TUITY YIIPABIICHUS TO3HABATEIILHOMN IEATEIHHOCTBIO SBISIOTCS
TPaJAUIIUOHHBIMU KITACCHYECKU-JICKITHOHHBIMU (OOBSICHUTEIHHO-
WILTIOCTpaTHBHBIC).JJabopaTopHbie pabOThI OPraHU30BaHbI C UCIIOJIH30BAHUEM TEXHOJIOTHI
pa3BUBaroIIero o0y4deHus. B xo/ie BBITOJHEHHS KypCOBOM pabOThI peain3yrOTCsI TPOSKTHBIC U
UCCIIeI0BATEIbCKIE METO/IbI 00YUEHHS. DTO MO3BOJISIET Pa3BUBATh HHIUBHIYATbHBIC
TBOPUYECKHE CIIOCOOHOCTH 00yJarommxcs, 001ee 0CO3HAHHO MOJXOANTH K MPOPECCHOHATBHOMY
U COLUAILHOMY CaMOOTIPEICIICHHIO, CAMOCTOSATEIBHO MOMOJIHATh CBOU 3HAHUSI, TIIYOOKO
BHHUKATh B M3y4aeMYyIO MPOOJIeMy U MPE/IoaraTh MyTH €€ PEIICHHs, YTO BAKHO TPH
(GhopMHUPOBAHUH MUPOBO33PEHHS. ITO BAXKHO IS ONPEACIICHUS] HHAUBUAYATbHON TPACKTOPUHU
pa3BUTHSI KXI0TO 00y4aromierocs.CaMocTosiTesbHas padoTa CTyIeHTa OpraHU30BaHa ¢
HCIIOJIb30BAHUEM TPAAUIIUOHHBIX BHI0B pa6OTI)I 1 MHTCPAKTUBHBIX Texuouorui. K
TPAIUIIMOHHBIM BHIaM pabOThl OTHOCATCS OTpAaOOTKa JIEKIIHOHHOTO MaTepralia U oTpaboTKa
OT/AEJBbHBIX TEM IO y4eOHBIM MTOCOOMIM. K HHTEpaKTHBHBIM ([IHAJIOTOBBIM) TEXHOIOTHSIM
OTHOCUTHCA OTpa6OTKa OTACJIbHBIX TEM I10 3JICKTPOHHBIM HOCO6I/I$IM, HOoATrOTOBKA K
POMEKYTOYHBIM KOHTPOJISIM B MHHTEPAKTHBHOM PEXKHUME, HHTEPAKTHBHBIC KOHCY/IbTAIIUH B
pEXHMME peaTbHOTO BPEMEHH 10 CIIEIHATbHBIM pa3/ieaM U TEXHOJIOTUAM, OCHOBAHHBIM Ha
KOJJICKTMBHBIX CIIOCO0AaX CaMOCTOSTEIbHON paboThl CTyeHTOB. OICHKA MMOJYyYCHHBIX 3HAHHH,
YMEHHIA ¥ HAaBBIKOB OCHOBaHA Ha MOYJIbHO-PEHTUHTOBOM TeXHOIOTHH. DOH/IbI OIIEHOYHBIX
CPE/ICTB OCBOCHHBIX KOMIICTCHI[HI BKIIIOYAIOT KaK BOIPOCHI TEOPETHUECKOTO XapaKTepa JIst
OLCHKHU 3HaHI/II71, TaK " 3a/IaHUA NPAKTUYICCKOTIO COACPIKaHNA (pemeHI/Ie KOHKPCTHBIX 3aJa4,
paboTa ¢ TaHHBIMHU) [T OLICHKH YMCHUI M HaBBIKOB. TeOpeTHYECKUE 3HAHHS TIPOBEPSIFOTCS
nyTéM NPUMEHEHHUS TaKUX OPTaHU3alMOHHBIX POPM, KaK MHAWBHUIYaJIbHBIE U TPYIIIOBbIE
OIIPOCHI. .

6. Coep:kanue TUCHUIIHHBI (MOIYJIfA), CTPYKTYPUPOBAHHOE MO0 TeMaM (pa3jeiaM)

PA3/IEJI 1
[ToHsTHE 3aIMIIIEHHON ONEPAIMOHHON CUCTEMBI. Y IPABIEHUE TOCTYIIOM.

Tema: Yrpo3ssl 1 kinaccupukanus Hanbosee pacIpoCTPaHEHHBIX YIPO3.

[Tonsrtue 3amumennon OC. Iloaxoas! kK opraHU3auy 3alUThL. DTalbl IOCTPOSHUS 3aIUTHI.
AZIMUHUCTPAaTUBHBIE METO/IbI 3AILUTHI.

CyObeKTbl, 00BbEKTBI, METOBI U TpaBa A0CTyma. TpeboBaHMs K MpaBUIaM YIIPaBJIEHUS
JOCTYIIOM. MaH1aTHOE yIIPaBJIEHUE TOCTYIIOM.

PA3JIEJI 2
YupasieHue 10CTylOM B OIIEpAallMOHHBIX cucTemax cemercra UNIX

Tema: CyOnekThl, 00BeKTHI, METOIBI M TipaBa noctyma, UID, EUID, GID, EGID.
CpencTBa TMHAMUYECKOT0 H3MEeHEHus noHoMounii cyobektos: SUID/SGID.

PA3JIEJI 3
VYnpaBieHue 10CTyIIoOM B ONEpallMOHHBIX cucTeMax cemeiicra Windows

Tema: CyObeKThl, 00bEKThI, METO/IbI U IIPaBa JOCTYIa, NPUBUIIETHH cyObekTa. [lopsiiok
MIPOBEPKHU MpPaB J10CTyMa



Tema: CpencTBa TMHAMUYECKOTO U3MEHEHHUSI IOTHOMOYHH CyObEKTOB. MaHJATHBIM KOHTPOJIb
LIEJIOCTHOCTH, KOHTPOJIb YYETHBIX 3aIIMCEH. DIEMEHTBI U30JINPOBAHHON IPOrPaMMHON CPE.IbI

PA3JIEJI 4
Nnentudukanus, ayrTeHTUGUKALIS 1 aBTOPU3AIIS

Tema: IlonsaTue naeHTU(UKAUK, ayTeHTH(PHUKALUN 1 aBTOPU3AINH MToJib30oBareneid. Cpeacrsa u
METO/Ibl XPaHEHHS ITAIOHHBIX KONHH ayTeHTH()UKaMOHHOH nHpopMamu. [IpoTokoss
ayTreHTH(pUKanOHHON nHpopMmanuu. [IpoTokombl Hepenaun ayTeHTHPUKAITMOHHON
uH(opManuu 1o kananam cetu. Kpunrorpagpuueckoe odecrniedenne ayTeHTHHUKAINN
10JIb30BaTENEH

PA3JIEJL 5
AyTeHTH(HKAIMI HA OCHOBE MapOJIeH.

Tema: CpencTBa 1 METOABI 3aILUTHI OT KOMIIPOMEHTALUHU U o16opa naposeil. [laponbnas
ayreHTH(ukanu B UNIX

Tewma: ITaponbhas ayrentudukanus B Windows. CpeacTsa ynpaBlieHUs: TapaMeTpamMu
ayTeHTU(UKAIIH

PA3JIEJI 6
AyTeHTH(HKAIMI Ha OCHOBE BHEITHMX HOCUTENEH KIltoya

Tema: OcoGeHHOCTH POBEPKU ayTeHTU(HUKALMOHHOW HH(POPMALIUY JUTSI Pa3JINYHbIX THIIOB
HocuTenel kimoya. [TpobnemMpl pacChUIKM U CMEHBI KITFOUYeH

PA3JIEJL 7
buomerpuueckas ayreHTUUKALNS

Tema: OOmiast cxema, MpeuMyIecTBa, Mpodaemsl. JJocTOMHCTBA U HEAOCTATKU PA3IUYHBIX CXEM
OHOMeTpUUYECKON ayTeHTHU(PUKALIUU

PA3/IEJT 8
Aynut B onepanonsbix cuctemax UNIX 1 WINDOWS

Tema: Heo6xonumocTs aynTa B 3amuineHHol cucreme. TpeboBanus k noacucreme ayaura OC.
Tema: Peanmuzarus ayaura B8 UNIX 1 WINDOWS

PA3JIEJT 9
I/IHTel"paIII/IX 3alIIUIICHHBIX OHepaHI/IOHHBIX CUCTEM B SaHII/IHIeHHyIO CCThb

Tema: IIpeumyiecTBa 1OMEHHONW apXUTEKTYpPHI JOKaIbHOM ceTh. [TonaTne nomena. CkBo3Has
ayreHTuukanus. [IpoGneMbl 1 criocoObl UX pelIeHus.

PA3JIEJI 10
[lenTpanu3oBaHHOE yIIpaBiIeHNE MTOJUTHKON 0€30IMacHOCTH

Tema: YnpaBneHue noJMTHKONW O€30MIaCHOCTH B JJOMEHE.

Tema: [Topsinok HageneHus MOJIb30BATENEH JOMEHA TOJTHOMOYHSAMHU HA OTIAEIbHBIX
KOMITbIOTEpax

PA3JIET 11



Homennas apxutekrypa WIN-DOWS

Tewma: Ee npenmyiiecTBa 1mo cpaBHEHHUIO ¢ IOMeHHOU apxutekTypoir Windows NT.
W neaTudukanus KOMIIBIOTEPOB B CETH.

Tema: CpencTBa M METOABI CHHXPOHH3AIMH 0a3 JAHHBIX KOHTPOJUIEPOB Pa3HbIX JOMEHOB.
Ayrentuduxarms no Kerberos. I'pynmnosas monutuxka.

DK3aMeH



