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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

OCHOBHBIMHU 1IEJISIMU U 33Jja4aMU U3yUYEHUS TUCUUTIIUHBI SBISIFOTCS:

- (opMuUpOBaHHWE YETKOTO TIOHMMaHHUSl B3aUMOCBI3aHHOCTU TOHSITHIA
uHopmaruss W JaHHBIE, 0€30MacHOCTh WH(poOpManuu, WHHOPMAITMOHHAS
0€30MMacHOCTb, 3aIUTa MHPOPMAITIH U 3aIUTa TaHHBIX;

- yruiyOsiieHue 3HaHui, (OopMUpOBaHUE U Pa3BUTHE YMEHHUU M HaBBIKOB,
HaIpaBJICHHBIX Ha oOecnedyeHue «Uu(pPOBOM TUTHEHBDY TPHU PEHICHUH 3ajad
yIpaBJICHUs] TPAHCIIOPTHON JTOTUCTUKON HA OCHOBE MUCKYCCTBEHHOTO MHTEIIJIEKTA;

- 03HAKOMJICHHE C TEOPETUYECKUMU OCHOBAMH M CPEACTBAMU TEXHUYECKOU U
KpunTorpaduueckoit 3amuTel nHGOpMau (TaHHBIX);

- O3HAKOMIJICHHE C METOJ0JOoruei 0e30macHoi pa3paboTKH MPOrpaMMHOTO
obecrieueHuss 10 TpeOoBaHMsIM Oe3omacHOCTH UWH(OpManuu  (JaHHBIX),
pearpoBaHus Ha TPU3HAKK BPEJAOHOCHOTO KOJa W HEJIEKJIapUPOBAHHBIX
BO3MO>KHOCTEH;

- O3HaKOMJICHHE C HOpPMAaTHBHOM TMpaBoBOW ©0a3oif oOecnedyeHus
Oe3o0macHOCTH MHPOpMaIUH (AaHHBIX ), CTPYKTYPOH U 3a7jauaMu rocyapCTBEHHOM
CUCTEMBI 3alIUTHl HHPOPMAITHH.

2. Ilnanupyemblie pe3ynbTaTbl 00Y4EHHS N0 JUCHUILUIMHE (MOIYJIIO).

Ilepeuenp (GopMUPYyEMBIX PpeE3yJbTAaTOB OCBOCHHS  00pa30BaTelIbHOU
porpamMmbl (KOMITETEHIINM) B PE3yJIbTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-3 - CmocobeH pemaTh CTaHAApTHBIC 3adadu MPodecCHOHATBHOMI
NeSITeTbHOCTH Ha OCHOBE MH(GOPMAIIMOHHON U OubOIuorpaduueckon KyJabTyphl C
npuMeHEeHuEM HH(GOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUM U C YYETOM
OCHOBHBIX TpeOOBaHUM MH(MOPMAITMOHHON O€30MTaCHOCTH;

OIIK-6 - Criocoben pa3zpabaTbiBaTh aqrOPUTMBI U TIPOTPAMMBI, IIPUTOTHBIE
JUTSL TIPAaKTHYECKOTO TPHMEHEHUS B 00J1acTH WH(OPMAIIMOHHBIX CHCTEM M
TEXHOJIOTUH;.

OOy4eHwme 1Mo TUCIHUILTHHE (MOYJTIO) TIPEIITOoJIaraeT, 9To M0 €ro pe3yIbTaTam
oOydaromuiicst Oyaer:

3HaTh:
Pa3HOBUIHOCTH M KIJIACCHI CPEJCTB 3alllMThl HMH(pOpManuu (JIaHHBIX) H
TpeOOBaHUS 10 UX TPUMEHEHUIO

YMeTh:
MIPUHUMATh MPEBEHTUBHBIC MEPHI, HAMPABICHHBIE Ha HEPACIPOCTPAHEHUE
BPEIOHOCHBIX porpaMm u BOCHPENSATCTBOBAHUE UCIOJIHL30BAHUIO



HEJCKIAPUPOBAHHBIX BO3MOXKHOCTEHl B CHCTeMax XpaHEHHUs, OOpabOTKH W
nepefadyn JJaHHBIX, UCIOIb3yEMbIX MPU YIPABICHUN TPAHCIOPTHOW JIOTUCTHKON
Ha OCHOBE MCKYCCTBEHHOI'O MHTEJIEKTA

Baanersn:

MIPUMEHATH MOPANOK PEArMpOBaHUs IO NPU3HAKAM BO3HUKHOBEHUS YIpO3
O0e3zonmacHocTH uWHGOpMaIMU (JaHHBIX) B HWH(DOPMAIMOHHBIX CHCTEMaxX W
TEXHOJIOTUAX, HCHOJIb3YEMBIX IPHU YIPABICHUH TPAHCIIOPTHOM JIOTUCTUKOM Ha
OCHOBE UCKYCCTBEHHOI'O MHTEIIJIEKTa

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0uas TpyA0€MKOCTb JUCHUIUIUHBI (MOYJIA).

OO0mast TPyIOEMKOCTh JUCIHUIUIMHBI (MOayJisi) coctaBiser 3 3.e. (108
aKaJIeMHUYECKHUX yaca(oB).

3.2. O0bem pguciUIUIMHBL (MOAYJHs) B (QoOpMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ¢ (WIM)  JIMIaMH,
MPUBJIEKAEMBIMU K peaau3alii 00pa30BaTEIbHONU MPOrpaMMbl HA MHBIX YCIIOBUSX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ned

KonTtakTHas paboTa mpu NpoBeieHNH yUeOHBIX 3aHATHH (BCET0): 48 48
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 16 16
3aHATHS CEMUHAPCKOTO TUMA 32 32

3.3. O6peM mucHUIIMHBI (MOAYJs) B (hopMe CamMOCTOSITENFHOM pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYAIOUIUXCSA C
nearoruaeckuMu paboTHUKAMHU U (WITH ) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TpPU NPOBEIACHUU
MIPOMEXKYTOUHOM aTTecTalu coctapisieT 60 akageMuueckux vaca (OB).

3.4. Ilpu oOy4eHn Mo HHANBUAYAITBHOMY Y4eOHOMY IJIaHY, B TOM YHCIIC TIPH
YCKOPEHHOM 00Yy4YeHHH, 00BEeM JTUCHUILUIMHBI (MOJYJISI) MOXKET OBITh peaIn30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl 00yJaronuxcs, a Takxke B hopme
KOHTaKTHOU pabOThl 0Oy4YarOMIMXCA C MEJaroru4ecKuMu paboOTHUKAMHU | (WJTHN)
JUIaMH, TIPUBJIEKAEMBIMH K peaIM3aIliid 00pa30BaTEILHON MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, IIPH MPOBEICHNUU POMEXYTOUHOM aTTECTALIUH.




4. ConepxaHue JUCUUIUIAHBI (MOIYJIS).

4.1. 3aHATH JIEKIIMOHHOI'O TUIIA.

/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

3anuTa JaHHBIX — BBEJICHUE B MOHSITUHHBIN anmapar

PaccMaTpuBaeMbie BOIPOCH:

Wudopmanus u naHabIe, 3amuiaeMas nHGopMans (1aHHbe), 0€30MacHOCTh HHPOPMAIHH (JaHHBIX),
nHpOpMannoHHas 0€301MacHOCTh, 3antuTa HHopMarwy (TaHHBIX). ['ocymapcTBeHHAS CHicTeMa 3aIiThI
nHpOpPMAINH (TaAHHBIX )

Hudposas rurnena nHGOPMAIIMOHHOTO OOIIECTBA U IIU(PPOBON SIKOHOMUKH
PaccMarpuBaeMble BOIIPOCHL:

[MonsTue «undposas TUrHeHay, ee pojib B 00ecneyeHn 0e30NacHOCTH HHGOPMAIMHY (JaHHBIX) U
IIPOTUBOACUCTBUU COLIUAIbHON UH)KEHEPUU

be3onacHocTh IMporpaMmMHOI0 obecneyeHus

PaCCManI/IBaeMHC BOIIPOCHI:

MCTOI[OJ'IOFI/ISI " CpCACTBa Oe3omacHoOi pa3pa60T1<I/I, Ppa3BEPThIBAHMS, SKCITyaTallun (BKJ’IIO‘IEI?I
TCXHUYCCKYIO HOZ[Z[Cp)KKy) 1 BbIBOJIA M3 JKCILTyaTalluu NPpOrpaMMHOI0 obOecreueHus

Texuudeckas 3amuTa HHGOpMAIHH (JTaHHBIX )
PaccMarpuBaeMble BOIIPOCHL:
OObekThl HHGOpMaTU3anuU. MeTO0IOTHS ¥ CPEACTBA TEXHUYECKOH 3aIUThl HHpOpManuu

BBenenue B TEXHUYECKYIO 3aIIUTY UHPOpMAINH (JaHHBIX )

PaccmarpuBaemble BOIPOCHL:

[onsaTHIHBIHN anmapaT 0 TEXHMYECKOH 3aIuTe HHPOPMAIMH (JaHHBIX ), PETYJINPOBAaHNE AEATEIHHOCTH 110
TEXHUYECKOH 3aIuTe MHYOPMALNH, HOPMAaTUBHbIE TIPABOBBIE aKThI 10 TEXHUYECKOI 3aunTe
nH(pOpMaLUK, MO/IENN HAPYIIUTENS U YyTPo3

3amuTa MHQOpMaUK (JaHHBIX) OT HECAHKLIMOHUPOBAHHOTO JOCTYyIa
PaccmarpuBaemble BOIPOCHL:

O0bekThl nHGopMaTuzanui. CnocoObl U CcpeCTBA TEXHUUECKOH 3aluThl HHPOPMAIMHU (IaHHBIX) OT
HECaHKI[MOHUPOBAaHHOT'O HOCTYIa

3amuTa uHGOpPMAINH (JaHHBIX) OT YTEUKH MO MOOOYHBIM KaHajIaM
PaccmarpuBaeMbie BOIIPOCHL:

[ToOounble KaHATMB! yTeUKH HHPOpPMaNUH (HaHHBIX). CIOCOOBI U CpeICTBa 3aIUTH HHPOPMAIIHU OT
YTEUKH MO0 KaHaJaM JIEKTPOMArHUTHBIX U3JIyYeHHH M HABOIOK.

Kpunrorpaduueckas 3amura nHGopMaIuu (JaHHBIX )
PaccmarpuBaemblie BOIIPOCHL:
MeTtomonorus u cpeacTBa KpUITOrpaduIecKoit 3amuTsl HHOpMaIu

BBenenue B kpuntorpadguueckyro 3aiutTy HHGOPMAIUH (TaHHBIX )
PaccmarpuBaemble BOIPOCHI:

OcHoBBI KpunTosioruy. Kpunrorpadus u KpunToaHams.

Muoroo6pasue cpeJcTB Kpunrorpapuyeckoi 3auTsl nHGopMamu.
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CuMMETpUYHBIE KPUIITOCUCTEMBI

PaccmarpuBaeMblie BOpOCHL:

CumMeTpuuHble KpunTorpaduieckue cucteMsl. [Ipocreiimue mudpsel. Peannzanus cuMMeTpUYHBIX
KPHUIITOCHCTEM.

11

ACCI/IMeTpI/I‘{HLIC KPHUIITOCUCTCMbI

PaccmaTpuBaemble BOIPOCH:

AcumMmerpudHble Kpunrorpaduueckue cucremsl. Anaroput™ Auddu-Xommvana. udp RSA. Peanuzanms
ACUMMETPUYHBIX KPUITOCUCTEM.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

/11
12 |DnexrponHas (1udpoBas) NOAMHUCH
PaCCManI/IBaeMLIe BOIPOCHI:
SHGKTPOHHB.H MOANHUCH U YAOCTOBEPAIOMINE HEHTPHI. BI/IHLI 3J'IeKTpOHHOI7[ OAIIMCH, CIocoObI U CpeacTBa
ee hopmupoBanus. UHpacTpyKkTypa OTKPBITHIX KIFOUEH.
4.2. 3aHATHS CEMHUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATHS
No
e TemaTnka MpakTUYECKUX 3aHATUN/KPATKOE COJEPIKaHHE
1 |3ammTa 1aHHBIX — MIOHATUMHBIN anmapaT
B PE3YIbTATC BBIMIOJIHCHHUSA NPAKTUYICCKOTO 3alaHUA CTYACHT O3HAKOMUTBHCA C HOPMATUBHBIMHA dKTaMU,
OTIpEIeIAONIMIMHE TIOHATHS: HHGOpMAIHA U TaHHEIE, 3amuiaeMas nHGopMarus (TaHHbIe), 0€30MaCHOCTh
nHQOpMAaINH (TaHHBIX), HH(POPMAIOHHAs 0€30MIaCHOCTb, 3aIIUTa HH(POPMAIUH (JaHHBIX), - @ TAKKE
COCTaB U 3aaa4u FOCYI[apCTBCHHOﬁ CHUCTEMBI 3allIUThI I/IH(i)OpMaLII/II/I (HaHHLIX)
2 |Iudpoas rurneHa nHGOPMAITMOHHOTO OOIIECTBA U ITU(POBON SIKOHOMUKH
B PEIYIBLTATC BBIMNOJTHECHHUSA NPAKTUYCCKOTO 3aJaHUs CTYJCHT O3HAKOMUTHCA C IIPUMEPAMU aTaK Ha
nH(OpMaLMOHHbIE CUCTEMBI M 00BEKTHI HH()OPMATH3aLIMH, BEI3BAHHBIC HAPYIICHHEM MPAaBUII «IIHU(PPOBOH
TUT'UCHBI»
3 |be3omacHOCTh MPOrpaMMHOTO 00ECTICUCHHUS
B PE3YIbTATC BBIMIOJIHCHUS NPAKTUYCCKOTO 3aJaHUs CTYACHT O3HAKOMUTBHCA ¢ OCHOBHBIMU criocobaMu U
TUTIOBEIMH 0€30TIaCHOM pa3pabOTKH, pa3BepTHIBAHU, SKCILUTyaTAIlNH (BKIOYAs TEXHHYCCKYIO MTOICPIKKY)
1 BbIBOJA M3 OKCILTyaTalluu IPpOrpaMMHOI0 obecrieueHus
4 |BBeneHue B TEXHHMUYECKYIO 3alTUTY HHGOPMAIUU (TaHHBIX )
B PEIYNbTATC BBINIOJIHEHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT O3HAKOMUTHECA C HOPMATUBHBIMH aKTaMU 110
TEXHUUYECKOH 3ammTe nHPOpMaIluU, MPUMEPAMH MOJIeNIel HapyIuTeNnel u yrpos, pabota ¢ bankom
JIaHHBIX yrpo3 6e3omnacHoctu uHpopmarmu DCTOK Poccun
S5 [3amuTa MHPOpMAUH (JaHHBIX) OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
B PE3YIbTATC BBIMIOJIHEHHUSA NPAKTUYCCKOT'O 3aJaHUs CTYACHT O3HAKOMUTBHCA ¢ HOPMATUBHBIMU IIPABOBBIMU
aKTaMU I10 3allIUTEC 00BEKTOB I/IH(l)OpMaTI/BaL[I/II/I M TEXHUYCCKON 3alIuTe I/IH(I)OpMaI_II/II/I (,Z[aHHLIX) oT
HCCAHKIIMOHUPOBAHHOI'O AOCTYIIA. OcBoeHne HpOCTeﬁmHX BO3MOKHOCTEH OINCPAMOHHBIX CUCTEM CPCACTB
BBIUYUCITUTENIFHON TEXHUKHU IO YIIPABICHUIO IIPaBaMU IOJIb30BaTeNei o JOCTyIy K HHpOpManuu
(maHHBIM).
6 |3amuTa uHGOpPMAIUH (JAaHHBIX) OT YTEUKH [0 TOOOYHBIM KaHaIaM
B PEIYNBTATE BBINIOJTHEHUA NPAKTUYCCKOTO 3aJaHUA CTYACHT O3HAKOMUTHCA C BOBMOXXHOCTAMHU ChbEMa
nH(opManuK (JaHHBIX) 110 KaHAJIaM AJIEKTPOMAarHUTHBIX 3JTy4eHUH 1 HaBOJOK.
7 |BBenenue B kpunTorpaduueckyro 3auuTy HHGOpMaInu (JIaHHBIX )
B PE3YIbTATC BBIMIOJIHCHHUSA NPAKTUYCCKOT'O 3aJaHUs CTYA€HT O3HAKOMUTHCA C HOPMATUBHBIMH dKTaMHU 110
KpunTorpaduueckoit 3anmre nHGpopmanny, GopMHUPOBAHUE NIEPEUHS BUIOB CPEICTB, OTHOCSIIMXCS K
KpUNTOrpadnIecKuM.
8 |CHUMMEeTpUYHBIE KPUIITOCHCTEMBI
B pesynprare BRIIOITHEHUS MPAKTHYECKOTO 3aJaHUS CTYIEHT pa3paboTaeT npocreiimeii nmdp 3amMeHbt
CpeICTBaMU 3JICKTPOHHON TaOIHIBl (MMHTAIH M dpaTopa).
9 |AccuMeTpUYHBIC KPUITOCHUCTEMBI

B pe3ynbrare BRINOTHEHUS MPAKTHYSCKOTO 33JaHUS CTYICHT pa3padoTaeT peatn3anny aJropurMa
Juddu-Xamimana cpencTBaMu JICKTPOHHOHN TaOIHUIIBI (MMUTALIUS TeHEepaTopa KITFUei).




/o

TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe
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OnexTponHas (undpoBas) MOANUCH
B PE3YIbTATC BBIMIOJIHCHHUSA NPAKTUYCCKOT'O 3aJaHUs CTYACHT UCCICAYET 6pay3€p Ha MpeaAMET
MPUMCHACMBIX CPCIACTB 3J'IeKTpOHHOI7[ IIOAIIHCH.

4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.

No .
Bun camocrosiTensHO#M paboThI

/1

1 |Pabota c JIeKIIMOHHBIM MAaTEPUATIOM.

2 |PabGora ¢ nuTeparypoi.

3 |Tekymiast moATrOTOBKA K 3aHATHSIM.

4 | IloarotoBka K MpOMEXYTOYHOW aTTECTALIUU.

5 | [loaroroBka K TeKyIemy KOHTPOJIIO.

5. Ilepeyenr wu3gaHui, KOTOpPHIE PEKOMEHIYETCS HCIOJIb30BaTh IpHU

OCBOCHUHU JUCHUILUIMHBI (MOYJIA).

No

1/ bubnuorpadudueckoe onucanue Mecto goctymna

n

1 | Auapecc [xelicoH 3anurTa JaHHBIX. https://www.rulit.me/data/programs/resources/pdf/A
Ot aBropm3anmu 1o ayauta. — CII6.: | hdress_Zashchita-dannyh-Ot-avtorizacii-do-audita-
Turep, 2021. — 272 ¢.: w1 — ISBN _RuLit_Me_676096.pdf?ysclid=19wf7vxc91281596
978-5-4461-1733-8. — Tekcr - 876 (nara obopamenus 04.04.2025)
21eKTpOHHBINM KHHra

2 | Komnmas Maiik. 3amnuTa ceTei. https://elibrary.ru/download/elibrary 22231941 724
[oxxoz Ha ocHOBe aHanu3a Aanuex / | 91280.pdf (nata obpamenns 04.04.2025)
nep. ¢ anr. A.B. JlobpoBosnbckas. -
Mockasa : JIMK Ilpecc, 2020. - 308 c.
- ISBN 978-5-97060-649-0. — Tekct
: 2NeKTpoHHBIN KHura

3 | Muxanesnu U.®. TpeboBauus, http://intsysjournal.org/pdfs/22-4.pdf (nata
HPHMHIIMIIL, IPAKTHKA CO3IaHMs obpamenus 04.04.2025)

OTEUYECTBEHHBIX aIapaTHO-
MPOrPaMMHBIX TIATPOPM ISt
aBTOMATHU3UPOBAHHBIX CHCTEM B
3alUIIEHHOM HCIIOJHEHUN
KpUTHYECKON NHPOPMAITMOHHOMN
uHppacTpykTypsl Poccuiickoit
Oenepanuu // IHTENNEKTyanbHbIC

cucreMsbl. Teopus U IPUIIOKECHUS.
2018.T.22. Ne 4. C. 11-30. — Tekecr :




351eKTpOoHHBIN CTaThs U3 COOPHHUKA
(OTHOTOMHHUK)

Kanamuaukos A.O., Muxanesnu 1. 0.
Ananu3 cucteM KiaccupuKauu
3alUIEHHOCTH aBTOMaTU3UPOBAaHHbIX
Y MH(OPMAILIMOHHBIX CUCTEM
3HaYMMBbIX OOBEKTOB KPUTHUECKOM
MH(POPMAIIMOHHON HH(PACTPYKTYPHI
Poccwiickoit ®deneparum //
WNudopmanus u 6ezonacuocts. 2018.
T. 21, Bemm. 1. C. 28-37. — Tekcr :
aneKTpoHHbIN CTaThs U3 COOpHUKA
(OTHOTOMHHK)

https://elibrary.ru/download/elibrary_36435930_997
40121.pdf (nara obpamenus 04.04.2025)

Muxanesuu U1.®. MeToabl
obecrnieueHus 6€30MacHOCTH
MPOrpaMMHOTO 00ecTIeueHUs
CJIO’KHBIX MH()OPMAIIOHHO-
yIpaBisomux cucreM // B cOopHuke:
VYipasneHue pa3BUTHEM
KpYIHOMACIITaOHBIX CUCTEM
(MLSD'2019). Marepuainbt
JBEHAIATON MEXIYHApOIHOM
koH(pepenmu. [Tog obmieii penakiueit
C.H. Bacuibesa, A Jl. [IBupkyHa.
2019. C. 868-877. — Tekcr :
anekTpoHHbINH CTaThs U3 COOpHUKA
(OZTHOTOMHUK)

https://elibrary.ru/download/elibrary 41727545 451
40817.pdf (nara obpamienus 04.04.2025)

Muxanesud U.®. [ludpposas rurneHa
MH(OPMAIMOHHOTO 001IecTBa:
pimsHue nagaemun COVID-19 //
REDS: TenexkoMMyHUKallUOHHBIE
ycTporcTBa u cuctemsl. 2022. T.12.
Ne3. C. 10-17. — Teker :
anekTpoHHbIN CTaThs U3 COOpHUKA
(OTHOTOMHHUK)

http://media-publisher.ru/wp-content/uploads/REDS-
3-2022.pdf (nata oopamenus 04.04.2025)

Muxanesnu 11.®. KooneparupHsie
MHTEJUIEKTyaJIbHbIE TPAHCIIOPTHBIE
CHCTEMBI: TeHJICHIINU
kubepbe3onacHocTH // B cOopHuke:
WuTenmnekTyanbHble TPAHCTIOPTHBIE
cucteMbl. Marepuasl
MexnyHapoaHOW Hay4qHO-
MPaKTHYECKOU KOH(PEPECHITNH.
Mocksa, 2022. C. 235-242. — Tekcr :

https://elibrary.ru/download/elibrary_48449757_331
68465.pdf (mata oopamenus 04.04.2025)




351eKTpOoHHBIN CTaThs U3 COOPHHUKA
(OTHOTOMHHUK)

[TporpaMMHo-amnmapaTHbie CpeacTBa
3aIuThl HHQOPMAITUH : yueOHOe
nocobue / C. A. 3sipsiHOB, M. A.
KyBmmnos, U. A. Orues, U. B.
Huxpomkua. — HoBocubupck :
HI'TY, 2023. — 80 ¢. — ISBN 978-5-
7782-4905-9. — TekcrT :
ANEKTPOHHBINA YueOHOoe mocodue

https://e.lanbook.com/book/404549 (nata
obpaienus 04.04.2025)

Cepreena, O. A. OcHOBBI
Kkpunrorpaduu : yaeoHO-
Meroanueckoe nocodue / O. A.
Cepreesna, A. C. KyroBas. —
Kemeposo : KemI'V, 2024. — 160 c.
— ISBN 978-5-8353-3120-8. —
TexcT : aneKkTpoHHbIH YueOHoe
nocobue

https://e.lanbook.com/book/4077291 (nata
obpaienus 04.04.2025)

10

Muxanesuu N.®, IIpoGiembl
CO3JIaHMsI TOBEPEHHOM cpelibl
(GYHKIIMOHUPOBAHUS
aBTOMaTU3MPOBAHHBIX CUCTEM
yIIpaBJICHUS B 3alUILEHHOM
ucnionHenunu // XII Beepoccuiickoe
COBEIIaHME MO MpobdIeMam
ynpasnenus BCITY-2014, Mocksa 16-
19 urons 2014 r., UITY PAH, c. 9201-
9207. — Tekcr : anexTpoHHbIN KHura

https://elibrary.ru/download/elibrary 22231941 957
42471 .pdf (nata obpamenus: 04.04.2025)

11

Kmumenko, . C. MndopmarrionHas
6€30MacHOCTb U 3aIIuTa HHHOPMAIUH:
MOJIEJIM U METOJIbI YIIPABIICHUS :
moHorpadust / N.C. Knumenko. —
Mocksa : UTHOPA-M, 2024. — 180 c.
— (Hayunas mpicip). — DOI
10.12737/monography_5d412ff13c0b
88.75804464. - ISBN 978-5-16-
015149-6. - TekcT : 3MEKTPOHHBIN
Knura

https://znanium.ru/catalog/document?id=431346
(marta ooparenus: 04.04.2025)

12

Kupenbepr, A. I'. 3amura
MH(}OPMAaILIUK OT YTEUKH 10
TeXHUYECKUM KaHajaM : yudeOHoe
nocobue / A. I'. Kupenbepr, B. O.
Kopotun. — Kemeposo : Kys['TY
umenn T.®. ['opbauesa, 2023. — 222

https://e.lanbook.com/book/399665 (nara
obpamenus: 04.04.2025)




c.— ISBN 978-5-00137-407-7. —
Tekcer : anexrTponHslii Kuura

6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIIOJIL30BATHCS MPH
OCBOCHUU JUCHUILIUHBI (MOYJIA).

- 0a3za pgaHHbBIX yrpo3 Oe3omacHoctd uHGopMaunu PCTIK Poccum-
https://bdu.fstec.ru/threat-section

- 6a3a ganHbIX ysa3Bumocteit Open Web Application Security Project OWASP
- https://owasp.org/www-project-top-ten/

- JJIeKTpOoHHass cucteMa u Onor JlaGopatopuu Kacnepckoro -
https://www.kaspersky.ru/resource-center

- 0a3a 3HaHui Positive Technologies - ptsecurity.com

- JJIGKTPOHHO-0MOIMoTeYHast cucteMa «Jlanwy - https://e.lanbook.com/

- 3JIEKTPOHHO-0MOIMoTeuHas cuctema «IPRbooksy - https://iprbookshop.ru/

7. IlepeuyeHb JHUIEH3UOHHOTO ©  CBOOOJAHO  PACIPOCTPAHIEMOTO
IIPOrpaMMHOr0 OOECIeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOTO /I OCBOCHUS JUCIUTLIMHBI (MOIYJIs).

- oneparmonHas cuctema (Actpa Jluaykce, Windows, Ubuntu);
- TeKCTOBBIH penaktop (Moit oduc, Libre Office, Word);
- anexTpoHHbIe Tabymibl (Mol oduc, Libre Office, Excel).

8. OmnucaHue MaTepuaJbHO-TEXHUYECKOM 0a3bl, HEOOXOAMMOM it
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUIMHE (MOIYIIIO).

Jlis  ocymiecTBiieHUST 00pa3oBaTeIbHOIO Tporecca IO  JIUCHIUTUIINHE
TpeOyeTcs:

- JUIS 3aHATUH JIGKIIMOHHOTO THUIA TPeOyeTcss MyJIbTUMEININHAS ayIuTOPH,
000pyT0BaHHAs KOMITBIOTEPOM IS TIPEIO1aBaTelIs, MOAKIIOUECHHBIM K IIPOCKTOPY
U C BBIXOJIOM B HHTCPHET, JIOCKA,;

- JUI 3aHATUN MPAKTUYCCKOTO THIA TPeOyeTCs ayauTopHs, 000pyI0BaHHAs
KOMITBIOTEPAMH 110 YHCITy CTYACHTOB B IPYIIIE, HMCIOIIMMH BBIXOJ] B UHTCPHET, a
TaK)Ke KOMITBIOTEP JUISI TIPETIO1aBaTedisl, MOAKIFOUSHHBIA K IPOSKTOPY M UMEIOTITHIA
BBIXOJI B MHTEPHET, JIOCKA.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

Dk3ameH B 4 ceMecTpe.



10. OueHouHbIE MaTEPHUAIIBI.

OHCHO‘IHLIE? MaTcpualibl, IPUMCHACMBIC IIPHU IIPOBCIACHUU HpOMe)I(YTO‘IHOﬁ

aTTECTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOLIEHT, CTApIIMK HAYYHbIN

COTPYIHUK, K.H. Kadeapsl
«YnpasieHue 1 3almra

uHOOpMAITUN N.®. MuxaneBuu
CoruacoBaHo:
3aenyrommii kadeapoi LITYTII B.E. HyroBuu

[Ipencenarens yueOHO-METOIUYECKOM
KOMUCCHU H.A. AunpusiHoBa



