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1. Iesin ocBoeHUs1 y4eOHOI JMCIUIITHHBI

JucuuiuimHa «3amura HHPOPMaIui B UHTEPHET U MHTPAHET CUCTEMAax)» Peaan3yeT
TpeOoBaHus GeaepanbHOro rocy1apcTBEHHOr0 00pa30BaTeNIbHOTO CTAHIaPTA BHICILIETO
po¢eCCHOHAIBHOTO 00pa3oBaHus 1Mo HanpasieHuio moarotroBku 100501 « KommbrorepHas
6e3omacHoCThY. [Jucuummna «3anmra nHGOpMaluy B MHTEPHET U MHTPAHET CHCTEMax»
OTHOCHUTCS K YHUCITY 00s3aTeIbHBIX JUCHUIUIMH criernuanu3aniuu Ne§.

Llenbio mpenoaBaHust JUCHUIUTMHBI «3aImuTa HHOOPMAIK B MHTEPHET U MHTPAHET CUCTEMAaX»
SBIISICTCS U3JI0KEHUE CIYIIATeIsIM OCHOBHBIX MPUHIIUIIOB U METO/IOB 3aIIUTHl HHPOPMALUH,
KOMIUIEKCHOT'O MMPOEKTUPOBAHMSI U aHAJIM3a 3AIIUIICHHBIX KOMITbIOTepHBIX cucteM KC.
3aayamMy U3yUYEHUs! TUCLUIUIMHBI SBIISIFOTCS:

M3Yy4EeHHE OCHOB YCTPOWCTBA U MPUHLHUIIOB (PYHKIIMOHUPOBAHUS,

METOJI0JIOTUH MTPOEKTUPOBAHUS U TOCTPOCHHUS 3aIUIIECHHBIX,

KPUTEPUEB U METOJI0B OLeHKH 3auuiieHHocTH KC,

CPEICTB M METOJOB 3aIlIUThI OT HecaHKIMOHUpoBaHHOTO noctyna (HC/I) x unpopmarum.
OCHOBHOIA IIEJTBI0 U3YYSHHSI YU€OHOH TUCIMITINHBI «3anuTa HHGOpMaIui B UHTEPHET U
MHTPAHET CUCTEMAaX» SIBJISIETCSI (POPMUPOBAHKE Yy 00YHAIOIIEr0Cs KOMIETEHINM JIst
OpraHU3aIMOHHO-YIPABIEHYECKOT0, SKCILTyaTAallAOHHOTO BUIOB JESTEIBHOCTH, a TAKXKE IS
CHEHAIN3UPOBAHBIX MPOPECCUOHANBHBIX KOMITETEHIN criennanu3anuu Neg
"Uudopmannonnas 6€300acHOCTb 00BEKTOB HHPOPMATH3AINH Ha 0a3e KOMITBIOTEPHBIX
cucreM".

JucnumninHa npegHazHavyeHa JAJis MOJIy4YeHUsl 3HAaHUN JJIs1 PELEHUS CIIEAYIOINX
npodeccuoHaNbHBIX 33124 (B COOTBETCTBHH C BUJAMH JICATEIHHOCTH):
OpranuzalroHHO-yIpaBiIeHUYeCKas JesTeIbHOCTb:

OopraHu3aiys padoT MO BHIIOJHEHUIO TPeOOBaHUN peKrMa 3alUThl THPOPMAIUH, B TOM YHCIIE
UH(OPMALIUU OIPAaHUYEHHOT'0 10CTYyMA (CBEIEHHH, COCTaBIIAIOLINX TOCYAapCTBEHHYIO TallHy U
KOH(UIEHIMATbHON HH(pOpMaLnn).

OKCIlyaTalluOHHAs 1€ATEIbHOCTB!

yCTaHOBKa, HaJIaJKa, TECTUPOBAHNE M 00CITY)KHBaHUE aIMapaTHO-IPOTPaMMHBIX CPE/ICTB
oOecneueHrs NH()OPMALIMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM;

yCTaHOBKa, HaJIaJIka, TECTUPOBAHUE U OOCITY)KUBAaHHE CUCTEMHOTO U MPUKIATHOTO
IPOTPaMMHOT0 00eCTIeUeHHS.

JucnunimHa npegHazHavyeHa AJis MOJy4YeHUsl 3HAaHUM JUI PEeIIeHUs CIEeTYIOIINX
npodeccHOHAIBHBIX 33]1a4 (B COOTBETCTBUU CO CIIELUANIN3ALUEH):

pa3paboTKa NPOEKTHBIX PEIIEHUI U aHaIU3 cCUCTeM o0ecnieueHns NH(OPMalMOHHON
0e30macHOCTH 00BEKTOB HH(POpMaTH3aIMK Ha 0a3¢ KOMIBIOTEPHBIX CUCTEM B 3aIIUIIIEHHOM
UCTIOJIHEHUH U TIPOIIECCOB UX NMPOEKTUPOBAHMSI, CO3/IaHUS U MOJCPHU3AINH, B TOM YUCIIE
pa3zpaboTKa MoJIeNH yrpo3 U (OpMHUpPOBaHKUE TPEOOBAHUS K 00CCTICUCHHIO HH(OPMAITMOHHON
0e30I1acHOCTH;

pa3paboTKa MPOEKTOB HOPMATUBHBIX ITPABOBBIX aKTOB, PYKOBOJASAIINX U METOIUYECKUX
JIOKYMEHTOB MPEIIPUATHS, YUPEKICHHS, pErIaMEeHTHUPYIOIIHUX AESITEIbHOCTD M0 00eCTIeYeHUIO
UH(POPMALIMOHHOM 0e30MacHOCTH 00BEKTOB HH(POPMATU3ALUHN Ha 6a3e KOMITBIOTEPHBIX CUCTEM B
3aIUIIEHHOM HCIIOJIHEHUH U MPOLIECCOB UX MPOEKTHUPOBAHUS, CO3JaHUS M MOJIEPHU3ALINY.

2. MecTo yueOHOH qucuuiinubl B ctpykrype OII BO

VYyeOnas aucuuniauHa "3ammTa UHQOpMAaIMK B UHTEPHET U UHTPAHET cuctemax”
oTHOcUTCS K 610Ky 1 "Aucuumuinael (MOAysIn)" M BXOAUT B €T0 BApUATHBHYIO YaCTh.

3. [lnanupyempble pe3yabTaThbl 00y4eHUs M0 JUCHUILINHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHUPYEMBIMHU Pe3y/IbTATAMH OCBOCHNSI 00Pa30BaTe/IbHOI NMPOrpaMMbl



[Tpouiecc n3yueHus: AUCIUILTMHBI HATIPaBIieH Ha POpPMHUPOBAHUE CIEAYIONTUX
KOMIIETECHIINH:

OIIK-3 CIIOCOOHOCTBIO TIOHMMATh 3HAYEHUE HH(OPMAIIMH B Pa3BUTHU COBPEMEHHOTO
o0IIecTBa, MPUMEHSTh JOCTHKEHUS HHPOPMAITMOHHBIX TEXHOJIOTHHA TS
MOMCKa U 00pabOTKK HH(MOPMAITUH TT0 MPOGUITIO AEATETHHOCTH B TII00abHBIX
KOMITBIOTEPHBIX CETAX, OMOIMOTEUHBIX (DOH/IAX U WHBIX UCTOYHHKAX

nHpopmauu

[1K-14 CIOCOOHOCTBIO OPTaHU30BHIBATh PAOOTHI IO BHITTOIHEHUIO PEKMMA 3aLIUTHI
uH(pOpMalKHY, B TOM YHCIIE OTPAaHUYEHHOT'0 JI0CTYTa

[1K-18 CIOCOOHOCTBIO MMPOU3BOANTH YCTAHOBKY, HANAJKY, TECTUPOBAHHE U

o0ciTykKMBaHHE COBPEMEHHBIX MPOTrPaMMHO-aNNapaTHBIX CPEICTB
obecnieueHrs HHHOPMAIMOHHON OE30MACHOCTH KOMITBIOTEPHBIX CHCTEM,
BKJIIOYAsl 3aIUIIEHHbIC ONEPALMOHHBIE CUCTEMBbI, CUCTEMBI YIIPaBICHUS
0a3amMu TaHHBIX, KOMITBIOTEPHBIC CETH, CHCTEMbI aHTUBHPYCHOM 3aIlIUTHI,
cpeacTBa Kpuntorpadudeckoil 3auThel HHGOPMaLUU

[1CK-8.4 CIIOCOOHOCTBIO YYaCTBOBATh B CO3JJaHUU CHCTEMbI 00CCIICUCHHS
HHPOPMAIIMOHHOW 0€30MaCHOCTH POLIECCOB MPOCKTUPOBAHMUS, CO3IaHMs U
MOJICpHU3AIMU 00BEKTOB HH(POpMATH3AIMH HAa 0a3¢ KOMITBIOTEPHBIX CUCTEM B
3aIUIIEHHOM UCTIOJHEHUN

4. O01mast TpPyA0eMKOCTh JUCHUIJIMHBI COCTABJIsIET
5 3averHbix eaunauIl (180 ak. 4.).
5. O0pa3oBaTesibHbIC TEXHOJIOTHH

IIpenonaBanye QUCHUIUIMHBI «3aIinuTa MHGOPMAIMKY B MHTEPHET U UHTPAHET CUCTEMAaX»
ocylecTBIsieTcs B (hopMe JieKIui, 1a00paTOpHBIX PadOT M MPAKTUYECKHUX 3aHATHH. JIekunn
IPOBOJASATCS B TPAJAULIMOHHON KJIACCHO-YPOUYHOM OpraHU3alluOHHON (opMe, 10 TUITY
YIPaBJIEHUS MO3HABATEIBLHON NeATENBHOCTBIO Ha 30 Y% SBIAIOTCS TpaAULIMOHHBIMU
KJIACCUYECKU-JIEKIIMOHHBIMU (0OBSICHUTENIbHO-WITIOCTPAaTUBHBIE), ¥ HA 70 Y% c HCIoIb30BaHUEM
MHTEPAKTUBHBIX (JUAIOTOBBIX) TEXHOJIOTHUH, B TOM UuCie MyJlbTuMeaua Jekuus. [Ipaktuaeckue
3aHATUSA U Ja00paTOpHbIE PaOOTHl OPraHN30BaHbI C UCIOIb30BAHUEM TEXHOJIOTUI
pa3BHBaroIiero ooydeHus. YacTb NpakTHUECKOT0 Kypca BBIMOIHIETCS B BUJIE TPAJUIIMOHHBIX
MPAKTUYECKUX 3aHATUHN (00BACHUTEIbHO-WILTIOCTPAaTUBHOE pelieHue 3a1a4). OcTalibHas 4acTb
NPAaKTUYECKOT0 Kypca MPOBOIUTCS € CIIOJIb30BAaHMEM HHTEPAKTHBHBIX (JIMAJIOTOBBIC)
TEXHOJIOTHi1, B TOM YUCIIE AIEKTPOHHBINA MPAKTUKYM (pelIeHHe MPOOIEMHBIX TOCTaBIEHHbIX
3a/1a4 C TOMOUIbI0 COBPEMEHHOM BBIYMCINTENBHON TEXHUKU U HCCIEA0BAHNE MOJIENEH);
TEXHOJIOTUI, OCHOBAaHHBIX Ha KOJJIEKTUBHBIX ClI0c00ax 00yUeHHsl, a TaK e UCIOIb30BAHUEM
KOMITHIOTEPHOU TECTUPYIOIIEH CUCTEMBI. B X0/1e BBITIOJHEHUS KypCOBOM pabOThI pEaTM3yIOTCS
MPOEKTHBIE U UCCIIEI0BATEIbCKUE METOIbI O0yUEeHHs. ITO MO3BOJISET Pa3BUBATh
MHAMBHUIyalIbHbIE TBOPUECKHE CIOCOOHOCTH O0yUarouuxcs, 60j1ee 0CO3HAHHO MOIXOIUTh K
po(hecCHOHATEHOMY M COLMAIIBHOMY CaMOOIIPEIETICHUI0, CAMOCTOATEIBHO MOMOJIHATH CBOU
3HaHUS, INTyOOKO BHUKATh B U3y4aeMyI0 MPOoOJieMy U MPEAIoaraTh IyTH €€ pelieH s, YTo
BaXHO MTPH (POPMHUPOBAHUN MUPOBO33PEHHS. DTO BAXKHO JJISl OTIPEACTICHUS] MHANBHIyaJIbHOM
TPAaeKTOPUU Pa3BUTHS Kaka0ro ooydaromierocs.CamoctosiTenbHas paboTa CTyJeHTa
OpraHM30BaHa C MCIOJIb30BaHUEM TPAJAULIMOHHBIX BHIOB paObOTHl M HHTEPAKTUBHBIX
texHojoruil. K TpaaunnoHHsiM BuamM paboThl OTHOCATCS 0TpabOTKa JIEKIIMOHHOTO MaTepuana u
0TpaboTKa OTJENIBHBIX TEM MO y4eOHbIM ocoOusIM. K HHTEpaKTUBHBIM (JI1aIOTOBBIM)
TEXHOJIOTHSIM OTHOCUTBCS OTPAOOTKA OTAEIBHBIX TEM IO 3JIEKTPOHHBIM ITOCOOUSIM, MOATOTOBKA
K IPOMEKYTOYHBIM KOHTPOJISIM B UHTEPAKTUBHOM PEXHUME, HHTEPAKTUBHBIE KOHCYJIbTALlUN B
peXKUME PEAIbHOIO BPEMEHH I10 CIIELUAIbHBIM pa3/ieilaM U TEXHOJIOTHUSIM, OCHOBAaHHBIM Ha




KOJIJIGKTHBHBIX CIIOCO0aX CaMOCTOSTENbHON paboThI CTYAeHTOB.OlieHKa OTY4YEeHHBIX 3HAHUH,
YMEHUH 1 HaBBIKOB OCHOBaHA Ha MOJIYJIbHO-PEUTHUHIOBOM TeXHOIOTHHU. Beck Kypc pa3ouT Ha 3
paszena, IpeACTaBISIoMUX cO00M JOrMuecKH 3aBepIIeHHbI 00bEM yueOHON HHPOPMALIUH.
@DOH/IBI OIICHOYHBIX CPEACTB OCBOCHHBIX KOMITETEHIIMM BKIFOUAIOT KaK BOIPOCHI
TEOPETUUECKOI0 XapakTepa JJIsl OLEHKU 3HAHUMN, TaK U 3a/1aHUs IPAKTHUYECKOT0 COJIepKaHus
(pelieHnEe KOHKPETHBIX 3a/1a4, padoTa C JTaHHBIMU) JJIs1 OLIEHKH YMEHUI U HaBbIKOB.
TeopeTtrueckre 3HaHUS TPOBEPSIIOTCSA MyTEM IPUMEHEHHUS TAKUX OPraHUu3alMOHHBIX (OpM, Kak
VHJMBUYaJIbHBIE U IPYIIIOBBIE OIIPOCHI, PEIIEHNE TECTOB C UCII0Ib30BAHUEM KOMIIBIOTEPOB
WK Ha OyMa)KHBIX HOCUTEIISIX. .

6. Conep:kanue JTUCHUILUINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE 110 TeMaM (pa3aejiam)

PA3JIEJT 1

Br16op mMep 3amuTel HHGOPMALINHY IS UX PEeTN3alU B paMKaX CHCTEMBbI 3allIUTHl HH(POpMAIUn
B CETU MHTEPHET U UHTPAHET

1. Knaccudukanus nahopManmoHHON? CUCTEMBI 110 TpeOOBaHUSAM 3aIIUTHI HHPOPMALIUN

2. Onpenenenue yrpo3 0e3onacHoCTH HHGOPMALUIH

3. Bei6op Mep 3amuTel HHGOPMAINH [T MX PEaTH3allii B pAMKaX €€ CHCTEMBI 3aIUThI
uHpopmanuu

PA3/IEJI 2

Mepsi 3amuTel HHGOPMAIMH B CETH UHTEPHET U HHTPAHET
1. UnenTuduxanus u ayTeHTUGUKALMS CyObEKTOB A0CTyNA U 0OBEKTOB JI0CTYIIA.
2. YopaBiieHue 10CTYIIOM CYOBEKTOB JJOCTYyIA K 00bEKTaM JOCTyIIa.

3. OrpannyeHue NporpaMMHOU? Cpebl.

4. 3amurTa MalIMHHBIX HOCUTEIEeH? HH(OPMALIHH.

5. Peructparust coObITUH? G€301aCHOCTH.

6. AHTUBUpYCHas 3allUTA.

7. O6Hapy>keHue (MpeaoTBpaIleHNe) BTOPKEHUN?.

8. KonTposs (aHanu3) 3anuiieHHoCTH HHPOPMaIIUH.

9. O0ecnieueHue 11ENOCTHOCTh HH(POPMAIUH.

10. ObecnieueHre AOCTYMMHOCTH UHPOPMAIIUH.

PA3JIEJ 2
Mepsbl 31Tl THPOPMAIIUU B CETU UHTEPHET U UHTPAHET
OIIPOCHI

PA3JIEJI 3

Meps! 3a1U T HHQOPMAIMK B CETH UHTEPHET U UHTPAHET
1. ObecnieueHune 1OCTYNHOCTH HHGOPMAIUH.

2. 3amuTa cpeabl BUPTyaIu3aluy.

3. 3amuTa TEXHUYECKUX CPEACTB.

4. 3amura CpeCTB U CUCTEM CBSI3H U IIEpPElauM JaHHBIX.

PA3JIEJI 3
Mepb 3Tl HHOOPMAIMK B CETH UHTEPHET U HHTPAHET
OIPOCHI, 3aIlUTa KYPCOBOTO MPOEKTa

PA3JIEJL 5
3adeT ¢ OneHKOoMH



