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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

JucrunmHa «3anmTa nHGOpMAaIii B TeIEKOMMYHUKAIIMOHHBIX CHUCTEMaXx
KEJIE3HOJOPOKHOTO  TpPaHCIOpTa»  pealu3yer TpeOoBaHUs  (enepaibHOro
rocyJIapCTBEHHOr0 00pa30BaTENIbHOIO CTaHAapTa BBICIIETO MPO(EeCCHOHATBLHOTO
obpazoBaHuss 1o HampasiaeHuto mnoarotoku 100501 « KommbrorepHas
O0e3omacHoCThY. JlucnumimumHa «3ammTa  TEICKOMMYHHKAIMOHHBIX — CHCTEM
KEJIE3HOOPOKHOTO TPAHCIIOPTA» OTHOCUTCS K YUCITY JUCUUILINH CIIEHUATU3 AN
npodecCHOHAIBHOTO MHKIa. llenpio mpemomaBaHusl TUCHUTIIMHBI  «3aruTa
uHDOpMAIMK B  TEICKOMMYHHKAIIMOHHBIX  CHCTEMaX >KEJIe3HOIOPOKHOTO
TPAHCIIOPTa» SBIIAETCS U3JI0KEHHE CITYIIATESIM OCHOBHBIX MPUHIIUIIOB U METOOB
3aIUThl UHPOPMAIUK, KOMIUIEKCHOTO MPOCKTUPOBAHMS U aHAJIW3a 3allUIIEHHBIX
KoMiboTepHbIX cucteM KC.

3agayamMu U3yUYEHUS TUCIUIUIMHBI SBIISIOTCS: U3yYEHUE OCHOB YCTPOMCTBA U
MPUHIUNOB (PYHKIIMOHUPOBAHUS, METOAOIOTHH MPOSKTUPOBAHUS U TOCTPOCHHUS
3alUIICHHBIX, KPUTEPUEB U METOAOB olleHKU 3ammiieHHoctu KC, cpenctB u
METO/IOB 3alIUThl OT HecaHKIHoHHpoBaHHOTo Aoctyna (HCJ) k uHpopmanmu.
OCHOBHOI TebI0 HU3yUYEHHUS Y4YEOHOW NUCHMIUIMHBI «3ammra uHOopMaIluu B
TEJIEKOMMYHUKAIIMOHHBIX CHUCTEMAaX >KEJIE3HOJOPOKHOTO TPAHCHOPTA» SIBIISAECTCS
dbopmupoBaHue y O0O0ydarmierocss KOMIIETCHIIMM IS CJEAYIOIUX BHJIOB
NEATEIBHOCTH: - HAy4YHO-HCCIIEIOBATENbCKOM; - MPOEKTHOH. JlucuuminHa
NpeAHa3HayeHa JUIsl TOJYYEHUsT 3HAHMW I PELIeHUs  CIEIYIOLIUX
npodeCCUOHANIBHBIX 3a7a4 (B COOTBETCTBUM C BUAAMU JesITeNbHOCTH): HayuHo-
HCClieIoBaTeNbCKast JACSTEIbHOCTh: cOOp, 00paboTka, aHAJIU3 U CUCTEMATU3aIIMs
HAyYHO-TEXHUUYECKOW MHGOPMAIIUH, OTEYECTBEHHOTO U 3apyOEKHOT0 OMbITa TO
npobiemMaM KOMIBIOTEPHOUW O€30MacHOCTH; Y4YacTUe B TEOPETUYECKHX W
DKCIIEPUMEHTAIBHBIX ~ HAYYHO-HCCIEIOBATEIbCKUX  paboTax 1O  OLICHKE
3aIUIEHHOCTH HWHPOPMAllMM B  KOMIIBIOTEPHBIX cucTeMax. [IpoekTHas
NeATENIbHOCTh: pa3paboTka W KOH(UTYypUPOBaHUE MPOrpaMMHO-aNMapaTHbIX
CpPeACTB 3aluThl HH(OpMaIuu; pa3paboTka TEXHUYECKUX 3aJaHul Ha
MPOEKTUPOBAHUE, ICKU3HBIX, TEXHUUYECKUX W pabouuxX MPOEKTOB CHUCTEM H
MOJICHCTEM 3alUThl WH(OpPMAIUU C YYETOM JCUCTBYIOIIMX HOPMATHUBHBIX H
METOJMYECKUX JTIOKYMEHTOB; pa3paboTka TMPOEKTOB CHUCTEM U TMOJCHCTEM
yrpaBiaeHuss WH(OOPMAITMOHHONW O€30MacCHOCThI0O OO0BEKTa B COOTBETCTBHH C
TEXHUYECKUM 33JJaHUEM; POCKTUPOBAHUE TTPOTPAMMHBIX U allapaTHBIX CPECTB
3alUTel  UHGOPMAIMU B COOTBETCTBUM C TEXHUYECKUM  3aJaHUEM C
UCIIOJIb30BAaHUEM CPEJICTB aBTOMATU3AI[MU POESKTUPOBAHUS.

2. Ilnanupyembie pe3ynbTaTbl 00yYeHHS MO JUCHUILIMHE (MOIYJIIO).



[lepeyenp ¢GopMUpyeMbIX pE3yJIbTaTOB OCBOEHHsS 00pa30BaTENbHOM
IporpaMMbl (KOMIETEHIIH) B pe3yJbTaTe 00yUYeHHs 10 AUCUUTUIHHE (MOJIYJIIO):

IIK-16 - Cmnocoben pa3pabaTbiBaTh MNPOrpaMMHBIE M MPOTrPaMMHO-
anmnapaTHble CPEJCTBa JIJIsi CUCTEM 3alllUThl MH(GOPMAIIMU aBTOMATHU3UPOBAHHBIX
CUCTEM;

IK-20 - CnocobeH moAaroToBUTh 00OCHOBAaHWE HEOOXOIMMOCTH 3aIUTHI
nH(OpMAIUU B aBTOMAaTU3HUPOBAHHON CHUCTEME;

IIK-21 - CmocobOeH ompenensTh BO3MOXHBIE YIPO3bl 0€30MaCHOCTH
uH(popMalnu, 00padaTbiBa€MO aBTOMAaTU3UPOBAHHON CUCTEMOM;

IMK-25 - CnocobeH pa3pabarbiBaTh IUIAH MEPOIPUSTUN 10 3allUTe
uHpopmaluu B 00bekTax MHPOpMaTU3alMKU Ha 0a3e KOMIBIOTEPHBIX CHUCTEM, a
TaK>Ke MPOIIECCOB UX MPOSKTUPOBAHUS, CO3/JaHUS U MOJICPHUBAIINH.

OOGyueHwue 1o JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo €ro pe3yJibTaTam
oOyyaromuiicst Oyner:

3HaTh:

- OCHOBHBIE  TIPOILIECCHI  TMPOCKTUPOBAHHMS  CUCTEM  OOecCTeueHUs
UH(OPMAITMOHHON O€30MaCHOCTH.

- IPOTpaMMHBIE U MIPOTPaAaMMHO-aNMNapaTHBIE CPEJCTBA JJII CUCTEM 3allUTHI
uH(pOpMAaIIN aBTOMATHU3UPOBAHHBIX CUCTEM

- yIpO3bl 0€30MmacHOCTH uH(opmaru, oOpabaTtbIiBaeMoit
ABTOMATHU3UPOBAHHOM CHCTEMOU

Ymern:

- Pa3pabaTbiBaTh IporpaMMHBIE CpPEICTBA AJIsi CUCTEM 3aIllUThl HH(OpMaLUu
aBTOMAaTU3HPOBAHHBIX CHCTEM BBICOKOCKOPOCTHOI'O TPAHCIOPTA.

- Pa3pabaTbiBaTh IporpaMMHBIE CpeICTBA AJIsi CUCTEM 3allUThl HHDOpMaLIUU
aBTOMATHU3UPOBAHHBIX CUCTEM B OECIMIIOTHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

- paspabaTbiBaTh M PEAIU30BBIBATH TEXHOJIOTHIO TNPOBEJICHUSA ayauTa
MH(}OpMaATMOHHOW 0€30MaCHOCTH Ha 00BbEKTaxX MH(POPMATU3ALUH.

Baagern:

- HaBBIKAMHU aHAJIN3a YSI3BUMOCTH U YCTAHABIIMBAET HEOOXOIUMBIE CPEICTBA
3aIUTHl KHOOPMAIIMH IS TEXHOJIOTHYSCKON 0a3bl aBTOMATH3UPOBAHHBIX CHCTEM
BBICOKOCKOPOCTHOTO TpaHCHOpTa.

- HAaBBIBKAMU aHAJIN3a YSI3BUMOCTHU M yCTAaHABIMBAET HEOOXOAMMBIE CPEICTBA
3alUTEI uHopMarm VIS TEXHOJOTMYECKOU 0a3bl OeCHMIOTHBIX
ABTOMATU3UPOBAHHBIX CUCTEM.



- HaBbIKaMH aHaJIM3a yrpo3 0e30MacHOCTH MHPOpPMALUHU, 00padaThiBacMOit
aBTOMATH3WPOBAHHBIMU CUCTEMaMH BBICOKOCKOPOCTHOTO TPAHCIIOPTA.

- HaBBIKAMH aHaJM3a yrpo3 Oe3omacHOCTH WHMOpMaruu, oopadaTeiBacMOn
OCCIMIIOTHBIMHM aBTOMATHU3WPOBAHHBIMH CHCTEMaMHU.

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOYJIS).

OO6mast TPyIOEMKOCTh AUCHUIUIMHBI (MOIyJist) coctaBisieT 4 3.e. (144
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU ©W  (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peaju3alii 00pa30BaTEIbHON MPOrpaMMbl HA UHBIX YCIOBHSIX,
IIPU NPOBEJCHUHN YUE€OHBIX 3aHITHI:

KonmuectBo yacos
Tun y4eOHBIX 3aHATHI Bceero| Cemectp
NelO
KonrtaktHas paboTa mpu npoBeneHIH YUeOHBIX 3aHATHH (BCETO): 64 64
B ToM uncre:
3aHATHUS JEKIIHOHHOTO THUIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 32 32

3.3. O06beM auCHMIUIMHBI (MOAYJsi) B (PopMe CaMOCTOATENbHOU pPabOThI
oOyyJarommxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYarommxcs c
nearoruaeckKuMu paboTHUKAMHU U (WITH) JIUIIaMU, PUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNnpHON TpOrpaMMbl HAa HWHBIX YCIOBHUSX, TIPU MPOBEICHUU
IPOMEKYTOUHOM aTTecTauu coctapisieT 80 akajeMruueckux yaca (oB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYAJIBHOMY YYEOHOMY IJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4eHHH, 00bEeM MUCIUIUIMHBI (MOIYs1) MOXKET ObITh peaiu30BaH
MOJIHOCTBIO B (POpME CaMOCTOSTENBHON pabOThl 00yYaroIuUXCs, a TaKkKe B (hopme
KOHTaKTHOU pabOThl O0ydYarOMMXCs C MEAArorudecKuMu pabOTHUKAMH U (WJIN)
JUIAMH, TIPUBJIEKaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCJOBHSIX, TPU MPOBEAECHUN IPOMEKYTOUYHOMN aTTECTALIMH.

4. ConepxaHue JUCUUIUIAHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

NudopmannonHas 6e30macHOCTh U YPOBHH €€ 00eCcrieueHUs
PaccmarpuBaembie BOIIPOCHL:

- [Tonsitue "uHpOpMaMOHHAS 0€30MaCHOCTE"

- Cocrasisitoine nHGpOpMaMOHHOH 6e301acHOCTH

- Cucrema (hopMHpOBaHUS peKMMa HH(POPMAIIMOHHOW 0€301acHOCTH

- HopmariBHO-TIpaBOBBIE OCHOBBI HHPOPMAIMOHHOH Oe3onacHocTH B PO
- CrangapTs! nHQOpMaIoHHO# Oe3omacHOCTH: "O0mme kpurepun" 2.

- CrangapTsl HTHQOPMAIIMOHHOH 0€30ITaCHOCTH pacIpeIeIeHHBIX CUCTEM
- CrangapTs! nHQOpMAIOHHOH Oe3omacHOCTH B PO

- AIMUHHCTpPATHBHEIN ypOBEeHb o0ecriedeHns1 MHPOPMaIMoHHOH 0e3011acHOCTH
- Kimaccudukanms yrpos "urdopmarmnonHoii 6ezomacHocTH"

KOMHBIOTCpHBIC BHPYCHI U 3allATA OT HUX
PaccmaTtpuBaeMble BOIIPOCHL:

- Bupycsl kak yrpo3a nH$OpMaIOHHOW 0€30MacHOCTH
- Knaccudukarys KOMIbIOTEPHBIX BUPYCOB

- XapakrepucTuka "BUPYCOMOIO0HBIX" IporpaMm

- AHTUBHUPYCHBIE ITPOTPAMMBI

- [IpodunakTika KOMIBIOTEPHBIX BUPYCOB

- OOHapy>KeHNE HEM3BECTHOTO BUpYCa

I/IH(bOpMaI_II/IOHHaS{ 0€30I1aCHOCTD BEIYHCINTENLHBIX CETEN
PaccmaTtpuBaeMble BOIIPOCHI:

- Bupycsl kak yrpo3a uHGOpMAaIMOHHOW 6€3011aCHOCTH

- Knaccudukarys KOMIbIOTEPHBIX BUPYCOB

- XapakTepHcTHKa "BUPYCONOIO0HBIX" TporpaMm

- AHTUBHUPYCHBIE ITPOTPAMMBI

- [IpodunakTika KOMIBIOTEPHBIX BUPYCOB

- OOHapy>KeHne HEM3BECTHOTO BUpYca

Mexanusmsbl obecrieueHus "uHpopMamoHHol O0e3onacHocTH"
PaccmarpuBaembie BOIPOCHL:

- Unentudukanus v ayreHTHUKALNS.

- Kpunrorpadus v mudposanue.

- Mertoas! pasrpanuueHue 1ocTyna. Perucrpauus u ayiur.

- MexceTeBoe 3kpaHHpOBaHUE. TeXHOJIOTHS BUPTyalbHBIX YacTHBIX ceTer (VPN)

KoprioparuBHbIe 3a1IMIIEHHBIE CETH

PaccmaTprBaemble BOIIPOCHI:

- Beenenune 8 MPLS, TE u QoS.

- ApXUTEKTypa MyJIbTUIIPOTOKOIEHOW KOMMYTAIIMH MMaKkeToB Mo MeTkam (MPLS).

- 3amura B MPLS ¢ ucnonbp3oBaHreM reHepaTopa Crelaln30BaHHbIX TOCIeI0BATEIbHOCTEH.

4.2. 3aHATHSI CEMUHAPCKOTO THUTIA.

[IpakTueckue 3aHsaTHS

Tematuka MPAKTUYCCKUX 3aHSATHI/ KpaTKOC COACPIKAHUC

KOMHBIOTCpHBIC aTaKu

B pe3ynprare BRINOTHEHUS PAKTHYECKOTO 33aHUS CTYIEHT pacCMaTPUBAET 0COOEHHOCTH
CTaH/IapTU3alnH B 00J1acTH 0OHApYKEHUsI aTaK, OCHOBHBIE TEXHOJIOTHH OOHAPY>KEHHSI KOMIIBIOTEPHBIX
aTaK ¥ UX BO3MOKHOCTHU M THITBI aTak.




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Co3nanue 3alUIIeHHBIX CETMEHTOB MpH padote B cetu MHTEpH

B pe3ysbTare paGOTLI Ha MPaKTUYCCKOM 3aHATUUN CTYACHT OTpa6aTI>IBaeT YMCHUA CO3[1aBaTh 3allIUIIICHHBIX
CCTMCHTOB ITpU pa60Te B CCTU I/IHTepHeT C UCTIOJIb30BAHUEM MCIKCCTCBLIX 39KPAHOB U U3Yy4acT
(uIbTpaLUIO TAKETOB

TynuenupoBanue B VPN.
B pesynprare paboThl Ha IPAKTUYECKOM 3aHATHH CTYJCHT OTpaOaThIBAacT HABBIK COCTABICHUS
TynnenupoBanue B VPN.

LDAP
B pesynbrate paboThl Ha MPAKTUUECKOM 3aHSITHHU CTYACHT PAaCCMAaTPUBAECT OCHOBHBIE CIIyKOBI KaTaloroB,
LDAP, Open LDAP.

[Tporoxon BGP4, IS-IS.

B pe3ysbTare pa60T1>1 Ha MPAaKTUYCCKOM 3aHATUN CTYACHT 0Tpa6aTI)IBa€T YMCHU paGOTaTL (¢

npotokonamu BGP4, IS-IS, paccmarpuBaeT aBTOHOMHast CUCTeMbI AS, MapipyTusanus B MPLS.

4.3. CamocrosiTenbHas paboTa 00y4darOIMuXCS.

/o

Bua camocrostensHOM paboThI

I/I3yquI/Ie ﬂOHOHHHTCHLHOﬁ JINTCPATYPBHI.

HOIIFOTOBKa K IPAKTUYCCKHUM 3aHATHUAM.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALIMH.

B W N

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

5. Ilepeuenr wu3naHUM, KOTOpPBIE PEKOMEHIYETCS MCHOJIb30BATh IPHU

OCBOCHUU JUCHUIUIUHBI (MOAYJIA).

11\;.(_1)1 bubnmnorpaduueckoe onucanue Mecro nocryna
1 Cpencta 3amuThl HHGOPMALIUY HA KETIE3HOA0POKHOM HTB (99); HTb (yu.3);
tpancnopte (Kpunrorpapuueckue metoas! u cpenctsa) A.A. | HTB ($6.); HTB (u3.2)
Kopuuenko, M.A. Epemees, C.E. Ananypos; Pen. A.A.
Kopnuenko; I[Tox Pen. A.A. Kopuuenko O1HOTOMHOE
uznanue Mapmpyt , 2006
2 bezonacHocts koMMyHuKaMoOHHbIX cetel B.I1. ConoBbes, HTB (33); HTb ($6.);
A.E. llly6apes, H.H. [Tyuko; Pex. B.I1. Conoses; MUMT. HTB (13.2)
[{enTp KOMIeTeHTHOCTH "3amuTa 1 6€30MacHOCTh
uHpopmanun" OgHotromHoe uzganue MUUT , 2007
3 Pa3zpaboTka kopriopatuBHoii cetu Ha ocHoBe MPLS.3ammra HTb MUHWT

nHpopmaruu [ DNeKTpOHHBIN pecypc]| : yueOHO-METO/I.
nmocoOue 1o Kypc. padboTe I CIeIHaIUCTOB HaIp.
"KomnerorepHas 0e3onacHocTs" B.M. Anekcees MUUT ,
2017




4 Texuuueckue cpencTna 3amuTsl HHGopmarmu A.A. TUTOB Internet
TomcKuii roCyJapCTBEHHBIN YHUBEPCUTET CUCTEM
YIPaBJIEHUS U pagHO3IEKTPOHUKH, , 2010

1 Kpuntorpadus H. Cmapt OgHoromuoe uznanue Texnochepa | HTB (§6.)
, 2006
2 Komnerorepusie cuctemsl u cetu B.I1. Kocapes, JI.B. HTB (yu.2); HTB (yu.4);

Epemun, O.B. Mammnukosa u ap.; ITox pexa. B.I1. Kocapea, | HTb (¢0.); HTb (13.2)
JLb. Epemuna OnnoroMHoe uznanne GUHAHCH U CTATUCTUKA
, 1999

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT HCIOJIb30BaThCS IPHU
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Odunuanehseiii caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pa3zoBarenbHas mnatdopma «kOpaitt» (https://urait.ru/).

O6mme wuHPOpPMAIMOHHBIE, CIPABOYHBIE M  IOUCKOBBIE  CHUCTEMBbI
«Koncynpsrant [lmtocy, «["apanty.

DneKTPOHHO-OMOIMOTEYHAS cucrema U3JIaTeIhCTBA «Jlanb»
(http://e.lanbook.com/).

DnekTpoHHO-0MOIMoTeuHas cuctema ibooks.ru (http://ibooks.ru/).

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpPOCTPAHSIEMOTO
MpOrpaMMHOT0 OOECTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIs1 OCBOCHUS AUCITUTIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (vu gpyroit 6paysep).

Oneparnionnas cucrema Microsoft Windows.

Microsoft Office.

Work 9, uHTeTpHpOBaHHAs cpefa pa3pabOTKH MPOTPAaMMHOTO 00CCTICUCHHSI
JUTSL U ceTeBoro odopyaoBanust OmniGraffle;

cpema paspabotku mporpammuoro obecnedenus HTMLS u PHP. [lns
MPOBECHNS TMPAKTUUYECKUX 3aHSITHM W  BBINIOJHEHUS KYpPCOBOM PabOTHI
HEOOX0oAMMO UWMETh KoMIuwieke Tmporpamm st [I9BM, obGecneunBarommx
BO3MOYXHOCTh BBITIOJIHCHUS pa0OT: B 00JIACTH TIOCTPOCHHMS MPOTPAMMHBIX H
anmapaTHBIX CPEACTB 3allUThl WHGOPMAIIMH B TEICKOMMYHHUKAIIMOHHBIX CETIX
(10S15 Cisco u Bbiie) ¢ noaaep;xxkoit MPLS;

nporpaMmubie npoaykTel Mac OS server, XSan.

8. OmmcaHne MaTepuUaJbHO-TEXHUYECKOW ©0a3pl, HEOOXOJAMMOM IS
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIECca MO AUCIUTITHHE (MOIYIIIO).



YueOHble ayIUTOPUU ISl TMPOBEACHUS YUYEOHBIX 3aHATHM, OCHAICHHbBIC
KOMITHIOTEPHOU TEXHUKON M HabOpamMu JIEMOHCTPAITMOHHOTO 000PYT0BAHMSI.

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

Ox3ameH B 10 cemectpe.

10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepUaibl, IPUMEHSIEMbIE MIPU MPOBEACHUH MPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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