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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

[lenpto ocBOCHMS yueOHOM AUCIUIUIMHBI «3almuTa UHGOPMALMKWY SIBISETCS
dbopmupoBanre MPoheCCHOHATBHBIX KOMIIETCHIIMM TI0 OCHOBHBIM pasieiiam
JTVCHUTINHBI.

OCHOBHBIMM 33JJa4aMU JTUCIUIUINHBI SIBISIOTCS:

- OCBOCHHE CTYyJIEHTaMU 0a30BBIX METOJOB U CPEJCTB 3alIUThl MH(POPMALIUU
(OpraHu3anMOHHBIX, TEXHUYECKHUX, TPOrPAMMHBIX );

- 03HAKOMJICHHE C 3aKOHOJIaTEJILCTBOM M CTaHIapTaMU B 3TOM 00J1aCTH;

- CTYACHTHl [JOJUKHBI HU3YYUTh TEOPETUYECKUE OCHOBBI KOMIIBIOTEPHOM
0€30MacHOCTH U YMETh IPUMEHSATHh TEOPUIO HA TPAKTUKE.

2. [Inanupyembie pe3ynbTaThl 00YUEHHS IO TUCHUILIINHE (MOIYIIIO).

[lepeuenp (GopMupyeMBIX pPeE3yJbTaTOB OCBOCHHUS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHUs 10 AUCHUILUIMHE (MOIYIIO):

OIIK-3 - CroocobeH pemarh CTaHAApTHBIE 3a7add TPOodeCcCHOHATHLHOU
JESTEIbBHOCTH Ha OCHOBE MH(POPMAIMOHHON M Oubnuorpaduyeckoil KyJabTyphl C
IPUMEHEHUEM HH()OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTUH U C YYETOM
OCHOBHBIX TpeOOoBaHUN NH(POPMALIMOHHOMN 0€3011aCHOCTH;

OIIK-/ - CnocobeH y4acTBOBaTh B HACTPOWKE M HaJaJKe MNPOrpPaMMHO-
anmapaTHBIX KOMILIEKCOB;

IHK-5 - CnoocoObHOCTh — aIMUHHCTPUPOBATh  MPOLIECC  YIPaBICHUS
0€30MMacCHOCThIO CETEBBIX YCTPOWCTB, MPOTPAMMHOTO OOECIEeYeHHs, CPEICTB
oOecrieueHus: 6€30MaCHOCTH YAAJICHHOTO JTOCTYIIA.

OOyuenue 10 JauUCHUIUIMHE (MOJYJIO) TMPEANoJiaraeT, 4YTO IO €ro
pe3ynbTatam o0ydaronuiics OyaeT:

3HaTh:

- BUJIbI 3a1IUTHI HH(OPMAIIUU, OCHOBHBIE MTOHSATHS U ONIPEICTICHNUS;

- CTaHJapThl W HOPMATHUBHBIE JOKYMEHTHI OIEHKH HH(POPMAIMOHHOMN
oe3onmacuoctn (MB) mporpamMmMHoro obecrnedeHUss M CPEACTB BBIYMCIHUTEIHBHOM
TEXHUKHU;

- TUIBI aTaK U METOJbI MPOTUBOJICUCTBUS aTaKaM;

- CITy>KOBI 1 MEXaHU3MbI 0€30TTaCHOCTH;

- METOAbI U(POBAHUS;

- AJITCOPUTMBI CUMMETPUYHBIX U aCCUMETPUYHBIX KPUIITOCUCTEM;

- “HGOPMAIMOHHBIN TTPOIIECC YNPABICHUS KPUNTOTpahUIECKUMH KITIOUaMU;

- BUJIbI U AJITOPUTMBI 3IEKTpoHHOM noanucu (I11);



- KOHIICTIIIHIO TTIOCTPOSHUSI CUCTEM 3aIUTHI HHPOPMAIIUH;
- OCHOBBI KBAHTOBOM KpUNTOrpadpuu.

Ymersn:

- IPUMEHSATh HAa TPAKTUKE METOJbI MPOTUBOJEHUCTBHS aTakaMm, METOJbI U
CpeIcTBa 3aMThl HHGOPMAITUK OT HecaHKIoHupoBanHoro Aoctyna (HC);

- OTpeneNsaTh TEXHWYECKHE KaHalbl yTEUYKH HH(POpPMAIUA M CIIOCOOBI HX
3aKPBITUS;

- HCMOJIb30BaTh CTAHIAPThl U HOPMATUBHBIE JAOKYMEHTHI npu aHanu3ze Ub
W/WJIU TIPU IOCTPOCHUU CUCTEMBI 3aIUThI;

- MCTI0JIh30BaTh HA MPAKTUKE CITY>KObI 1 MEXaHU3MBbI 0€3011aCHOCTH;

- CTpyKTypupoBath yrpo3sl Wb, ompenenste Monenb yrpo3 M MoJEb
HapyIIUTENS;

- aIMUHUCTPUPOBATH MPOLECC YIPABIECHUS O€30MACHOCTBIO;

- pa3pabaTbIBaTh apXUTEKTYPYy U OINPEAENATh COCTaB CHUCTEMbI 00€CIEUEHUs
MH(OPMAITMOHHOW O€301TaCHOCTH.

Baaners:

- HaBBIKAMM OLIEHKHM BEpPOSITHOCTH BO3HMKHOBEHHUs yrpo3 b u mposeneHus
aHaJIM3a PUCKOB peaIU3aliu yrpos;

- HaBbIKaMH ()OPMHUPOBAHUS MTOJIUTHKU O€30MaCHOCTH;

- OCHOBaMH ITPOEKTUPOBAHUSI CUCTEM 3aIMTHI HH(OPMAIUK;

- HaBbIKAMUM  TNPUMEHEHUS  HMHKEHEPHO-TEXHUYECKHX, MPOrpaMMHO-
anmnapaTHbIX U KPUNTOIrPAPUUECKUX CPEJCTB 3aIUTHI HHPOPMALIMH.

3. O0BeM AUCITUTUTHHBI (MOJTYJIS).
3.1. O6mias TpyI0eMKOCTb JTUCIUIUIMHBI (MOIYJIA).

OO0mrast TPyAOEMKOCTh JUCHMUIUIMHBI (MOIyJis) cocTaBisier 4 3.e. (144
aKaJIeMUICCKHX yaca(oB).

3.2. O6bem paucuMIUIUHBL (Monaynsi) B (oOpME KOHTAaKTHOW paboOThI
oOyJarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ©  (WIM)  JIMIAaMH,
MPUBJIEKAEMbBIMHU K peaau3alii 00pa30oBaTEIbHONW MPOrpaMMbl Ha UHBIX YCIIOBUSX,
IIpU MIPOBEICHUH YUEOHBIX 3aHATUM:

Konunuectso
. 4acoB
Tun yueOHBIX 3aHATUH C
EM.
Bceero
Ne5
KonraktHas paboTa rpu NpoBeAeHUN YUeOHBIX 3aHATHH (BCEro): 80 80




B ToMm uucie:

3aHATHA JIEKIUOHHOIO TUIIA 48 48

3aHATUS CEMUHAPCKOTO THIIA 32 32

3.3. O6bem aucHUIUIMHBI (MOAYNS) B (opMe caMOCTOSITENBHON paboOThI
oOydJarommxcs, a Takke B (QopMe KOHTAKTHOM pabOThl OOYy4aromuXxcsi C
HeIarornuyecKuMi paboTHUKAMU U (WJIH) JIMLAMU, NIPUBIIEKAEMBbIMU K pean3aliu
oOpa3oBaTeNbHONW  MpOrpaMMbl Ha  HHBIX  YCJIOBHUAX, TPU  IPOBEACHUU
IPOMEKYTOYHOM aTTeCTaIlK COCTaBIIsIeT 64 akareMudeckux yaca (oB).

3.4. ITpu oOy4yeHHH MO WHIMBHIyAIIbHOMY y4€OHOMY IIaHy, B TOM YHCIIE IIPU
YCKOPEHHOM OOYY€HUHU, 00bEM TUCHUIUIUHBI (MOIYJISI) MOXKET OBITh peaqn30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM pabOThl 0Oy4aroIIMXcs, a Takke B (opme
KOHTAKTHOM paboThl OOydYarolmUXCAd C MEJarornuyeCKuMU paOOTHUKAMU W (HJIH)
JUIIAMH, TPUBJIEKAEMBIMH K peaiu3alii 00pa3oBaTENbHON MpOrpamMMbl Ha MHBIX
YCIJIOBHSIX, IIPU MPOBEAECHUHN IPOMEKYTOUYHOM aTTECTALNH.

4. ConeprkaHue JUCHUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOT'O THUIIA.

/ TemaTuka JIEKITMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
n/m

1.
METO/IbI 3BAILINUTHI THOOPMALINU

PaccmarpuBaemble BOIPOCHL:

- BU/IBI 3aIIUTHI HHPOPMAINY;

- METO/IbI 3aIIUTHl KOMITBIOTEPHOH MH(OPMALIIH;

- 3aKOHOJIaTeJIbHBIE MEPHI 3aIIUTHI HHPOpManny (HOpMaTHBHBIE IPAaBOBbIE akThl PD B 06macTy 3amunTh
HHPOPMALIIH).

2.
CPEJICTBA 3AIIUTHI THO®OPMAIINN

PaccmarpuBaemble BOIPOCHI:

- CpPeIICTBA 3aLIUTHl KOMIBIOTEPHOH HH(OPMAIHH;

- KpunrorpapuIecKkre CpeacTBa 3amuThl THHOPMAIINH;

- cTaHIapTHI (OLIEHOYHBIC CTAHIAPTH U TEXHUICCKHUE CIICIU(UKAIIIH).

3.
YTI'PO3bI BE3OITACHOCTU HHO®OPMAIIUU
PaccmarpuBaeMblie BOpOCHI:

- KJTaCCH()MKALINS M XapaKTEPUCTHKH yIPo3;

- CIIOCOOBI HECAHKIIMOHUPOBAHHOTO JJOCTYTIA;

- OCHOBHBIE CTIOCOOBI M KaHAJIBI YTEUKH HH(OPMAIIHH;




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

- IPEO0JI0JIEHNE IPOTPAMMHBIX CPEJICTB 3aIIUTHI.

4.
CJIYXBbl U MEXAHU3MbI b

PaccmaTpuBaemble BOIIPOCHI:

- BUJIBI CITY’KO M MEXaHM3MOB 0€30T1aCHOCTH;

- B3aHMOCBSI3b MEX]Y CITy’KOaMHU U peau3yIOIIMI UX MEXaHU3MaMH;
- KOMIUTEKC TpeOOBaHHH K CHCTEME KOMIIBIOTEPHOH 0€301IacHOCTH.

5.
MEXIYHAPOAHBIE CTAHAAPTBI OHEHKU BE3OITACHOCTU KOMITBIOTEPHBIX CUCTEM
PaccmarprBaeMbie BOTIPOCHL:

- cepus MeXyHapOaHBIX cTaHaapTos 27000;

- pexomenaanuu X.800;

- 001IIMIe KPUTEPHH OLICHKH 0€30macHOCTH HH(popMaMoHHbIX TexHonorui, ISO/IEC 27000:2018 u apyrue.

6.
HALIMOHAJIBHBIE CTAHAAPTHI OUEHKU BE3OITACHOCTU KOMIIBIOTEPHBIX CUCTEM
PaccmarpuBaeMbie BOTIPOCHL:

- 0030p CTaHIapTOB;

- TCSEC,

- CTCPEC;

-T'OCTpr;

- ITSEC u apyrue.

7.
OEJIEPAJIBHBIE CTAHIAAPTHI OLIEHKIM BE3OITACHOCTHU KC

PaccmaTpuBaemble BOTIPOCH:

- kpurepuu, OCTrL, pyKoBOASIILIME U HOPMATHUBHBIE TOKYMEHTHIL;

- 3aIIMTa aBTOMATU3HUPOBAHHBIX CUCTEM U CPEJCTB BHIYNCIUTEIBHON TEXHUKH: Kiaccudukarys, TpedoBaHms
1o 3amure nHpopmarmu ot HCJI, Kitacchl 3aIMIIEHHOCTH;

- CTaHAAPTHI Oe30macHoCTH B ceTu Internet: MO, IpOTOKOJIBI 3AIUIIEHHON TTepeaadn HHHOPMAaIUH.

8.
ATIITAPATHO-TTPOT'PAMMHBIE CPEJICTBA 3ALLIUTHI MTH®OPMALIMN

PaccmarpuBaemble BOIPOCHL:

- OCHOBHBIE CPE/ICTBA 3alIUThl KOMIBIOTEPHON HHpOpMaluu 1 ux GyHkuun (Zecurion Zgate; Secret Disk;
Kpunrollpo CSP; npyrue pazpabotkn);

- KPUIITOIPOLIECCOPHI;

- 3aIIMTa OT U3MEHEHUS MT0TOKA COOOIICHNH U TIPEPBIBAHMS TIepeIadH, 3alliTa OT HaBsI3bIBAHUS JIOKHBIX
coO0OIIeHNH B KaHAJIbI CBS3H;

- MEKCETEBBIC SKPAHBI.

9.
BE30ITACHOCTbB ITPOI'PAMMHOI'O OBECIIEYEHUM A

PaccmarpuBaemble BOIPOCHI:

- (popManbHBIE METOABI JOKA3aTEIbCTBA MPABIIIBHOCTH MPOTPAMM U MX CIICIIU(DUKAIIHN;
- METOJIBI ¥ CpezicTBa aHaiu3a 6ezonacuoctu [10;

- KOHTPOJIbHO-UCTIBITATENbHBIE M JJOTUKO-aHATUTUYECKAE METOBL.

10.
BE3OITACHOCTb TEXHUYECKHUX CPEACTB




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

PaccmaTpuBaemble BOIPOCH:

- TpeOOBaHUS K TEXHUYECKUM CPEICTBAM;

- aHaNM3 0E30IaCHOCTH TEXHUYECKHUX CPEJICTB;

- IOJXOJBI K OlIeHKE NH(POPMAIIMOHHOH 0€30MacHOCTH.

11.

CETEBBLIE KOHOUT'YPALIUN

PaccmarpuBaeMble BOIIPOCHI:

- TpeOOBaHMUS K 0OecIedeHNI0 KOHOHICHIIHATEHOCTH;

- TpeOOBaHMUS K 00ECIICUCHHUIO IIETIOCTHOCTH HHPOPMAIIUH B CETEBBIX KOH(PHUTYpALIHX.

12.

BE30ITACHOCTH KOMITbIOTEPHBIX CETEN

PaccMarpuBaeMble BOIIPOCHL:

- OJXO/bI K OLIEHKE HH(POPMAIMOHHOM 6€30MacCHOCTH B CETSIX;

- TUIIBI CETEBBIX aTaK;

- METOJIbI IPOTHBO/ICHCTBUS aTaKaM;

- 3aIIMTa OT HECAHKIIMOHHUPOBAHHOTO J0CTYIa (OCHOBHBIE MPUHIUIIBI CUCTEMBI AAA, METOIBI
ayTeHTH(UKAIINN);

- yIpaBJeHHE JOCTYIIOM K pecypcaM (3aadd, TpeOOBaHM U MOJICIH IOCTYTIA).

13.

I[MOPAZOK OLUEHKHM YIT'PO3 BE3OITACHOCTU MHO®OPMAILIMU B KC
PaccMarpuBaeMble BOIIPOCHL:

- OIICHKA aKTyaJbHOCTH yIpo3 0€30MacHOCTH HH(GOPMAIIHH;

- OIICHKA BO3MOXXHOCTH pean3aluu (BOZHUKHOBEHUS) yrpo3 6e30MacHOCTH
uH(OpMaLUK U OTIpe/IelIeHNe UX aKTyaJIbHOCTH;

- OIICHKA CIIOCO00B peanu3anud (BOSHUKHOBEHHUS) YTPo3 0€30MIaCHOCTH HHPOPMAIIHH.

14.

TTOJINTUKA BE3SOITACHOCTHU
PaccmarpuBaeMbie BOTIPOCHL:

- TIOJIUTHKA 0€30TIaCHOCTH;

- aKCHOMBI TIOJINTUKH 0€30TIaCHOCTH;

- MMOJIMTUKA JUCKPEIIUMOHHOI'O JOCTYIIA,

- MIOJIMTUKA MaHAATHOT'O JOCTYIIA,

- MMOJIMTUKA TEMATUYCCKOTO pa3rpaHNnuCHUA JOCTYyIa.

15.

KPUIITOI'PA®UYECKAS 3AIIUTA UTHOOPMAILIMA

PaccmarpuBaeMblie BOpOCHL:

- METO/IbI 3AIUTHI BUABI, KITaCCH(UKALNS;

- mudpoBanue, creHorpadus, KOAUPOBaHHE, CKATHE U JIP..

- cpencTBa kpunrorpaduyeckoit 3amutsl nHGopmarun (CK3N);

- CepTUUITUPOBAHHBIC KPUTITOTpaQUIEeCKUe CPENICTBA 3alIUThl HHPOopMaIuu B Poccun.

16.

KPUIITOI'PA®NYECKHUE KJIIOUHN

PaccmaTpuBaemble BOIIPOCHI:

- yIpaBJeHue KPUITOTpadhUuecKIMHU KIII0YaMH (BHbI KIIIOUEH, IPOLeTyphl YIPaBICHUS KIIIOYaMH);
- TeHepalnys KIoYeH;

- XpaHEHHE KIIoueill;




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

- pacupeneneHue Kitodei.

17.

CUMMETPUYHBIE U ACCUMETPUYHBIE KPUIITOCUCTEMbI

PaccmaTpuBaemble BOIIPOCHI:

- CTaHAAPTHI IWN(POBaHKs AaHHBIX (anropuT™ mudposanus aanHeix DES, Triple DES, AES, anroputm
Pusecra);

- Poccuiickuii ctaHmapT KPUIITO- ¥ KIMUTO3AIINTHI COOOIICHH;

- KOHIIETIIUS KPUNTOCUCTEMBI C OTKPBITBIM KITFOUOM;

- KpunrocucreMa nmdposanus naHHBIX RSA, cxemsl mudpoBanus [Tommra-Xemnmvana, Ons [amars,
KOMOWHHPOBAHHBIA METOJ MHA()POBAHMSL.

18.

XOU-@YHKINN

PaccmarpuBaeMble BOIIPOCHL:

- BUJIBL;

- XoUI-(YHKIMH - UcTodb3oBanue B OI1, cranaapTsl Xam-pyHKIUI.

19.

SJIEKTPOHHA S ITIOATINCh

PaccmaTpuBaemble BOTIPOCH:

- mpoGeMa ayTeHTH()UKAIINN TaHHBIX;

- MOJIUCH C IOTIOJHUTEIbHBIMU (DYHKIIMOHAIBHBIMU CBOMCTBAMHU.

20.

AJITOPUTMBI OI1

PaccmarpuBaemble BOIPOCHL:

- JITOPUTMBI JICKTPOHHOM MOANMCH (Ha3HAUYCHNE U BUJIBI, Kilaccudukais, moaneika JI1);
- ciemnast OI1, OvICTpast, HeocmmopuMast.

21.

AHAJIN3 PUCKOB

PaccmarpuBaemble BOIPOCHL:

- QaHAJIU3 PUCKOB HH(POPMAIIMOHHOM 06e301acHOCTH;

- IJJAHWPOBAHHE U MPaKTHUYECKas peau3aliis IPOIeCCOB, HAIIPABICHHBIX HA MHHUMHU3AI[HUIO PUCKOB.

22,

KOMIUIEKCHBIH ITOAXO/I K OLIEHKU BE3OITACHOCTH

PaccmaTpuBaemble BOTIPOCH:

- IPUMEHEHHE CTaHJapTOB MPH POPMHUPOBAHUH ITOJTUTHKH OE30MACHOCTH M CHCTEMBbI OIIEHOK

3¢ PEeKTUBHOCTH, ITPU MPOBEICHUN KOMIUIEKCHBIX UCTIBITAHUHN 3alUIIEHHOCTH BHIYNCIUTEIBHBIX CHCTEM U
ceTel;

- CTaHJapThI IJId p€aIn3ali U OHEHKN TEXHUYCCKOT0 COBEPIICHCTBA CUCTEM IHI/Iq)pOBaHI/IH;

- HCTIOJIF30BaHNE CTAHIAPTOB MPH OIICHKH 3aIIMIIIEHHOCTH KaHaJIoB oOMeHa nHpopmanueil u 6e3onacHoCcTH
TpaH3aKLHH.

23.

[TPOEKTUPOBAHUE CUCTEM OBECIIEYEHUSI UTHOOPMALIMOHHOM BE3OITACHOCTH
PaccmarpuBaeMbie BOIPOCHI:

- IPUHIUTIBI TIOCTPOCHUS CHCTEM 3alIUTHl KOHPUICHIIHMATBHON HH(POPMAIIHY;

- OCHOBBI IOJIUTUKA 0E30MAaCHOCTH (TIOHATHUE MOJIUTHKHU O€30MACHOCTH, PeaTH3alis IIOJIUTHKU O0€301TacHOCTH,
Moieau 6€30IacHOCTH);




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

- OCHOBHBIC DTaIlbI.

24,

AHAJIN3 CUCTEM OBECIIEYEHUN A Nb

PaccmarpuBaeMble BOpOCHI:

- ayquT 0e30I1aCHOCTH, aHAJIN3 PUCKOB, pa3padotka KoHuenuuu obecneuenus Ub;

- aHAJIN3 APXUTEKTYPBI M CTPYKTYPHI CUCTEMBI 3aIUTHI;

- aHaJW3 MOJHUTHK, IPOLEAYpP, PETTIAMEHTOB U T.IL.;

- aHaJIM3 MIPOTPAMMHBIX U TEXHHUECKHUX CPEACTBA 3aINTH KOHPHUACHIINAIBHOW HH(YOPMALIIH.

4.2. 3aHATHS CEMHUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

n/o

HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoaepKaHue

1.
AHAJIN3 UHXXKEHEPHO-TEXHUYECKUX CPEJICTB 3AIIUTHI THO®OPMAIINUN

B pesynbraTe BHIMONHEHUS Ja00paTOPHOM pabOThI CTYJCHT MOMYYUT 3HAHUS O HanboJiee BOCTPEOOBAHHBIX
HWH)XCHEPHO-TEXHHUCCKUX CPEACTBAX 3alUThl HHPOPMAIIUH.

2.
OLIEHKA BE30ITACHOCTHU ITPOTPAMMHOI'O OBECITEYEHMU.
PesynbraT paboThl — cIIMCOK yTpo3 U Mep 1o pa3padotke O6ezomacHoro [10, cormacao TOCT P 58412-2019.

3.
PEKOMEHIAIIMU X.800 1JI PACITPEJJEJIEHHBIX CUCTEM

B pe3ynprarte BRIIOIHEHUS 1a60paTOPHOI pabOThI CTYICHT MOJYYHUT HABBIKMA IPUMEHEHHUS pEKOMEHIANi
X.800.

4,
MOJIOXXEHHUA ISO 15408 («COMMON CRITERIA»)
CryneHT noxy4ut HaBbIkH puMeHeHust «Common Criteria» npu GOpMHUPOBaHUH TOJUTHKH O€30HaCHOCTH U
CHCTEMBI OLICHOK 3(p(HEKTUBHOCTH, a TAKKe MPH NPOBEICHUH KOMIIEKCHBIX UCITBITAHUHN 3aIMICHHOCTH
00BeKTa MHPOPMATHIAIIHH.

5.
MEXCETEBBIE OKPAHbBI
B pesynprarte paboThl CTYyICHT MOTYYIHUT HABBIKK PUMEHEHUS MO.

6.
3AIUTA CPEJICTB BEIYUCJIMTEJIBHOM TEXHUKU
PesynbraT paboTHl — HABBIKM MPAKTUYECKOTO MPUMEHEHHs PykoBoasIIero T0KyMeHTa.

7.
3AIIUTA ABTOMATU3NPOBAHHBIX CUCTEM
PesynbraT paboThl — HABBIKH MPAKTHYECKOTO MPUMEHEHU PyKOBOISIIET0 JOKYMEHTA.

8.
N3YYEHUE METOOB HIM®POBAHU
B pesynbrate BhINOIHEHHS J1A00PATOPHOH paboTh! Oy ayT 3ammppoBaHbl U PacIIUGPOBaHbI COOOIIEHHS.




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

9.
[MPOI'PAMMHAS PEAJIM3ALIA METOZ1I0OB LIM®POBAHU A

PesynbraToM paboTHI SIBISIETCS OTIAXKEHHAs IpOrpaMMa, pealn3yomias IpeIoKeHHBIH CTYyIeHTOM
ITOPUTM IIU(PPOBAHHMSI.

10.

SJIEKTPOHHAA ITIOAIUCH

CTyzIeHT MOTYyYUT HaBBIKH IPHMEHEHHUS COOTBETCTBYIOIIMX CTAHIAPTOB, OyAeT 3HATh MPOLECCH
(hopmupoBanus u nposepku O

11.

OYHKINWA XOIINPOBAHUA

CTyZIEHT MOJIYyYUT HaBBIKH IPUMEHEHHSI COOTBETCTBYIOIMX CTAaHAAPTOB, Oy/AET 3HATh OCOOCHHOCTH
UCIIOJNIb30BaHMs (PYHKIMU X3IIMPOBaHMs B cxemax OI1.

12.

TUIIbI U KATETOPUH BO3MOXHBIX HAPYILIMTEJIEN

PesynbraT paboThl — KiIacCU( KA HAPYIIUTENIEH IO CTETIEHH yrpo3 IS 3alIMIIaeMoro o0beKTa
nH(popMaTH3anum.

13.

[MOJIMTUKA BE3OITACHOCTU OFBbEKTA UHOOPMATU3AIINN

B pesysnbraTe BHINONHEHHUS JIAOOpaTOPHOIT paboTHI Oy/eT pa3paboTaHa NONUTHKA O€30MaCHOCTH JUIsl 0OBEKTa
uHpopmaruzanuu.

14.
OLIEHKA BE30ITACHOCTHU CETH
PesynbraT paboThl — O1leHKa 6€301IaCHOCTH M CIIMCOK PEKOMEH/IAIMH I10 MOBBIIICHUIO O€30aCHOCTH CETH.

15.
OLIEHKA BE30ITACHOCTH KOMITbBIOTEPHOM CUCTEMBI
PesynbraT paboThl — OIleHKa 6€30MaCHOCTH U CTIMCOK PEeKOMEHAAIuil Mo nosbImeHuto 6ezomacHoctu KC.

16.

PA3PABOTKA CUCTEMbI HTHOOPMAILIMOHHOM 3AIINTHI OBbEKTA MTHOOPMATHU3AIIHN
B pe3ysbTate BBIIOIHEHUS JTaOOPaTOPHOI pabOThI CTYICHT MOJIYYHUT HABBIKHU 110 pa3pabOTKUA CHCTEMbI
3alIUTH HHPOPMALINH.

4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.

/o

Bun camocrositensHOM paboTh

W3y4yeHne 1ONONHUTENBPHON JIUTEPATYPBI

PaboTa ¢ neKIMOHHBIM MaTEPHAIIOM.

IIoarororka k J'Ia60paTOpHBIM 3aHATUAM.

Brimonnenune kypcoBoit paboThI.

IIoarororka k HpOMC)KYTOLIHOI\/'I aTTeCTalu.

o O M W N

IIoarororka k TCKYLIEMY KOHTPOJIIO.




4.4. IlpuMepHbI IEpeYeHb TEM KypPCOBBIX padoOT
KypcoBas pabora «CoBpeMEHHbIE CHMMETPUYHBIE U ACCUMETPUUYHbBIE
KPUOTOCUCTEMBI»  HANpaBlieHa Ha pa3BUTUE y OOy4yaroluXxcs HaBBIKOB
CaMOCTOATEIILHON TBOPYECKOH ACSATEIBHOCTH.
[IpumepHbIii TepeUYeHb TEM KypCOBBIX PadoT:

- Peanmuzanus anroputma Pusecra.
- Peanuzanus anroputma DES — pexum cuernmnenus 6;10koB B CBC mmdpe.

- Peamuzanus anmroputma DES — pexum pa6otst ECB (9nexkTpoHHBIN
OJIOKHOT).

- Peamuzanus anroputma DES — pexum pabotet CFB — oOpaTHasi ¢Bsizb 1O
UG POTEKCTY.

- Peamm3anus anroputma DES — OFB — o6paTHast cBSI3b 1O BBIXOTY.

- AnroputM denepaibHOro crangapra x9.9.
- AITOpUTM KpunrTorpaduyeckoro npeoOpa3oBaHusi — OOIIUHI.

- AITOpUTM KpHNTOIPaPUUIECKOro MpeoOpa3oBaHUsS B PEXKUME IPOCTOMH
3aMCHBI.

- AJITOPUTM KpHITOIpaPUIECKOro mpeodpa3oBaHus B peKUME raMMHUPOBAHHUS
c oOpaTHOM CBS3BIO

- AJITOpUTM KpUnTOorpadguueckoro npeodpa3oBaHus B peKUME HMHUTOBCTABKH.

- ANITOpUTM, OCHOBAaHHBIN Ha cxeme mudpoBanus Db ['amas.

- AropuT™M, OCHOBaHHBI HA KOMOMHUPOBAHHOM METO/I€ IIU(PPOBAHUS
- ANITOPUTM OTKPBITOTO pacnpeneneHus kimouen udpdu-Xenamana

- AIIrOpUTM 3J1EKTPOHHOM noanucu RSA.

- AJIrOpUTM 351EKTpOHHOM noanucu DSA.

- OteuectBeHHbId cTanAapt udposoit moanucu 'OCT P34.10-94,

- Anroput™ 1MGPOBOIM MOJAMUCH C JOTOJHUTEIBHBIMU (PYHKIMSIMU MO CXEME
«CJICTION MOOITUCI.

- AaropuTt™M mU(pPOBON MOIMUCH C TOTMOJIHUTEILHBIMU (PYHKITUSIMHU TIO CXEME
«HEOCIIOPUMOW MOAITUCH.

5. llepeueHb wu3AaHWN, KOTOPBIE PEKOMEHIYETCS MCIOJb30BATh IMPHU
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).



bubnuorpaduueckoe
OIHCaHKe

Mecro nocryna

Boctpenona E.B.
OcHOBBI
HH(pOpPMAITMOHHOM
0e30macHOCTH: y4eOHOe
noco0ue It CTyJICHTOB
BY30B. EkaTepuHOypr:
N3n-Bo Ypaiu. yH-Ta,
2019.- 204 c. - ISBN
978-5-7996-2677-8.

https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-
8 2019.pdf(nara obpamienus: 16.02.2024). - TekcT:2ICKTPOHHBI.

Kazapun O. B.
IIporpammHuo-
annaparHble Cpe/CTBa
3alIUThl HH(OPMAIIHH.
3aiuTa NporpaMMHOIO
obecrieyeHus1: y4eOHUK U
MPAKTUKYM JUTS
CpeaHero
po¢eCcCHOHATBLHOIO
obpazosanus / O. B.
Kazapun, A. C.
3a6a0ypuH. — Mockaa:
W3narensctBo FOpaiit,
2022. — 312 c. —
(ITpodeccuonanproe
obpazoBanue). — ISBN
978-5-534-13221-2.

https://book-pc.ru/bezopasnost/1882-programmno-apparatnye-
sredstva-zaschity-informacii.html(xara oopamenus: 16.02.2024). -
TeKcT:21eKTPOHHBIH.

lonmukoB A. M. 3amura
uHpopmManuu B
MH()OKOMMYHUKAIIMOHH
BIX CHCTEMaX U CETIX:
yaeOHoe rmocodue / A.
M. TI'onukoB. —
Mocksa: TYCVYP, 2015.
— 284 c. // Jlanb:
ANEKTPOHHO-
OMOJIMOTEYHAS CUCTEMA.

https://e.lanbook.com/book/110336 (maTta obpamenus: 16.02.2024).
— Pexum nocrtymna: uis aBTOpu3. IoJib3oBaTesied. — Tekcr:
3JIEKTPOHHBIN

Hecrtepos, C. A. OcHOBBI
nH(OPMAIIMOHHOU
0€e30MacHOCTH: yueOHOe
nocobue / C. A.
HecrepoB. — 5-¢ u3n.,
crep. — CaHKT-

https://www.litres.ru/book/s-a-nesterov/osnovy-informacionnoy-
bezopasnosti-66007377/(nata obpamenus: 16.02.2024). — Pexum
JIocTyna: Jiyisl aBTOPU3. MOJIb30BaTeseil. TeKCT: 3JeKTPOHHBIH.




[etepOypr: Jlans, 2022.
— 324 ¢c.— ISBN 978-
5-8114-4067-2. Tekcr:

JJIEKTPOHHBIN

5 | Jlock A. B., Hecrepenko | https://azon.market/image/catalog/v_1/product/pdf/378/3777079.pdf(
A. 0., Poxxxos M. 1. nata ooparienus: 16.02.2024). — Pexum noctyna: yis aBTOpU3.
Kpumrorpadudeckue H0JI530BaTENEH.— T €KCT:DIICKTPOHHBIH

METO/TbI 3aIUTHI
uH(pOpMaLUU AJIs
M3YYaIOIINX
KOMITBIOTEPHYIO
0€30MaCHOCTh: YUeOHUK
JUTSL aKaJIEMUYECKOTO
OakanaBpuata / A. b.
Jloce, A. 1O.
Hecrepenko, M. .
PoxkoB. — 2-€ u3m.,
ucnp. — M.:
W3narensctBo FOpaiit,
2019. — 473 c. —
(Cepust: bakanasp.
AxaneMHYEeCKHii Kypce). -
ISBN 978-5-534-12474-
3.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJIb30BAThCS TPHU
OCBOCHUU JUCUUIUIUHBI (MOYJIA).

@opyM CHeUaNrCcTOB 10 HH(HOPMALIMOHHBIM TeXHOJIorusaM http://citforum.ru/

HNHTepHeT-yHUBEpCUTET MH(DOPMALIMOHHBIX TeXHOIOTUH http://www.intuit.ru/

ITouckoBeie cucteMsl: Yandex, Google, Mail.

Odummaneuerit caitt PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texauueckas 6ubnuorexka PYT (MUNT) (http:/library.miit.ru).

Oo6pazoBatenpHas wiatdopma «tOpaitt» (https://urait.ru/).

O6mue  uHpOpMAIIMOHHBIE, CHOPaBOYHbIE M  TOUCKOBBIE  CHUCTEMBI
«Koncynbrant I[lmoc», «I'apanTy.

DNEKTPOHHO-OMOIMOTeUHAs cucTema U3/IaTEIbCTBA «Jlauby
(http://e.lanbook.com/).

7. IlepeuyeHb  JUIIEH3MOHHOTO W  CBOOOAHO  PAaCIPOCTPAHSIEMOTO
MPOTPaMMHOr0 OOeCIeUYeHus, B TOM YHCJIE OTEUYECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOTO /I OCBOCHUS JUCIUTIIUHBI (MOTYJIs).




Microsoft Internet Explorer (wnu apyroii 6paysep).
OnepannonHas cucrema Microsoft Windows.

Microsoft Office.
Crnenuanu3nupoBaHHOE IPOrpaMMHOE 0OecIieueHue He TpeOyeTcsl.

8. OmumcaHnne MaTepuaaIbHO-TEXHUYECKOW 0a3bl, HEOOXOmMUMOW IS
OCYIIIECTBICHUS 00pa30BaTEIBLHOTO MPOoIlecca MO AUCIUILTNHE (MOIYIIIO).

YueOHble ayauTOpUM ISl TPOBEACHUS Y4YEOHBIX 3aHSATHN, OCHAILCHHBIC
KOMITBIOTEPHON TEXHUKON M HAOOpaMH IEMOHCTPAIIMOHHOTO 000PY10BaHUS:

-paboure  MEeCTO TMpenojaBaTeyisi ¢  [EePCOHATBHBIM  KOMIIBIOTEPOM,
noakiirouéHubM K INTERNET;

- CIieMaIM3UPOBaHHas JICKIIMOHHAS ayIUTOPUS C MYJIbTUMEIMA anmnapaTypoi
1 UHTEPAKTUBHOM JOCKOM;

- paboune MecTa CTy/IEHTOB B KOMITBIOTEPHOM KJ1acce, MOJKIIOUEHHBIE K CETU
INTERNET.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3ayeT B 5 cemectpe.
KypcoBas pabota B 5 cemecTpe.

10. OueHouHbIE MaTEpHUAIBI.

OueHouyHblE MaTepualbl, IPUMEHSAEMbBIE MPHU MPOBEACHUU IPOMEKYTOUYHON
aTTecTalluy, pa3padbaThIBalOTCs B COOTBETCTBUU C JIOKATbHBIM HOPMATUBHBIM aKTOM

PYT (MUUT).



ABTOpBI:

npodeccop, IOIEHT, J1.H. Kaeapbl
«BpauCIUTEIFHBIE CUCTEMBI, CETH H

uH(pOopMalOHHast 0€30MaCHOCTHY N.E. Cadonona
CoracoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOIUIECKON
KOMHUCCHUU H.A. AugpusiHoBa



