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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

[lenpto ocBOCHMS yueOHOM AUCIUIUIMHBI «3almuTa UHGOPMALMKWY SIBISETCS
dbopmupoBanre MPoheCCHOHATBHBIX KOMIIETCHIIMM TI0 OCHOBHBIM pasieiiam
JTVCHUTINHBI.

OCHOBHBIMM 33JJa4aMU JTUCIUIUINHBI SIBISIOTCS:

- OCBOCHHE CTYyJIEHTaMU 0a30BBIX METOJOB U CPEJCTB 3alIUThl MH(POPMALIUU
(OpraHu3anMOHHBIX, TEXHUYECKHUX, TPOrPAMMHBIX );

- 03HAKOMJICHHE C 3aKOHOJIaTEJILCTBOM M CTaHIapTaMU B 3TOM 00J1aCTH;

- CTYACHTHl [JOJUKHBI HU3YYUTh TEOPETUYECKUE OCHOBBI KOMIIBIOTEPHOM
0€30MacHOCTH U YMETh IPUMEHSATHh TEOPUIO HA TPAKTUKE.

2. [Inanupyembie pe3ynbTaThl 00YUEHHS IO TUCHUILIINHE (MOIYIIIO).

[lepeuenp (GopMupyeMBIX pPeE3yJbTaTOB OCBOCHHUS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHUs 10 AUCHUILUIMHE (MOIYIIO):

OIIK-3 - CroocobeH pemarh CTaHAApTHBIE 3a7add TPOodeCcCHOHATHLHOU
JESTEIbBHOCTH Ha OCHOBE MH(POPMAIMOHHON M Oubnuorpaduyeckoil KyJabTyphl C
IPUMEHEHUEM HH()OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTUH U C YYETOM
OCHOBHBIX TpeOOoBaHUN NH(POPMALIMOHHOMN 0€3011aCHOCTH;

OIIK-/ - CnocobeH y4acTBOBaTh B HACTPOWKE M HaJaJKe MNPOrpPaMMHO-
anmapaTHBIX KOMILIEKCOB;

IHK-5 - CnoocoObHOCTh — aIMUHHCTPUPOBATh  MPOLIECC  YIPaBICHUS
0€30MMacCHOCThIO CETEBBIX YCTPOWCTB, MPOTPAMMHOTO OOECIEeYeHHs, CPEICTB
oOecrieueHus: 6€30MaCHOCTH YAAJICHHOTO JTOCTYIIA.

OOyuenue 10 JauUCHUIUIMHE (MOJYJIO) TMPEANoJiaraeT, 4YTO IO €ro
pe3ynbTatam o0ydaronuiics OyaeT:

3Harth:

- BUJIbI 3a1IUTHI HH(OPMAIIUU, OCHOBHBIE MTOHSATHS U ONIPEICTICHNUS;

- CTaHJapThl W HOPMATHUBHBIE JOKYMEHTHI OIEHKH HH(POPMAIMOHHOMN
oe3onmacuoctn (MB) mporpamMmMHoro obecrnedeHUss M CPEACTB BBIYMCIHUTEIHBHOM
TEXHUKHU;

- TUIBI aTaK U METOJbI MPOTUBOJICUCTBUS aTaKaM;

- CITy>KOBI 1 MEXaHU3MbI 0€30TTaCHOCTH;

- METOAbI U(POBAHUS;

- AJITCOPUTMBI CUMMETPUYHBIX U aCCUMETPUYHBIX KPUIITOCUCTEM;

- “HGOPMAIMOHHBIN TTPOIIECC YNPABICHUS KPUNTOTpahUIECKUMH KITIOUaMU;

- BUJIbI U AJITOPUTMBI 3IEKTpoHHOM noanucu (I11);



- KOHIICTIIIHIO TTIOCTPOSHUSI CUCTEM 3aIUTHI HHPOPMAIIUH;
- OCHOBBI KBAHTOBOM KpUNTOrpadpuu.

YMmern:

- IPUMEHSATh HAa TPAKTUKE METOJbI MPOTUBOJEHUCTBHS aTakaMm, METOJbI U
CpeIcTBa 3aMThl HHGOPMAITUK OT HecaHKIoHupoBanHoro Aoctyna (HC);

- OTpeneNsaTh TEXHWYECKHE KaHalbl yTEUYKH HH(POpPMAIUA M CIIOCOOBI HX
3aKPBITUS;

- HCMOJIb30BaTh CTAHJAPThI U HOPMATHBHBIE JOKYMEHTHI npu aHanuze Wb
W/WJIU TIPU IOCTPOCHUU CUCTEMBI 3aIUThI;

- MCTI0JIh30BaTh HA MPAKTUKE CITY>KObI 1 MEXaHU3MBbI 0€3011aCHOCTH;

- CTpyKTypupoBath yrpo3sl Wb, ompenenste Monenb yrpo3 M MoJEb
HapyIIUTENS;

- pa3pabaTbIBaTh apXUTEKTYPY U OINPEAENATh COCTaB CHUCTEMBbI 00€CIEeUEHUs
MH(OPMAITMOHHOW O€301TaCHOCTH.

Baanernb:

- HaBBIKAMM OLICHKHM BEPOSITHOCTH BO3HUKHOBEHHs yrpo3 b u mpoBeneHus
aHaJIn3a PUCKOB pealin3aluu yIpo3;

- HaBbIKaMH ()OPMHUPOBAHUS MMOJUTUKU OC30ITaCHOCTH;

- OCHOBaMU MIPOCKTUPOBAHUS CUCTEM 3aIUThl HH(OPMAIIUH;

- HaBBbIKAMU  MPUMEHEHUS]  UHXXCHEPHO-TEXHUYECKUX, MPOrpaMMHO-
amnmapaTHbIX U KPUNITOTPpaPUUECKUX CPEJCTB 3alIUThl HHGOPMAIIUU.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIMHBI (MOIYJIIA).

OO0miast TpyAOEMKOCTh JUCHUILIUHBI (MOAyJsi) coctaBisier 3 3.e. (108
aKaJIeMHUICCKHX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aiui 00pa30BaTEIIbHON MPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUH yUESOHBIX 3aHITHI:

KonuuectBo yacos

Tun yaeOHBIX 3aHIATHI
Bcero | Cemectp Ne5

KonrakTHas paboTa Ipu NpoBeIeHHH Yu4eOHBIX 3aHTHIl (BCEro): 68 68

B ToMm uucne:

3aHATHSA JIEKIIMOHHOTO THITA 34 34

3aHATUS CEMUHAPCKOTO THIA 34 34




3.3. O6bem aucHUIUIMHBL (MOAYNsl) B (OpME CaMOCTOSATENbHON pabOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOM pPabOThl OO0ydYaroIIUuXCs ¢
HeIarorniyecKuMu paboTHUKAMU U (WJIH) JIMLIAMU, MIPUBIIEKAEMBbIMU K pean3aliu
oOpa3oBaTeNbHOW  MpOrpaMMbl Ha  HHBIX  YCJIOBHUAX, TPU  IPOBEACHUU
IIPOMEKYTOYHOM aTTecTauu coctapiisieT 40 akageMruuecKux yaca (OB).

3.4. IIpu oOy4eHnH MO0 UHIMBHIYATHPHOMY Y9€OHOMY TUTaHY, B TOM YHCJIC TIPU
YCKOPEHHOM OOydYeHHUH, 00bEM NHUCIMIUIMHBI (MOIYJISI) MOXET OBITh peaan30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM paboThl 00ydaronuxcs, a Takke B ¢popme
KOHTAKTHOM paboThl OOy4YaroOmUXCA C MEJarorM4yecCKuMU paOOTHUKaAMU U (WJIH)
JUIAMH, TPUBJICKAEMBIMHU K pealiu3aiii 00pa30BaTEebHONW MPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBEJACHUHN TIPOMEKYTOUHOM aTTECTAIINH.

4. ConeprxaHue JUCHUIUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

TemaTuka NEKIIMOHHBIX 3aHATHH / KpaTKOC COACPIKAHUC

1 IIpaBoBEIC M OpraHU3ALMOHHEIC METOIbI 3aIIUTHI HHPOPMALIH.

PaccmarpuBaeMbie BOIIPOCHL:

- METOJBI ¥ CPENICTBA 3aIUTHI KOMITBIOTEPHOI HHpOPMaLUH;

- 3aKOHOJIATEJIbHbIE MEPHI 3alIUThl HH(OPMaLUK (HOPMATUBHBIC [TPABOBBIC akThl PD B 001aCTH 3aLIUTHI
HHPOPMALIUH);

- BU/IBI 3aIIUTHI HHPOPMAIINK;

- CTaHAApTHI (OLIEHOYHBIE CTAHIAPTHI U TEXHUYECKHE CrIeM(DUKAIINN);

- OpraHu3alU-Pa3padOTIUKU CTaHIAPTOB.

2 Yrpo3sl 6e30macHoCTA HHPOpMAIIUH.

PaccmarpuBaeMbie BOTIPOCHL:

- XapaKTEPUCTHKH yTPO3, CIIYKO U MEXaHU3MOB 0€301TacCHOCTH (BUIBI, B3aUMOCBS3b MEKIY CIyKOaMu H
peaTn3yOIIMHA UX MEXaHH3MaMH);

- kmaccuukanus yrpo3 (IyTH UX peau3alii; KOMILICKC TPpeOOBaHUH K CHCTEMe KOMITBIOTEPHOM
0e30MacHOCTH);

- cIT0cOOBI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

- OCHOBHBIE CTIOCOOBI M KaHAJIBI YTEUKH HH(OPMAIIHH;

- IPEOA0JICHUE TPOTPAMMHBIX CPEACTB 3aIIUTHI.

3 CranmapThl 1 HOPMAaTHUBHBIE TOKYMEHTHI OIICHKH WH(OPMAIIMOHHONW O€30IIaCHOCTH.

PaccmarpuBaeMblie BOpOCHL:

- Mexnynaponusie: pekomeHaanmu X.800, O0miye KpuTepruu OleHKH 0e3011aCHOCTH HH(OPMALMOHHBIX
texHonorui, ISO/IEC 27000:2018 u npyrue;

- ®enepanbHble cranaaptel, kpurepuu, 'OCToI, pykoBoAsIINE U HOPMATUBHBIE TOKYMEHTHI;

- 3aIlIMTa ABTOMATU3UPOBAHHBIX CUCTEM U CPEJCTB BHIYNCIUTEIBHON TEXHUKH: Kiaccudukarys, TpedoBaHms
o 3amute nHGopmaruu ot HCJI, kaccel 3alUIIEHHOCTH,

- cTaHzapThl 0e30MacHOCTH B ceT Internet: MO, mpoTOKOIIBI 3aMIKIIEHHON TIepeayn HHPOPMAaLHH.




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

4 AnmapaTHO-IIPOrpaMMHBIE CPEJICTBA 3aLUTHl HH)OPMALIHH.

PaccmaTpuBaemble BOIIPOCHI:

- OCHOBHBIE CPEJICTBA 3aLIUTHl KOMIBIOTEpPHOH HHpOpManuu 1 ux Gynkuun (Zecurion Zgate; Secret Disk;
Kpunrollpo CSP; npyrue pa3pabotkn);

- KPUIITOIIPOLIECCOPHI;

- YPOBHH 3aIINTH HHPOPMAIIHH;

- 3aIIMTa OT U3MEHEHU [TOTOKA COOOIICHNH 1 IPEPBIBAHNUS NIEPEAAdH, 3aIIUTa OT HaBA3BIBAHUS JTOXKHBIX
COOOIIEHNH B KaHAJIBI CBSA3H,

- CHOCOOBI 3aIIUTHI CeTEeH (CETEBbIE aTaK! U METOABI IPOTUBOJCHCTBHS, CBSA3b MEXKIY XapaKTepUCTUKAMHU
Pa3BUTHA BUPYCHOH aTakul M CETEBOI CTPYKTYpOi);

- MEKCETEBBIC SKPAHBI.

5 be3omnacHOCTh MPOTrPaMMHOI'0 00ECIIEYEHHsI, TEXHUYECKHX CPEJCTB BHIYUCIUTENBHBIX CUCTEM U CETEH.
PaccmarpuBaeMble BOIIPOCHL:

- METOJIbl ¥ CPEACTBA aHaIM3a 0€30MaCHOCTH MPOTrPaMMHOTO 00ECIICUCHNUS;

- aHaM3 0E30IaCHOCTH TEXHUYECKHX CPEJCTB KOMIBIOTEPHBIX CHCTEM;

- OJXOJBI K OIIEHKE HH(POPMAIMOHHOH 0€30MaCHOCTH B CETIX;

- TUITBI CETEBBIX aTaK;

- METO/bI IPOTHUBOACHCTBUS aTaKaM

6 Kpunrorpadudeckue Kiroun.

PaccMarpuBaeMble BOIIPOCHL:

- yIpaBJieHue KpUITOTrpaduiecKuMu KIIto4aMu (BHJIbI KIIOUEH, POLEAYpHl YIPaBICHHS KITIOYaMH);
- TeHepalus KIo4ei;

- XpaHEHHE KIII0YEeil;

- pacnpeeneHue Kioden.

7 CUMMETpPHUYHBIE U ACCUMETPHYHbBIE KPUIITOCHCTEMBI.

PaccmaTpuBaemble BOTIPOCHI:

- cragaapTel mudpoBaHus MaHHEIX (anroputM mmdposanus nanuaex DES, Triple DES, AES, anroputm
Pusecra);

- Poccuiickuii ctaHAapT KPUNTO- ¥ MIMUTO3AIIUTHl COOOIICHUH;

- KOHLIEIIIHUS KPUNITOCUCTEMBI C OTKPBITBIM KITHOUOM;

- KpuntocucreMa mudpoBanus naHHbIX RSA, cxembl mudposanus [Tonura-Xemniamana, Dib [amans,
KOMOMHHUPOBaHHBIH MeTo]] II(POBAHUSI.

8 DneKTpOHHAas OJIHUCK.

PaccmarpuBaeMbie BOTIPOCHL:

- mpo0JieMa ayTeHTH(PUKAINY TaHHBIX;

- OJIHOHAIPABJIICHHBIE XAI-QyHKIMH (Mcrons30Banue B D11, cTaHIapThl XANI-()yHKIHN);

- aJITOPUTMEI JIEKTPOHHON MOANUCH (Ha3HAYCHHE U BHUIIBI, KiTacCUpUKanms, moanenka J11);

- TIOATVCH C JAOTIOJIHUTEIBHBIMU (YHKIIMOHAIBHBIMU cBoWicTBaMu (cnemnas DI, ObicTpas, Heocropumasi).

9 IIpoexTHpOBaHKE U aHATU3 CHCTEM obecriedeHIsI HH(OPMAIIMOHHOW O€30ITaCHOCTH.

PaccmarpuBaemble BOIPOCHI:

- IPUHIUIIBI TIOCTPOEHUS CUCTEM 3alIUTHl HHPOPMALINY;

- OCHOBBI OJIUTHKH 0€301acCHOCTH (TOHATHE MTOJTUTHUKH O€30I1aCHOCTH, pean3ays OJINTHKH 0€3011acHOCTH,
MoJIeJT 0€30ITaCHOCTH);

- ayquT 0€30I1aCHOCTH, aHAJIN3 PUCKOB, pa3padboTka KoHuenuuu obecnieuenus Ub;

- aPXHUTEKTypa CUCTEMBI 3allHTHI;

- pa3pa0boTKa OpraHM3alMOHHON N (QYHKINOHAIBHOM CTPYKTYPBI CHCTEMBI 3allUTHI;




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

- moaroroska T3;

- IPOEKTUpOBaHKeE (pa3paboTka TEXHUUECKOTO MPOEKTa), pa3padoTKa MOJINTHK, IPOLEIYp, PErIaMEHTOB U
T.IL;

- pa3paboTka pabo4ero npoeKTa, aHajli3 U BEIOOP MPOTPAMMHBIX U TEXHUUECKHX CPEACTBA 3aLIHUTHI
nHpopmanuy;

- OpraHU3alOHHBIE 3TallbI.

10 KBanToBas kpunrTorpadus.

PaccmarpuBaeMble BOIIPOCHL:

- OCHOBHBIC ITOHSTHUS U OIIPE/ICIICHNUS;

- KBaHTOBBIE CETH, CyTh KBAHTOBOM IIepeiadll JaHHBIX;

- KBaHTOBAs TEJICIIOPTALMS M SKCIIEPUMEHTAIIbHAS PeaTU3aLlis;

- BU/IBI OIIMOOK TIpH Niepeiaue HHPOpMaIny;

- IIPOTOKOJIbI TOATOTOBKH U U3BMEPECHUS, ITPOTOKOJIBI OCHOBAHHBLIC HA 3allyTAHHOCTH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie paboThI

/o

HaumenoBanue n1abopatopHbix paboT / KpaTkoe coaep:KaHue

1. AHAJIN3 MHXXEHEPHO-TEXHUYECKUX CPEACTB 3AIINTHI MTHOOPMAILIUN.
B pesynbTate BEIOTHEHHS 1a00paTOpHON pabOTHI CTYACHT IOJYYIHT 3HAaHHU 0 HanboJiee BOCTPeOOBaHHBIX
WHKCHEPHO-TEXHUYECKHIX CPEJCTBAaX 3allUThl HHOOPMALIIH.

2. PEKOMEHJAILIMNA X.800 1JIA PACITPEAEJIEHHBIX CUCTEM.
B pesynbrarte BeIIOTHEHUS 1a60paTOPHOIT pabOThI CTYCHT MOIYYHUT HABBIKM MPUMEHEHUS PEKOMEHIauN
X.800.

3. TIOJIOXXEHU S ISO 15408 («COMMON CRITERIAY).

CryneHT noxy4ut HaBblkH puMeHeHust «Common Criteria» npu GOPMUPOBAHUM ITOTUTHKU OE30TIACHOCTH U
CHCTEMBI OLICHOK 3()(HEKTUBHOCTH, a TAK)Ke MPH NPOBEICHUH KOMIIEKCHBIX UCITBITAHUHN 3aIMICHHOCTH
00BeKTa MHPOPMATHIAIIHH.

4. MEXCETEBBIE OKPAHBI.
B pesynbrare paboThl CTYyICHT NOTYYIUT HABBIKM MPUMEHEHUS MO.

5. BAILLIMTA ABTOMATHU3UPOBAHHBIX CUCTEM U CPEJICTB BbIYMCJIMTEJIBHON TEXHUKU.
B pesynprarte BRIIOIHEHHUS Ta00paTOPHOIT pabOTHI CTYSHT MOTYYHUT HABBIKM IPUMEHEHU PykoBoasmmx
JIOKyMEHTOB.

6. UI3YYEHUE METOZIOB LIM®POBAHU .
B pesynbTate BINOIHEHHS J1JA00PATOPHOH padoThl Oy ayT 3amppoBaHbl U PacIIUGpPOBaHbI COOOIIEHHS.

7. CAUMMETPUYHBIE U ACCUMETPHUYHBIE KPUIITOCUCTEMBI.
PesynbraT BEIIONTHEHNS 1a00paTOPHOIT pabOTHI — OTYET C ONMMCAHWEM KPHUITOrpadhUIeCKUX alrOPHUTMOB,
mporpaMMa paboTHI aITOPUTMOB.

8. DJIEKTPOHHA S ITOAITNCH U ®YHKIMA XOIIMPOBAHNWA.
CTyIeHT MOIYIHUT HABBIKKA IPUMEHEHHUS COOTBETCTBYIOIINX CTAaHIAPTOB, OYAET 3HATH MPOIIECCHI
(opmupoBanust 1 npoBepku D11, 0co6eHHOCTH NCTIONIB30BaHUS QYHKIIMH XIIIHPOBaHUS B cxemax JIl.




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

9. PABPABOTKA CUCTEMbI THOOPMAILIMOHHOM 3AIINTHI OFBEKTA NTHOOPMATU3ALIN.
B pesynbTate BIOIHEHHS 1a00PAaTOPHON paboThl CTYJEHTOM OYyJIET IOATOTOBJICH OTYET C ONHCAHUEM
9TaIoB Pa3pabOTKH CHCTEMBI 3aIUTH HHPOPMAIHH.

10. AITOPUTMbI KBAHTOBOI'O PACIPEJIEJIEHU S KJTFOUEI.
B pesynprarte BRIOTHEHUS Ta00paTOPHOI pabOTHI CTyIEHTOM OyIeT MOATOTOBJICH OTYET 00 OCOOCHHOCTSIX
JIBYX OCHOBHBIX KaTeTOPHH IIPOTOKOJIOB.

4.3. CamocrosiTenbHas padoTa 00y4aromuxcs.

/o

Bun camocTositenbHOM pabOThI

I/I3yquI/Ie ,I[OHOJIHHT@J'IBHOﬁ JIATCPATYPhI

Pabota c eKImoOHHBIM MaTepUAIOM.

IToaroroBka k J'Ia60paT0pHBIM 3aHATUAM.

IToaroToBKa K MpOMEXYTOYHOM aTTECTALMH.

gl B W N

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

5. llepeuenr wu3gaHUM, KOTOpPHIE PEKOMEHIYETCS MCIOJb30BaTh IpHU

OCBOCHUU JUCHUILUIUHBI (MOYJIA).

Ne
bubnuorpaguueckoe
/ Mecto noctyna
OTHCaHue

1

1 | Bocrperosa, E.B. https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-
OCHOBBI 8 2019.pdf(nara oopamienust: 16.02.2024). - TekCT:3IeKTPOHHBIIA.
MH(pOPMAaIMOHHOM

6e30macHOCTU: yyeOHOe
nocoOue JIst CTyJIeHTOB
By30B. ExarepunOypr:
N3n-Bo Ypain. yH-Ta,
2019.- 204 c. - ISBN
978-5-7996-2677-8.

Kazapun, O. B. https://book-pc.ru/bezopasnost/1882-programmno-apparatnye-
[IporpaMmHoO- sredstva-zaschity-informacii.html(xzara oopamenus: 16.02.2024). -
anmapaTHbIE CPEICTBA TeKCT:2JIeKTPOHHBIM.

3alIUThI UH(OPMAIIHH.
3amura nporpaMMHOI0
oOecrnievyeHus: yueOHUK U
MPAKTUKYM JUTSI
CpemHero
npodeccnoHaIbHOTO




obpazosanms / O. B.
Kazapun, A. C.
3a6a0ypuH. — MockBa:
W3narensctBo FOpaiit,
2022. — 312 c. —
(ITpodeccronanpHoe
obpasoBanue). — ISBN
978-5-534-13221-2.

I'onukos, A. M. 3amura
uHpopManuu B
MH(POKOMMYHUKAITUOHH
BIX CHCTEMaX U CETSIX:
yaeOHoe rocodue / A.
M. I'onukoB. —
Mocksa: TYCVYP, 2015.
— 284 c. // Jlansb:
ANEKTPOHHO-
OMOJIMOTCYHAS CUCTEMA.

https://e.lanbook.com/book/110336 (nata oOpamenus: 04.10.2022).
— Pexum noctymna: 1j1s aBTOpuU3. oJyib3oBatesied. — Tekcr:
JJIEKTPOHHBIN

Hecrepos, C. A. OcHOBBI
HH(pOPMAITMOHHOM
6e3omacHOCTH: yueOHOe
nocobue / C. A.
HecrepoB. — 5-e uzn.,
crep. — CaHKT-
[TerepOypr: Jlans, 2022.
— 324 c.— ISBN 978-
5-8114-4067-2. Tekcr:

https://www.litres.ru/book/s-a-nesterov/osnovy-informacionnoy-
bezopasnosti-66007377/(nata oopamienuns: 16.02.2024). — Pexum
JIOCTYyIa: sl aBTOPU3. NoJIb30BaTenel. TeKCT: ANEeKTPOHHBIN.

JJIEKTPOHHBIN

Jlock, A. b., https://azon.market/image/catalog/v_1/product/pdf/378/3777079.pdf(
Hecrepenxko, A. 1O, nata ooparenus: 18.03.2023). — Pexxum noctyna: Jyis aBTOPU3.
Poxkos, M. I. MOJIb30BaTENEeH.— [ €KCT:IIEKTPOHHBIH

Kpunrorpaduueckue

METOJIbI 3aIUTHI
uHpopManuu st
M3YYaIOIINX
KOMITBIOTEPHYIO
0€30MacCHOCTb: YUeOHUK
ISl aKaJIeMUIECKOTO
OakanaBpuata / A. b.
Jlocs, A. 1O.
Hecrepenko, M. U.
PoxkoB. — 2-€ usm.,
ucrp. — M.:
WznarensctBo FOpaiit,
2019. — 473 c. —




(Cepusi: bakanasp.
AkazeMu4ecKuit Kypc). -
ISBN 978-5-534-12474-
3.

6. IlepedueHp coBpeMEeHHbIX NpPOGECCHOHATBHBIX 0a3 JaHHBIX H
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIIOJIL30BATHCS IIPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

dopyM CreuaIucToB 1Mo HH(OOPMAIIMOHHBIM TeXHOJOTUsIM http://citforum.ru/

HNHTepHeT-yHUBEpCUTET HHPOPMAITMOHHBIX TeXHOJIOTUH http://www.intuit.ru/

ITouckoBeie cucteMsl: Yandex, Google, Mail.

Odurmansueiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texauueckas oubnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pazoBatenbHas matopma «kOpaitt» (https://urait.ru/).

O6mue wuHPOPMALMOHHBIE, CIPABOYHBIE W  TOUCKOBBIE  CHCTEMBI
«KoncynwranT [Tnrocy, «["apanty.

DNEeKTPOHHO-OMOIMOTEeYHAs cucrema U3/1aTeIbCTBA «Jlaub)

(http://e.lanbook.com/).

/. llepedyeHb  JNHUIEH3UOHHOTO W  CBOOOJHO  PaCHpPOCTPAHIEMOIO
MpOrpaMMHOr0 OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOT0 /11 OCBOCHUS JUCIUTLIIMHBI (MOIYJIs).

Microsoft Internet Explorer (vun npyroii 6paysep).
Onepanonnas cucrema Microsoft Windows.

Microsoft Office.

Crenuanu3upoBaHHOE IPOrpaMMHOE 0OecrieueHrue He TpeOyeTcsl.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

YueOHble ayauTOopuM sl TPOBEACHUS Y4YEOHBIX 3aHSATUN, OCHAILCHHbBIC
KOMITBIOTEPHOU TEXHUKON M HAOOpaMH IEMOHCTPAIIMOHHOTO 000PY10BaHUS:

- paboyume MeCTO TMpernojaBaTelIsl ¢ IEPCOHAIBHBIM KOMIIBIOTEPOM,
noakiarou€HHbIM K INTERNET;

- CeUMaM3uPOBaHHas JICKIIMOHHAS ayIUTOPUS C MYJIbTUMEIMA annapaTypoi
Y HTHTEPAKTUBHOM JIOCKOWU;

- pabouune MecTa CTyJICHTOB B KOMITBIOTEPHOM KJIacce, MOJIKIIOYEHHBIE K CETH
INTERNET.

9. ®opma MPOMEKYTOUHOM ATTECTALNU:



3auer B 5 cemecTpe.

10. OueHouHbIE MaTEPHAIIBI.

OueHouHblE MaTepHalibl, IPUMEHIEMBbIE NPU MPOBEACHUH IMPOMEKYTOUHOU
aTTeCTallH, pa3padaThIBalOTCA B COOTBETCTBHUH C JIOKAJIbHBIM HOPMATUBHBIM aKTOM
PYT (MUUT).



ABTOpBI:

npodeccop, TOIEHT, 1.H. Kadeapbl
«BpauCIUTEIFHBIE CUCTEMBI, CETH H

uH(pOpMalMOHHAs 0€30MaCHOCTH N.E. Cadonona
CoracoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOIUIECKON
KOMHUCCHUU H.A. AugpusiHoBa



