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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBoeHUS y4eOHOM MUCHUIUIMHBI «3amuTa HHPOpMaIm» SBISETCS
(opMupoBaHrue NpoPEecCCUOHANBHBIX KOMIIETEHLIUH 110 OCHOBHBIM pa3jesiaM
JUCLMILIUHBIL.

OCHOBHBIMHM 337ja4aMU TACLHHAIUIMHBI SBIISIOTCSA:

- OCBOEHHE CTyJEeHTaMH 0a30BbIX METOJIOB M CPEJCTB 3aIUTHl HHPOPMAIIH
(opraHu3alMOHHBIX, TEXHUYECKUX, TPOrPAMMHBIX);

- 03HaKOMJIEHHE C 3aKOHOJATEIbCTBOM U CTAHJAPTaMHU B 9TON 00JIacTH;

- CTYHEHTBl JOJDKHBI HM3YyYUTh TEOPETHUYECKHUE OCHOBBI KOMIIBIOTEPHOMN
0€30MaCHOCTH U YMETh IPUMEHSTh TEOPUIO HA IPAKTHUKE.

2. [lnanupyembie pe3yibTaThl 00yUEHUS MO TUCHUTLTHHE (MOJIYIIIO).

[lepeuenb GopmMuUpyeMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3yJbTaTe 00yUYeHuUs 10 AUCHMILTMHE (MOIYIIO):

OIIK-3 - CrnocobeH pewmaTh CTaHAAPTHBIE 33Jaud MPo(ecCHOHATBHOM
NEeSATEIbHOCTH Ha OCHOBE MH(MOPMAIIMOHHON U OMOIMorpaduueckor KyJbTyphl C
NpPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHH U C y4eTOM
OCHOBHBIX TpeOOBaHUI UH(OPMAIITMOHHON O€30N1aCHOCTH;

OIIK-7 - CnocoOeH y4acTBOBaThb B HACTPOWKE M HaJaJKe MPOTrPAMMHO-
anmnapaTHbIX KOMIUIEKCOB;

IMK-5 - CnocoOHOCTh  aaMUHUCTPUPOBATH  MPOLIECC  YMPaBICHUS
0€30MaCHOCTbIO CETEBBIX YCTPONCTB, MPOrpaMMHOr0 0OOECHeUYeHUs, CpEACTB
oOecreueHus 6€30MacCHOCTH YAAJIEHHOIO JOCTYIIA.

OOGyueHwue 1o qucuuIuinie (MOAYJII0) IPEANoJaraeT, 4To Mo ero pe3yibTaTaM
oOyyatomuiicst Oyier:

3HaTh:

- BUJIBI 3aIIUTHI HHPOPMAIIUU, OCHOBHBIC TTOHSTHUS U OTPEICIICHHUS;

- CTaHJapThl M HOPMATUBHBIE JIOKYMEHTHI OIEHKH HWH()OPMaIMOHHOM
6e3onacHoctu (MB) mporpaMMHOro o0ecreueHHs] U CPEJICTB BBIYMCIUTEIHHOU
TEXHUKHU;

- TUTIBI aTaK U METOJIbl IPOTUBOACHCTBUS aTaKaM;

- CIIyKOBI 1 MEXaHU3MbI 0€30MMaCHOCTH;

- METOJIbI MU(POBAHUS;

- QITOPUTMbI CAMMETPUYHBIX U ACCUMETPUYHBIX KPUIITOCUCTEM;

- UH(OPMAITMOHHBIN MPOIIECC YIIPABICHUS KPUTITOTPAQUUESCKUMH KITIOYaMU;

- BUJIbl ¥ QITOPUTMBI 3JIEKTPOHHOM noanucu (J11);



- KOHLENIUIO IOCTPOEHHUSI CUCTEM 3allUThl HH(POPMALINY;
- OCHOBBI KBAHTOBOM KPUIITOTPA(PHH.

Ymersb:

- IPUMEHATh HAa MPAKTHUKE METOJbl MPOTUBOACHCTBUS aTakaM, METOAbl U
CpEICTBA 3alMThl HHPOpPMAIMK OT HECAHKIIMOHUpoBaHHOTO noctyna (HCI);

- ONpEAENATh TEXHUUYECKHUE KaHAJIbl yTEUKU MH(POpPMAIMHM M CHOCOOBI HX
3aKpBITHS,

- HCIIOJIB30BaTh CTaHAAPTHI U HOPMAaTHBHBIC JOKYMEHTHI npu aHanuse UMb
W/WJIH TIPU TIOCTPOEHUH CUCTEMBI 3aIllUThI;

- HCIIOJIb30BATh HA MPAKTUKE CIIYKObI 1 MEXAHU3MBbI 0€30MMACHOCTH;

- CTpyKTypupoBaTth yrpossl Wb, omnpenensars mozaens yrpo3 U MOJIEIb
HapyLIUTEIS;

- aIMUHUCTPUPOBATh IIPOLIECC YIIPaBJIECHUS O€30MaCHOCTBIO;

- pa3pabaTbIBaTh apXUTEKTYPY U ONPEIENIATh COCTAaB CUCTEMBbI 0OECTIEUeHUS
UH(OPMAITMOHHON O€30MaCHOCTH.

Baanernb:

- HaBBIKAMH OIIEHKHU BEPOSITHOCTH BO3HUKHOBEHMS yrpo3 Wb u npoBeaeHus
aHaJM3a PUCKOB peaTu3aliu yrpos;

- HaBbIKaMH (hOPMHUPOBAHUS IMOJUTUKU OC30ITaCHOCTH;

- OCHOBaMH ITPOCKTUPOBAHMS CUCTEM 3aIUThl HHGOPMAIIUH;

- HaBbIKAMH TNPUMEHEHUS HHXXEHEPHO-TEXHUYECKUX, IPOrPaMMHO-
arrmapaTHBIX ¥ KPUIITOTPA(PUISCKUX CPEICTB 3aIUTh HH()OPMAIIUH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias TpyA0eMKOCTb JTUCIHUILUIMHBI (MOTYJIS ).

OO6mast TPyJIOEMKOCTh AUCHUILIMHBI (Moayssi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem pgucturuMHbBl (MOAyJsi) B (opMe KOHTAaKTHOW paboTh
oOydJarommxcss ¢ MEJarorTMYecCKUMH  padOTHUKaAMU W (WIKM)  JIHUIAMH,
MIPUBJICKAEMBIMHU K peau3aii 00pa3oBaTEIbHON MPOTPaMMbI HAa MHBIX YCIOBHSIX,
P MIPOBEJICHUYN YUE€OHBIX 3aHITHI:

KonuuectBo yacos

Tun y4eOHBIX 3aHATHIA
Bcero | Cemectp Ne5

KonrakTHas paboTa Ipu npoBeIeHHH yueOHBIX 3aHsATHil (BCero): 80 80

B tom uucie:

3aHATHS JIEKIIMOHHOTO THITA 48 48

3aHATUS CEMUHAPCKOTO THIA 32 32




3.3. O6bem auCHMIUIMHBI (MOAYJsi) B (popMe caMOCTOSATENbHOU pPabOThI
oOydJaromuxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYarommxcsi C
Mearorn4ecKuMU pPabOTHUKAMHU U (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTeNnpHON TpPOrpaMMbl  HA HWHBIX  YCIOBHUSAX, TIPH  MPOBEICHUU
IPOMEKYTOUYHOM aTTECTAIIMH COCTABIICT 64 aKkaJeMHUYECKUX Jaca (OB).

3.4. ITpu oOy4eHUH 0 UHAUBUAYAJILHOMY YY€OHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O00Y4YEHHH, 00BEeM JTHUCHMILUIMHBI (MOYJIsI) MOXKET OBITh peaarn30BaH
MOJIHOCTBIO B (POpPME CaMOCTOSITENFHOM pabOThl 00YUAIOUINXCS, a TAaKXKe B opme
KOHTAKTHOW pabOThl 00Y4YaIONIUXCSl C MEJArorMuyeCKuMU pabOTHUKAMU U (WJIN)
JUIAMH, TIPUBJIEKAaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCJIOBUSIX, TIPH MPOBEACHUH MPOMEKYTOUYHOM aTTeCTallUU.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.

/ TemaTnka JTEKIHMOHHBIX 3aHITUH / KpaTKO€ COACPIKAHUC
/11

1.
METO/bI 3ALLIUTHI UTHOOPMAILINU

PaccmarprBaeMble BOIIPOCHI:

- BUJIBI 331U THI HHPOPMALIUH;

- METO/IbI 3aIUThl KOMITBFOTEPHOH HH(POPMAaLHH;

- 3aKOHO/IaTeJIbHBIE MEPhI 3aIIUThl HHPOpMaluu (HOpMaTHBHbIE IPAaBOBbIE akThl P B 065acT 3a1nTh
uHGOPMALUH).

2.
CPEJICTBA 3ALIUTHI THOOPMALIMN

PaccmaTpuBaemble BOIIPOCHI:

- CpeZIcTBa 3aIIUTHl KOMITBIOTEpHOI nHpopMannmy;

- KpunTorpaduueckue cpeicTBa 3auThl nHGopManny;

- CTaHAAPTHI (OIIEHOYHBIE CTAaHIAPTHI ¥ TEXHUUECKHE CTICIM(UKAIINH).

3.
YI'PO3bI BE3OITACHOCTHU NTH®OPMAIINU
PaccmarpuBaembie BOIPOCHL:

- KJTaCCH()UKALUS B XapaKTePUCTHKH yTPO3;

- CIOCOOBI HECAHKIIMOHUPOBAHHOTO JJOCTYTIA;

- OCHOBHBIE CIIOCOOBI M KaHAJIbl yTEYKH HH(POPMAIHH;
- IPEOI0JIEHUE IPOrPAMMHBIX CPEACTB 3aIlUTHL.

4,
CJIYXbbl 1 MEXAHU3MbI Ub
PaccmarpuBaembie BOIPOCHL:

- BUJIBI CITY’KO M MEXaHU3MOB 0€301MaCHOCTH;
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- B3aUMOCBSI3b MEXIY CITy>KOaMHU 1 pean3yIoIUMH UX MEXaHIU3MaMH;
- KOMIUIEKC TPeOOBaHHH K CUCTEME KOMITBIOTEPHOW 0€30MacHOCTH.

5.
MEXJIYHAPOJHBIE CTAHAAPTHI OUEHKU BE3OITACHOCTU KOMITIBIOTEPHLIX CUCTEM
PaccmarpuBaembie BOIIPOCHL:

- cepusl MEXIyHapoaAHbIX cTanaapTos 27000;

- pexomenmanmu X.800;

- o01IHe KpUTEepHH OLeHKN Oe30macHoCTH HH(popMannoHHEIX TexHoiorui, ISO/IEC 27000:2018 u npyrue.

6.
HAIIMOHAJIBHBIE CTAHZAAPTBI OIEHKHN BE3OITACHOCTHU KOMIIBIOTEPHBIX CUCTEM
PaccmarpuBaembie BOIIPOCHL:

- 0030p CTaHIapTOB;

- TCSEC;

- CTCPEC;

-T'OCTpr,

- ITSEC u apyrue.

7.
OEJNEPAJIBHBIE CTAHJAPTBI OIJEHKU BE3OITACHOCTU KC

PaccMaTprBaeMble BOTIPOCHI:

- kputepun, ['OCTbI, pyKOBOASIINE U HOPMATHBHBIC TOKYMCHTHI;

- 3aIUTa ABTOMATH3UPOBAHHBIX CUCTEM U CPEIICTB BHIUUCIIUTEIILHON TEXHUKH: KiIacCHu(UKAIIS,
TpeboBanus mo 3anute uHPpopmanuu oT HCJI, kimacchl 3alUIICHHOCTH;

- cTaHmapThl Oe30macHOCTH B ceTd Internet: M3, mpOTOKOJIBI 3AINUIICHHON Tepenayn HHPOPMAIIUH.

8.
ATIITAPATHO-TTPOT'PAMMHBIE CPEJCTBA 3ALLUTHI UHOOPMAIIUN

PaccmarprBaeMble BOIIPOCHI:

- OCHOBHBIE CPEJICTBA 3aIUTH KOMITBIOTepHOU MHpopMarin 1 nx QyHknun (Zecurion Zgate; Secret Disk;
Kpunrollpo CSP; npyrue pazpabotkn);

- KPHIITOMPOLIECCOPBI;

- 3alIMTa OT U3MEHEHUS [T0TOKA COOOIIEHNH 1 TIpephIBaHMs TIEpeadH, 3al1Ta OT HaBSI3bIBAHMUS JIOXKHBIX
co00IIeHNIT B KaHAJIBI CBA3H,

- MEXCETEBbIE IKPAHBI.

9.
BE3OITACHOCTD ITPOI'PAMMHOI'O OBECTIEYEHUA

PaccmarpuBaeMble BOIPOCHI:

- (hopmanbHBIE METOIBI JOKA3ATENbCTBA NPABIIBHOCTH ITPOTPAMM U MX CHELU(PHUKAIIIN;
- METO/IBI ¥ cpezicTBa aHaim3a 6ezonacHoctu [10;

- KOHTPOJIbHO-UCIIBITATEIbHbIE U JIOTUKO-aHAIUTUYECKUE METOBI.

10.

BE30ITACHOCTb TEXHMYECKNX CPEICTB
PaccmarpuBaembie BOIPOCHL:

- TpeOOBaHMUs K TEXHUYECKUM CPEIICTBAM;

- aHaNM3 0E30IIaCHOCTH TEXHUYECKHUX CPEZICTB;

- TOJIXO/IBI K OIIEHKE HH(POPMAIIMOHHOH 0€3011acHOCTH.

11.
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CETEBBIE KOHOUT'YPALIIN

PaccmarpuBaembie BOIIPOCHL:

- TpeboBaHus K o0ecieueHHI0 KOH(PHICHINAIbHOCTH;

- TpeboBaHus K 00eCIeUeHHIO 1IETTOCTHOCTH HH(YOPMALIUH B CETEBBIX KOHPUTYPALHSX.

12.

BE30IIACHOCTb KOMITbIOTEPHBIX CETEM

PaccMaTprBaeMble BOTIPOCHI:

- TIOAXOBI K OIEHKEe HH(POPMAIIMOHHON 0€30MTaCHOCTH B CETAX;

- TUIIBI CETEBBIX ATaK;

- METO/IbI IPOTHBO/ICHCTBUS aTaKaM;

- 3alIUTa OT HECAHKIIMOHMUPOBAHHOTO J0CTYIA (OCHOBHBIC MPUHIUIIBI CUCTEMBI AAA, METOIbI
ayTeHTH(UKAIIUN);

- YIIpaBJIeHHE JOCTYIIOM K pecypcaM (3a7auu, TpeOOBaHUS U MOJIETH JOCTYTIA).

13.

I[MOPAAOK OLUEHKHM YIT'PO3 BE3OITACHOCTU MHO®OPMAILIMU B KC
PaccmarprBaeMbIe BOIIPOCHL:

- OLICHKA aKTyaJIbHOCTH yrpo3 6e30macHoCT! HHGOpMaIny;

- OLICHKA BO3MOYKHOCTH pean3aliy (BOSHUKHOBEHHs) yrpo3 OE30IaCHOCTH
UHGOPMALIUH U OTIPENIeNICHUE UX aKTyaJbHOCTH;

- OIICHKA CIIOCO00B peanu3anuy (BOSHUKHOBEHHUS) YyTPO3 0e30MaCHOCTH HHPOPMALIHH.

14.

IMOJINTUKA BE3OITACHOCTHU
PaccmaTtpuBaeMble BOIIPOCHI:

- TIOJIUTHKA 0€30TIaCHOCTH;

- aKCUOMBI TIOJIUTHKHN 0€30TIaCHOCTH;

- TIOJIUTHKA JUCKPEITMOHHOTO JTOCTYTIA;

- TIOJIMTHKA MaHAAaTHOTO JOCTYIIA;

- TIOJIUTHKA TEMATHIECKOTO pa3rpaHHYCHHS JOCTYIIA.

15.

KPUIITOTPAOUYECKAS 3AILIUTA UTHOOPMALIMN

PaccmarpuBaembie BOIPOCHL:

- METO/IbI 3aIUThI BUABI, KIacCH(UKAIINS;

- mudpoBanue, creHorpadus, KOAUPOBaHKUE, CIKATHE U JIP..

- cpencTBa kpunrorpadudaeckoit 3ammutsl nHPopmaruu (CK3HN);

- CepTU(HULMPOBAHHBIC KPUIITOrPApHIECKHE CPEACTBA 3alUTHI HHpopManun B Poccuu.

16.

KPUIITOI'PAOUYECKHUE KIJIIOUYU

PaccmarpuBaembie BOIPOCHL:

- yOpaBJeHHe KPUOTOTpapHIeCKUMH KIF09aMH (BUIBI KITFOUYEH, TPOIeayPs! YIIPAaBICHNS KIF0UaMu);
- TeHepalus KIoYei;

- XpaHEHHE KITI0YEil;

- pacnpe/ieJieHue KIto4en.

17.

CUMMETPUYHBIE 1 ACCUMETPUYHBIE KPUIITOCUCTEMBI

PaccmaTprBaemble BOIIPOCHI:

- CTaHAAPTHI IWN(POBaHUS AaHHBIX (anropuTt™ mudposanus nanHeix DES, Triple DES, AES, anroputm
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PuBecra);

- Poccuiickuii cTaHAapT KPUITO- ¥ HMUTO3AIIUTHI COOOIICHHH;

- KOHLICTIIUS KPUIITOCUCTEMBI ¢ OTKPBITBIM KIH0UOM;

- KpuntocucreMa mudpoBanus 1aHHbIX RSA, cxembl mudposanus [Tomura-Xemniamana, Db ["amans,
KOMOMHHUPOBaHHBIH MeTOJT I (pPOBAHHSI.

18.

XOUI-dYHKINU

PaccmarpuBaeMbIe BOIIPOCHL:

- BUIIBI;

- X3mI-(YHKIUH - HcToib30oBanne B D11, cTaHgapThl XAmI-(QyHKINH.

19.

OJIEKTPOHHA ITIOAITNCH

PaccmaTtpuBaeMble BOIIPOCHI:

- mpobJieMa ayTeHTH()DUKAIINN TAaHHBIX;

- IIOAIINCH C JONMOJHUTCIbHBIMU (byHKHI/IOHaJ'II:HLIMI/I CBOMCTBaMH.

20.

AJITOPUTMBI OI1

PaccMarpuBaeMble BOIIPOCHL:

- QITOPUTMBI 3JIEKTPOHHOMN MOANKCH (Ha3HAYCHHUE U BUBI, Kiaccuukauus, moanenka J11);
- cienast DI, ObicTpas, HeocopuMasi.

21,

AHAIJIN3 PUCKOB

PaccmaTtpuBaeMble BOIIPOCHI:

- aHaJM3 PUCKOB MH(OpMAaLMOHHOH Oe30macHoCTH;

- IVTAHUPOBAHNE M IPAKTHYECKasi pean3alis IpoLeccoB, HAIIPABIEHHBIX HA MUHIMHU3AIHIO PHCKOB.

22,

KOMIUIEKCHBIM MTOAXO/I K OLIEHKK BE3OITACHOCTH

PaccmarpuBaembie BOIPOCHL:

- IPIMEHEHNE CTaHAApTOB IpU GOPMHUPOBAHUH MOJIUTUKH OE30MTACHOCTU M CHCTEMBI OIIEHOK
3(1)(1)6KTI/IBHOCTI/I, IIpyu MTPOBCACHUN KOMIICKCHBIX HUCIIBITAHUHN 3alUINCHHOCTH BBIYHUCIIUTCIBHBIX CUCTCEM U
CeTel;

- CTaHJapThI JJId p€ain3ali U OUCHKN TEXHUYCCKOT0 COBEPIICHCTBA CUCTEM H.IPI(prBaHI/ISI;

- HCTIOJIb30BAaHKE CTAHIAPTOB IIPH OLICHKH 3aIIUIICHHOCTH KaHAJI0B 0OMeHa MH(pOpMaIien u
6e301acHOCTH TpaH3aKIHH.

23.

[IPOEKTUPOBAHME CUCTEM OBECIIEUEHUS UHOOPMALIMOHHOU BE3OIIACHOCTHU
PaccmarpuBaembie BOIPOCHL:

- IPUHLUIIBI TIOCTPOSHUS CHCTEM 3aLIUTHl KOHQHUICHIINAIbHON HH(pOpMAaLNY;

= OCHOBBHI ITOJIUTUKH 6630HaCHOCTI/I (HOHHTI/IC IIOJIUTUKH 6e3OHaCHOCTI/I, peanmaunﬂ IIOJIMTUKHU
0e30MacHOCTH, MOJIENTH 06€3011aCHOCTH);

- OCHOBHBIC JTallbI.

24,

AHAJIN3 CUCTEM OBECIIEYEHUN S Nb

PaccmarpuBaeMble BOIpOCHI:

- ayuT 0€3011aCHOCTH, aHAJIN3 PUCKOB, pa3padborka KoHuenuuu obecnieuenus Ub;
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n/m
- QHAJIU3 aPXUTEKTYPhI U CTPYKTYPBI CUCTEMBI 3aIUTHI;
- dHaJIU3 NOJIUTUK, MPOUCAYP, PETIIaMCHTOB U T.II.;
- dHaJIU3 MPOTrpaMMHBIX U TEXHUYCCKUX CPEACTBA 3allIUThI KOH(l)HZ[eHHHaHLHOﬁ HH(bOpMaHHH.
4.2. 3aHATHS CEMHUHAPCKOTO TUIIA.
JIaGopatopHbie pabOThI
Ne
/ HanmMeHnoBanwue 1abopaTopHBIX paboT / KpaTKOe coiepKaHue
II/11
1

1
AHAJIN3 NHXXEHEPHO-TEXHNYECKUX CPEJICTB 3AIIINTHI MTHOOPMAILIMN

B pesynbrate BeIOTHEHHS 1a00paTOPHON pabOTHI CTYEHT MOIYIHUT 3HaHHA 0 HanboJiee BOCTPeOOBaHHBIX
WHKCHEPHO-TEXHUUECKHUX CPEJCTBAaX 3allUThl HH)OPMAIIIH.

2.
OLIEHKA BE3OITACHOCTHU ITPOI'PAMMHOI'O OBECITEUEHUN.

Pe3ynbTat paboThl — CIUCOK YIpo3 U Mep 1o pa3padboTke 6e3zomacHoro [10, cormacuo 'OCT P 58412-
2019.

3.
PEKOMEHIALIMU X.800 JJIS1 PACTIPEJJEJIEHHBIX CUCTEM

B pesynbTaTe BBITOTHEHHS 1a00PAaTOPHOH pabOTHI CTYEHT MOMYYIHUT HABBIKM IPUMEHEHHS PEKOMEHIAINH
X.800.

4,
ITOJIOXEHMA ISO 15408 («COMMON CRITERIAY)

CTyZaeHT NoJy4uT HaBbIKM puMeHeHns: «Common Criteriay npu GOpMHUPOBAHUH NOJIUTHKHA 0€301IaCHOCTH
U CHCTEMBI OIICHOK 3(p(pEeKTHBHOCTH, a TaKKe MPHU MPOBEACHNH KOMIUIEKCHBIX MCIIBITAHUH 3aIMIIICHHOCTH
o0bekTa HHpOpMaTH3AIHH.

5.
MEXCETEBBIE DKPAHbBI
B pesynbrate paboThl CTYAEHT MOIYyYUT HABBIKK NpUMeHeHnsT MO.

6.
3AILIMTA CPEJICTB BBIUYMCJIUTEJIbBHOM TEXHUKU
Pe3ynbraT paboThl — HABBIKH MPAKTHYECKOTO MPUMEHEHHUI PyKOBOISIIET0 JOKYMEHTA.

7.
3AIIMUTA ABTOMATHU3UPOBAHHBIX CUCTEM
PesynbraT paboTHl — HABBIKM MPAKTUYECKOTO NMPUMEHEHNs PyKoBOAsIIIEro T0OKyMeHTa.

8.
N3YYEHUE METOJOB LIND®POBAHU A
B pesynbrare BeIMoIHEHHS 1a00paTOpHOH paboThl OyayT 3ammrdpoBaHbl U paciiu(poBaHbl COOOIICHNSI.

9.
[MPOTPAMMHA S PEAJIM3ALIVA METOZIOB HIM®POBAHU A

PesynbraTom paboTHI SIBIISETCS OTIKEHHAS IPOTPaMMa, PeaTH3yIOIas IPeaIoKeHHBIH CTYIeHTOM
ITOPUTM IIU(PPOBAHMS.




/o

HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne

10.

SJIEKTPOHHAS TTIOATINCh

CTyZeHT MOJIy4UT HaBBIKH IPUMEHEHHSI COOTBETCTBYIOIUX CTAaHIAPTOB, OyAET 3HATH MPOLIECCHI
¢dopmupoBanus u nposepku O

11.

OYHKLNMA XOUIMPOBAHUA

CTyzIeHT MOTyYUT HaBBIKH IPHUMEHEHHUs COOTBETCTBYIOIINX CTaHIAPTOB, OyIeT 3HaTh 0COOEHHOCTH
WCIIONB30BaHMs (DYHKITMH X3IMIHPOBaHus B cxemax Ol

12.

TUIIbI U KATETOPMU BO3MOXHBIX HAPYILIUTEJIEA

PesynbraT paboThl — KiIaccuUKays HapyHMUTeNeH 10 CTeNEeHH YIpo3 Ul 3alUIaeMOoro 00beKTa
uHpopmaruzanuu.

13.

I[NOJINTUKA BE3OITACHOCTU OB BEKTA UTHO®OPMATU3ALIMN

B pesynbpTaTe BBIIOMHEHHS 1a00paTOpHOH paboThl OyneT paspaboTaHa MOJUTHKA 0€30MaCHOCTH ISt
00BeKTa HHPOPMATHIAIIHH.

14.
OLEHKA BE3OITACHOCTU CETH
Pe3yibTaT paboThl — OLeHKa O€30IIaCHOCTH ¥ CITICOK PEKOMEH/IAIH [0 MOBBILICHUIO OE30IIACHOCTH CETH.

15.
OLIEHKA BE30IACHOCTU KOMITbFOTEPHOU CUCTEMBI
PesynbraT paboThl — OlleHKa 6€301IaCHOCTH M CIIMCOK PEKOMEH/IAIMi 110 noBbIneHuto oe3onacHoctr KC.

16.

PA3PABOTKA CHUCTEMbI HH@OPMAL{HOHHOIZ 3AIINTBI OFBEKTA UTHOOPMATU3ALINA
B pe3ynbrarte BRIOTHEHUS Ta00paTOPHON paObOTHI CTYIECHT MOIYYHUT HABBIKA MO Pa3pabOTKH CUCTEMBI
3aIUTHI HHHOPMAIIUH.

4.3. CamocrosiTenbHas padoTa 00ydarOIuXCs.

o/

Bun camocrositensHo# paboTh

N3ydeHne 1ONOIHUTEIBHON INTEPATyphI

Pabora ¢ JICKIUOHHBIM MATCPUAITIOM.

[ToaroToBka K J1aGOpaTOPHBIM 3aHATHSM.

Brinonnenune kypcoBoid paboThI.

IIoarororka k HpOMCX(YTOQHOﬁ aTTeCTaluu.

o O | W N| B

IIoarororka k TCKYILIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT




KypcoBas pabora «CoBpeMEHHBIE CHMMETPUYHBIE U aCCUMETPUYHBIE
KPUNITOCUCTEMBl» HAmpaBjeHa Ha pa3BUTHE Yy OOYyYalOUIMXCS HaBBIKOB
CaMOCTOSATEIIBHON TBOPYECKOU JCATEIBHOCTH.

[TpumepHBIii IepeueHb TEM KYPCOBBIX paboT:

- Peanuzanus anropurma Pusecra.
- Peanu3anus anroputma DES — pexum cuemnnenus 6aokos B CBC mudpe.

- Peamuzanus anroputma DES — pexum pabotei ECB (35eKTpoHHBIM
OJIOKHOT).

- Peanuzanus anropurma DES — pexum pabotst CFB — obpaTtHas cBsi3b mo
HIHPPOTEKCTY.

- Peasmmzarus anropurma DES — OFB — oOpatHast CBsI3b MO BBIXOTY.

- Anroput™ (enepanbHOro cranaapTa x9.9.
- AJIropuT™ Kpunrorpaduyueckoro npeoOpazoBaHus — OOIIUN.

- Anroput™M Kpunrorpapuueckoro mpeoOpa3oBaHUS B PEKUME NPOCTON
3aMEHBI.

- Anroput™M  KpunTorpauMyeckoro - mnpeoOpa3oBaHUS B PEXHUME
raMMHUPOBaHUS C OOPATHON CBSI3bIO

- Anroput™M  KpunTorpauMyeckoro - mnpeoOpa3oBaHUS B PEXHUME
MMHUTOBCTaBKH.

- ANITopuTM, OCHOBaHHBIN Ha cxeme mudpoBanus b ["amars.

- AITOpUTM, OCHOBAaHHBIN HA KOMOWHHUPOBAHHOM METOE MU POBAHUS
- AJITOpUTM OTKpPBITOTO pacnpeneneHus kimoueid dudpdu-Xenamana

- AropuTM 31eKTpoHHOM noanucu RSA.

- AnroputM 3eKTpoHHOM noanucu DSA.

- OreuectBeHHbIN cTanAapT nudposoit noanucu 'OCT P34.10-94.

- Anroput™ 1ipOBOI MOJAMUCH C AOTIOTHUTEIbHBIMU (DYHKIIUSIMU TI0 CXEME
«CJIETION TOITHUCHY.

- AnropuTt™ I pOBOM MOIMUCH C JOTIOTHUTEIHHBIME (DYHKIIUSMU TI0 CXEME
«HEOCIIOPUMON MOATUCK.

5. Ilepedenr wu3maHWi, KOTOPbIE PEKOMEHAYETCS HCIOIb30BaTh MpHU
OCBOCHMH JTUCUUILTUHBI (MOIYJIs).



bubnuorpaduyeckoe
OIHCaHue

Mecto nocryna

Boctpenona E.B.
OcHOBBI
MH(pOpPMAITMOHHOM
0e30macHOCTH: yueOHOe
nocobue It CTyICHTOB
BY30B. EkaTepuHOypr:
N3n-Bo Ypaiu. yH-Ta,
2019.- 204 c. - ISBN
978-5-7996-2677-8.

https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-
8 2019.pdf(nara oopamenwms: 16.02.2024). - TekcT:3MeKTPOHHBIH.

Kazapun O. B.
IIporpammHuo-
anmaparHble Cpe/CTBa
3alIUThl HH(OPMAIIHH.
3auTa NporpaMMHOrO
oOecrieyeHus: yueOHUK
Y TIPAKTUKYM JIsI
CpeaHero
po¢eCcCHOHATBLHOIO
obpazosanusi / O. B.
Kazapun, A. C.
3a6al0ypuH. — Mockaa:
W3narensctBo FOpaiit,
2022. — 312 c. —
(ITpodeccuonanproe
obpazopanue). — ISBN
978-5-534-13221-2.

https://book-pc.ru/bezopasnost/1882-programmno-apparatnye-
sredstva-zaschity-informacii.html(gara o6pamenus: 16.02.2024). -
TekcT:21eKTPOHHBII.

T'omukoB A. M. 3amiura
uHpopManuu B
MH()OKOMMYHHUKAIIMOHH
BIX CHCTEMaXx U CCTIX:
yueOHoe rmocodue / A.
M. TI'onukoB. —
Mocksa: TYCVYP, 2015.
— 284 c. // Jlanb:
ANEKTPOHHO-
OMONIMOTEeUHAs CUCTEMA.

https://e.lanbook.com/book/110336 (nata oOpaienus: 16.02.2024).
— PesxuM octymna: st aBTOpH3. Tosb30BaTeneit. — TekcT:
3IEKTPOHHBII

Hecrepos, C. A.
OcHOBBI
nH(}OPMAIIMOHHON
0€30MacHOCTH: yueOHOe
nocodue / C. A.
HecrepoB. — 5-¢ u3n.,

https://www.litres.ru/book/s-a-nesterov/osnovy-informacionnoy-
bezopasnosti-66007377/(nata oopamenuns: 16.02.2024). — Pexum
A0CTyIa: AJid aBTOPU3. moJib30BaTeseH. TekcT: 3J'IeKTp0HHI>II>i.




crep. — CaHkT-
[etepOypr: Jlans, 2022.
— 324 c.— ISBN 978-
5-8114-4067-2. Tekcr:

3JIEKTPOHHBIN

5 | Jlock A. B., Hecrepenko | https://azon.market/image/catalog/v_1/product/pdf/378/3777079.pd
A. 10., Poxxkos M. U. f(mata obpamenus: 16.02.2024). — Pexxum moctymna: st aBTOPH3.
Kpunrrorpadudeckue HOJIb30BaTENCH.— T €KCT:3ICKTPOHHBIIM

METO/TbI 3aIUTHI
nH(pOpMaLUU IS
M3YYarOIINX
KOMITBIOTEPHYIO
0€301acHOCTh: YUeOHUK
IS aKaJIEMUYECKOTO
OakanaBpuata / A. b.
Jloce, A. 1O.
Hecrepenko, M. U.
PoxkoB. — 2-€ us3m.,
ucnp. — M.:
W3narensctBo FOpaiit,
2019. — 473 c. —
(Cepust: bakanasp.
AxaneMUYecKHii Kypc).
- ISBN 978-5-534-
12474-3.

6. IlepeueHb COBpEMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(POPMAILIMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJB30BaThCS IPH
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

CDOp}IM crienuajinCToB 110 HH(i)OpMaHI/IOHHLIM TEXHOJIOTUAM
http://citforum.ru/
W HTEpHET-YHUBEPCUTET MH(}OPMAIMOHHBIX TEXHOJOTUI

http://www.intuit.ru/

[TouckoBsie cucteMsl: Yandex, Google, Mail.

Odurmaneuseiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texanueckas ounbnuorexka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miatdopma «¥Opaitt» (https://urait.ru/).

O6mme wHPOPMAIMOHHBIE, CIPABOYHBIE U  TMOWCKOBBIE  CHUCTEMBI
«Koncynbrant [Lmtocy, «I"apant.

DNEeKTPOHHO-OMOIMOTeUHAs cucTema U3J1aTeNIbCTBA «JlaubY
(http://e.lanbook.com/).



7. IlepedyeHb  JHIIEH3MOHHOTO W  CBOOOJHO  PacHpPOCTPAHIEMOTO
MPOTrPaMMHOTO OOECIeYeHUs, B TOM YHCJIE OTEUYECTBEHHOTO TMPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTAHBI (MOIYJIs).

Microsoft Internet Explorer (uiu npyroit 6paysep).
OmnepanronHas cucreMa Microsoft Windows.

Microsoft Office.
Crienmanm3upoBaHHOE TIPOTPaMMHOE 0OecTieueHne He TpeOyeTcsl.

8. Ommcanme MaTepUATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYIIECTBJIEHUSI 00pa30BaTEIBLHOTO MpOoIecca MO AUCHUIITHHE (MOIYIIIO).

VYyeOHble ayIUTOpUU AJIsI MPOBEICHUS YUEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMIIBIOTEPHOU TEXHUKON U HAOOpaMu JIEMOHCTPAIMOHHOTO 000PYA0BaHUS:

-paboyne MeCcTO TpenojaBarelii ¢ IMEePCOHAJIbHBIM  KOMIIBIOTEPOM,
noakarouéHHbIM K INTERNET;

- CHEUMAIIM3UPOBAHHAs  JICKUWOHHAs ayAuTOpUs C  MYJbTUMEOUA
arnmnapaTypov U UHTEPaKTUBHOM JOCKOM;

- pabouue MecTa CTYJICHTOB B KOMITBIOTEPHOM KJIacce, MOKIIOUEHHBIE K CETH
INTERNET.

9. ®opma MPOMEKYTOUYHOM ATTECTALINU:

3ayer B 5 cemecTpe.
Kypcogas pabota B 5 cemectpe.

10. OueHouHbIE MaTEPHUAIIBI.

OrneHOYHBIE MaTepUaNIbl, IPUMEHSIEMbIE TIPU MPOBEACHUH TPOMEKYTOUHOM
aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktrom PYT (MUUT).



ABTOpBI:

JIOLICHT, K.H. KaQeapsl
«BbruncnurenbHbIE CUCTEMBI, CETH U

nHpopMarmoHHas 6€30MacHOCTh SI.M. I'onnoBckuit
CoriacoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. XKenenkon

[Ipencenarens yueOHO-METOUUECKOM
KOMHCCHUU H.A. AunpusinoBa



