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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBoeHUS y4eOHOM MUCHUIUIMHBI «3amuTa HHPOpMaIm» SBISETCS
(opMupoBaHrue NpoPEecCCUOHANBHBIX KOMIIETEHLIUH 110 OCHOBHBIM pa3jesiaM
JUCLMILIUHBIL.

OCHOBHBIMHM 337ja4aMU TACLHHAIUIMHBI SBIISIOTCSA:

- OCBOEHHE CTyJEeHTaMH 0a30BbIX METOJIOB M CPEJCTB 3aIUTHl HHPOPMAIIH
(opraHu3alMOHHBIX, TEXHUYECKUX, TPOrPAMMHBIX);

- 03HaKOMJIEHHE C 3aKOHOJATEIbCTBOM U CTAHJAPTaMHU B 9TON 00JIacTH;

- CTYHEHTBl JOJDKHBI HM3YyYUTh TEOPETHUYECKHUE OCHOBBI KOMIIBIOTEPHOMN
0€30MaCHOCTH U YMETh IPUMEHSTh TEOPUIO HA IPAKTHUKE.

2. [lnanupyembie pe3yibTaThl 00yUEHUS MO TUCHUTLTHHE (MOJIYIIIO).

[lepeuenb GopmMuUpyeMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3yJbTaTe 00yUYeHuUs 10 AUCHMILTMHE (MOIYIIO):

OIIK-3 - CrnocobeH pewmaTh CTaHAAPTHBIE 33Jaud MPo(ecCHOHATBHOM
NEeSATEIbHOCTH Ha OCHOBE MH(MOPMAIIMOHHON U OMOIMorpaduueckor KyJbTyphl C
NpPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHH U C y4eTOM
OCHOBHBIX TpeOOBaHUI UH(OPMAIITMOHHON O€30N1aCHOCTH;

OIIK-7 - CnocoOeH y4acTBOBaThb B HACTPOWKE M HaJaJKe MPOTrPAMMHO-
anmnapaTHbIX KOMIUIEKCOB;

IMK-5 - CnocoOHOCTh  aaMUHUCTPUPOBATH  MPOLIECC  YMPaBICHUS
0€30MaCHOCTbIO CETEBBIX YCTPONCTB, MPOrpaMMHOr0 0OOECHeUYeHUs, CpEACTB
oOecreueHus 6€30MacCHOCTH YAAJIEHHOIO JOCTYIIA.

OOGyueHwue 1o qucuuIuinie (MOAYJII0) IPEANoJaraeT, 4To Mo ero pe3yibTaTaM
oOyyatomuiicst Oyier:

3HaTh:

- BUJIBI 3aIIUTHI HHPOPMAIIUU, OCHOBHBIC TTOHSTHUS U OTPEICIICHHUS;

- CTaHJapThl M HOPMATUBHBIE JIOKYMEHTHI OIEHKH HWH()OPMaIMOHHOM
6e3onacHoctu (MB) mporpaMMHOro o0ecreueHHs] U CPEJICTB BBIYMCIUTEIHHOU
TEXHUKHU;

- TUTIBI aTaK U METOJIbl IPOTUBOACHCTBUS aTaKaM;

- CIIyKOBI 1 MEXaHU3MbI 0€30MMaCHOCTH;

- METOJIbI MU(POBAHUS;

- QITOPUTMbI CAMMETPUYHBIX U ACCUMETPUYHBIX KPUIITOCUCTEM;

- UH(OPMAITMOHHBIN MPOIIECC YIIPABICHUS KPUTITOTPAQUUESCKUMH KITIOYaMU;

- BUJIbl ¥ QITOPUTMBI 3JIEKTPOHHOM noanucu (J11);



- KOHLENIUIO IOCTPOEHHUSI CUCTEM 3allUThl HH(POPMALINY;
- OCHOBBI KBAHTOBOM KPUIITOTPA(PHH.

Ymersb:

- IPUMEHATh HAa MPAKTHUKE METOJbl MPOTUBOACHCTBUS aTakaM, METOAbl U
CpEICTBA 3alMThl HHPOpPMAIMK OT HECAHKIIMOHUpoBaHHOTO noctyna (HCI);

- ONpEAENATh TEXHUUYECKHUE KaHAJIbl yTEUKU MH(POpPMAIMHM M CHOCOOBI HX
3aKpBITHS,

- HCIIOJIB30BaTh CTaHAAPTHI U HOPMAaTHBHBIC JOKYMEHTHI npu aHanuse UMb
W/WJIH TIPU TIOCTPOEHUH CUCTEMBI 3aIllUThI;

- HCIIOJIb30BATh HA MPAKTUKE CIIYKObI 1 MEXAHU3MBbI 0€30MMACHOCTH;

- CTpyKTypupoBaTth yrpossl Wb, omnpenensars mozaens yrpo3 U MOJIEIb
HapyLIUTEIS;

- aIMUHUCTPUPOBATh IIPOLIECC YIIPaBJIECHUS O€30MaCHOCTBIO;

- pa3pabaTbIBaTh apXUTEKTYPY U ONPEIENIATh COCTAaB CUCTEMBbI 0OECTIEUeHUS
UH(OPMAITMOHHON O€30MaCHOCTH.

Baanernb:

- HaBBIKAMH OIIEHKHU BEPOSITHOCTH BO3HUKHOBEHMS yrpo3 Wb u npoBeaeHus
aHaJM3a PUCKOB peaTu3aliu yrpos;

- HaBbIKaMH (hOPMHUPOBAHUS IMOJUTUKU OC30ITaCHOCTH;

- OCHOBaMH ITPOCKTUPOBAHMS CUCTEM 3aIUThl HHGOPMAIIUH;

- HaBbIKAMH TNPUMEHEHUS HHXXEHEPHO-TEXHUYECKUX, IPOrPaMMHO-
arrmapaTHBIX ¥ KPUIITOTPA(PUISCKUX CPEICTB 3aIUTh HH()OPMAIIUH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias TpyA0eMKOCTb JTUCIHUILUIMHBI (MOTYJIS ).

OO6mast TPYJIOEMKOCTh AUCHUILIMHBI (Moayssi) coctaBisier 5 3.e. (180
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem pgucturuMHbBl (MOAyJsi) B (opMe KOHTAaKTHOW paboTh
oOydJarommxcss ¢ MEJarorTMYecCKUMH  padOTHUKaAMU W (WIKM)  JIHUIAMH,
MIPUBJICKAEMBIMHU K peau3aii 00pa3oBaTEIbHON MPOTPaMMbI HAa MHBIX YCIOBHSIX,
P MIPOBEJICHUYN YUE€OHBIX 3aHITHI:

KonuuectBo yacos

Tun y4eOHBIX 3aHATHIA
Bcero | Cemectp Ne5

KonrakTHas paboTa Ipu npoBeIeHHH yueOHBIX 3aHsATHil (BCero): 80 80

B tom uucie:

3aHATHS JIEKIIMOHHOTO THITA 48 48

3aHATUS CEMUHAPCKOTO THIA 32 32




3.3. O6bem auCHMIUIMHBI (MOAYJsi) B (popMe caMOCTOSATENbHOU pPabOThI
oOydJaromuxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYarommxcsi C
Mearorn4ecKuMU pPabOTHUKAMHU U (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTeNnpHON TpPOrpaMMbl  HA HWHBIX  YCIOBHUSAX, TIPH  MPOBEICHUU
IPOMEXKYTOUHOU arTecTanmu coctaBisieT 100 akaneMudeckux gaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYAJILHOMY YYeOHOMY IJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O00Y4YEHHH, 00BEeM JTHUCHMILUIMHBI (MOYJIsI) MOXKET OBITh peaarn30BaH
MOJIHOCTBIO B (POpPME CaMOCTOSITENFHOM pabOThl 00YUAIOUINXCS, a TAaKXKe B opme
KOHTAKTHOW pabOThl 00Y4YaIONIUXCSl C MEJArorMuyeCKuMU pabOTHUKAMU U (WJIN)
JUIAMH, TIPUBJIEKAaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCJIOBUSIX, TIPH MPOBEACHUH MPOMEKYTOUYHOM aTTeCTallUU.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.

/ TemaTnka JTEKIHMOHHBIX 3aHITUH / KpaTKO€ COACPIKAHUC
/11

1 |METO/bI 3ALIIUTHI THOOPMALINN

PaccmarpuBaeMbIe BOIIPOCHL:

- BUJIBI 3aIIUTHI HHPOPMALIUH;

- METO/IbI 3aIUThl KOMITBFOTEPHOH HH(POPMAaLHH;

- 3aKOHO/IATeNIbHbIE MEPBI 3alIUThl HHOPMALUK (HOPMATUBHBIC TPABOBBIC akThl PO B 001acTH 3aUThI
HHPOPMALIIH).

2 |CPEACTBA 3AIIMUTHI THOOPMALIMN

PaccmarpuBaembie BOIPOCHL:

- CpeJIcTBa 3alIUThl KOMITBIOTEPHO HH(pOopManuy;

- KpunTorpaduueckue cpecTa 3aluThl HHGopManuy;

- CTaHAAPTHI (OIIEHOYHBIE CTAaHJAPTHI ¥ TEXHUUECKHE CTICIM(DUKAIINH).

3 [YI'PO3bI BE3OITACHOCTU NHO®OPMALINN

PaccmaTpuBaemble BOIIPOCHI:

- KITaccU(UKaIKs ¥ XapaKTEPUCTHKU YTPO3;

- CIOCOOBI HECAHKIIMOHUPOBAHHOTO JJOCTYTIA;

- OCHOBHBIE CTIOCOOBI M KaHAJIBI YTEUKH HH(OPMAIIHH;
- IPEO0JIEHUE TPOTPAMMHBIX CPEACTB 3aIIUTHI.

4 |CJIYKBbl 1 MEXAHW3MBI 1b

PaCCManHBaGMLIC BOIPOCHI:

- BUJBI CJ'Iy)K6 U MCXaHU3MOB 6C3OHaCHOCTI/I;

- B3aUMOCBA3b MCKIAY CJ'Iy)K6aMI/I 1 pCAIM3YIOIUMHA UX MEXaHU3MaMMU;
- KOMIIJICKC TpC6OBaHI/Iﬁ K CUCTEMC KOMHLIOTepHOﬁ 0€e30I1aCHOCTH.

5 MEXIAYHAPOJIHBIE CTAHJAPTBI OHEHKHN BE3OITACHOCTU
KOMIIBYOTEPHBIX CUCTEM
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TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

PaccmarprBaeMbie BOTIPOCHI:

- cepHs MEXIYHapoAHBIX cTaHaapTos 27000;

- pexomenganuu X.800;

- 001IMe KPUTEPHH OLICHKU Oe30macHoCcTH nHpopMarmoHHbIX TexHodorui, ISO/IEC 27000:2018 u npyrue.

HAITMOHAJIBHBIE CTAHJAPTBI OUEHKU BE3OITACHOCTH
KOMIIBIOTEPHBIX CUCTEM

PaccmaTpuBaeMble BOTIPOCHI:
- 0030p CTaHIapTOB;

- TCSEC;

- CTCPEC;

-T'OCTpr;

- ITSEC u apyrue.

OEJIEPAJIBHBIE CTAHJAPTBI OLIEHKU BE3OITACHOCTH KC

PaccmaTrpuBaeMble BOIIPOCHL:

- kpurepuu, [[OCTsl, pykoBOASIILIME 1 HOPMATHUBHBIE TOKYMEHTHI;

- 3aIIUTa aBTOMATHU3UPOBAHHBIX CHCTEM U CPEJCTB BHIYMCIUTEIBHON TEXHUKH: KITacCH(UKaIHs,
TpeboBaHus o 3amute nHpopmanuu ot HCJI, Knacchl 3anIeHHOCTH;

- CTaHAAPTHI 6e30macHoCTH B ceTu Internet: MO, MpOTOKOIIBI 3aIIMIIEHHON TIepead HHPOPMaIn.

AIIITAPATHO-ITPOIT'PAMMHBIE CPE/ICTBA 3AIIUTHI THOOPMAIINN

PaccmaTrpuBaeMble BOIIPOCHI:

- OCHOBHBIE CPEJCTBA 3alIUThl KOMIBIOTEPHOH HHpOpManuu 1 ux Gynkuun (Zecurion Zgate; Secret Disk;
Kpuntollpo CSP; npyrue pazpaboTku);

- KPUIITONPOLIECCOPBI;

- 3aIUTa OT M3MEHEHUS IOTOKA COOOLICHHH 1 MPephIBaHMUS Nepeaadn, 3alliTa OT HaBsI3bIBAHHS JIOXKHBIX
COOOLICHHH B KaHAIIBI CBA3H;

- MEXKCETEBBIC IKPAHBI.

BE3OITACHOCTDB ITPOI'PAMMHOI'O OBECITEYHEHU A

PaccmarpuBaembie BOIIPOCHL:

- (hopmanbHBIE METOIBI JOKA3aTENbCTBA NPABMILHOCTH IIPOrPAMM U HX Crelu(UKaIiii;
- METOJIBI M CpeJICTBa aHau3a 6ezomacHoctH [10;

- KOHTPOJIbHO-UCIIBITATCJIbHBIC U JIOTUKO-aHAJITUTUYECKUC METOABI.

10

BE3OITACHOCTBb TEXHUYECKUX CPEZICTB

PaCCManI/IBaeMBIe BOIPOCHI:

- ’I‘pe60BaHI/I$I K TEXHUYCCKUM CPEICTBAM;

- aHaKM3 0E30MAaCHOCTH TEXHHUECKUX CpPCACTB;

- IIOAX0AbI K OIICHKE I/IH(I)OpMaLII/IOHHOI\/‘I 0e30IaCHOCTH.

11

CETEBBIE KOHOUT'YPALIN

PaccmarpuBaembie BOIPOCHL:

- TpeOoBaHMUS K 0OecIedeHNI0 KOHDUICHIINAFHOCTH;

- TpeOOBaHMUS K 00ECIICUCHHUIO IETIOCTHOCTH HHPOPMAIINH B CETEBBIX KOH(PUTYPALHIX.

12

BE3OITACHOCTb KOMITbIOTEPHBIX CETEN

PaccmaTprBaemble BOIIPOCHL:

- TOJIXO/IBI K OIIEHKE HH(POPMAIMOHHOH 0€30MacCHOCTH B CETSIX;

- TUIIBI CETEBBIX aTaK;

- METO/Ibl IPOTHBO/ICHCTBUS aTaKaM;

- 3aIIUTa OT HECAHKIIMOHUPOBAHHOTO JOCTYIA (OCHOBHBIC IPUHIIUIIB CHCTEMBI AA A, METOIBI
ayTeHTH(HKAINN);

- yIIpaBJICHHE JOCTYIIOM K pecypcaM (3amaqu, TpeOOBaHUS U MOJICTH JOCTYTIA).
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TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE
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HNOPAAOK OLEHKU YI'PO3 BE3OITACHOCTU MTHO®OPMAIINHN B KC

PaccmarpuBaembie BOIIPOCHL:

- OIICHKA aKTYaJbHOCTH YIp03 0€30MacHOCTH HH(OPMAIIHH;

- OIIEHKa BO3MO)KHOCTH peau3auny (BOSHUKHOBEHHUS) yrpo3 0e30MacHOCTH
nH(OpMaLUK U ONpeeNICHNE X aKTyaJIbHOCTH;

- OIIEHKA CIIOCO00B peanu3aniy (BO3HUKHOBEHUsSI) YIpo3 0€301MacHOCTH HHPOPMAIKH.

14

[NHOJIMTUKA BE3OITACHOCTHU

PaccMaTprBaeMble BOTIPOCHI:

- IIOJIMTHKA O€301IacHOCTH;

- aKCUOMBI TIOJIMTHKH 0€30ITaCHOCTH;

- MOJIUTHKA JTUCKPEIIMOHHOTO TOCTYTIA;

- MOJIMTHKA MaH/IaTHOTO JIOCTYIIA;

- MOJIUTHKA TEMATUISCKOTO pa3rpaHUYCHHS JOCTYyIIA.

15

KPUIITOTPAOUYECKAS 3AILIMTA NTHOPOPMAILINN

PaccmarpuBaeMbIe BOIIPOCHL:

- METOIbI 3AIUTHI BUABI, KIIACCH(HUKALIHS;

- mudpoBanue, cTeHOTpadus, KOTUPOBaHKE, CKATHE U JP..

- cpencTBa kpunrorpadudeckoit 3amuTsl nHGopmarmn (CK3U);

- CepTU(HULMPOBAHHBIC KPUIITOrPAQHIECKHE CPEACTBA 3aIIUTHI HHpopMarn B Poccuu.

16

KPUIITOTPAOUYECKHUE KJIFOUA

PaccmaTtpuBaeMble BOIIPOCHI:

- yIpaBJieHUe KPUIITOTpadUueCKUMHU KITF0YaMK (BHbI KIIIOUEH, IPOLEAyphl YIPaBICHUS KITIOYaMH);
- TeHepauus KIoyei;

- XpaHEHHE KIIo4ell;

- pacnpeneneHue KIIo4eH.

17

CUMMETPUYHBIE 1 ACCUMETPUYHBIE KPUIITOCUCTEMBI

PaccmarpuBaeMble BOIpOCHI:

- CTaHAAPTHI IN(POBaHUs AaHHBIX (anropuT™ mndposanus aanHeix DES, Triple DES, AES, anroputm
PusecTa);

- Poccuiickuii ctanAapT KPUNTO- ¥ MIMUTO3AIIUTHl COOOIICHUI;

- KOHIIETIIINS KPUIITOCUCTEMBI C OTKPBITHIM KITIOUOM;

- kpunTocucreMa mudpoBanus naHHbIXx RSA, cxembl mudposanus [Tonura-Xemniamana, Dib ["'amans,
KOMOMHHUPOBAHHBIH MeTOJ| I (PPOBAHHS.

18

XOUI-&YHKINN

PaccmaTpuBaemble BOIIPOCHI:

- BUJIBI;

- X3mI-(YHKIUH - HCIoib30BaHne B D11, cTangapTsl XAmI-(QyHKINHA.

19

OJIEKTPOHHAA ITOJITNCH

PaccmarpuBaembie BOIPOCHL:

- mpo0bsiemMa ayTeHTH()HUKALINY TaHHbIX;

- TIOJITIMCH C JIOTIOJHUTEIbHBIMU (DyHKIMOHAILHBIMU CBOMCTBAMHU.

20

AJITOPUTMBI OI1

PaccmaTprBaemble BOIIPOCH:

- ITOPUTMBI JJICKTPOHHOM ToJnucy (Ha3HauYeHHE U BUJIBI, Kilaccudukanst, moanenka JI1);
- cnenas DI, GvIcTpast, HeocImopuMast.
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21

AHAJIN3 PUCKOB

PaccmarpuBaembie BOIIPOCHL:

- aHaJIM3 PUCKOB MH(OPMALMOHHOM Oe30macHoCTH;

- IJIAHUPOBAHKE U NPaKTHUYECKas peaan3aliys IPoLecCcoB, HaIPaBICHHBIX HA MUHUMHU3AIHIO PHCKOB.

22

KOMIIJIEKCHBIM ITOXO0/1 K OILIEHKH BE30ITACHOCTH

PaccmarprBaeMbie BOTIPOCHI:

- IPIMEHEHNE CTAaHAAPTOB NpU GOPMHUPOBAHUH MOIUTHKH OE30MACHOCTH M CHCTEMBI OIIEHOK
3((eKTUBHOCTH, TIPU IPOBEICHUN KOMIDIEKCHBIX HCITBITAHIH 3alIUIICHHOCTH BBIYHCIUTEIBHBIX CHCTEM U
CeTeH;

- CTAHAAPTHI TS peaNn3alii U OLIEHKH TEXHHIECKOTO COBEPIICHCTBA CHCTEM IIH(DPOBAHNS;

- HCIIOJIb30BAHUE CTAHIAPTOB MPH OIICHKH 3alIUIIICHHOCTH KaHaJIOB 0OMeHa HHpOpManuei u
0e30MacCHOCTH TPaH3aKITUI.

23

ITPOEKTUPOBAHUE CUCTEM OBECIIEYEHH I THO®OPMAILIMOHHOM
BE3OITACHOCTH

PaccMaTprBaeMble BOTIPOCHI:

- IPUHIIUIBI TOCTPOCHUSI CUCTEM 3aIUThI KOH(DUACHIIMATEHON HHPOPMAIIHH;

- OCHOBBI MOJIUTHKH 0€30MaCHOCTH (MOHSTHE MTOJUTUKH 0€30MaCHOCTH, Peann3aiys MOJIUTHKA
0e30TMacHOCTH, MOJICITH 0€30TTaCHOCTH);

- OCHOBHBIE 3TallbI.

24

AHAJIM3 CUCTEM OBECIIEYEHUS Ub

PaccmaTtpuBaeMble BOIIPOCHI:

- ayauT 0€30MacHOCTH, aHATU3 PUCKOB, pa3padboTka Konnennuu odecneuenus Ub;

- QHAJIU3 APXUTEKTYPBI U CTPYKTYPBI CUCTEMBI 3aILUTHI;

- aHaNK3 MOJHUTHUK, IPOLEAYP, PErIAMEHTOB U T.I1.;

- aHaNK3 [IPOTrPAMMHBIX U TEXHHUYECKHUX CPECTBA 3aIUThl KOHPUICHIMATEHON HHPOPMAIHH.

4.2. 3aHATHS CEMUHAPCKOTO THIIA.

JlabopaTopHbie paboThI

o/

HaumenoBanue 1abopatopHbIX paboT / KpaTKoe CoepKaHue

AHAJIN3 NHXEHEPHO-TEXHUYECKUX CPEJICTB 3AIIUTHI THO®OPMALINU

B pesynbrare BeIMOTHEHHS 1a00paTOPHOM pabOThI CTYACHT MOJYUYUT 3HAHUS O Haubojee BOCTPeOOBAHHBIX
WHXEHEPHO-TEXHUUYECKUX CPEACTBAX 3alIUTH HHPOPMAIIHIH.

OILEHKA BE3OITACHOCTHU ITPOI'PAMMHOI'O OBECITEYEHU A
PesynbraT paboThl — CIIMCOK yTPpo3 U Mep 1o pa3zpadotke O6ezomacHoro [10, cormacuo [OCT P 58412-
2019.

PEKOMEH/JAILIMN X.800 J1JIA PACIIPEJEJTEHHBIX CUCTEM
B pesynbrare BBINONHEHUS TAGOPATOPHOU PABOTHI CTYIEHT MOTYYUT HABBIKK MPUMEHEHHUS PEKOMEHAAIMI
X.800.

[TOJIOXXEHMA ISO 15408 («COMMON CRITERIA»)

CryneHT moiy4uT HaBbIKK IpuMeHeHus: «Common Criteria» npu GopMUpOBaHUN TTONUTHKH 0€30TTaCHOCTH
U CHCTEMBI OIICHOK 3(p(PEeKTHBHOCTH, a TAKKE P MPOBEACHUN KOMIUIEKCHBIX MCITBITAHUH 3alUIICHHOCTH
o0bekTa nHpOpMaTH3aALHH.

MEXCETEBBIE 5KPAHBI

B pesynbrate paboThl CTYACHT NOIYYUT HaBBIKU ITpUMEHEHHT MO.




HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne

3AIUTA CPEJICTB BEIUUCJIMTEJIbHOM TEXHUKU

Pe3yJ'ILTaT pa6OTLI — HaBBIKH MPAKTUYCCKOI'0 IMPUMCHCHUA PyKOBOZ[ﬂHIeI‘O JOKYMCHTA.

SAIIUTA ABTOMATHU3NPOBAHHBIX CUCTEM
3AIINTA ABTOMATHU3MPOBAHHBIX CUCTEM

N3YUYEHUE METO/IOB IIM®POBAHUA

B pesynprarte BRIIOTHEHHUS JJabopaTopHO# paboThl OyIyT 3ammpoBaHbl M pacuInpOBaHbl COOOIICHHUS.

[TPOTPAMMHASA PEAJIM3ALINA METOJOB HHIM®POBAHU A

PesynpraToM pabOTHI SBISIETCS OTIAAKEHHASI IPOTpaMMa, peann3yomias IPeI0KCHHBINH CTYyJCHTOM
ITOPUTM IIU(PPOBAHHMSI.

10

OJIEKTPOHHAA TTOJITNCH

CTyZeHT MOJIy4UT HABBIKU IPUMEHEHHSI COOTBETCTBYIOIUX CTAaHAAPTOB, OYAET 3HATH MPOLIECCHI
¢dopmupoBanus u nposepku D1

11

OYHKINWA XOUIMPOBAHUA

CTyZeHT MOIy4nT HaBBIKU IPUMEHEHHSI COOTBETCTBYIOIINX CTAaHAAPTOB, OyAET 3HATh OCOOCHHOCTH
UCTIONb30BaHMS (DYHKIMU X3IIHPOBaHMs B cxemax Ol

12

TUIIbI 1 KATETOPMHM BO3MOXHbBIX HAPYIIIUTEJIEN

PesynbraT paboThl — KiIaccuuKays HapyHMUTeNIeH 10 CTeNEeHH YIpo3 Ul 3alUIaeMOoro 00beKTa
uHpopmaruzanuu.

13

[TOJIMTUKA BE3OITACHOCTHU OB BEKTA HTHOOPMATU3ZALINN

B pesynbpTaTe BBIIOMHEHHS 1a00paTOpHOH paboThl OyneT paspaboTaHa MOJUTHKA O€30MaCHOCTH ISt
00BeKTa MHPOPMATHIAIIHH.

14

OLIEHKA BE3OITACHOCTHU CETHU

PeByJ’IBTaT pa6OTLI — OIICHKa 0€30I1aCHOCTH U CIIUCOK pGKOMeH,HaL[I/Iﬁ I10 HOBBIIIEHHIO 0€30IaCHOCTH CETH.

15

OLIEHKA BE30ITACHOCTH KOMITBIOTEPHON CUCTEMBI

Pe3ynbraT paboThl — OIleHKa 6€30MaCHOCTH U CIIMCOK PEeKOMEHAaIuil Mo nosbImeHuto 6ezomacHocty KC.

16

PA3PABOTKA CUCTEMBI MTHOOPMALIMOHHON 3AIINTHI OFBEKTA
NHOOPMATU3ALNN

B pesynbrate BeINOTHEHHS 1a00PAaTOPHON pabOTHI CTYIEHT MOJIYYIHUT HABBIKHU 110 Pa3pabOTKH CHCTEMBI
3aIIUThl HHPOPMANNH.

4.3. CamocrosiTenpHas padoTa 00ydarOIuXCs.

/o

Bun camocrosTensHO# paboThI

W3yueHune qONOIHUTENBHON TUTEPATYPBI

PaboTa ¢ neKIMOHHBIM MaTEPHAIOM.

IToaroroBka k J'Ia60paTOpHBIM 3aHATUAM.

BrinonHenune kypcoBoid paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALIMH.

o O B W N| B

IToaroroBka k TCKYILIEMY KOHTPOJIIO.




4.4. IlpuMepHbIi IEpeYeHb TEM KypCOBBIX padoT

KypcoBas pabora «CoBpeMEHHBIE CHMMETPHUYHBIE U AaCCUMETPUYHBIC
KPUNITOCUCTEMBl» HampaBieHa Ha pa3BUTHE Y OOYYalOUIMXCS HaBBIKOB
CaMOCTOSITEJIBHOM TBOPYECKOH IEATEIbHOCTH.

[TpumepHBIii IepeueHb TEM KYPCOBBIX paboT:

- Peammn3anus anroputma Pusecra.
- Peanu3anus anroputma DES — pexum cuemnenus 6aokos B CBC mudpe.

- Peamuzauus anroputma DES — pexum pabotei ECB (351eKTpOoHHBIM
OJIOKHOT).

- Peanuzanus anropurma DES — pexum pabotst CFB — obpaTtHas cBsi3b no
UQPOTEKCTY.

- Peasmmzarus anropurma DES — OFB — oOpatHast CBsI3b MO BBIXOTY.

- Anroput™ (enepanbHOro cranaapTa x9.9.
- AJIropuT™ Kpunrorpaduyueckoro npeoOpazoBaHus — OOIINN.

- Anroput™M Kpunrorpapuueckoro mpeoOpa3oBaHUS B PEKUME MPOCTON
3aMEHBI.

- Agroput™M  KpunTorpauMyeckoro - mnpeoOpa3oBaHUS B PEXHUME
raMMHUPOBaHUS C OOPATHON CBSI3bIO

- Anroput™M  KpunTorpauMyeckoro - mnpeoOpa3oBaHUS B PEXHUME
UMHUTOBCTaBKH.

- ANITOpuTM, OCHOBAHHBIN Ha cxeme mudpoBanus b ["amars.

- ANITOpUTM, OCHOBaHHBI Ha KOMOMHHUPOBAHHOM METO/IE MH(PPOBAHUS
- ANITOpUTM OTKPBITOTO pactpenencHus kiouen duddu-Xenmmana

- AnropuTM™ 3eKTpoHHOM noanucu RSA.

- AropuTM 31€eKTpoHHOM noanucu DSA.

- OreuectBeHHbIN cTanAapT nudposoit noanucu 'OCT P34.10-94.

- Anroput™ 1ipOBOI MOJAMUCH C JOTIOTHUTEIbHBIMU (DYHKIIUSIMU TIO CXEME
«CJIETION TOJITHCHY.

- AnropuTt™ ¢ pOBO MOIMUCH C JOTIOTHUTEIHHBIME (DYHKIIUSMU TI0 CXEME
«HEOCIIOPUMON MOATUCK.

5. Ilepeuenr wu3naHui, KOTOpPHIE PEKOMEHIYETCS MCHOJIb30BATh MPHU
OCBOCHMH JTUCUUILITUHBI (MOIYJIs).



bubnmorpaduyeckoe onucanue

Mecto noctyna

n/m

1 | AnexceeB B.M. PazpabGoTka mep 3auThl https://library.miit.ru/bookscatalog/metod/DC-
MH(OPMAIMOHHBIX PECYPCOB B 435.pdf (mata obpamenns: 02.10.2024). -
KOPIOPATUBHOM CETH C BBIXOJIOM B TeKcT:a/1eKTPOHHBIH.

UHTEPHET: Y4eOHO-METOINIEeCKOE T0CoOHe
1o KypcoBoi pabore — M.: PYT (MUUT),
2017. -9 c.

2 | AnekceeB B.M. 3amuTa nporpamm u https://library.miit.ru/bookscatalog/metod/DC-
JaHHBIX: YueOHO-MeToaudeckoe nocodue. | 436.pdf (nara obpamenns: 02.10.2024). -
—M.: PYT (MUUT). 2017. — 24 c. TeKcT: MeKTPOHHBIH.

3 | I'onuxos A. M. 3amura nadopmanuu B https://e.lanbook.com/book/110336 (nara
MH(POKOMMYHHKAIIMOHHBIX CHCTEMAX U obpamenus: 16.02.2024). — Pexum moctyna:
ceTsix: yuebHoe mocodue / A. M. Tomukos, | A/ @BTOPH3. Nofb30BaTenel. — Tekcr:

— Mocksa: TYCYP, 2015. — 284 c. // SCKTPOHHEIH
Jlaub: 31€KTPOHHO-OMOIMOTEYHAS CUCTEMA.

4 Cunopenko B.I'., Ckopo6orarosa H.H. https://library.miit.ru/bookscatalog/metod/DC-
Acniektsl uHpOpMaLMOHHOM 6e3onacHocty: | 667.pdf (nata obpamenus: 02.10.2024). —
Yuebnoe nocodue. — M.: PYT (MUUT). Teker: aNeKTPOHHBIH.

2018. — 64 c.
5 [TpuBanor A.A. ObecnieueHue https://library.miit.ru/bookscatalog/metod/DC-

nH(pOpMaIIMOHHOM 0€3011aCHOCTH,
NPOCKTHPOBAHUS, CO3JaHUS,
MOJICpHU3AIIMN 00BbEKTOB HHGOPMAITIHN Ha
0a3e KOMIBIOTEPHBIX CUCTEM B
3alIUIIEHHOM HCIIOTHEHUU: Y 4eOHO-
METOANYEeCKOe MOcoO0He K KypcOBOH
pabote. -M.: PYT (MUUT), 2018. — 48 c.

741.pdf (mata obpamenus: 02.10.2024). —
TekcT:3neKTpOHHBIN

6. IlepeueHp COBpPEMEHHBIX

npo¢eCcCUOHATTBHBIX

0a3 [Ja”HHBIX "

MH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJb30BATHCS MpPH

OCBOCHUU JUCHUIUIUHBI (MOAYJIA).

CDOPYM ClIenquaJInCToB 110 I/IH(l)OpMaL[I/IOHHBIM TCXHOJIOT'UAM
http://citforum.ru/
NHTEpHET-yHUBEPCUTET UH()OPMAITMOHHBIX TEXHOJIOTUI

http://www.intuit.ru/
[TouckoBsie cucteMbl: Yandex, Google, Mail.

Odurmaneueiit caiit PYT (MUUT) (https://www.miit.ru/).
Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).
O6pazoBarenbHas miatdopma «tOpaiit» (https://urait.ru/).

O6mue wuHPOPMAIUOHHBIE,

«Koncynbrant Ilmoc», «I'apanm.

CIIPAaBOYHBIC n

ITOUCKOBBIC CHCTCMbI



9JICKTpOHHO-6I/I6HI/IOT€‘{Ha}I CUCTEMA n34aTcjabCTBA «JIanpy»
(http://e.lanbook.com/).

7. llepedyeHb  JNHIEH3UOHHOTO W  CBOOOJHO  PacIpOCTPaHSIEMOIO
IPOrpaMMHOr0 00€CIeYeHUsl, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOUMOTrO ISl OCBOCHUS JUCIIUILIMHBI (MOJTYJISA).

Microsoft Internet Explorer (umu apyroii 6paysep).
Omnepanmonnas cuctema Microsoft Windows.

Microsoft Office.
Crennanu3nupoBaHHOE IPOrpaMMHOE obecrieueHne He TpedyeTcsl.

8. Omnwucanme MaTepHaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOUN s
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUIMHE (MOIYJIIO).

VY4eOHble ayIUTOpUM ISl MPOBEACHHUS YUYEOHBIX 3aHSATUN, OCHAILECHHBIE
KOMIIBIOTEPHON TEXHUKON 1 HaOOopaMu IEMOHCTPALIMOHHOTO 000pY10BaHUS:

-paboyre MeCTO TpenoAaBaTeNss C MEPCOHAIBHBIM  KOMIIBIOTEPOM,
noakarou€HHBIM K INTERNET;

- CHCHHAIM3UPOBAHHAs  JIEKIMOHHAs ayJuTOpUsl C  MyJIbTUMEIua
arrapaTypov 1 HHTEPAKTUBHOM JTOCKOW;

- pabounre MecTa CTYIEHTOB B KOMITBIOTEPHOM KJIacCe, MOJKIIOUEHHBIE K CETH
INTERNET.

9. ®opma MPOMEKYTOUHOM aTTECTALINU:

3auer B 5 cemectpe.
KypcoBas pabota B 5 cemectpe.

10. OuleHOUHBIE MAaTEPUAIIBI.

OueHouHbIE MaTepuabl, IPUMEHSIEMbIE MTPU MPOBEACHUH MPOMEKYTOUYHOM
aTTeCTallMy, pa3padaThIBalOTCA B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM
aktroM PYT (MUUT).



ABTOpBI:

JIOLICHT, K.H. KaQeapsl
«BbruncnurenbHbIE CUCTEMBI, CETH U

nHpopMarmoHHas 6€30MacHOCTh SI.M. I'onnoBckuit
CoriacoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. XKenenkon

[Ipencenarens yueOHO-METOUUECKOM
KOMHCCHUU H.A. AunpusinoBa



