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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Lenpro ocBoeHUs1 yueOHOM NUCHMIUIMHBI «3aluTa UHPOPMaLUU» SBISETCS
dbopmupoBanre TPo(ecCHOHATBHBIX KOMIIETEHIIMA IO OCHOBHBIM pa3jesiam
JUCLUUIUIAHBIL.

OCHOBHBIMM 33JJa4aMU TUCIUIUINHBI SIBISIOTCS:

- OCBOCHHUE CTYyJICHTaMU 0a30BBbIX METOJOB U CPEJICTB 3allUThl HH()OPMALIUU
(OpraHu3aIMOHHBIX, TEXHUYECKUX, POTPAMMHBIX );

- 03HAKOMJICHHE C 3aKOHOJIaTEIbCTBOM M CTaHJIapTaMH B 3TOM 00J1acTH;

- CTYACHTBI JOJDKHBI M3yYUTh TEOPETHUUYECKHE OCHOBBI KOMIIBIOTEPHOMN
0€30MacHOCTU U YMETh MPUMEHSTh TEOPHUIO HA MTPAKTHUKE.

2. [Inanupyemblie pe3ysbTaThl OOYUYEeHHS 10 JUCIUTUTMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3yibTaTOB OCBOCHHS 0Opa30oBaTEIbHOU
nporpamMmbl (KOMIIETEHLIUI) B pe3ysbTaTe 00yUYeHus M0 AUCHMIUIMHE (MOIYIIO):

OIIK-3 - Cnocoben pemaTh CTaHAApTHBIE 3a4a4dl TPO(ecCHOHATBHOM
NeSATENbHOCTH Ha OCHOBE MH(MOPMAIIMOHHON U OMOImorpaduueckoi KyJabTyphl C
npUMeHEeHuEM MH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUA U C YYETOM
OCHOBHBIX TpeOoBaHUM MH(GOPMAIIMOHHON O€3011aCHOCTH;

OIIK-7 - CnocoOeH ydacTBOBaTh B HACTPOWMKE M HaJaJKe MPOrPAMMHO-
anmapaTHBIX KOMILIEKCOB;

IIK-5 - CnoocoOGHOCTh  aAMUHUCTPHPOBATH  TPOIECC  YIPaBICHUS
0€30MacHOCTbIO CETEBBIX YCTPOMCTB, NPOrPAMMHOr0 OOECIEeUeHHUs, CpPEJCTB
oOecrieueHus: 6€30MaCHOCTH YJAJIEHHOIO TOCTYTIA.

OOy4eHue 1o JUCIUTUTHHE (MOYJIFO ) MIPEAIOJIAraeT, UTo 10 €ro pe3yJibTaTaM
oOyyaroruiicst Oyer:

3HaTh:

- BUJIBI 3alTUTHI HH(POPMAITMN, OCHOBHBIC TIOHSTHS U ONIPEICIICHHUS;

- CTaHAapThl M HOPMATUBHBIC JIOKYMEHTHI OIIEHKH WH()OPMAIMOHHOM
oe3onacHoctu (Mb) mporpammHoro obecreyeHuss U CPEJCTB BBIUUCIUTEIBHOU
TEXHUKU;

- TUIIBI aTaK U METOJIbl IPOTUBOACIHCTBUS aTaKaM;

- CITy’KOBI 1 MEXaHU3MbI 0€30ITaCHOCTH;

- METOBI UGPOBAHUS;

- aITOPUTMBI CHMMETPUYHBIX U ACCUMETPUIHBIX KPUIITOCHCTEM;

- ”H(QOPMAITMOHHBIN MPOTIECC YIIPABICHUS KPUTITOTPAQUISCKIMH KITIOYaMU;

- BUJIBI ¥ QJITCOPUTMBI 3JIEKTPOHHOU noanucu (311);



- KOHIEMIMIO TOCTPOCHUSI CUCTEM 3aIUThI HH()OpMALINK;
- OCHOBBI KBAaHTOBOM KpUNTOrpaduu.

Ymern:

- NPUMEHATh Ha IMPaKTUKE METO/bl NMPOTUBOJAEUCTBUS aTakaM, METOAbI U
CpeICTBa 3allUThl UH(pOpMALIMK OT HecaHKIMOHUpoBaHHOTrO noctyna (HCJ);

- OIpeAeNsATh TEXHUYECKHE KaHallbl YTeYKH MH(OpPMAIMU M CHOCOOBI UX
3aKpBITHS;

- UCTOJB30BaTh CTaHIAAPTHl U HOPMATHBHBIE JTOKYMEHTHI mpu anamuse b
W/WJTH TIPHU TIOCTPOCHUH CUCTEMBI 3aIUTHI;

- CTMIOJIb30BaTh Ha MPAKTUKE CITY>KOBI U MEXaHU3MBI 0€30MIaCHOCTH;

- cTpykTypupoBaTh yrpo3sl Wb, ompenenstb monenbs yrpo3 U MOAENb
HapyLIUTENS;

- aIMUHUCTPUPOBATH IIPOLIECC YIIPABICHUS O€30MaCHOCTbIO;

- pa3pabaTbIBaTh ApXUTEKTYPY U OMPEIENIATh COCTaB CUCTEMbI 0OeCTIeYeHUS
MH(OPMAIMOHHON O€3011aCHOCTH.

Baaners:

- HaBBIKAMHM OIICHKH BEPOSITHOCTH BO3HUKHOBEHUs yrpo3 Wb u mpoBeneHus
aHaJIM3a PUCKOB peaTU3alliK YIpo3;

- HaBbIKaMU ()OPMHUPOBAHUS MTOJIUTUKU O€30TIACHOCTH;

- OCHOBaMU MTPOCKTUPOBAHUSI CHCTEM 3aIUTHl HH()OPMAITUH;

- HaBBIKAMU TIPUMEHEHUS WHXCHEPHO-TEXHUYECKUX, MPOTPAMMHO-
anmapaTHBIX ¥ KPUNTOTPAPUISCKUX CPECTB 3aMUTH HHPOPMAIIHH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mas Tpy10€eMKOCTh JUCITUTIIINHBI (MOTYJIs).

OO0mass TPyIOEMKOCTh JUCHUIUIMHBI (MOayJisi) coctaBiser 5 3.e. (180
aKaJieMUYeCcKux Jaca(oB).

3.2. O6bem mucummuiiHbl (Momynsi) B (opmMe KOHTAaKTHOW pabOThI
oOyyaromuxcsi ¢  MeJaroruieckuMu  paboTHUKaMU ¢ (WIM)  JIUIAMH,
MIPUBJICKAEMBIMU K peaTn3anuu 00pa30BaTeIbHON MTPOTrpaMMbl Ha HHBIX yCIIOBUSX,
IPY POBEJICHUHN YUCOHBIX 3aHITHI:

KonnuecTBo yacos

Tum yaeOHbBIX 3aHATHN
Bcero | Cemectp Ne5

KonrakTHas pabora rmpu npoBeieHHH Y4eOHbIX 3aHSATHH (BCEro): 80 80

B tom unce:

3aHATHS JIEKIIMOHHOTO THIIA 48 48

3aHATUSA CEMUHAPCKOro TUIA 32 32




3.3. O0pem aucummIuHbl (MOAYNs) B (OpME CaMOCTOATEIBHONW pabOThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM paboThl OO0ydYaroUuXcsi ¢
neJaroruueckuMu pabOTHUKAMU U (M) JTULAMU, IPUBJIEKAEMBIMU K peaTU3aliu
0o0pa3oBaTeNpbHOM MpOrpaMMbl HA HMHBIX YCIOBHUSX, IMpU MPOBEACHUU
IPOMEXYTOUHOM arrecTanuu coctasisger 100 akanemMuyeckux yaca (0B).

3.4. Ilpu oOy4eHnn o HHAUBUIYaIbHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0YY€HHUH, 00BEM TUCIUILUIMHBI (MOJIYJIs1) MOXKET ObITh peaanu3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON padoThl 00yYarouxcs, a Takke B (hopme
KOHTAKTHOM paboThl 00YUYaIOIIUXCS C MEJarornyecKuMu pabOTHUKaMU U (UJIH)
JUIAMU, TIPUBJIEKAEMBIMH K peasiu3alliu 00pa3oBaTEIbHOM MPOrpaMMbl HA HHBIX
YCJIOBUSIX, TIPH MPOBEJCHUU IPOMEKYTOUYHOM aTTeCTalIUU.

4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKIUOHHOTO THUIIA.

/ TeMaTuka JIEKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAaHUC
II/11

1 METO/bI 3BAIINUTHI THO®OPMALINN

PaccmaTprBaemble BOIIPOCHI:

- BUJIBI 3aIIUTHI HHOPMALIUH;

- METOABI 3alUTH KOMIIBIOTEPHOI HH(pOPMAIHY;

- 3aKOHO/IaTEJIbHBIE MEPHI 3alUThl HHQOPMaUnK (HOPMaTUBHEIC TPaBOBLIE akThl PA B o0macTy 3amyTs
nH}popManun).

2 |CPEACTBA 3AIIMUTHI THOOPMALINN

PaccmatprBaeMbie BOTIPOCHI:

- CpPEICTBA 3alIUThI KOMIIBIOTEPHON HH(DOpMAITHH;

- KpunTorpapuuecKue CpeaCcTBa 3alluThl HHPOPMALIUY;

- cTaHmapThl (OIEHOYHBIC CTAHIAPTHI U TEXHUYCCKHE CIICHUBUKAIIH).

3 [YI'PO3bI BE3OITACHOCTU NHOOPMALINN

PaccmatpuBaeMbIe BOITPOCHI:

- KJIaccU(UKaIMs ¥ XapaKTEPUCTUKU YTPO3;

- C1I0COOBI HECAaHKIIMOHNPOBAHHOT'O TOCTYTIA;

- OCHOBHBIE CIIOCOOBI U KaHAJIbI yTeYKH HH(OPMAIIH;
- IPEOJI0JIEHHE TIPOrPAMMHBIX CPEJICTB 3aIUTHI.

4 |CJIYXbbl U MEXAHU3MbI b

PaccmarprBaeMbie BOIIPOCHI:

- BUJBI CITy’KO U MEXaHU3MOB 0€30IIaCHOCTH;

- B3aUMOCBSI3b MK/ CITY)KOAMH U PEaT3YIOIUMH UX MEXaHHU3MaMH;
- KOMIUIEKC TpeOOBaHHI K CHCTEME KOMITbIOTEPHOH 0€30MacHOCTH.

5 MEXIAYHAPOAHBIE CTAHIAAPTHI OLIEHKU BE3OITACHOCTHU
KOMIIBIOTEPHBIX CUCTEM




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

PaccmarpuBaeMbie BOTIPOCHI:

- cepusl MeXXIYHApOAHBIX cTaHaaptoB 27000;

- pexomenaauuu X.800;

- 001IHe KpUTEpPHH OLIEHKU Oe3omacHocTH HH(opMaroHHbIX TexHodorwid, ISO/IEC 27000:2018 u npyrue.

HAIIMOHAJIBHBIE CTAHJJAPTBI OLIEHKU BE3OITACHOCTH
KOMIIBIOTEPHBIX CUCTEM

PaccmaTpuBaeMble BOIIPOCHI:
- 0030p cTaHIApPTOB;

- TCSEC;

- CTCPEC;

-T'OCTpr;

- ITSEC u npyrue.

OEJIEPAJIBHBIE CTAHZAPTBI OIEHKHM BE3OITACHOCTU KC

PaccmatprBaeMbie BOTIPOCHI:

- kputepun, 'OCTBI, pykoBOASIINE 1 HOPMAaTUBHBIE IOKYMEHTHI;

- 3aliuTa aBTOMaTI/BI/IpOBaHHBIX CUCTEM U CpeI[CTB BLI‘IHCHHTCHBHOﬁ TCXHUKU: KJ'[aCCI/I(bI/IKaHI/IH,
TpeboBanus 1o 3amute nHpopMmanuu ot HCJI, Kimaccsl 3aUIIeHHOCTH;

- cTaHmapTh Oe30macHOCTH B ceTu Internet: M3, mpOTOKOIIBI 3aIIMIIEHHON Tepenayn HHPOPMAaInH.

AIIITAPATHO-ITPOTPAMMHBIE CPE/ICTBA 3AIIUTHI THOOPMAIINN

PaccmarpuBaeMble BOIPOCHI:

- OCHOBHBIE CPE/ICTBA 3alUThl KOMIBIOTEPHON HH(pOpMaMK 1 UX QyHKunH (Zecurion Zgate; Secret Disk;
Kpurrrollpo CSP; npyrue pa3paboTku);

- KPUIITOIPOLIECCOPHI;

- 3aIlIUTa OT U3MEHEHUS [T0TOKA COOOIIEHUH U PephIBaHMUS MEPEAadHt, 3alUTa OT HABSI3bIBAHUS JIOXKHBIX
COOOIIIeHHIT B KaHAJIBI CBS3H,

- MEJKCETEBBIC IKPAHBI.

BE3OITACHOCTD ITPOI'PAMMHOTI'O OBECIIEHEHM A

PaCCManI/IBaeMBIC BOIPOCHI:

- (I)OpMaJ'ILHLIC METOABI NOKA3aTCJIbCTBA NPABUJIIBHOCTU IIPOTPAMM U UX CHGHI/I(bI/IKaL[I/II\/'I;
- METOAbI U CPEACTBA aHAIM3a 0e30MacHOCTH HO,

- KOHTPOJIbHO-UCIBITATCIIbHBIC U JIOTHUKO-aHAJIUTUICCKUE MCTO/IbI.

10

BE3OITACHOCTB TEXHUYECKUX CPE/JICTB

PaccmarpuBaeMbie BOTIPOCHI:

- TpeOOBaHUS K TEXHUIECKUM CPEACTBaM;

- aHaM3 6E€30TaACHOCTH TEXHUYECKHX CPEJICTB;

- IOJIXOJIBI K OIIEHKE MH(POPMAMOHHOH 0€30MacHOCTH.

11

CETEBBIE KOHOUI'YPALINUUN

PaccmaTprBaemble BOIIPOCHI:
- TpeboBaHus K 00ecrieueHHIO0 KOH (U IEHIIMATLHOCTH;
- TpeboBaHus K 00eCIIeueHHIO 1IeJIOCTHOCTH HH()OPMALIMK B CETEBBIX KOH(PHUTYPALIUSIX.

12

BE30ITACHOCTb KOMITbIOTEPHBIX CETEN

PaccmaTprBaeMble BOTIPOCHI:

- TOIXOMBI K OI[CHKEe WH(POPMAIIMOHHON OE30MTACHOCTH B CETAX;

- THIIBI CETEBBIX aTaK;

- METOJIBI IIPOTUBOJICHCTBHS aTaKaM;

- 3aIIUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA (OCHOBHBIC IIPUHIIAIIBI CUCTEMBI AA A, METOIBI
ayTeHTU(QHKAIIHN);

- yIpaBJICHUE TOCTYIIOM K pecypcam (3aadu, TpeOOBaHUS U MOJICITH TOCTYIIA).




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

13

ITOPAJJOK OIIEHKHU YI'PO3 BE3OITACHOCTU MH®OPMAIINHN B KC

PaccMarpuBaeMbIe BOIIPOCHL:

- OLIEHKa aKTyaIbHOCTH yrpo3 6e30MacHOCTH HHPOPMALIHHL;

- OLICHKA BO3MOXKHOCTH pean3anny (BO3SHUKHOBEHHS) yrpo3 0€30MacHOCTH
HHGOPMAIIUK U OMPE/ICNICHHE X aKTyaJbHOCTH;

- OLIEHKa CIIOCO0O0B peann3alyy (BO3HUKHOBEHHsI) YIpo3 0€301acHOCTH HH(pOPMAIIHH.

14

I[TOJIMTUKA BE30ITACHOCTH

PaccmaTprBaeMble BOTIPOCHI:

- TIOJIMTHKA 0€301TaCHOCTH;

- aKCHOMEI TIOJIMTHKH 0€30IIaCHOCTH;

- MOJIUTHKA AUCKPEIHOHHOTO JI0CTYIIA;

- MOJIMTHKA MAHJIATHOTO JIOCTYTIA;

- MOJIUTHKA TEMATUIECKOTO pa3rpaHHYCHHS JOCTYyIIA.

15

KPUIITOTPAOUYECKAA 3AIIIUTA THOOPMAILINN

PaccmaTprBaemble BOIIPOCH:

- METOIbI 3AIUTHI BUJIbI, KJIacCUBUKAIIHS,

- mudpoBaHue, CTeHOTpadust, KOAUPOBAHHE, CKATHE U JIp..

- cpencTBa kKpunrorpaduyeckoit 3amuTs! nHpopmarn (CK3M);

- CepTU(HUIMPOBAHHBIC KPHIITOrPAaQUIECKHE CPEICTBA 3aIUTHI HHpopManun B Poccun.

16

KPUIITOI'PAOHUYECKHUE KJIFOUYU

PaccmatpuBaembie BOMPOCHL:

- YIPaBJICHUE KPUNTOTPAPUUSCKUMH KITFOYaMU (BHIIBI KITFOUCH, MPOICTYPhI YIIPABICHUS KIFOYaMK);
- TeHepalus KIovei;

- XpaHEHHUE KIII0Yeil;

- pacripeiesieHUe KITtoUei.

17

CUMMETPUYHBIE U ACCUMETPUYHBIE KPUIITOCUCTEMBI

PaccmaTpuBaemble BOTIPOCHL:

- CTaHAAPTHI IU(PPOBaHKS AaHHBIX (anroput™ mudposanus ganubix DES, Triple DES, AES, anroputm
Pusecra);

- Poccwmiicknii cTanAapT KpUNTO- M MMHTO3AIINTHI COOOIIIEHUIH;

- KOHLIETIIIUS] KPUIITOCUCTEMBI C OTKPBITBIM KITFOYOM;

- KpunTocucreMa mudpoBanus 1aHHbIX RSA, cxembl mudposanus [lonura-Xemimana, Db ['amans,
KOMOMHHPOBAHHBIH MeTO]1 IK(pPOBaHHUSI.

18

XOUI-OYHKIONN

PaccmaTpuBaemble BOTIPOCHI:

- BUJIBL;

- X3HI-(YHKIMN - Hctoiabp3oBanue B O, ctanaapTel Xam-GyHKOunii.

19

SOJIEKTPOHHA S ITOAITNCh

PaccmatprBaeMbie BOTIPOCHI:

- mpobnemMa ayTeHTH()UKALINN TaHHbIX;

- NOJIUCH C IOTIOJTHUTEIbHBIMHU (DYHKIIMOHATIBHBIMU CBOMCTBAMH.

20

AJI'OPUTMBI OI1

PaccmaTpuBaemble BOIIPOCHI:

- QITOPUTMBI AJIEKTPOHHOM MoAnMcH (Ha3HaueHHE U BUIIBI, Kilaccudukanyst, noanenka JI1);
- cirentast OI1, ObicTpas, HeocroprMasi.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

21

PaccmaTpuBaemble BOIIPOCHI:
- aHaJM3 PUCKOB MH(OpPMaMOHHOI Oe30macHOCTH;
- IJTAHUPOBAHKE U MPaKTHUECKas pealn3alysl IPOLeCcCOB, HAIPaBICHHBIX HA MUHUMU3AIUIO PUCKOB.

22

KOMIIJIEKCHBIH ITOAXO0]1 K OLIEHKU BE30ITACHOCTU

PaccmatpuBaembie BOMPOCHI:

- MPUMEHEHNEe CTaHAAPTOB IPH (GOPMHUPOBAHUH MTOTUTHKH OE30MTACHOCTH M CHCTEMEBI OIICHOK

3¢ GEeKTUBHOCTH, TIPY MPOBEJCHUN KOMITIEKCHBIX MCTIBITAHNH 3alIHIIEHHOCTH BEIYUCINTEIBHBIX CHCTEM H
ceTeH;

- CTAHIAPTHI JJIS peaNn3aliil U OIEHKH TEXHIIECKOTO COBEPIICHCTBA CHCTEM MM POBAHUS;

- ICTIOJIH30BAHUE CTAHIAPTOB MPH OIEHKH 3aIIAIIICHHOCTH KaHaJI0B 00OMeHa HHpOpMaIue u
0e30MacHOCTH TpaH3aKIUH.

23

[TPOEKTUPOBAHUE CUCTEM OBECIIEYEHU I MHO®OPMAILIMOHHOU
BE3OITACHOCTH

PaccmatpriBaeMbie BOTIPOCHI:

- IPUHIIUIBI TOCTPOCHUSI CUCTEM 3aIUThl KOH(PUACHIIMATEHON HH(POPMALIHH;

- OCHOBBI IOJIUTHKK 0€30MaCHOCTH (TIOHITHE MOJUTHKH 0€30MaCHOCTH, Pean3alys MOJIUTHKA
0€30MacHOCTH, MOJICTTH O€30MTaCHOCTH);

- OCHOBHBIE ATAIIbI.

24

AHAJIN3 CUCTEM OBECIIEYEHUMA b

PaccmatpuBaembie BOMPOCHL:

- aymuT 0€30MaCcHOCTH, aHATU3 PUCKOB, pa3padboTka Konnenuuu odecneuenus Ub;

- QHAJIN3 apXUTEKTYPBI U CTPYKTYPBI CUCTEMBI 3aIUTHI;

- aHaIu3 MOJIUTHK, IPOLEAYP, PETJIaMEHTOB U T.II.;

- aHAJIN3 TIPOTPAMMHBIX M TEXHIHYECKUX CPEACTBA 3aIIUTH KOH(PHUICHINAIEHOW HHPOPMAITHH.

4.2. 3aHATHS CEMUHAPCKOTO THIIA.

JlaGopatopHbie paOOThI

n/m

HaumenoBanue mabopatopHbIx paboT / KpaTKoe CoepKaHue

AHAJIN3 NHKEHEPHO-TEXHMYECKHNX CPE/ICTB 3AIIUTHI THOOPMAIINA

B PE3YyIbTATE BLINTOJIHCHU S na6opaT0pH0171 pa6OTI)I CTYACHT NMOJYYUT 3HAHUSA O Hanbolee BOCTp€60BaHHI>IX
HWHXCHCPHO-TCXHUYCCKUX CPCACTBAX 3alIUTHI I/IH(l)OpMaHI/II/I.

OLEHKA BE3OITACHOCTHU ITPOI'PAMMHOI'O OBECITEYEHU A
PesynpraT paboThl — CIIUCOK yrpo3 U Mep Mo pa3padboTke 6ezomacHoro 10, cormacHo 'OCT P 58412-
20109.

PEKOMEHJAIIMN X.800 JIA PACITPEJEJTEHHbBIX CUCTEM
B pe3ysbTare BBINOIHEHHUs JTabOPaTOPHOM pabOThI CTY/IEHT MOJTYYUT HABBIKH NPUMEHEHHS PEKOMEHIANH
X.800.

[TOJIOXKEHUMA ISO 15408 («COMMON CRITERIAY)

CryneHT noiy4uT HaBblku nmpuMeHeHns «Common Criteria» npu GopMUpPOBaHHUH MOJUTUKU O€30MaCHOCTH
U CHCTEMBI OLICHOK 3((GEKTHBHOCTH, a TaKXKe IPH NPOBEIECHUN KOMIUICKCHBIX HCIBITAaHNH 3aIHIIEHHOCTH
00BbeKTa HHGOPMATH3AIINH.

MEXXCETEBBIE OKPAHBI

B pesynbrate paboThI CTYAEHT MOXYYUT HaBBIKK IPUMEHEHHS MD.




HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

3AILIMTA CPEJICTB BBIYMCJIMTEJILHOM TEXHUKU

Pe3ynbraT paboThl — HABBIKM IPAKTHYECKOTO TPUMEHEHHS PyKOBOASAIIEro TOKyMEHTA.

SAIIUTA ABTOMATU3NUPOBAHHBIX CUCTEM
3AIUTA ABTOMATU3NPOBAHHBIX CUCTEM

N3YUYEHUE METO/10B ILIM®POBAHU A

B pesynbprarte BeImoHEHUS TabopaTOpHOil paboThl OyayT 3ammnppoBaHbl B pacuIn(pOBaHEl COOOIICHHUS.

[TPOTPAMMHAS PEAJIM3ALIA METO/JJOB ILIM®POBAHU A

Pe3ynbpraToM pabOTHI ABISETCS OTIAAKEHHAs IPOTpaMMa, peann3yromias IPeUI0KEHHBIH CTy I HTOM
ANTOPUTM MH(PPOBAHUSL.

10

SJIEKTPOHHAS ITOAITUCDH

CTYyIEHT MOJYYUT HABBIKU TPUMEHEHHS COOTBETCTBYIOIINX CTaHIAPTOB, OYAET 3HATH MTPOLIECCH
(dopmupoBanust u nposepku D1

11

OYHKIMA XOIIMPOBAHUA

CTyZeHT OTyYUT HaBBIKM IPHMEHEHHS COOTBETCTBYIOIINX CTAHAAPTOB, OyeT 3HATh OCOOCHHOCTH
HCTOIH30BaHUs (PYHKITUH X3IIHPOBaHUs B cxemax Oll.

12

THUIIbI 1 KATETOPMM BO3MOXXHbBIX HAPYIIIUTEJIEN

Pe3ynbTat paboTs! — KiIaccu(UKAIMA HapyLIIUTeIel 0 CTeNICHU yrpo3 A 3alUIIaeMOoro 00beKTa
nHpopMaTH3aIrm.

13

I[TOJIMTUKA BE30ITACHOCTU OB bEKTA THOOPMATU3ALINUN

B pesynbrate BbINoIHEHHS 1JaOOpaTOpHOl paboThI Oy/eT pa3padoTaHa MONUTHKA O€30MaCHOCTH IS
00BeKTa HHPOPMATH3AIINH.

14

OLIEHKA BE30OITACHOCTHU CETHU

Pe3yJ'H>TaT pa60T},1 — OIICHKa 0E30I1aCHOCTH U CIIUCOK peKOMeHI[aIII/Iﬁ 110 MOBLIIIEHUIO OE30IIaCHOCTH CETH.

15

OILIEHKA BE30ITACHOCTU KOMITbFOTEPHOM CUCTEMBI

Pe3yJ'H)TaT pa6OTI>I — OIleHKa 0€30MaCHOCTH U CIIHCOK peKOMeHI[aHI/Iﬁ 1o MmoBkIeHnio 6e3omacuocT KC.

16

PA3PABOTKA CUCTEMBI MTHO®OPMAILIMOHHOMU 3AILINThHI OFEKTA
NHOOPMATU3ALNN

B pesyunbTaTe BBITOMHEHHS Ta00paTOPHON padOThl CTYyJCHT HOJYYHUT HABBIKU IO Pa3pabOTKH CHCTEMBI
3amIUTHl HHPOPMAIIHH.

4.3. CamocrosiTenbHas padoTa 00y4JarOImnXCs.

n/n

Bun camocrosTensHOM paboThI

N3ydeHue qonoJIHUTENBHON JIUTEPATyPhl

Pa6oTa ¢ JICKHMOHHBIM MAaTCPpUAJIOM.

[ToaroToBka K 1a00paTOPHBIM 3aHATHSIM.

Boinonnenue KkypcoBoid paOoTBhI.

[ToaroToBka Kk MPOMEXKYTOUHOM ATTECTAIIUH.

| O | W N| -~

IToaroroBska k TCKYIIEMY KOHTPOJIIO.




4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX padOT

KypcoBas pabora «CoBpeMeHHblE CHMMETPUYHBIE W aCCUMETPHYHBIE
KPUIITOCUCTEMBD) HallpaBieHa Ha pa3BUTUE Yy OOYy4YaIOIIMXCA HaBBIKOB
CaMOCTOSITEIILHOM TBOPYECKOM AESITEIBHOCTH.

[IpuMepHBIii IepeueHb TEM KYpCOBBIX padoT:

- Peanuzanus anroputma Pusecra.
- Peanuzarnus anroputma DES — pexxum cuemienus 6;10koB B CBC mudpe.

- Peanuzanusa anroputMa DES — pexum pabotei ECB (31€KTpOHHBIM
OJIOKHOT).

- Peanuzauus anroputma DES — pexxum pabotel CFB — oOpartHast ¢Bsi3b 110
U (PPOTEKCTY.

- Peanuzarus anroputma DES — OFB — oOpatHas cBs3b 110 BBIXOAY.

- AnroputM (enepaibHOro crangapra x9.9.
- Aaroput™ Kpuntorpaguueckoro npeodpazoBaHus — OOLIHI.

- AJTOpPUTM KpHUNTOTPAaPUIECKOTO MPEeoOpa3oBaHUS B PEKUME MPOCTOU
3aMEHBI.

- AnroputM  Kpuntorpaduueckoro - mpeoOpa3oBaHUs B PEKUME
raMMUPOBaHHUS C OOpAaTHOM CBSI3bIO

- Anroput™  Kpuntorpadu4eckoro - mnpeoOpa3oBaHUS B PEKHUME
MMHUTOBCTaBKH.

- AITOpUTM, OCHOBAaHHBIN Ha cxeme mudpoBanus Db [amars.

- AJITOPUTM, OCHOBAHHBI HA KOMOMHUPOBAHHOM METO/IE MU(PPOBaHUS
- AJITOPUTM OTKPBITOTO pactpeneneHus kimouei Auddu-Xemimana

- AropuT™m 351eKTpOHHOM noanucu RSA.

- AIIropuT™ 351eKTpoHHOM noanucu DSA.

- OteuectBeHHbIH cTanapt udposoit noanucu ['OCT P34.10-94.

- Anroput™ 1 poBOii NOIMUCH C TONOTHUTENbHBIMU (YHKLIUSMU IO CXEME
«CIICTION ITOJITACK.

- Anroput™ 1} poBOIi OAMUCH C TONOTHUTENbHBIME (DYHKIUSMU IO CXEME
«HEOCTIOPUMOU MOIITUACH.

5. Ilepedyenp w3AaHU, KOTOpPBIE PEKOMEHIYETCS HCIIOJIb30BaTh IPU
OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).



bubnnorpaduueckoe onucanue

Mecto nocryna

/1

1 AnekceeB B.M. Pa3paboTka Mep 3antuThl https://library.miit.ru/bookscatalog/metod/DC-
MH(POPMALMOHHEIX PECYPCOB B 435.pdf (mata obpamenus: 02.10.2024). -
KOPIIOPATUBHOM CETH C BBIXOJIOM B TeKeT:aneKTPOHHBIH.

UHTEPHET: Y4eOHO-METOIMYECKOe MOCcoOue
1o KypcoBoit padore — M.: PYT (MUUT),
2017.-9c.

2 AnekceeB B.M. 3amura nporpamm u https://library.miit.ru/bookscatalog/metod/DC-
JaHHEIX: Y4eOHo-MeToudeckoe nocobue. | 436.pdf (nara obpamenns: 02.10.2024). -
—M.: PYT (MUUT). 2017. - 24 c. TeKeT:oneKTPOHHBIH.

3 ['onmukoB A. M. 3ammra nadopManuu B https://e.lanbook.com/book/110336 (nara
MH(POKOMMYHHUKAIIMOHHBIX CHCTEMAX U oOpamenus: 16.02.2024). — Pexwum nocryma:
cersix: yaeGHoe mocobue / A. M. [omukos. | /1A @BTOPH3. nonb3oBatenei. — Tekcr:

— Mocksa: TYCYP, 2015. — 284 c. / PHCKTPOHHEIH
JlaHb: 3MEKTPOHHO-OMOINOTEYHAS CHCTEMA.

4 Cunopenko B.I'., Ckopo6oraTosa H.H. https://library.miit.ru/bookscatalog/metod/DC-
Acriextsl nHGOpMaIMoHHo# 6e3omacHocTu: | 667.pdf (nara obpamenns: 02.10.2024). —
Yuebnoe nocodue. — M.: PYT (MUUT). Texer: o1eKTPOHHBIH.

2018. - 64 c.
5 | IIpuBanoB A.A. ObecnieueHue https://library.miit.ru/bookscatalog/metod/DC-

UH(POPMAIMOHHOK 0€30MaCHOCTH,
POCKTHPOBAHUS, CO3/JAaHHS,
MOJIepHHU3AIMN 00BEKTOB HH(POPMAIIHH HA
0a3e KOMIBIOTEPHBIX CUCTEM B
3alUIIEHHOM HCTIOTHEHUU: Y 4eOHO-
METOJIMYECKOE MTOCOOHe K KypCOBOM
pabore. -M.: PYT (MUUT), 2018. — 48 c.

741.pdf (nara obpamenus: 02.10.2024). —
TekcT:aneKTpOHHBII

6. [IlepeueHp COBpPEMEHHBIX

npodeCCUOHANTbHBIX

0a3 aHHBIX WU

I/IH(l)OpMaIII/IOHHBIX CIIPAaBOYHBIX CHUCTCM, KOTOPBIC MOTYT HCIIOJIB30BATHLCA IIPpU

OCBOCHHMH JTUCLUUITUHBI (MOIYJIs).

CDOp}IM CIICIHaJInCTOB o I/IH(I)OpMaHI/IOHHBIM TEXHOJIOI'UsSIM
http://citforum.ru/
W HTEpHET-yHUBEPCUTET MH(OPMAIIMOHHBIX TEXHOJIOTUI

http://www.intuit.ru/

ITouckoBrle cucteMsl: Yandex, Mail.

Odunmaneuerit cait PYT (MUUT) (https://www.miit.ru/).
Hayuno-texunueckas oudnuorexka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBarenbhas mwatdopma «kOpaitr» (https://urait.ru/).

O6mue wHPOPMAIMOHHEIE,

«Koncynsrant Ilmoc», «I'apanm.

CIIpaBOYHBIC u

ITIOMCKOBBIC CHUCTCMBbI



DNEeKTpOHHO-0MOINOTeUHAS cucremMa W31aTEIbCTBA «JIanp»
(http://e.lanbook.com/).

7. HGpCLIGHB JINIICH3MOHHOI'O u CBO6OI[HO pPacipoCTpaHiaACMOIo
IMporpaMMHOIO O6€CHG‘I€HI/I}I, B TOM YHCJIC OTCYCCTBCHHOI'O IIPOU3BOACTBA,

HEO0OXOIMMOTO JIJIs OCBOCHHMS TUCITUTIIIMHBI (MOTYJIs).

Microsoft Windows
Microsoft Office
HNutepuer-Opay3sep (Yandex u nip.)

8. OmmcaHue MaTepUaIbHO-TEXHUYSCKOM 0a3bl, HEOOXOIUMOM IS
OCYIIECTBJICHUS 00pa30BaTEILHOTO IIPOIiecca Mo JUCIUILIHHE (MOJIYIIIO).

YueOHas ayauTopusi Uil TPOBEACHUS YYEOHBIX 3aHATUM (3aHATHUM

JICKOMOHHOT'O THUIIA, ITIPAKTHYCCKUX 3aHHTHﬁ)2
- KOMIIBIOTCP IMpCIio4aBaTcCiiAd, pa60qu CTaHII N1 CTYACHTOB,

MYJIBTUMEIUIMHOE 000pyI0BaHUE, TOCKA.
AyauTopus oAKII0YeHA K ceTH « THTepHEeT.

9. ®opma TPOMEKYTOUYHOM aTTECTALIUM:

3adeT B 5 cemecTpe.
Kypcosas pabora B 5 cemectpe.

10. OtieHOUYHBIE MaTEPUATTBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMBIE MPU MPOBEICHUHN MPOMEKYTOUHOU
aTTeCTaly, pa3padaThIBAIOTCS B COOTBETCTBHH C JIOKAIBHBIM HOPMATHBHBIM

aktom PYT (MUNT).



ABTOpBI:

JIOIIEHT, K.H. Kadeapsl
«BpruncauTeabHbIe CUCTEMBI, CETH U

nH(popManroHHas OE30IIaCHOCTHY S.M. T'osnoBckuit
CornacoBaHo:
3asenyromuii kadhenpoit BCCullb b.B. XXenenkon

[Ipeacenarens yueOHO-METOIUIECKOM
KOMUCCUHU H.A. Augpusgnona



