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1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

[leapr0 MUCHMIUIMHBI «3amuTa HHpOpManum» sBIsIeTCS (OPMHPOBAHUC
KOMIICTCHIIMH 110 OCHOBHBIM pa3jiejlaM TCOPETHYCCKUX M MPAKTUYCCKUX OCHOB
OpraHM3aIMK CPEJCTB 3aIUThl WH()OPMAIMU, JaTh HEOOXOIUMBbIC HABBIKH IIO
WCIIOJIb30BAHUIO CPEJICTB 3aIMTHl MHPOPMAIMK B KOMIIBIOTEPHBIX CHCTEMax H
OBJIAJICHUIO METOJaMH PEIICHHS COOTBETCTBYIOIIMX 3a/ad.

OCHOBHBIMHM 33JJa4aMH JTACIUIUIMHBI SIBJISIOTCS:

» O3HaKOMJICHHE C METOJaMH cOOpa W aHaju3a HCXOJHBIX JaHHBIX JIs
IPOCKTUPOBAHUS CHCTEM 3allMThl HHGOPMALMH, ONpeAc/ieHne TpeOOBaHUA,
CPaBHHTCIbHBIA aHAIM3 TOJCUCTEM [0 IIOKa3areias M HH(POPMAIIHOHHOM
0e30MacHOCTH;

* VM3ydyeHHe METOJO0B NPOCKTUPOBAHHS CHUCTEM, KOMIUIEKCOB CPEICTB H
TEXHOJIOTHH 00paOOTKH M 3alTUTHI HHPOPMAIIMH M Pa3pabOTKH TEXHOJIOTHYCCKOM
Y SKCILTyaTallMOHHOM JJOKYMCHTAIIHH;

* M3yueHre METOI0B YCTAHOBKH, HACTPONKH, SKCILTyaTallMK U TOIICP KAHHS
B pabOTOCIIOCOOHOM COCTOSHUU  KOMIIOHCHTOB CHCTEMBI  0O€CIICUCHHUS
TEXHUYCCKOH 3aIUThl HHOOPMAIIMK C YIETOM YCTAHOBJICHHBIX TPEOOBAHUIA,

* M3ydyeHre MeTOJIOB MPOBEACHUS MTPOCKTHBIX PACUCTOB 3JICMCHTOB CHUCTEM
o0ecrieYeHNsT TEXHHYESCKOM 3aIuThl HH)OPMAIIHH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCHUILIINHE (MOYJIIO).

Ilepeuenp GopMUPYEMBIX pe3yJbTAaTOB OCBOCHHS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ysbTaTe 00y4eHus 10 AUCHUIUINHE (MOIYIIO):

OIIK-4 - CnocobeH pemarh 3a/1aqyu MPOoPECCUOHAIBHON NIEATeTLHOCTH Ha
OocHOBEe WH(MOPMAIIMOHHONW U OubIMorpaduyecKoll KyJabTypbl C MPUMEHEHHUEM
UH(OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA u TEXHOJIOTUN
HCKYCCTBEHHOTO HHTEJUIEKTa, a TaKXe€ C Y4YeTOM OCHOBHBIX TpeOOBaHMIA
MH(}OpMATMOHHOW 0€30MaCHOCTH.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJIII0) MPEIIOIaraeT, YTo M0 ero pe3yabTaTaM
oOyyJarommuiicst Oyier:

3HaTh:

- KOHIISTIIINIO MHKCHEPHO-TEXHNYSCKOM 3alUThl HH()OPMAIINH;

- HOPMaTHUBHO-TIPABOBBIC JOKYMEHTBI OO€cIeueHuss HWHPOPMAITMOHHOM
0e30I1acHOCTH;

- TEXHUYECKHE KaHAJIbl YTeUKH HHPOPMAIINH;

- (pu3nueckue MPUHITUIIBI YTEYKH WH(DOPMAITUU TI0O TEXHUYECKUM KaHaJIaMm;



- METO/IbI OOHAPY>KEHUS U 3aIUTHI MH(OPMALIMY B TEXHUYECKUX KaHAJIax OT
ee yTEeUKHU.

Ymerb:

- IPUMEHSTh METO/Ibl MH)KEHEPHO-TEXHUYECKON 3aIIUThl HHPOPMAIINY;

- aHaTU3UPOBATh BO3MOXHBIC YSI3BUMBIE MECTa TEXHHUUECKOW 3allUThI
uH(pOpMaIny;

- IPOBOJUTH MPEABAPUTEIBHBIN COOp JaHHBIX O TEXHUUECKUX YSI3BUMOCTSIX;

- MPOEKTUPOBATH CHUCTEMBI 3AIIUTH M MPOBOJIUTH AHAIM3 PHUCKOB YTEUKHU
MH(QOPMALINHU 0 TEXHHYECKUM KaHaJaM.

Baanersn:

- HaBbIKaMHM PAa0OOTHI C MPOTPAMMHBIM OOECIIEYEHHEM IO OLEHKU PUCKOB
YTEUKd HH(POPMALMH MO TEXHUYECKUM KaHajaM M IPOrpaMMHO-annapaTHbBIMU
KOMILJIEKCAMH T10 BBISIBJIEHUIO KAHAJIOB YTEUKU MH(DOpMALUK.

- HaBbIKAMU HHCTPYMEHTAJIbHOTO MOHUTOPHHIA 3aIIUIIEHHOCTH HH)OP-
Manuu AC 1 aHai3a ee QyHKIMOHAIBHOTO COCTOSIHUS;

- HaBbIKaMH 10 pa3pabOTKE OCHOBHBIX IIOKa3aTeled TEeXHHUKO-
HKOHOMUYECKOTO 0OOCHOBAHUS COOTBETCTBYIOLIUX MIPOEKTHBIX PEILICHUH;

- OCHOBHBIMM METOJAMHU HCCIIEOBAHUSA, UCIOIB3YIOIIMMU TEOPUU KBaH-
TOBOM MH(MOPMALIHH.

3. O0beM AUCIUTLIUHBI (MOIYJIs).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIMHBI (MOIYJIIA).

OO6mast TPyJIOEMKOCTh AUCHUILIUHBI (Moaynsi) coctaBisier 5 3.e. (180
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem gucruIUIMHBL (MOAYJsi) B (QopMe KOHTAKTHOM paldOThI
oOydJarommxcss ¢ MeJarorM4eCKUMHM  padOTHUKaAMU U (WIM)  JIHUIAMH,
MPUBJIEKAEMBIMHU K peau3aii 00pa3oBaTEIbHON MPOTPaMMBbI Ha MHBIX YCIIOBUSX,
TP MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KommaectBo yacos

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ne$

KonrakTHas paboTa Ipu nNpoBeIeHUN YUeOHBIX 3aHATHI (BCEro): 80 80
B ToMm umncne:

3aHATUA JEKIMOHHOTO TUIIA 48 48
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O0beM muCHUIUIMHBI (MOIYJisA) B (OpME CaMOCTOSITENIBHONW padOThI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYaAIOIMIMXCS C




Mearorn4ecKuMy pPabOTHUKAMHU U (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K PeaTU3aIliu
o0pa3oBaTeNpbHON MporpaMMbl HAa HWHBIX YCJIOBHUSIX, NpPU MPOBEICHUU
IPOMEKYTOUHOM aTTectanuu cocrapisier 100 akageMuyeckux yaca (0B).

3.4. Ilpu 0Oy4eHnu o MHANBUAYAIbHOMY Y4eOHOMY IJIaHy, B TOM YHCIIE IIPH
YCKOPEHHOM 00y4YeHUH, 00BEM JUCITUIUTHHBI (MOIYIISI) MOXKET OBITh PeaIn30BaH
MOJIHOCTHIO B (POpME CaMOCTOSITENFHOM pabOThl 00yUAIONINXCs, a TakXKe B popme
KOHTaKTHOM pabOThl 00y4YarONIUXCsl C MEJarornyecCKuMU pabOTHUKaMU U (WJIN)
JUIAMH, TIPUBIIEKAEMBIMH K peaiM3allii 00pa30oBaTeIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSX, TIPU MPOBEACHUHU MPOMEKYTOUYHOM aTTeCTallUU.

4. ConeprxaHue JUCUUTUIUHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.

/ Temaruka JTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE
n/m

1 |BBenenue B 3amuTy HHPOPMAITT

ConepxkaHue yueOHOro Marepuana:

- Beenenue.

- Undopmanus. n 3ammra JaHHBIX.

- KonpunennmansHOCTh HHPOPMALIHH.

- HenmocTHOCTS MHpOPMALIHN.

- HoctynHOoCcTh MHpOpManuy.

- CiryxeOHast THQOpMAITHSL.

- JInuHbIC TaHHBIE.

- l'ocymapcTBeHHBIE CTPYKTYPHI, OTBEYAIOIIUE 32 3ALIUTY JTaHHBIX.

- Ompenenenue ciry>keOHON TalHBI.

- 3akoHozaTenbcTBO PO B 001acT MHOpMaLIMOHHO# 6e301acHOCTH.
- Madopmanmonnas 6€30mMacHOCTh KOMMEPYECKOU CTPYKTYPHI.
-TumoBoit HabOp AOHKHOCTEM, CBA3AHHBIX C 3alIUTON JaHHBIX HA TIPEINPUITUH.
- MextyHapoIHble CTaHAAPTU3UPYIOIINE OpraHN3aluH.

- Crangaptel PO B o6mactu mHPOpMAaMOHHOW 6€30aCHOCTH.

2 |Kpunrorpadudeckas 3ammra. OCHOBBI M KJIacCH(pHUKAIUs

CoznepxaHue yueOGHOro MaTepuara:

— Kuaccugukauus kpunrorpapuyeckux aropuTMoB

— OcHoBHbIe onpeeneHus (LuppoBaHue, K04, KPUITOCTOWKOCTb)

— Hasnauenue mmdpoBaHus: KOHQUIESHINATBHOCTD U LIEIOCTHOCTD

— [puHIIme! KpunTorpaduuecKoro 3aKpeITUI HHPOPMAINH (3aMEIIeHNE, TepecTa-HOBKa,
TaMMHPOBaHUE)

— Ilpocteie metons! mudposanus (Lezaps, Arbam)

— Tabnuua Buwxkunepa (anroput™, npuMepsl, BCKphITHE)

— lInppoBaHne ¢ OTKPBHITHIM M 3aKPHITHIM KITIOUaMH: KOHIETITYalIbHAsl pa3HHULA

— OcHOBHBIE BHIBI aTaK Ha KPUIITOAITOPUTMEI (aTaka Mo IU(PPOTEKCTY, 110 OTKPBI-TOMY TEKCTY,
«4EJIOBEK IOCEPEANHEN)

3 |Cummerpuunsie kpunroanroputmsl. DES u 3DES
ConepxaHue yaeOHOTO MaTepHraa;
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— [puaTmmnel cuimMeTpudHOTo MU(POoBaHUs (00NN KITFOY)

— AnroputMm DES: ctpykrypa (ceth @etictenst), S-010KkH, pazMep Kito4a 1 6J0Ka
— Vs3Bumoctr DES: Mansbrii kimtod, araka rpy0oit cuitsl

— Anroputm 3DES (tpotinoit DES): pexxumsl EDE, s dextuBHas croiikocts

— Bormpocsl cToiikocTu: Bpems nepedopa, pa3inuuMble aTaku

— Ilpobnema pacripesiesieHus! KIroueil B CHMMETPUYHON Kpunrorpadun

Cummerpuunas kpurnrorpadus. AES u coBpeMeHHbIE aIrOpUTMbI

Copneprxanue yueOHOTO MaTepHaa:

— Aunroput™ AES (Rijndael): stamsr (SubBytes, ShiftRows, MixColumns, AddRoundKey)

— Pasmeps! xmoua (128/192/256 6uT) 1 CTOUKOCTH

— Pexumsr mudposanus (ECB, CBC, CFB, OFB, GCM, CTR)

— Bompocsl croiikocTu: nmuHeHHbIH 1 quddepeHnnanbabiii kpuntoananu3 AES

— JlocTOMHCTBA U HEAOCTATKH CUMMETPUYHOTO IU(PPOBaHUs (CKOPOCTH VS. IPOOIIe-Ma KIItoueit)

— OO6nacTb NPUMEHEHUS] CHMMETPUYHBIX alropuTMoB (mmdpoBanue quckoB, VPN, xpaHeHHe 1aHHbIX)

5 ACHMMeTpI/IqHBIe KpUIITOAJITOPHUTMEI. MaremaTuuecKue OCHOBEI
Conepxanue yaeOHOTo MaTepuana:
— MareMaTH4eckue OCHOBBI aCHMMETPUYHON Kpunrorpaduu (Teopus 4Ucel, Po-CThIE YnCia,
MOIyJbHas apu(hMeTHKA)
— Anroput™ JInddu-Xsnamana: BeIpaboTKa 00IIeTo KiIfoua Yepe3 OTKPBITHIA KaHal
— AnroputMm RSA: renepanus kitoueii (p, q, €, d), mmdposanue/nemmppoBanue
— JlocTOMHCTBA U HEAOCTATKH aCHMMETPUYHOTO IH(poBaHus (0€301acHOCTh 0€3 IpeIBapUTEIEHOTO
oOMeHa KITIlouaMH, HO HU3Kasi CKOPOCTH)
— O6nacTh npuMeHeHuUs: MUGPOBaHHE HEOOIBIINX 00BEMOB JaHHBIX, TPAHCIOPT KIIFOUCH
6 |DnexrponHo-uudposas noanuck (LI u xsm-pynkunn
Conepxkanue yueOHOTo MaTepuana:
— puamume: SLIT: moanwck MpUBAaTHBEIM KITFOYOM, IPOBEPKA Ty OIIMIHBIM
— Aunropurmer DLIT: RSA-PSS, DSA, ECDSA
— Kpunrorpadmueckne x3ur-gyHKumn: TpeOoBaHus (OAHOHAPABICHHOCTD, YCTOH-IMBOCTh K KOJUIU3HUSIM)
— OcHoBHbIe x3ur-anroputMbl: MDS (ckomnpomeruposan), SHA-1, SHA-256, SHA-3
— IlpumMeHeHue xa1meil: KOHTPOJIb LIEJIOCTHOCTH, XpaHeHHe mapouieil, csska ¢ LI
7 IlpoTokosibl ayTeHTU()UKALIUU U YIIPABIECHUS KIIOUYaMH
ConepxaHue yaeOHOTO MaTepuaa:
— IpoTokounsr ayrenTH(UKanNHN (IpocToii mapoisk, challenge-response, oHOpa30BBIC TAPOITH)
— I[potokon Kerberos: omretsr, KDC, BpeMeHHBIE METKH
— PKI (Public Key Infrastructure): ynocrosepsroutue neHtpsi (CA), ceprudukatsr X.509
— Or3piB ceprudukaros (CRL, OCSP)
— Pacnpenenenne xmoueii B cetsx (IKE B IPsec)
8 ATtaxku Ha KPHUIITOCUCTEMBI U UX MOJCIIUPOBAHNC
ConepxaHue yaeOHOTO MaTepHuaa;
— Knaccugukarms atak: macCuBHBIE (IIPOCITYIINBAHNE) U aKTUBHBIE (TTOJJMEHA, IIOBTOP)
— Araxka «uenoek nocepenune» Ha Diffie-Hellman u RSA 6e3 ayrentudukarmn
— ATaka ¢ UCIIOJIb30BaHHEM N0JJ00paHHOTO OTKpEITOro Tekcra (CPA) u mmdporexcta (CCA)
— Araku 1o no60YHBIM KaHaslaM (BpeMs, IMTaHHe, JIEKTPOMArHUTHOE U3ITyYEeHHUE)
— Araxu Ha nipotokoisl SSL/TLS (POODLE, Heartbleed, BEAST)
9 |Hudpactpykrypa oTkpbIThIX Kitouert (PKI) u ceprudukats

ConepxaHue yaeOHOTO MaTepHraa;

— Kommonentsr PKI: CA, RA, xpanmnuie cepTuUKaToB

— Crpyxkrypa ceptudukara X.509 (moss: subject, issuer, public key, cpok aeiicTBus)
— lemouku moBepwst (KOPHEBOM, MPOMEIKYTOUHBIN, KOHCUHBINH CePTHHHKAT)

— Perucrpanus u aHHyIHpOBaHUE CEPTUDHKATOB

— Ipumenenne PKI: TLS/HTTPS, S/MIME, konoBast moamich
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10

Kpunrorpaduueckas 3amuTta B cetsx. [Iporoxon TLS/SSL

CopeprkaHue y4eOHOTo MaTepHaa:

— Apxutektypa TLS: Record Protocol, Handshake Protocol

— Pykonoxarue TLS: cornacoBanue muppos, ayTeHTHHKAIHS cepBepa (MHOTIa KIIHEHTa), BRIpaboTKa
CECCHOHHOTO KIII0Ya

— Hcnonb3yemsie kpunroanroputmel B TLS (RSA, ECDHE, AES-GCM, ChaCha20)

— Vazeumoctu Bepcuit SSL 2.0/3.0 m TLS 1.0/1.1

— Cospemennsie TpeboBanus: TLS 1.2/1.3, oTkimodeHne cnadpix muppoB

11

Kpunrorpaduueckas 3amura BUpTyalbHbIX yacTHbIX ceteit (IPsec, OpenVPN)
Copneprxanue yueOHOTO MaTepHaa;

— Apxutektypa [Psec: ESP (mmdposanue u ayrentuduxanus), AH (ayrentuduka-mms)

— Pexxumel IPsec: TpaHCIOPTHBIN U TyHHEIIbHBIM

— VYupasnenue kmouamu B [Psec: IKEv1/IKEv2

— OpenVPN: kpunro-kordurypauus (craruueckuit ko, TLS-ayrenTudukans)

— Cpasnenue [Psec u OpenVPN: npon3BoAUTENT,HOCTD, COBMECTUMOCTH

12

Kpunrorpadudeckas 3amura auckoB u ¢aiinos (BitLocker, LUKS, VeraCrypt)
CoxnepxaHue yaeOGHOro MaTepuana:

— Mogenu mudpoBanus Ha qucke: moimHoe mudposanue aucka (FDE), mmdposanue ¢aitmos (EFS)
— BitLocker (Windows): TPM, PIN, ko4 BocCTaHOBIJICHHUS

— LUKS (Linux): 3aronoBok LUKS, kitoun, pesxum mudpoBaHust

— VeraCrypt: ckpbIThle TOMa, IK(YPOBAHUE «HA JIETY»

— Araku Ha mudpoBaHue TUCKOB (XOJIOHAS Mepe3arpys3ka, nepexsar kirodya u3 RAM)

13

Kpunrorpaduueckue xsm-pyHkiun u ayrentudukanus coodmennii (HMAC)
CoxnepxaHue yaeGHOro MaTepuaa:

— CpoiicTBa Xo1I-QYHKIHN (IETCPMIHI3M, JIABUHHBIH d((ekT)

— Koncrpykuuns Mepxia-Jlamropa (MDS, SHA-1/2) u e€ ys3BUMOCTH (AJIIHHAS aTa-Ka)

— Kpunroananms x3m-QyHKINIA: aTaka «THEH posKACHUMY, Koum3nuu 1t MDS

— HMAC (Hash-based Message Authentication Code): KOHCTPYKIHsI, TPEUMYILECTBA MEePe] OOBIYHBIM
X3IIEeM C KII0YOM

— Ilpumenenne HMAC B npotokonax (TLS, IPsec, API-ayrenTudukarms)

14

Kpunrorpadus B muiatexxusix cuctemax 1 6ankosckux kaprax (PCI DSS, EMV)
ConepxaHue yaeOHOTO MaTepHuaa;

— Cranpapt PCI DSS: TpeboBaHus K XpaHEHHUIO U Tiepeade JaHHBIX KapT

— udposanme PAN B 6a3ax HJaHHBIX

— EMV (uunoBeie kapThl): AMHAMUYECKUe qaHHble, kpunrorpamma (ARQC, ARPC)

— Toxenunzamus (3ameHa PAN TokeHOM) 1 €€ KpunrorpaduaecKkue acIeKThl

— ATaxu Ha 6aHKOBCKHE KapThl (skim-ycTpoiicTBa, peruieii ataku)

15

[TocTkBanTOBasE KpUNTOTrpadUs

ConepxaHue yaeOHOTO MaTepuaa:

— YT1po36I KBaHTOBBIX KoMIbIOTepoB (anroputM [lopa npotuB RSA u ECC, I'poe-pa npotu AES)
— INocTKkBaHTOBBIC aMrOPUTMBL: Ha 0cHOBE periérok (Kyber, Dilithium), xam-dyuakuii (SPHINCS+)
— CpaBHEHHE CTOMKOCTH KJIAaCCHYECKOH M MOCTKBAaHTOBOM KpUMITOTpadun

— Ilepexon Ha mocTkBaHTOBBIE cTaHAAPTHI NIST

— IIpoGneMbl COBMECTUMOCTH 1 TIPOU3BOJUTEILHOCTH

16

Kpunrorpaduueckas 3amura 6a3 qaHHBIX

ConepxaHue yaeOHOTO MaTepHraa;

— Ipobnemsr: mmdpoBaHre KOJIOHOK VS. HHASKCHPOBAHNE, TOUCK O 3aIH(POBAH-HBIM JaHHBIM

— Iudporanne Ha yposHe npuioxenus, bJ] (TDE) u ¢aiinoBoii cuctemsl

— Deterministic mm¢ppoBanue 11 IouCKa (ySI3BUMOCTh K YaCTOTHOMY aHAJIH3Y)

— Homomorphic mmdpoBanue (TeopeTniaeckuii 0630p, BHIMOIHEHNE ONepaIiil HaJl 3alIn(ppOBaHHBIMU
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JTAHHBIMH)
— Aynut nocryna K 3amudpoBaHHbM B/
17 |HenoctHOCTh M ayTeHTU(DUKaIUsa qaHHbIX. Kol ayrenTnuHoctn (MAC, GMAC)

CozepxaHue yueOHOro MaTepuana:

— Orimmure MAC ot nudpoBoii moanucy (CHMMETPUYHBIN VS. aCUMMETPUYHBIH KITFOY )

— Anroputmer: CMAC, HMAC, Poly1305

— GMAC (na ocHoBe AES-GCM): mpuHIHI paOOThI, TPOU3BOJUTEIHHOCTD

— KomOunnposanHsie pexumMsl mudposanns ¢ ayrenTudukanueii (AEAD): GCM, CCM, ChaCha20-
Poly1305

— IIpuMepsl NCTIONB30BAaHHSA B CETEBBIX MMPOTOKOIAX

18

Creranorpadust u kpuntorpadus: cokpsitue dakra nepegaud nHGopMaluu
ConepxaHue yueOHOro Marepuaa:

— Ompenenenue creranorpaduu, OTIMYHE OT KpunTorpaduu

— Kunaccnueckue meronsl: LSB (Miaqummii OuT) B M300pakeHUSIX U ayAu0

— Creranorpadus B cereBbIx npotokonax (TCP-ommum, nons [P ID)

— Mertoasl 0OHapykeHUs cTeraHorpaduu (CTeToaHaIIN3)

— KomOunnanus creranorpaduu u mmdpoBaHus

19

Kpunrorpaguueckas 3amura 6ecripoBoanbix cereit (Wi-Fi, Bluetooth)
CopeprxaHue y4eOHOTo MaTepHaa:

— IIporokon WEP: ysa3sumocTu (araka diropepa, Manreitna, CRC-32)

— WPA/WPA2: TKIP vs CCMP (AES), 4-way handshake

— Ataka KRACK Ha WPA2

— WPA3: Simultaneous Authentication of Equals (SAE), 3amura ot oaiin-nepedopa
— Besomnacuocts Bluetooth (mapusrit kirou, nmdposanne EO/LE)

20

Kpunrorpaduueckue MexaHu3MbI B OTIEPAIIMOHHBIX CHCTEMax

CoxnepxaHue yaeGHOro MaTepuaa:

— udposanne cromn-pasznena u nmogkauku (Windows, Linux)

— amura namstu ASLR, PIE, NX, KASLR (kpunrtorpaduieckue acreKkThbl)

— Xpanenue xameii naposneii: /etc/shadow, NTLM, naccuBHas 3amura

— Kpunrorpapuueckue API: CryptoAPI (Windows), Keychain (macOS), Kernel keyring (Linux)
— Anmnaparnas nognepxka: TPM (Trusted Platform Module), unctpykunu AES-NI
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[TpaBoBOE perynupoBanue Kpunrorpaduu. DKCIOPTHBIA KOHTPOJIb
Conepxkanue yueOHOro MaTepuaa:

— 3akoHonarenscTBo PD: @3 «O06 napopmanuny, @3 «O cBszmy», npukazsl PCh

— DKCIOPTHBIH KOHTPOJIb KpHUIITOrpaduueckux cpencts (Baccenaapckue cormnarieHus)
— JIuneH3upoBaHue AESTEIHHOCTH MO PAacpOCTPAHEHNIO MU (POBAIBHBIX CPEICTB

— OTBETCTBEHHOCTh 32 HEJIeraJIbHOE UCIIOIb30BaHHE KpUNTOrpadn

— 3apy6exnbie perymsitopbl: ITAR (CLHA), GDPR u mudpopanue
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KpHHTOFpa(queCKHC ITPOTOKOJIBI JJICKTPOHHOTO I'OJIOCOBAHU A

ConepxaHue yaeOHOTO MaTepHuaa;

— TpeboBaHUs K KpUOTOIPOTOKOJIAM TOJIOCOBAaHUS (AaHOHUMHOCTD, KOPPEKTHOCTh, YCTOHYHBOCTD K
MTOBTOPaM)

— IIpoTokoukr Ha ocHOBe cnenoii moamucu (cxema @yn3noka — Oxamoro — OTEI)

— Homomorphic mmdpoBanue (cxema Dib-I"amais s roJI0COBaHHU)

— lonocoBanwme ¢ UCmob30BaHUEM OJOKYCHHA (aHAIN3)

— Peanbubie cuctemsr: Helios Voting, Voatz (kpuntoananus)
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praBJ’ICHI/IC KHN3HCHHBIM ITUKJIIOM KITIouei

ConepxaHue yaeOHOTO MaTepHraa;

— I'eneparus xrtoueit (3uTporms, TRNG, PRNG)

— Pacmnpenenenue xmoueii (KDC, npoToKoibl, IpeaBapuTeNIbHOE pacpeielIeHHE)




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

n/m
— Xpanenwne kmoueii (HSM, anmmapaTHbIe TOKSHBI, CMapT-KapThI)
— Potanusi, 0T3bIB U YHHUTOXXCHUE KITFOUCH
— PesepBHoe komupoBanue kiroueit (key escrow)
24 |Artaku Ha peanu3zaipio KpuntoanropurMos (side-channel attacks)
CopeprkaHue y4eOHOTo MaTepHaa:
— Artaxu o Bpemenu (Timing attacks) Ha cpaBHeHHe cTpok 1 RSA
— Amnamms niuranus (Simple / Differential Power Analysis) mHa AES
— AKyCTHYEeCKHI KPHUITTOAHAIN3 (3BYK KOHACHCATOPOB M KATYIICK)
— Artaxu o omm6Okam (Fault injection), cOpoc HampsDKEHHS
— KoHTpMepsI: MACKHPOBKa, IIOCTOSIHHOE BPEMSI BBIIOTHEHISI
4.2. 3aHATHS CEMUHAPCKOTO TUNA.
JlabopaTopHbie paboThI
Ne
w HaumenoBanue mabopaTopHbBIX paboT / KpaTKoe CoJiep:KaHue
1 |Beenenue B uHpopMaIMoHHYyI0 O6e30macHocTh. CTaHIapThl U OpraHU3aIuH, padboTaro-
niye B 00acTH HHOOPMAITMOHHON O€301TaCHOCTH
B pesynbraTe BhINONIHEHHS 1a00paTOPHOM pabOThI CTYACHT MOMYUUT NPaKTHYECKUE HaBBIKK MOMCKA HOP-
MaTHBHOU HH(POPMAIUK B I1106aIbHOM ceTH, paboTH ¢ HOPMAaTHBHBIME akTaMu B cdepe Vb, HaBbIKH
BBUIB-JICHHS U y4eTa MHQOPMALMOHHBIX aKTHBOB 3aI[HIIAEMOIl OpraHU3aLHH.
2 |Yrpo3sl HHOOPMAIIMOHHON OE30ITACHOCTH
B pe3ysbTaTe BRIONHEHMS Tab0paTOpHOI paGOThI CTYACHT HOIYYHUT HABBIKH CO3IaHHs CIIMCKA HHAOP-
MAalMOHHBIX aKTUBOB, OMPEJIENICHNs] aKTyaJIbHBIX Yrp0o3 HHPOPMAIIMOHHON 0€30MacHOCTH, KiIacCU(BHKALIUH
MCTOYHMKOB yrpo3 M 3aliiaeMoll HH(OPMAIMU B COOTBETCTBHH C CYLIECTBYIOIEI HOpMaTHBHOW 0a30H.
3 |[Tonutuka 6e3onacHoctu. PazpaboTka moauTuky 6€30MacHOCTH
B pesynbrarte BRIIOTHEHUS 1a60paTOPHOIT pabOThI CTYIEHT MOTYYHUT IPAKTHYECKHUE HABBIKM pa3padOTKU
HOJIUTHKY HH(POPMAIMOHHOM 6€30MaCHOCTH MPEIIIPUSITHS.
4  |Kpunrorpagpuueckas 3amura. [1ludposanne u pacimmdpoBaHue 1aHHBIX
B pe3ysbTaTe BBIIONHEHNUS Tab0paTOPHO# paboOThI CTYICHT IPUOOPETaeT HABBIKK paboThl ¢ 6a30BBIMU
KpUNTOrpadMuecKUMHU aIrOPUTMAMH M COBEPIICHCTBYET CBOH HABBIKK MIPOrPAMMHPOBAHUS HA S3BIKAX
BBICOKOTO YPOBHSI.
5 I/I3y‘{eHI/IC OGOpyI[OBaHI/IH CTCHOAa «CucreMsl KOHTPOJIA U YIIPABJIICHUA JOCTYIIOM)»
B pesynbrare BeImoIHEHU 1a00paTOPHON pabOThI CTYACHT U3ydaeT COCTaB 1abopaTopHOro obopymnoBa-
HUSI, TEXHUKY 0€30MaCHOCTH HPH paboTe ¢ HUM U TOTOBHTCS K BBIMOJIHEHHIO MOCIEAYOIIHX JIabopaTop-
HBIX padorT.
6 |Usyuenue untepdeiica cBs3u Dallas Touch Memory (iButton)
B pe3ysbTaTe BRIONHEHNUS Tab0paTOPHO# paboOThI CTYACHT IPHOOPETACT HABBIKK PabOThI C HOPMATUB-HOU
¥ TEXHUYECKOH JOKYMEHTAIME! U MOATOTOBKe K paboTe mHTepdeiica csizu iButton.
7 |KoHTpob JocTyna ¢ moMoIlbko cunThiBaresns iButton u konTponepa CKVY/I B aBTO-
HOMHOM pPCKUMEC
B pesynprarte BRINOTHEHUS 1a00paTOPHOI paboThI CTYICHT MPpHOOpeTaeT HaBBIKM KOHTPOJIS IOCTYyTIa B
NOMEILICHHE C MOMOILBIO CUUTBIBaTeNs iButton, BKITFoUas IporpaMMUpoBaHue Kiltoueil U BefeHne 6a3bl
JaHHBIX MOJIb30BATEINCH.
8 |U3yuenue uHTepdeiica cBsazn Wiegand

B pe3ynbprarte BRINOIHEHUS 1a00paTOPHOI pabOTHI CTYICHT MPHUoOpeTacT HaBBIKA Pa0OTHI C HOPMAaTUBHON
1 TEXHUYIECKOW JJOKYMEHTAIMel 1 MoAroTOBKe K pabote uHTepdeiica cBsizn Wiegand.




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

Nsyuenne RFID-TeXHOI0OTMH U CTaHAAPTOB KapT JOCTYIIA

B pesynbTaTe BBINOIHEHHS 1Ja0OPATOPHOI pabOTHI CTYJEHT MPUOOPETAET HABBIKHM UCIIOJIb30BAHHS HOP-
MaTUBHOM JOKYMCHTAIUU - CTAHAAPTOB Ha KaPThl JOCTYIAa U BBINOJHACT NOATOTOBKY K pa60Te ¢ RFID-
000pyIOBaHUCM.

10

KonTtpons noctyna ¢ nomonisto RFID-cunteiBaTens u kontposiepa CKY/I B

ABTOHOMHOM PCIKHUME

B pesynbTate BeIIOTHEHHS Ta00PAaTOPHOI pabOTHI CTYyJEHT NPHOOPETaeT HAaBBIKM KOHTPOJIS IOCTyIa B
MIOMEILEHUE C IOMOLIBIO CYUTHIBATEINS KapT AocTyna no RFID-rexHonoruu, Bkitoydas IporpaMMHUpOBaHKe
KapT ¥ BeleHHE 0a3bl JaHHBIX MOIb30BATENCH.

11

KonTpone noctyna ¢ nomomnisto kouTposiepa CKY /I B cereBom pexnme
B pesynbTate BIOIHEHHS 1Ta0OPATOPHOM paboThl CTYJEHT MPHOOpETaeT HaBBIKA KOHTPOJIA JOCTYIIA B
MIOMEIIEHUE B CETEBOM pexkuMe paboTsl kKoHTposepa CKY /L.

12

HSyLIeHI/IC TE€XHOJIOTMH CUHUTBIBaAHUA 6I/IOMCTpI/I‘l€CKI/IX JaHHBIX

B pesynbTate BeITOTHEHHS Ta00PAaTOPHOH pabOThl CTYJEHT MPHOOPETAET HAaBBIKK C TEXHUIECKOH
JOKyMEHTaIMeH, 3ydaeT cocTaB 000pYAOBaHUS CUNTHIBAHNS OMOMETPUYECKUX JTaHHBIX U TOTOBUTCSA K €TI0
HCTIOJIb30BAHMIO.

13

KondurypupoBanrne 6MOMETPHUECKOTO CYUTHIBATENSI B ABTOHOMHOM PEXKUME

B pesynbraTe BhINoNHEHHUs 1a00paTOPHOM pabOThI CTYACHT IPHOOpETaeT HABBIKKA KOHTPOJIS JOCTyIa B
MOMEIICHUE WK K pado4eMy MECTY C TIOMOIIIBIO aHaJIu3a ero OMOMETPUYECKUX JaHHBIX — OTIIEYaTKOB
HanbLa.

14

YcraHoBka YCTpOﬁCTBa KOHTPOJIAL AOCTYIIA K KOMIIBIOTCPY «Co0001Bb»
B pesynbTaTe BRIIOTHEHHS JTAOOPATOPHOI padOTHI CTYAECHT H3ydaeT yeTpoiicTBO «Co00IIbY, TEXHUKY
6e30macHOCTH NpH paboTe C HUM M YCTAaHABIMBAET €T0 HA KOMITBIOTED.

15

3aIIII/ITa OT HCCAHKIITMOHHUPOBAHHOI'O JOCTYyIIa

B pesynprarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOTYIHUT 0a30BBIC HABBIKU 3AIIUTHI
undopmanun or HC/I: obecrieueHre 6€30macHOCTH MEPCOHAIBHOTO KOMITBIOTEPA CPECTBAMU
OTIEpaIMOHHON cHCTeMBI U ¢ ToMoIbio USB-kitoueil.
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3amura nHPOpPMALIUH B TI100aTbHOMN ceTH
B pesynbrare BeIMOTHEHHUS 1a00paTOPHON pabOThI CTYACHT MOJYyYUT HABBIKH 0€30MaCHOTO UCIIOB30BaHUS
cetH Internet.

4.3. CamocrosiTenbHas paboTa 00y4Jaromuxcs.

/o

Bun camocrosTensHo# paboTh

3amura nHPOpPMALIUH B TI100aTbHOMN ceTH

[ToaroroBka k 1abopatopHbIM paboTam

Beinonnenue kypcoBoi paboThl.

IToaroroBka k HpOMe)I(YTO‘{HOfl aTTeCTaluu.

a1l B W N -

[ToaroroBka Kk TEKymeMy KOHTPOJIIO.

4.4. TTpumepHbIN IEPEUCHb TEM KYypPCOBBIX paboT
1. MeToabl U TEXHUYECKHUE CPEJICTBA CheMa KOH(PHUICHIIUAIBHONW peyeBOM

uH(pOpMAaIMK C UCTIOJIb30BAHNEM BTOPUYHBIX NIEPEU3TyUyaTeeil.



2. VYcnoBus u CyObEeKTHBHBIE (DAKTOPBI, CIOCOOCTBYIOIIUE YTEUYKU
MHQOPMALIUU M0 TEXHUYECKUM KaHalaM, METOJbl U CIIOCOObI IPOTHBOACHCTBUS
yTeuke uHpopMarum.

3. VcioBus M cyObeKTHBHbIE (DAKTOpbI, CHOCOOCTBYIOLIME YTEUKHU
uH(pOpPMAIIUU 10 TEXHUYECKUM KaHallaM, METOJIbI M CIOCOOBI MPOTUBOACHCTBHS
yTeuke nH()OpPMALIUU.

4. VYchaoBus u CyOBEKTUBHBIE (DaKTOPHI,

nH(}OpPMAITUU TT0 TEXHUYECKUM KaHajaM, METOABI M CIIOCOOBI MIPOTUBOICHCTBUS

CIIOCOOCTBYIOIIUE  YTEUKHU

yTeuke HHPOPMAIIHUH.

5. TexHuyeckne CpeAcTBa KOHTPOJI,
3aKJIaIHBIX YCTPOMCTB, B CIA00TOYHBIX JIMHUSX CBSI3U, MOPSAOK poBeneHus 31IM.
rAe BeIyTCA

OOHapyKEeHMs, YHUYTOXKECHUE

6. MogaenupoBanue BepOATBLHOTO OOBEKTA

KOH(HIEHIIMAJIbHBIE IEPErOBOPHI, BO3MOKHBIX YTpo3 0€30MacHOCTH UH(POPMALIMH

3aIUTHI,

JUIST aKyCTHYECKUX KaHAJIOB YTeUkH HWHGOpMaruu, pa3paboTka METOIOB H
TEXHUYCCKHE CPEICTB 3aIUTHI HH()OPMAITUH.

7. Tlopsimox MpoBEJEHUsS aTTECTAlMOHHBIX HMCHBITAHUM TIO TpeOOBaHUAM
6e3onacHocTH HHGOPMAIIMH HA IPUMEpE BepOaIbHOr0 00beKTa MH(POPMATU3AIINH.

8. Texuuyeckue cpeacTBa KOHTPOIIs A3((PEKTUBHOCTH 3aIUTHI HHPOPMALIUN
Ha npuMepe BepOaIbHOTO 00bEeKTa HH(DOPMATHU3AIIUH.

9. Tlopsimox MpOBEACHUS ATTECTAIIMOHHBIX HMCHBITAHWA TIO0 TPeOOBaHUAM
0e301acHOCTH HH(POpMALIMU Ha TpUMeEpe BEpOAIbHOTO 00BhEeKTa MHPOpMaTU3ALINH.

10. Ananu3 ys3BuMocTeit BeO-tipuioxennit (Ha nmpumepe OWASP Top 10) u
pa3paboTKa MOAYJs IJii WX aBTOMATH3WPOBAHHOTO TOWICKA (MPOCTON CKaHEep
ys3BuMocTell Ha Python).

5. llepeueHp wu3AaHUN, KOTOPHIE PEKOMEHIYETCS WCIOJIb30BaTh IIPH

OCBOCHUU JUCUUIUIUHBI (MOIYJIA).

Cadonona U.E.Kpuntorpaduueckas
3alIMTa KOMITBIOTEPHOW HHPOPMA-TINH :
METO/1. YKa3. K j1a0. pab. mo aucil.
"TeopeTuecKkne 0C-HOBbI KOMIIBIOTEPHON
6e3omacHoCTH" U151 CTY[., 00y4Y. 110 HAIp.
"NUudopmannonnas 6e3onacHoOCTs" /
MUUT. Kad. "BeruncnurenbHble CHCTEMbI

No
i bubnuorpaduueckoe onucanue Mecro nocryna
1 lNonnosckuii .M., Kenenkos b.B., URL:

https://library.miit.ru/bookscatalog/metod/03-
42764.pdf (miit.ru). (maTa oOpareHus
02.10.2026) Tekcr : HenocpeacTBeH-Hbli. 004
60




u cetn". - M. :MI'YIIC(MHUT), 2013. - 36
C. : un. - bubmuorp.: c. 46. (B mep.)

I'onmorckuit S1.M. ,XXeneukos b.B.,
[piranosa H.A. Mapui-pytusanus B
KOMIIBIOTEPHBIX CETSX : [ DIEKTPOHHBIN
pecypc] : yue6. mocobue no auct. "Cetu u
TEJIEKOMMYHUKAUK" JIJIs1 CTYH. Hamp.
"UudopmaTuka 1 BEIYACIUTEIbHAS
texauka" ; MUUT. Kad.
"BorunciauTenbHbie cUCTEMBI U ceT". - M. :
PYT(MUUAT), 2017. - 114 c.

URL:
https://library.miit.ru/bookscatalog/metod/DC-
407.pdf (miit.ru).(maTa oOpamieHus
02.10.2026) Tekcr : Hen

[udpoBanmre ¢ OTKPHITHIM KITFOUOM:
METOJ1. YKa3. K j1a0. pab. rmo aucil.
HudopmanronHas 6€30macHOCTh U 3aIIUTa
uH(pOpMaLIUU AJIS CTY/. CIIEL.
ABTOMaTH3WPOBAHHBIC CHCTEMBI
00paboTku HHGOPMAITUHU U YIIPABICHUS,
WHupopManinoHHbIE CHCTEMBI B TEXHOJIOTHI
/ 9.1. KoctrokoBckas, A.M. Y 1ajos;
MUUT. Kad. ABTOMaTH3UpOBAHHBIE
cucreMsl ynpasienus. - M.: MUNT, 2008.
- 28 ¢. : un. - bubnuorp.: c. 26.

URL:
https://library.miit.ru/bookscatalog/metod/04-
46051.pdf (miit.ru). (maTa oOpamieHus
02.10.2026) TexkcT : HenmocpeacTBeH-HbIIH.004
K72

Kenenkos bopuc Biagumuposuy.
KananpHbiil ypoBenb Mo-aenu OSI : meto.
yka3. K 71a0. pa6. mo auci. "Cetu OBM un
TEeJICKOMMYHUKAIMKU" JUIs CTY. 4 Kypca
crenl. "BeIUucau-TebHbIC MAlIuHbI,
KOMILJIEKCBI, CUCTEMBI U ceTu", Hanp. "1H-
dbopMaTHKa U BEIYUCIUTEIbHAS TEXHUKA" /
b.B. XKenenkos ; MUUT. Kad.
"BrruncnutenbHble cucTeMsl U cetu'. - M. :
MMUT, 2011. - 50 c. : mi. c. 49. - Teker :
HETOCPEICTBEHHBIN

URL:
https://library.miit.ru/bookscatalog/metod/03-
41547 .pdf (miit.ru). (maTa oOpareHus
02.10.2026).ITomounsiii mmdp 004-K51

3amuiieHHbie 6eCPOBOAHBIC U
MOOUJIbHBIE KOMMYHUKAIIUK: ¥Y4eO.
nocooue Ist CTy., 00y4. IO MaruCTePCKOM
nporpamme bezonacHocTs u 3ammuTa uHbp-
1uu Hanp. MHpopMaTHKa U BBIY. TeX.;
MMUMMUT. LeHTp KOMIIETEHTHOCTHU 3alllUTa U
6e3omacHocTh nH(popmanuu / B.I1.
Comnosbes, /1.B. UBanos, H.H. ITyuko; Pex.
B.I1. Conosees. - M.: MUUT, 2007. - 121
c. : wI. - bubnwmorp.: c. 120

URL: https://library.miit.ru/miitpublishing/04-
35015.pdf (miit.ru). (mara oOpamienus
02.10.2026) Tekcr : HemO-
CpeACTBEHHBIN.681.3




6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBhIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

- Hayunas snekrponnas 6udnuoreka (http://elibrary.ru)

- Matepuansl mo nHQOPMALIMOHHBIM TEXHONOTHIM (WwWw.citforum.ru)

- Opunmaneuseiii caitt PYT (MUUT) http://miit.ru

- Hayuno-texundeckas 6uommortexka PYT (MUUT): http://library.miit.ru

7. IlepeuyeHb JHUIEH3UOHHOTO H  CBOOOJHO  PACIPOCTPAHIEMOTO
MpOrpaMMHOT0 OOECIeYeHHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOT0 JIJII OCBOCHMS JUCITUTIIIUHBI (MOTYJIs).

- UnTepuer-6paysep (Yandex u ap.)
- Microsoft Windows.
- Microsoft Office

8. Omnwucanme MaTepHAIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOUN s
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILIMHE (MOIYIIIO).

VYyebHas aymutopus JUIsl TPOBEJACHUS Y4YEOHBIX 3aHATHN (3aHATUMN
JEKIIMOHHOTO THWIA, JIA0OpaTOpPHBIX pPaboOT, KypCOBOTO MPOECKTUPOBAHHUS
(BBIMOJTHEHUST KYPCOBBIX paldOT):

- KOMITIBIOTEP MpernojiaBarelisa, MyJbTUMEIUHHOE 00OopynoBaHue, padboune
CTaHIIUU CTYJICHTOB, TOCKA.

AynauTopus oakIrovYeHa K ceTh «MTHTepHeT.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3ayer B 5 cemecTpe.
KypcoBas pabota B 5 cemectpe.

10. O1rieHOYHBIE MaTEPUAITBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON

aTTeCTallMy, pa3padaThIBalOTCA B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM
aktomM PYT (MUNT).
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