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1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

[enpro ocBoeHUsT yueOHOM NUCHMIUIMHBI «3aluTa UHPOpMaUu» SBISETCS
dbopmupoBanre TPodhEeCcCHOHATBHBIX KOMIIETEHIIMH IO OCHOBHBIM pasjeiiaM
JUCHUTLUIAHBI.

OCHOBHBIMM 33JJa4aMU TUCIUIUINHBI SIBISIOTCSI:

- OCBOCHHE CTyJIeHTaMU 0a30BBIX METOJOB U CPEACTB 3allUThl HH(POpMAITUU
(opraHu3alOHHBIX, TEXHUUECKUX, TPOrPAMMHBIX);

- 03HAKOMJICHHE C 3aKOHOJIaTEILCTBOM M CTaH/IapTaMU B 3TOU 00J1acTH;

- CTYIEHTBI JIOJDKHBI HM3YYUTh TEOPETUUYECKHE OCHOBBI KOMIIBIOTEPHOMN
0€30MacHOCTH U YMETh IPUMEHSTH TEOPUIO HA MPAKTHKE.

2. Ilnanupyemble pe3ynbTaTbl 00YUEHHs O JUCUUILIMHE (MOIYJIIO).

[lepeyenr GopMHUpyEeMBIX pe3yJbTaTOB OCBOCHHSI 0Opa3oBaTEIbLHOM
porpamMmbl (KOMIIETEHIIUIM) B pe3yJibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-3 - CmocobeH pemaTh CTaHAApTHBIE 3aJadd MPOo(ecCHOHATBHOM
JESITeIbBHOCTU Ha OCHOBE MH(POPMAIIMOHHON U OMOIMorpapuueckoi KyJbTyphl C
OPUMEHEHUEM HH(POPMAIIMOHHO-KOMMYHUKALMOHHBIX TEXHOJOTHMM U C y4eToM
OCHOBHBIX TpeOoBaHUH NH(OPMALIMOHHON 0€3011aCHOCTH;

OIIK-7 - CnocobeH ydacTBOBaTh B HACTPOMKE M HalaJKe MPOrPaMMHO-
anmnapaTHBIX KOMILIEKCOB;

IIK-5 - CpoocoOHOCTh  agMUHUCTPUPOBATH  MIPOLECC  YNPABICHUS
0€30MaCHOCThIO CETEBBIX YCTPOMCTB, MPOrPaMMHOTO OOECHedYeHHs, CpEeACTB
obecrieueHrs 6€30MacHOCTH YJaJICHHOTO JTOCTYTIA.

OOyueHue 1Mo JUCIUILTHHE (MOJIYIIIO ) TIPEIIoaraet, 4To 1o ero pe3yjabTaTaM
oOyyJarommuiicst Oyier:

3Harth:

- BUJIBI 3aIIUTHI HHPOPMAITUHA, OCHOBHBIC TTOHATHUS U OTIPEICIICHHS;

- CTaHZapThl W HOPMATHUBHBIE JIOKYMEHTHI OIIEHKH WH()OPMAIMOHHOM
oe3omacHoctn (MB) mporpaMMHOro o0ecredeHHss M CPEICTB BBIYMCIUTEIHHOM
TEXHUKU;

- TUTIBI aTaK ¥ METOJIbI IPOTUBOCHCTBUS aTaKaM;

- CITy’KOBbI 1 MEXaHU3MBbI 0€3011aCHOCTH;

- METOJbI IU(POBAHUS;

- aJITOPUTMBI CHMMETPHYHBIX U aCCHMETPUIHBIX KPUIITOCHCTEM;

- ”TH(QOPMAITMOHHBIN MPOIIECC YIIPABICHUS KPUTITOTPaGUISCKIMH KITFOYaMHU;

- BUJbI M QJITOPUTMBI 3NIeKTpoHHOM noanucu (I11);



- KOHIICTIITNIO TTIOCTPOEHUS CUCTEM 3aIUTHI HHPOPMAIIHH;
- OCHOBBI KBAHTOBOM KpunTorpadpuu.

YMmern:

- IPUMEHSTh Ha MPAKTHKE METOJbl MPOTUBOACHCTBHUS aTakaM, METOIbI U
CpencTBa 3auThl HH(QOPMAITUU OT HecaHKITMoHupoBaHHOTO fAoctyna (HC/I);

- OTpEeNENATh TEXHUYECKUE KaHAJIbl YTEUKH WH(MOPMAIUU U CIOCOOBI WX
3aKpBITHUS;

- HUCMOJIb30BaTh CTAHJAPThl U HOPMATHUBHBIC JTOKYMEHTHI Npu aHanuze Wb
W/WJIM TIPU TOCTPOEHUU CUCTEMBI 3aIUTHI;

- HCTIOJIb30BaTh HA MPAKTUKE CIIY>KObI U MEXaHU3MbI 0€30MMaCHOCTH;

- CTpyKTypupoBath yrpo3sl Wb, ompenensite Mojenb Yrpo3 U MOJEI]b
HapyIIUTES;

- aIMUHHACTPUPOBATH MPOLECC YIPABIECHUS O€3011aCHOCTBIO;

- pa3palaTbIBaTh APXUTEKTYPY U OMPEAENSATh COCTAB CUCTEMBI 00ECTIEUECHHUS
MH(}OpMATMOHHOW 0€30MaCHOCTH.

Baaners:

- HaBBIKAMM OLICHKH BEPOSITHOCTH BO3HUKHOBEHUS yrpo3 Wb m nposenenus
aHaJIM3a PUCKOB peaIn3aliu yrpos;

- HaBbIKaMU ()OPMHUPOBAHUS MOJTUTUKN OE30I1aCHOCTH;

- OCHOBaMH MTPOEKTUPOBAHUSI CUCTEM 3aIMUThI HH(OPMAIIUH;

- HaBbIKAMU TPUMEHEHUS HWHXKEHEPHO-TEXHUYECKUX, IPOTPAMMHO-
anmnapaTHbIX U KPUITOrPaAPUUECKUX CPEJCTB 3AIUTHI HH(POPMALIHH.

3. O6beM TUCIUTIIUHBI (MOTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIIUHBI (MOTYJIs).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJisA) coctaBisieT 4 3.e. (144
aKaJeMMYEeCKUX Jaca(oB).

3.2. O6bem paucuMIUIUHBL (Monaynsi) B (oOpME KOHTAaKTHOW paboOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peaju3alii 00pa30BaTEIbHON MPOrpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MPOBEJCHUHN YUEOHBIX 3aHATHI:

KonuuectBo yacos

Tun y4eOHbIX 3aHATHI
Bcero | Cemectp Ne5

KonrakTHas paboTa Ipu npoBeleHHH YueOHBIX 3aHTHIl (BCero): 80 80

B tom uncie:

3aHATHSA JIEKITMOHHOTO THITA 48 48

3aHATUS CEMUHAPCKOTO THIA 32 32




3.3. O6peM aucHUIIMHBL (MOAYJsS) B (hOpME CaMOCTOSITENBHOM pPadOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYArOUIUXCS C
He1arornyecKuMu padOTHUKAMU | (MJIN) JIMIIAMU, IPUBJIEKAEMBIMU K peaTn3aiun
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX YCIOBHUSIX, NpPU MPOBEACHUU
MIPOMEKYTOUHOM aTTECTALIMHU COCTaBIIsET 64 akaleMHUYECKUX yaca (OB).

3.4. ITpu oOy4eHn¥ 10 MHAUBUAYATLHOMY YICOHOMY IIJIaHy, B TOM YHCIIC IPU
YCKOPEHHOM 00y4YeHUH, 00bEeM TUCITUTIINHBI (MOMYJIS) MOKET OBITh peaTn30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl 00ydaronuxcs, a Takxke B hopme
KOHTAKTHON pabOThl 00YYarOIMIMXCs C MeAarorndyecKuMU paOOTHUKAMHU U (WUJIH)
JUIAMH, TIPUBIIEKAEMBIMH K peain3allii 00pa30oBaTeIbHOM MPOrpaMMbl Ha MHBIX
YCJIOBHSIX, TIPH MPOBEICHUN TTPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprkaHue JUCIUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1.
METO/bI 3ALLIUTHI MTHOOPMAILINU

PaccmarpuBaeMble BOIIPOCHL:

- BUJIBI 3aIIUTHI HHPOPMALUH;

- METOZBI 3aIUTHl KOMITBEOTEPHOH HH(POPMAaLHH;

- 3aKOHOJIaTEJIbHBIE MEPhI 3aIIUThl HHPOpMalUU (HOpMaTHBHbIE IPAaBOBbIE akThl PO B 00sacTH 3anuThI
uHGOPMAIUH).

2.
CPEJICTBA 3ALLUTHI THOOPMALIMU

PaccmaTpuBaemble BOTIPOCH:

- CpeZACTBa 3aIINTHl KOMITBIOTEPHOI HHpOpMAaIHY;

- KpunTorpaduueckue cpecTBa 3auThl nHGopManny;

- CTaHAAPTHI (OIIEHOYHBIE CTAaHAAPTHI ¥ TEXHUUECKHE CTICIM(DUKAIINH).

3.
YI'PO3bI BE3OITACHOCTHN NTH®OPMAIINU
PaccmarpuBaemble BOIIPOCHL:

- KJITacCCH()MKALINS M XapaKTePUCTHKH yIPo3;

- COCOOBI HECAHKIIMOHUPOBAHHOTO JJOCTYTIA;

- OCHOBHBIE CIIOCOOBI M KaHAJIbI yTEUKH HH(POPMAIIH;
- IPEOA0JIEHUE TPOrPAMMHBIX CPEACTB 3aILUTHI.

4,
CJIYXbbl 1 MEXAHU3MbI Ub
PaccmarpuBaemble BOIPOCHI:

- BHJBI CITy’KO M MEXaHU3MOB 0€30I1aCHOCTH;
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- B3aUMOCBSI3b MEXIY CITY)KOAMH 1 peann3yIOIUMH UX MEXaHIU3MaMH;
- KOMIUIEKC TpeOOBaHUH K CHCTEME KOMITBIOTEPHOW 0€301acHOCTH.

5.
MEXJIYHAPO/JHBIE CTAHAAPTHI OUEHKM BE3OITACHOCTU KOMIIbIOTEPHBIX CUCTEM
PaccmaTpuBaemble BOIPOCHI:

- cepusl MEXIyHapOAHbIX cTanaapTos 27000;

- pexomenmanmu X.800;

- 00mTHIe KpUTEpHH OLleHKN Oe30omacHoCTH nH(popMannoHHEIX TexHoorwi, ISO/IEC 27000:2018 u npyrue.

6.
HAIMOHAJIBHBIE CTAHJAPTBI OLUEHKU BE3OITACHOCTU KOMIIbIOTEPHbBIX CUCTEM
PaccmaTpuBaemble BOIIPOCHL:

- 0030p cTaHIapTOB;

- TCSEC;

- CTCPEC;

-T'OCTpr;

- ITSEC u apyrue.

7.
OEJEPAJIBHBIE CTAHJAPTBI OLIEHKU BE3OITACHOCTHU KC

PaccMaTpuBaeMbie BOIPOCHI:

- kputepun, [OCTbI, pyKOBOASIIHE U HOPMATHBHBIC JOKYMCHTHI,

- 3al[UTa aBTOMATH3UPOBAHHBIX CUCTEM U CPEIICTB BHIUUCIIUTEIILHON TEXHUKH: KiIacCHu(UKAII,
TpeboBanus mo 3anute uHPpopmanuu oT HCJI, kiacchl 3alUIeHHOCTH;

- cTaHmapThl Oe30MacHOCTH B ceTu Internet: MO, MPOTOKOJIBI 3aIUIIICHHON NIepeaayn HHPOPMAIIUH.

8.
ATIITAPATHO-TIPOTPAMMHBIE CPEJCTBA 3ALIUTHI UHOOPMAILIUIN

PaccmarpuBaeMbie BOIIPOCHL:

- OCHOBHBIE CPEJICTBA 3aIUTH KOMITBIOTepHOU MHpOopMarin 1 nx QyHknun (Zecurion Zgate; Secret Disk;
Kpunrollpo CSP; npyrue pazpabotkn);

- KPUIITONPOLIECCOPBI;

- 3alIMTa OT U3MEHEHUS [T0TOKA COOOIIEHNH 1 IPEPHIBAHMUS MIEPEeiauH, 3alIUTa OT HaBS3bIBAHUS JIOKHBIX
co00IIeHnIT B KaHAJIBI CBA3H,

- MEXCETEBbIE IKPAHBI.

9.
BE3OITACHOCTDL [IPOIT'PAMMHOI'O OBECTIEYEHUA

PaccmarpuBaeMblie BOpOCHI:

- (hopMasbHBIE METOABI I0Ka3aTeIbCTBA MPABIILHOCTH IIPOTPAMM U UX CIEeLM (UKL
- METOJIBI ¥ CpeAicTBa aHanm3a bezonacuoctu [10;

- KOHTPOJIbHO-UCIIBITATEIbHbIE U JIOTUKO-aHAIUTUYECKUE METOBL.

10.

BE30ITACHOCTb TEXHUYECKUX CPEACTB
PaccmarpuBaemble BONIPOCHI:

- TpeOOBaHUS K TEXHUYECKUM CPEICTBaM;

- aHaNM3 0E30IACHOCTH TEXHUYECKHUX CPEZICTB;

- IOJXO/IbI K OIIEHKE HHPOPMAIMOHHOH 0€30MacHOCTH.

11.
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CETEBBIE KOHOUT' YPALITM

PaccmatpuBaembie BOIPOCHI:

- TpeOOBaHUS K 00ECIICUCHUIO KOH(DUICHIIUATLHOCTH;

- TpeOOBaHMUS K 00CCIICUCHUIO IIETOCTHOCTH HHPOPMAIIUHU B CETEBBIX KOHPUTYPAITHSIX.

12.

BE30ITACHOCTB KOMITBIOTEPHBIX CETEH

PaccMaTpuBaembie BOIPOCH:

- TOIXOMBI K OI[CHKE WH(OPMAIIMOHHON O€30MTaCHOCTH B CETAX;

- THITBI CETEBEIX aTak;

- METO/IbI TIPOTHBO/ICHCTBUS aTaKaM;

- 3alIMTa OT HECAHKIIHOHUPOBAHHOTO J0CTYMA (OCHOBHBIC MPUHIIUIIBI CUCTEMbI AAA, METOIbI
ayTeHTH(]UKaMN);

- YOpaBJICHUE TOCTYIOM K pecypcam (3a7auu, TpeOOBaHUS M MOJICIIU TOCTYTIA).

13.

I[MOPAZIOK OLUEHKHM YIT'PO3 BE3OITACHOCTU MHO®OPMALIMU B KC
PaccmarpuBaeMble BOIIPOCHL:

- OLICHKA aKTyaJIbHOCTH yrpo3 6e30macHoCT! HHGOPMAIUY;

- OLICHKA BO3MOYKHOCTH peajn3alny (BOSHUKHOBEHHsI) yrpo3 0€30MacHOCTH
MHGOPMALUH ¥ OTIPENICNICHIE X aKTyalbHOCTH;

- OIICHKA CIIOCO00B peanu3anud (BOSHUKHOBEHHUS) YTPpo3 0€30MaCHOCTH HHPOPMALIHH.

14.

[MOJINTUKA BE3OITACHOCTU
PaccMarpuBaeMble BOIPOCHL:

- MONUTHKA 6€30MacHOCTH,;

- aKCHOMBI ITOJIMTUKH OE€30T1aCHOCTH;

- OJIUTHKA AUCKPEIIHOHHOTO JI0CTYIIA;

- IOJIUTHKA MaHJATHOTO JJOCTYIIA;

- OJIUTHKA TEMAaTHIECKOTO Pa3rpaHNuEHHs JOCTYIIA.

15.

KPUIITOI'PAOUYECKASA 3AIIUTA NTHOOPMALIMU

PaccmarpuBaemble BOIPOCHL:

- METO/IbI 3AIIUTHI BUIBL, KiIacCH(UKAIIS;

- mugpoBanue, cTeHorpadus, KoAUpoBaHUE, CKATHE U JP..

- cpencTBa kpunrorpaduyaeckoit 3amuTsl HHGopmarun (CK3U);

- cepTH(UIMPOBaHHBIE KPUNITOrpadIecKrue CpeAcTBa 3amnThl HHpopMannu B Poccun.

16.

KPUIITOI'PA®UYECKHUE KIJIIOUYU

PaccmarpuBaemble BOIPOCHL:

- yIpaBJieHHEe KpUNTOrpadhuIecKuMu KITF09aMu (BUIBI KITFOUEH, MPOIIeyphl YIPABISHUS KIIOYaMH);
- TeHepalusl KIo4ei;

- XpaHEeHHE KITI0Yeil;

- pacripe/ienieHue KItove.

17.

CUMMETPUYHBIE U ACCUMETPUYHBIE KPUIITOCUCTEMbI

PaccmaTpuBaemble BOIIPOCHI:

- CTaHAAPTHI IK(POBaHK AaHHBIX (anropuTt™ mwudposanus gaHubx DES, Triple DES, AES, anroputm
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Pusecra);

- Poccuiicknii cTaHAapT KPUITO- M UMHTO3AIINUTHI COOOIICHUH;

- KOHLICTIIUSL KPUNITOCUCTEMBI ¢ OTKPBITBIM KIHOUOM;

- KpuntocucreMa mudposanus 1aHHbIX RSA, cxemsl mudposanns [Tonura-Xemniamana, Db ["amans,
KOMOMHHUPOBAaHHBIH MeTOJT U (pPOBAHHS.

18.

XOUI-OYHKINU

PaccmarpuBaeMble BOIIPOCHL:

- BUIIBL;

- Xom-(pyHKIUH - Bcronb3oBanne B D11, cTaHgapThl XAmI-(QyHKINHA.

19.

SJIEKTPOHHAS ITIOATINCh

PaccMarpuBaeMble BOIPOCHL:

- mpobJieMa ayTeHTH()UKAIIUY TAaHHBIX;

- MOJIIUCH C IOTIOJHUTEIbHBIMU (DYHKIIMOHAIBLHBIMU CBOMCTBAMHU.

20.

AJITOPUTMEBI 211

PaccMarpuBaeMbie BOIIPOCHL:

- QITOPUTMBI JIEKTPOHHOM MOANHCH (Ha3HAYCHHE U BUBI, Kiaccudukamus, noguenka JI1);
- cienast OI1, ObicTpasi, HeocropuMasi.

21,

AHAIJIN3 PUCKOB

PaccMarpuBaeMble BOIIPOCHL:

- aHaJM3 PUCKOB MH(OPMALMOHHON Oe30macHoCTH;

- IVTAHUPOBAHNE M IPAKTHIECKas pean3aliis IpoLEecCOB, HAMIPABICHHBIX HA MUHIMH3AIIHIO PHCKOB.

22,

KOMIUIEKCHBIH ITOAXO/I K OLIEHKU BE3OITACHOCTH

PaccmarpuBaemble BOIPOCHL:

- IPUMEHEHHE CTaHJapTOB MPpU POPMHUPOBAHHUH ITOJTUTHKU OE30MACHOCTH U CHCTEMBI OLIEHOK

3 PEeKTUBHOCTH, IPHU MTPOBEICHUU KOMILICKCHBIX UCIIBITAHUH 3alMIIEHHOCTH BBIYNCIUTENBHBIX CUCTEM U
CeTel;

- CTaHAAPTHI JJIsI pean3alii M OLEHKHA TEXHUYECKOTO COBEPILEHCTBA CHCTEM IH(POBaAHHUS;

- UCTIOJIL30BAaHKE CTAH/IAPTOB IIPH OLICHKH 3aIMIIEHHOCTH KaHaJIOB 0OMeHa HH(popManuen 1
6e301acHOCTH TpaH3aKIHH.

23.

[TPOEKTMPOBAHUE CMCTEM OBECIIEYEHU S UHOOPMALIMOHHOM BE3OITACHOCTHU
PaccmarpuBaemble BOIPOCHL:

- IPUHLUIIBI TIOCTPOSHUS CHCTEM 3aIIUTHl KOHPHUICHIINAIBHON HH(pOPMAaLNY;

= OCHOBBI ITOJIMTUKH 6630H3.CHOCTI/I (HOHHTHC IIOJIUTUKH 6C3OH3CHOCTI/I, peanmaunﬂ IIOJINTUKHU
0€30MacHOCTH, MOIENT 0€3011aCHOCTH);

- OCHOBHBIC DTaIlbI.

24,

AHAJIN3 CUCTEM OBECITEYEHUA Ub

PaccmaTpuBaemble BOIIPOCHI:

- ayquT 0€30I1aCHOCTH, aHAJIN3 PUCKOB, pa3padborka Konuenuuu obecnieuenus Ub;
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n/m
- QHAJIU3 apXUTEKTYPhI U CTPYKTYPbI CUCTEMBI 3alLUTHI;
- aHaJIU3 NOJIUTUK, MPOUCAYpP, PETTIAMCHTOB U T.II.;
- aHAJIU3 MPOTPaMMHBIX U TEXHUYCCKUX CPEACTBA 3allIUTHI KOH(l)H[[eHHPIaHBHOﬁ I/IH(l)OpMaHI/II/I.
4.2. 3aHATUS CEMUHAPCKOTO TUNA.
JlaGopatopHbie pabOThI
Ne
/ HanmMeHnoBanwue 1abopaTopHbIX paboT / KpaTKoOe coiepKkaHue
/11
1

1.
AHAJIN3 UHXEHEPHO-TEXHUYECKHNX CPEACTB 3AILLNTHI UHOOPMALIMU

B pesynprarte BRIIOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOIYYHT 3HAHHA 0 HauboJiee BOCTpeOOBaHHBIX
WHXECHEPHO-TEXHHYECKUX CPENICTBAX 3aIUTHl HHPOPMALIIH.

2.
OLIEHKA BE3OITACHOCTU ITPOT'PAMMHOI'O OBECITEUEHUN.

Pe3ynbTar paboThl — CIUCOK yrpo3 U Mep 1o pa3padboTke 6e3zomacHoro [10, cormacuo 'OCT P 58412-
2019.

3.
PEKOMEHIALIMU X.800 JJJISI PACTIPEJJEJIEHHBIX CUCTEM

B pesynbTate BBITOTHEHHS Ta00PAaTOPHOH pabOTHI CTYJEHT IMOMYYHUT HAaBBIKM IPUMEHEHHS PEKOMEHIAINH
X.800.

4,
ITOJIOXEHMA ISO 15408 («COMMON CRITERIAY)

CryZaeHT NmoJy4uT HaBbIkH puMeHeHns: «Common Criteriay npu GOpMUPOBaHUH NOJIUTHKHA 0€301IaCHOCTH
U CHCTEMBI OIICHOK 3(p(PeKTHBHOCTH, a TaKKe MPHU MPOBEACHNH KOMIUIEKCHBIX MCIIBITAHUH 3aIMIIICHHOCTH
o0bekTa HHpOpMaTH3AIHH.

5.
MEXCETEBBIE 5KPAHbBI
B pesynbrate paboThI CTYAEHT NOIYyYUT HABBIKK NpUMEHeHusT MO.

6.
3AILIMTA CPEJICTB BBIUMCJIUTEJIbBHOM TEXHUKU
PesynbraT paboThl — HABBIKM MPAKTHYECKOTO MPUMEHEHHUs PyKOBOISIIET0 JOKYMEHTA.

7.
3AIIUTA ABTOMATHU3NPOBAHHBIX CUCTEM
PesynbraT paboThl — HABBIKM MPAKTUYECKOTO MPUMEHEHN PyKOBOASIIEro TOKyMEHTa.

8.
MN3YYEHUE METOAOB HIN®POBAHU A
B pesynbrare BeIMoOIHEHHS 1a00paTOpPHOH paboThl OyayT 3ammndpoBaHbl U paciiu(poBaHbl COOOIICHNSI.

9.
[TPOIT'PAMMHA S PEAJIN3ALIA METO/10B IIM®POBAHU A

PesynbraTom paboTH! SIBIIETCS OTIaKEHHAS TPOTPaMMa, PeasIn3yIomas IpeaIoKeHHBIH CTYICHTOM
ITOPUTM IIU(PPOBAHHMS.
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HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

10.

SJIEKTPOHHAS ITIOATINChH

CTyIeHT NOJyYHUT HaBBIKK IIPUMEHEHUS] COOTBETCTBYIOIIUX CTaHIAPTOB, OYAET 3HATh MPOIIECCHI
¢dopmupoBanus u nposepku D1

11.

OYHKLNMA XOUIMPOBAHUA

CTyZIeHT MOJTy4YUT HaBBIKH IPHMEHEHHUS COOTBETCTBYIOIINX CTAaHIAPTOB, OyIeT 3HaTh 0COOEHHOCTH
WCIIONB30BaHMs (DYHKITMH X3MIMPOBaHuUs B cxemax Ol

12.

THUIIbI U KATETOPUM BO3MOXHBIX HAPYILIUTEJIEA

PesynbraT paboThI — KiIacCU( KA HAPYIIUTEIICH TI0 CTEIIEHH Yrpo3 IS 3alIUIIaeMoro 00beKTa
uHpopmaruzanuu.

13.

[NOJINTUKA BE3OITACHOCTHU OB BEKTA UHOOPMATU3ZALIMN

B pe3ynbTaTe BBITOMHEHHS 1a00pAaTOPHOH paboThl OyneT pa3paboTaHa MOJUTHKA 0€30MaCHOCTH IS
00BeKTa HHPOPMATHIAIIHH.

14.
OLEHKA BE3OITACHOCTU CETHU
Pe3ynbTaT paboThl — OLeHKa O€30IIaCHOCTH ¥ CITICOK PEKOMEH/IAIH [0 MOBBILICHUIO OE30IIACHOCTH CETH.

15.
OLIEHKA BE30OITACHOCTHU KOMITbFOTEPHOM CUCTEMBI
PesynbraT paboThl — OIIeHKa O€30MIaCHOCTH M CIIMCOK PEKOMEHIAIMH 110 MoBhInIeHuIo Oe3onacHocTr KC.

16.

PA3PABOTKA CHUCTEMbI HH@OPMAL{HOHHOPI SAIINTBI OFBEKTA UTHOOPMATU3ALINA
B pe3ynpraTte BRIIOTHEHUS T1a00paTOPHON paOOTHI CTYIEHT MOIYYIHUT HABBIKA MO pa3pabOTKH CUCTEMBI
3aIIUTHI UHHOPMAIIUH.

4.3. CamocrosiTenbHas padoTa 00y4aroIHuXCs.

o/

Bua camocrositensHOM paboThI

W3yueHne nOonoIHUTEIBHON INTEPATyPhI

Pabora ¢ JICKIIUOHHBIM MATCPUATIOM.

[ToaroroBka k 1a60paTOPHBIM 3aHATHUSIM.

Brimonnenune kypcoBoit paboThI.

IIoarororka k HpOMC)KYTOLIHOI\/'I aTTeCTaluu.

o O B W N B

IIoarororka k TCKYIIEMY KOHTPOJIIO.

4.4. TIpumepHbIN IEpEUEHb TEM KYPCOBBIX pabOT




KypcoBas pabora «CoBpeMEHHbIE CHMMETPUYHBIE U ACCHMETPUYHBIE
KPUITOCUCTEMBI» HAallpaBJI€Ha Ha pa3BUTHE Yy OOyYarolMXCS HaBBIKOB
CaMOCTOSITENIbHOM TBOPUECKOH EATEIbHOCTH.

[TpumepHBIi IepeueHb TEM KYpPCOBBIX paboT:

- Peammn3anus anroputma Pusecra.
- Peasiuzanus anropurma DES — pexxum cuemienus 6;10koB B CBC mmudpe.

- Peanuzaums anroputma DES — pexum pa6otrei ECB (snexTpoHHBIN
OJIOKHOT).

- Peanuzanus anroputma DES — pexxum paboter CFB — oOpaTHas cBsi3b 110
MU(POTEKCTY.

- Peasninzanus anropurma DES — OFB — oO6partHas cBsi3b M0 BBIXOJTY.

- Anroput™ (enepanbHOro cranaapra x9.9.
- AITOpUTM KpUNTOrpagHUuecKoro mpeodpazoBaHus — OOIIUH.

- AJTOpUTM KpUOTOrpauyecKoro MnpeoOpa3oBaHUsl B PEXUME MPOCTOM
3aMECHBI.

- Anroput™M  Kpumnrorpapuueckoro mnpeoOpa3oBaHUSI B PEKUME
raMMHPOBAHUS C 0OPAaTHOM CBSI3bIO

- Anroput™M  Kpumnrorpapuueckoro mnpeoOpa3oBaHUSI B PEKUME
UMUTOBCTABKH.

- ANITOpUTM, OCHOBAaHHBIN Ha cxeme mudpoBanus b ['amans.

- AITOpUTM, OCHOBAaHHBI Ha KOMOWHHUPOBAHHOM METO/e MU POBaHUS
- ANITOpUTM OTKPBITOTO pactpenencHus kiouen Juddu-Xennmmana

- AIropuT™ 3eKTpoHHOM noanucu RSA.

- AIropuTM™ 31€KTpoHHOM oanucu DSA.

- OrevectBeHHbIN cTanaapt rudpoBoi noamucu 'OCT P34.10-94.

- Anroput™ pOBO MOAMUCH ¢ AOTIOTHUTEIBHBIMH (DYHKITUSIMU TIO0 CXEME
«CIETION MOJIUCH).

- Anroput™ 1ipoBOI MOAMKUCH C JOTOJHUTEIBHBIMU (PYHKIIUSIMU TIO CXEME
«HEOCTIOPUMOU NOATTUCH.

5. IlepeueHp wu3AaHUN, KOTOpPBIE PEKOMEHIYETCS WCIOJIb30BaTh IIPU
OCBOEHUU JUCHUILUIUHBI (MOYJIA).



bubnuorpaduyeckoe
OIHCaHue

Mecto nocryna

Boctpenona E.B.
OcHOBBI
HH(pOpPMAITMOHHOM
0e301acHOCTH: y4eOHOe
nocobue It CTyJICHTOB
BY30B. EkaTepuHOypr:
N3n-Bo Ypaiu. yH-Ta,
2019.- 204 c. - ISBN
978-5-7996-2677-8.

https://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-
8 2019.pdf(nara obpamenusi: 16.02.2024). - TeKCT:3IEKTPOHHBIH.

Kazapun O. B.
[Iporpammuo-
anmaparHble Cpe/CTBa
3alIUThl HH(OPMAITHH.
3aiuTa NporpaMMHOIO
oOecrieyeHus: y4eOHUK
Y TIPAKTHUKYM JIJIS
CpeaHero
po¢eCcCHOHATBLHOIO
obpazosanus / O. B.
Kazapun, A. C.
3a6a0ypuH. — Mockaa:
W3narensctBo FOpaiit,
2022. —312c. —
(ITpodeccuonanproe
obpazoBanue). — ISBN
978-5-534-13221-2.

https://book-pc.ru/bezopasnost/1882-programmno-apparatnye-
sredstva-zaschity-informacii.html(xata oopamenus: 16.02.2024). -
TeKcT:21eKTPOHHBIH.

T'omukoB A. M. 3amuTa
uHpopmManuu B
WH()OKOMMYHUKAITMOHH
BIX CHCTEMaX U CETSIX:
yaeOHoe rmocodue / A.
M. I'onukoB. —
Mocksa: TYCVYP, 2015.
— 284 c. // Jlansb:
ANEKTPOHHO-
OMONIMOTEeUHAs CUCTEMA.

https://e.lanbook.com/book/110336 (maTa obpamenus: 16.02.2024).
— Pexum noctymna: uis aBTopu3. IoJsib3oBaTesied. — Tekcr:
3JIEKTPOHHBIN

Hecrepos, C. A.
OcHOBBI
nH(OPMAIIMOHHON
0€e30MacHOCTH: yueOHOe
nocodue / C. A.
HecrepoB. — 5-¢ u3n.,

https://www.litres.ru/book/s-a-nesterov/osnovy-informacionnoy-
bezopasnosti-66007377/(nata obpamenus: 16.02.2024). — Pexum
JIoCTyna: Jiyisl aBTOPU3. MoJIb30BaTeseil. TeKCT: 3JeKTPOHHBIH.




crep. — CaHkT-
[etepOypr: Jlans, 2022.
— 324 c.— ISBN 978-
5-8114-4067-2. Tekcr:

3JIEKTPOHHBIN

5 | Jlock A. B., Hecrepenko | https://azon.market/image/catalog/v_1/product/pdf/378/3777079.pd
A. 0., Poxxxos M. . f(mata oOpamienus: 16.02.2024). — Pexxum noctyna: uist aBTOpU3.
Kpunrorpabudeckue H0JI530BaTENEH.— T €KCT:DIIEKTPOHHBIH

METO/IbI 3aIUTHI
nH(pOpMaUU IS
M3YYArOIIHX
KOMITBIOTEPHYIO
0€301acHOCTh: YYCOHUK
JUTSL aKaJIEMUYECKOTO
OakanaBpuata / A. b.
Jlocs, A. 1O.
Hecrepenko, M. U.
PoxkoB. — 2-€ u3m.,
ucnp. — M.:
W3narensctBo FOpaiit,
2019. — 473 c. —
(Cepust: bakanasp.
AxaneMHU4YecKHii Kypc).
- ISBN 978-5-534-
12474-3.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJIB30BATHCA TIPU
OCBOCHUU JUCUUIUIUHBI (MOIYJIA).

CDOpyM CIICIINAJINCTOB 10 I/IH(i)OpMaHI/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/
NHTEpHET-yHUBEPCUTET UH(OOPMAITMOHHBIX TE€XHOJIOTUH

http://www.intuit.ru/
[TonckoBsie cucteMbl: Yandex, Google, Mail.
Odunuaneueiii caiit PYT (MUUAT) (https://www.miit.ru/).
Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).
O6pazoBarenbHas miathopma «kOpaiit» (https://urait.ru/).
O6mme wuHpOpPMAIMOHHBIE, CIPABOYHBIE M  TOUCKOBBIE  CHUCTEMBbI
«Koncynbrant Ilmroc», «I'apanTy.
DIIEeKTPOHHO-0MOIMOTeUHAS crucTema W3aTeIbCTBA «JIanby»

(http://e.lanbook.com/).



7. llepedyeHb  JNHIEH3UOHHOTO W  CBOOOJHO  PacHpOCTPaHSIEMOIO
IPOrpaMMHOr0 00€CIEeYeHUsl, B TOM YMCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOMMOTrO JUIsl OCBOCHUS JUCIIUILIMHBI (MOJTYJIs).

Microsoft Internet Explorer (uimu npyroii 6paysep).
Omnepanmonnas cuctema Microsoft Windows.

Microsoft Office.

Crieruann3upoBaHHOE MTPOTPaMMHOE 0OecIieueHIe He TpeOyeTcs.

8. Omnucanue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

VY4eOHble ayUTOpUM ISl NPOBENEHUS YYEOHBIX 3aHATUH, OCHAILCHHBIE
KOMIIBIOTEPHON TEXHUKON 1 HaOOopaMu IEMOHCTPALIMIOHHOTO 000pY1I0BaHUS:

-paboyrie MECTO TPENnojAaBaTenss C MEePCOHAIBHBIM  KOMIIBIOTEPOM,
noaxknrouéHHbIM K INTERNET;

-  CHECHHAIM3UPOBAHHAs  JIEKIMOHHAs ayguTOpHsl C  MyJbTUMEIua
arrapaTypov 1 HHTEPAKTUBHOM JIOCKOW;

- paboune MecTa CTYJIEHTOB B KOMITBIOTEPHOM KJIacCe, MOJKIIOUEHHBIE K CETH
INTERNET.

9. ®opma MPOMEKYTOUHOM ATTECTALNU:

3auer B 5 cemectpe.
KypcoBas pabota B 5 cemectpe.

10. OuieHOUHBIE MAaTEpUAIIBI.

OueHOYHbIE MaTepUalibl, TPUMEHSIEMbIE TIPU MPOBEICHUHN MTPOMEKYTOUHON
aTTecTalu, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOIEHT, K.H. KadeIphbl
«BBIMUCIUTEIbHBIE CHCTEMEBI, CETH U

nH(popmaImorHas 6€30MacHOCTbY SA.M. l'onnoBckui
CornacoBaHo:
3aenyrommii kadeapoit BCuKK b.B. Xenenkon

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUH H.A. AugpusiHoBa



