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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[ensimu ocBOeHMsI yU€OHOM TUCIUIIMHBI SABIISIOTCS:

- ¢opMHpOBaHNE KOMIIETEHIIMH M0 OCHOBHBIM pa3zefiaM TeOPETUUYECKUX U
MPAaKTUYECKUX OCHOB MPOEKTHUPOBAHUS COBPEMEHHBIX CHCTEM  3aIUTHI
nH(pOpPMaIMU B KOMIIBIOTEPHBIX CUCTEMAX;

- U3y4YECHHE METOJOB ITOCTPOEHUSI CHUCTEM AHTUBUPYCHOM 3AIUTHI, a TaKkKe
CIIOCOOOB COKPBITUS HMH(OpPMALMM C HMCHOJIb30BAaHUEM KPUOTOrpapUUECKUX U
CTEraHorpapMuecKux METOIOB.

3ajavyaMy JUCLUIUIMHBI SBIISIOTCS:

- U3y4eHue 0coO0EHHOCTEN MPAKTUYECKOTO MPUMEHEHUS METOJOB U CPE/ICTB
3a1uThl UHGOPMAIIUY;

- O3HAKOMJIEHHE ¢ 0COOEHHOCTSIMH PAOOTHI U MPOCKTUPOBAHUS COBPEMEHHBIX
CPEZICTB 3aIIMTHI IPOrPAMM U JIaHHBIX;

-  H3Y4YEHHME OCOOCHHOCTEH MPAaKTUYECKOTO IPUMEHEHHUs  CpEACTB
AHTUBHUPYCHOM 3aILUATHI U €€ aKTyaJIN3aluu;

- U3y4eHUE TEXHOJIOTHH OOHapy>KEHHs BUPYCOB B COBPEMEHHBIX CHCTEMax
AHTUBUPYCHOM 3aIlINUTHI,

- U3y4YeHue CcrnocoOOB COKpPBITUS HMHPOPMALMK KpPUNTOrpahpUuecCKUMU
METOAaMU;

- H3y4YEHHE CIOCOOOB COKPBITHS HMH(GOPMALMK CTeraHorpaduuecKumMu
METOJIAMH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCIUTIINHE (MOIYIIIO).

Ilepeuenp GopMUpPYEMBIX pe3yJbTaTOB OCBOCHHS 00pa3oBaTEIbHOU
porpamMmbl (KOMIIETEHIIUIM) B PE3yJIbTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-1.2 - CiocobeH aiMUHUCTPUPOBATH CPEJICTBA 3AIUTHI HH(DOPMAITUHU B
KOMITBIOTEPHBIX CUCTEMaX U CETSX;

IIK-2 - crmocoOHOCTBIO MPUMEHSATH MPOTPAMMHBIC CPEICTBA CHCTEMHOTO,
MPUKJIAIHOTO W CTICIIHAIIBHOTO Ha3HAYCHUS, HHCTPYMEHTAIbHBIC CPEICTBA, SI3BIKH
¥ CUCTEMBI POTPAMMUPOBAHUS JUIsI pelieHus: Tpo(ecCHOHaNbHBIX 3a/1aY ;

ITK-3 - cmocoOHOCTHIO aIMUHUCTPUPOBATH MOACUCTEMBI HH(DOPMAITMOHHON
0e3011acHOCTH 00BEKTA 3AIHTHI ;

IIK-7 - CcmocoOHOCTBIO TPOBOAWTH AaHANU3 HWCXOMHBIX JAHHBIX IS
IPOCKTUPOBAHUS TIOJICHCTEM U CPEACTB oOecnedeHUs WH(POPMAIMOHHOM
0C30MacCHOCTH W  yYacTBOBaTh B IPOBEACHUM TEXHHKO-PKOHOMHYECKOTO
000CHOBaHUS COOTBETCTBYIOIIMX MTPOCKTHBIX PEIICHUH .



OO0yuenue o JUCHUILTHHE (MOYJIII0) IPEIOoJIaraeT, YyTo [0 €ro pe3yabTaTaM
oOyyaroruiicst Oyer:

3HaTh:

- OCHOBHBIC METOABI M TPHHIMIBI HCCICAOBAHUH W pa3padOTKH HOBBIX
pEIICHUH TIPH TPOCKTUPOBAHWW CPEJCTB 3alUTHI MPOTPAaMM M JIAHHBIX B
KOMITBIOTEPHBIX CETSAX MPEATPUATHS;

- OCHOBHBIC METOJIbI aIMUHUCTPUPOBAHHUS CPEICTB 3aIIUThI HHOOPMAIIHK B
KOMITBIOTEPHBIX CHCTEMaX U CETSX;

- OCHOBHBIC METOJBI AIMUHUCTPHUPOBAHUS IOJCUCTEM HH(POPMAIMOHHOM
0€e30IacCHOCTH 0OBEKTA 3aIlUTHI,

- OCHOBHBIC METOJABI aHAJIM3a HMCXOIHBIX JAHHBIX JIJIS IPOCKTHPOBAHUS
MOJICKCTEM H CPEACTB o0ecreueHuss HHOOPMAITMOHHONW 0€30MaCHOCTH.

Ymersb:

- ICKaTh U aHAJIM3UPOBATH CYLIECTBYIOIIUE PEIICHUs B 00JaCTH pa3paboTKu
CPEICTB 3allUThl MPOTPAaMM M JAHHBIX B KOMIBIOTEPHBIX CETSIX MPEATPHUSITHS,
aJIalITUPOBATh UX JUIsl PEIICHU 3a/1a4 B HOBBIX IIPEIMETHBIX 00JIaCTsX;

- aJIMUHUCTPUPOBATh CPEACTBA 3aUIUTHl MH(GOPMALMU B KOMIIBIOTEPHBIX
CUCTEMAX U CETX;

- aJIMUHHCTPUPOBATh MOJCUCTEMBbl HMH(POPMALMOHHON 0€30MacHOCTH
00BEKTa 3aIlMTHI;

- aHaJM3UpPOBaTh UCXOAHBIC JAaHHBIC JISI MPOCKTHPOBAHUS IMOACHCTEM U
cpeAcTB obecniedeHuss UHPOPMAIMOHHON OE30MMaCHOCTH.

Buaangers:

- HaBBIKAMH aHAJIM3a METOJOB PEIICHUS HOBBIX 3a7ady B 00JIACTH 3aIlUTHI
IPOrpaMM M JaHHBIX, a TaK)Ke MPUEMaMHU Pa3pelIeHHs MPOOJEMHBIX CUTYyaIUi ¢
IOMOIIBIO  aJanTallid CYIIECTBYIONIUX MM pPa3pabOTKH HOBBIX CPEJICTB
MH()OPMATMOHHON 3aIlUTBHI;

- HaBBIKAMH aJMUHHCTPUPOBAHUSA CPEJCTB 3alIUThl WHGOpMAIUU B
KOMITBIOTEPHBIX CHCTEMaX U CETSX;

- HaBBIKAMH  QJMHHUCTPHPOBAHHUS  IOJCUCTEM  HMH(POPMAIMOHHOM
0e301macHOCTH 00BEKTA 3aIHUTHI;

- HaBbIKAMH aHAJIM3a UCXOIHBIX JAHHBIX JIJIS MIPOCKTUPOBAHMS MOJICUCTEM H
cpeAcTB obecneueHrss HHPOPMAITMOHHON OE30ITaCHOCTH.

3. O0beM TUCHUTUTMHBI (MOJTYJIS).

3.1. O6mas Tpy10eMKOCTb TUCITUTIINHBI (MOTYJIS).



OO6miast TPyJOEMKOCTh AUCHUIUIUHBI (Monynsi) coctaBiasier 3 3.e. (108
aKaJIeMUYeCKUX yaca(oB).

3.2. O06bem gucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM paldOThI
oOyJarommxcss ¢ MEJarorTHYeCKUMH  padOTHHKaMU W (WIM)  JIUIaMH,
MIPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPAMMBI Ha MHBIX yCIIOBUSX,
P MIPOBEJICHUHN yUCOHBIX 3aHITHI:

KomnaecTBo yacoB

Tun y4eOHBIX 3aHSTHIA
Bcero | Cemectp Ne6

KonrakTHas paboTa Ipu nNpoBeIeHNN YUeOHBIX 3aHATHI (BCEro): 48 48
B toMm uucae:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO TUIIA 16 16

3.3. O6peM muCHUIUIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENHHOM PabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYAIOUIUXCSA C
neAarornyecKuMu pabOTHUKAMU U (WJIH) JIMIIAMH, TIPUBIIEKAEMbBIMH K peaTn3aIiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TIPU IPOBEIACHUU
IPOMEXKYTOUHOM aTTecTaluy cocTaBisgeT 60 akaaeMHUecKux Jaca (oB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4€HHH, 00bEeM JUCIUILUIMHBI (MOIYJIs1) MOXKET OBITh peaiu30BaH
MOJIHOCTBIO B (POpME CaMOCTOSTENBHON padOThl 00yYaromuXcs, a Takxke B (hopme
KOHTAKTHOU pabOThl 00YyUYarOIIUXCSl C MEJarornuecCKuMu pabOTHUKaMU U (WJIN)
JUIAMU, TIPUBIIEKAEMBIMH K peaIM3allii 00pa30BaTEILHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSAX, IPH NPOBEAEHUHU IIPOMEXKYTOYHOM aTTECTALINN.

4. ConeprkaHue JUCUUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka NTEKIIMOHHBIX 3aHATUM / KPAaTKOE COEPKaHNE
/1

1 |Metozsl u cpeacTBa 3alUThl HHPOPMAIHH

PaccmarpuBaemble BONIPOCHI:

- Kimaccudukarms MeTo10B U CpeACTB 3aIIUTH HH(OpMAaIHH;

- MeTomp!: mpensTCTBUE, yIIpaBIeHHE, MACKIPOBKA, PETJIAMEHTAIN, IPUHYKACHUE, MO0y KACHHUE,

- CpencrBa: GpusnuecKue, anmapaTHble, IPOrpaMMHBIE, OpTraHN3aIMOHHBIE, 3aKOHOIAaTEeTIHHEIE,
MCUXOJIOTHYECKHE;

- [IpakTHyeckoe NpUMEHEHNE METOI0B U CPEJCTB 3alIUTHl HH(POpMALMK B COBPEMEHHBIX KOPIOPATHBHBIX

CETAX.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

AHTUBHpYCHAas 3amuTa. BUpychl 1 ux kinaccudukanus

PaccmaTpuBaemble BOIIPOCHI:

- UndopmannonHas 1 knbep0Oe301acHOCTb;

- [Ipobnema kpuMuHaNIH3aMK HHPOPMAITHOHHOTO TIPOCTPAHCTBA;

- BupycHble ataku: NOTeHIMAIbHBIE YTPO3bI U METO/IBI 3AIUTEI;

- Pemenue 3aa4 aHTUBUPYCHOM 3aIIUTHI HA MUPOBOM YPOBHE;

- BpenoHocHBIE IporpaMMBL: KOMITBIOTEPHBIE BUPYCHI, Y€PBH, TPOSIHBI U TID;

- 3arpy3o4Hsbie U (paiilIOBBIC BUPYCHI;

- MakpoBUpYCHI U CKPHUIIT-BHPYCHI;

- lInppoBanme n meTaMmopdu3Mm;

- Yepsu: ceresle, moutoBkie, IM, IRC, P2P;

- TpostHBI: KJIaBUATyPHBIE IITHOHBL, TOXUTHTEIH Mapojel, yTHINTBI CKPBITOTO yIaJeHHOTO YIpaBIeHNUs,
AQHOHHMMHBIE IPOKCH-CEPBEPA, YTHINTHI T03BOHA, JIOTHYECKHE OOMOBI, MOAN(HUKATOPHI HACTPOEK Opay3epa;
- YcnoBHO onacHble mporpammel: Riskware, Pexnamusie yrunuts! (adware), Pornware, 311ble myTky;

- [louck v aHanu3 akTyaapbHOW MH(GOPMAIMK O COBPEMEHHBIX METO/IaX U CPEICTBAX AaHTUBUPYCHOM
3alIUTHI;

- [I[puMeHeHne TepCeKTUBHBIX METOZOB HCCIICIOBAHMS M PEIICHUS MTPO(ECCHOHANBHBIX 3a1a4 IPH
pa3paboTKe MPOTpaMM aHTHBUPYCHOH 3alIUTHl B TOCYAAPCTBEHHBIX 1 KOMMEPUYECKHX MPEATIPHATHIX
Poccun.

COBpCMeHHI)IG MCTOJBI 3allIUTBI OT BUPYCOB

PaccMarpuBaeMble BOIIPOCHL:

- Mertopl, OCHOBaHHbIE Ha aHAJIM3E COEPKUMOT0 (ailiioB (kak (aitioB JaHHBIX, TakK U (aiIoB ¢ KoJaMu
KOMaHJ);

- K aT0i1 rpynmne oTHOCATCS CKaHUPOBAaHUE CUTHATYpP BHPYCOB, a TAKXKE MPOBEPKA LIEJTOCTHOCTU U
CKaHHPOBAHHUE MO03PUTEIIBHBIX KOMaH;

- MeTtopl, OCHOBaHHbIE Ha OTCIIC)KUBAHWUH MTOBEACHUS IPOTPAaMM IPH UX BBHITIOIHCHNH;

- [IporokonupoBanue Bcex COOBITHH, YTPOXKAIOIINX O€30MTaCHOCTH CUCTEMBbI U MPOUCXOASAIINX JTN00 MpH
peanbHOM BBITOJIHEHUH MIPOBEPSIEMOT0 KO, JIMOO TPH €Tr0 MPOTrPaMMHON 3MYJIISIIUH.

CoBpeMeHHbIE METO/BI 3aLIUTHI OT BUPYCOB (TIPOI0JIKEHUE)

PaccmarpuBaemble BOIPOCHL:

- MeTomp! permaMeHTanuy nopsiika padboTsl ¢ (aifnaMu 1 mporpaMMamu;

- Haubounee nomysipHble aHTUBHPYCHBIE IPOTPAMMBI U X OCOOEHHOCTH:

McAfee, Norton, Panda, Avira, Bitdefender, Bullguard, Heimdal;

AnTusupyc Kacmepckoro;

- [Towck n aHanm3 akTyansHON MH(DOpPMAIH O IPUMEHEHUN HanOoJIee MOMyIIPHBIX aHTUBUPYCHBIX
nporpaMm B COBPEMECHHBIX KOPIIOPATUBHBIX CUCTEMAX KI/I6ep3aH.[I/ITBI.

AHTUBHpYCHAs 3alllUTa KOMIIBIOTEPHOW CETH U MOOMJIBHBIX TOJIb30BaTeNen
PaCCManI/IBaeMLIC BOIIPOCHI:

- KopriopaTuBHbIE KOMITEIOTEPHOMU CETH;

- PabGoune cTaHIIUM U CeTEBbIE CEPBEPHI, TIOUTOBBIE CEPBEPHI U IIIITIO3BI;

- YpOBHHU aHTHBUPYCHOM 3alUThI: YPOBEHb 3aIUTHI PA0OUUX CTAHIIMII U CETEBBIX CEPBEPOB, YPOBEHb
3alIUTBI ITOYTOBBIX CEPBEPOB, YPOBCHDL 3AIIUTHI IIJTFO30B;

- [leHTpann30BaHHOE YIIPABJICHUE AHTUBUPYCHOM 3alIUTOM;

- KOMIIOHEHTEI CHCTEMEI YAQJICHHOTO HEHTPATIU30BAHHOI'O YIIPABJICHUS: KIIMCHTCKAsA aHTUBUPYCHA
nporpaMmma, CEpBEp aIMMHUCTPUPOBAHUSA, AICHT A IMUHUCTPUPOBAHUSA, KOHCOJIb aIMUHUCTPHUPOBAHUS.

AHTUBHpYCHAs 3alIUTa KOMIIBIOTEPHOW CETH U MOOMJIBHBIX TOJIb30BaTeNen

(mpomomxeHue)

PaccmarpuBaemble BONIPOCHI:

- Opranmsanus c6opa CTaTUCTUKH B CHCTEME aHTHBHPYCHOH 3aIINTHI;

- AHTHBHPYCHI JUII MOOMIIBHBIX YCTPOHCTB;

- [MonmuTakm obecnieueHns HHGOPMATMOHHONW OE€30MTaCHOCTH TPH paboTe ¢ MOOMIIBPHBIMH yCTPOHCTBAMHU;




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

n/m
- [lonuTHka «HYIEBOTO JOBEPHSI»;
- [lonck u aHanu3 akTyaabHOW MH(GOPMALIMH O COBPEMEHHBIX aHTUBUPYCHBIX POTpaMMax JUisl 3alUThl
KOMITBIOTEPHBIX CETEH U MX UCIOJIb30BAHUM;
- [Ipoexruposanue antuBupycHoro I1O 1t 3aIUTHl KOMIIBIOTEPHBIX CETEH.
7 KpI/IHTOFpa(bI/IH " €€ IPUMCHCHUE IIPU 3alllUTC JaHHBIX B KOpHOpaTHBHOﬁ CETH
OpeanpUATUS
PaccmaTpuBaemble BOIPOCH:
- Kpunrrorpadus: onpenencane, ncropus, NpIMEHEHNE B COBPEMEHHBIX 3a/1a4aX COKPBITHS HHPOPMAIIH;
- Tepmunonorus u 'OCTsI: OTKPHITHII (MCXOIHBIN) TEKCT, MA(POTEKCT, KII0Y, ITU(PPOBAHHE,
ACMMMETPUYHBIN (P, OTKPBITHINA KIIFOY, 3aKPHITHII KITFOY, KPUIITOAHAIIH3;
- Kpunrrorpaduueckue MeTo b1 ¥ JITOPUTMBI.
8 KpI/IHTOFpa(bI/IH " €€ IPUMCHCHUE IIPU 3alllUTC JaHHBIX B KOpHOpaTHBHOﬁ CETH
npeanpusTys (MpOJI0HKCHHE)
PaccmaTpuBaemble BOIIPOCHI:
- CHMMETpUYHBIC 1 aCHMMETPUYHBIC aTOPUTMBI;
- Xenr-hyHKIIHM;
- [IpakTHyeckoe npuMeHeHNE KpUNTorpaguu B 3a7a4ax 3aluTl HHPOPMAIHH;
- [Nonck n ananu3 akTyanbHON MH(GOPMAIIMH O COBPEMEHHBIX METOJaX U CPEJICTBAX KPUIITOrpapuIecKon
3aIINTHI;
- [IpuMeHeHne epCIeKTUBHBIX METOJIOB M CPEJICTB KpHUIITOrpaduu nmpu pazpaboTKe CHCTEM 3alUThI
uHbopMaLuH.
9 |Creranorpadus u ee mpUMEHEHUE MPH 3alTUTE JaHHBIX B KOPIIOPATUBHOM CETH
NpeANPUATHUS
PaccmaTpuBaemble BOTIPOCH:
- Creranorpa¢us: onpeneacHne, HICTOPHS, TPUMEHEHHE B COBPEMEHHBIX 3aadaxX COKPHITHs HHpopmanny;
- CTeraHoCHCTEMA U €€ 3JIEMEHTHI;
- [ToToKOBBIH U GPUKCUPOBAHHBIA KOHTECHHEPHL;
-CTeroxmoy u cTeroKkaHal;
- CokpsiTie nHGOpManuu B GpoTo- , BUAEO- U ayanodaiiiax.
10 |Creranorpadus u ee mpUMeHEHHE IPU 3allUTE TaHHBIX B KOPIIOPATUBHOM ceTH
npeanpusaTis (Ipo10JIKEHUE)
PaccmarpuBaemble BOIPOCHL:
- [IpakTHyeckoe npuMeHeHNE cTeraHOrpaduH;
- CoBMECTHOE PHUMEHEHUE KPUIITOTPAYUUECKUX U CTEraHOTpa(uuecKix METOI0B B 33/1a4ax 3aIlUThI
JTAHHBIX;
- [lonck n anann3 aktTyanbHONW MH(GOPMAIIMH O COBPEMEHHBIX METOIaX U CPEJICTBAX CTEraHorpagpuIeckon
3aIIUTBI;
- [IpuMeHeHne NepCIEeKTUBHBIX METOIOB M CPEICTB CTeraHorpaduu Mpu pa3padoTKe CUCTEM 3allHUThI
UHQOPMAIUH.
11 |TpeGoBanus o 3amure HHGOPMAIUH, HE COCTABIIAIOIIEH rOCY1apCTBEHHYIO TallHY

(mpukaz ®CTOK Nel7 ot 11.02.2013)

PaccmarpuBaeMblie BOpOCHL:

- TpeGoBaHust K OpraHM3aIMK 3aIUTH HHQOPMALUH, Co/iepKalleics B THPOPMALMOHHOW CHCTEME;

- Opranu3anyoHHbIE U TEXHUUECKHE MEPbI 3alUThl HHPOPMAIUH, pealn3yeMble B pAMKaX CHCTEMBI
3aIIUThl HHPOPMAIMU HHPOPMALIMOHHON CUCTEMBI;

- Tpu knacca 3aMIIEHHOCTH HHPOPMAIIMOHHON CUCTEMBI;

- Pa3paboTka cucteMsl 3aiuThl HHGOpPMaIuy HHHOPMAITMOHHON CHCTEME,

- Pa3paboTka opraHn3aliiOHHO-PACIIOPSAUTENFHBIX TOKYMEHTOB I10 3aIUTe HHPOPMALINY;

- ArTecrarus nHGOPMAIIMOHHON CUCTEMBI U BBOJ] €€ B ICHCTBHE;

- OGecrieueHue 3amuThl HHGOPMAIMK B X0/I€ SKCIDTyaTalllH aTTECTOBAHHON WH(POPMAIMOHHONW CUCTEMBI.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

12

YTeuku KOH(PHIEHINATBHON HH(pOpMAIN

PaCCManI/IBaeMLIe BOIPOCHI:

- OCHOBHBIE BUJIbl YTeUeK KOH(PUACHIIMAIEHON HHPOPMAIIHH;

-UcTounuku KOH(l)I/I,HeHHI/IaHLHOI;lI I/IH(lJOpMaHI/II/I 1 UX YA3BUMOCTU: IEPCOHAT], HOCUTCIIU I/IH(l)OpMaHI/II/I,
TCXHUYCCKUE CPCACTBA, CPEACTBA KOMMYHHKAIIUHN, IEPCAaBACMbIC 1O KaHaJlaM CBA3U COO6III€HI/I$I;

- Kanannr YTCUKHU,

- OCHOBHI OpraHHU3ANN HHXEHEPHO-TEXHUIECKOH 3aIUThl HHPOPMAUU Ha MPEIIPUITHN;

- Kimaccudukanms TeXHIIecKix KaHaJIOB YTEYKH WH(POPMAIIHH;

- MeponpusTas u cpencTBa 3auThl HHPOPMAIUK OT YTEUKH M0 TEXHMYECKUM KaHaJIaM Ha 00BEKTax
HHPOPMATH3AIIH;

- du3nveckre cpeIcTBa 3aIUTh HH)OPMAITHH;

- [IporpammHO-anmapaTHbIE CpeICTBA 3aIUTHl HH)OPMALIUH;

- Kpunrorpaduueckue cpeacTsa 3aIuThl;

- OHeHKa 3(1)(1)CKTI/IBHOCTI/I METOAOB U CPCACTB TEXHUYECKOM 3alIMUThI I/IH(l)OpMaI_[I/II/I.

13

OOBEKTHI 3aTUTH HHPOPMALIUH

PaccmaTpuBaemble BOTIPOCH:

- Yrpo3s! O6e3onacHoCcTH HHpOpMANH;

- Mogens yrpos;

- Vicrounnku yrpo3: HapymunTesb, annapaTHas 3aKIaKa, BpeIOHOCHAs IPOTrpaMma;
- Yrpo3s! foctyna (IPOHUKHOBEHUS ), YTPO3BI CO3MaHMS HEIITATHRIX PeXUMOB padoTsl [10, yrpo3s
BHEJIPEHHS] BPEIOHOCHBIX POTpamMM;

- OneHka yrpo3 6e3onacHocTH nHdpopMauuy;

- Buzs! Hapymurenei;

- Mogens Hapymurens;

- Yazeumoctu nHpopmanronnoi cucremsl (MC);

- Tune! ys3sumocteit UC;

- Vs3BUMOCTH KOH(UTYpaluu U apXUTEKTYPBHI;

- Opranu3annoHHas yI3BHMOCTb;

- TexHn4eckue KaHaJIbl YTEUKH HHPOpMAINU U HX 0COOCHHOCTH;

- O0BeKTHl nHpOpPMATH3AINN U UX XapaKTEPHCTHKH.
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CranpapTusanus 1 cepTuduKanus B 00JacTy 3alIUThl HHPOpMaLUU

- Cucrema 'OCTog B o6sactu 3amutsl uaGopmarun: [OCT P 52069;0-2013;

- O6mue TexHn4Ieckne TpeOoBaHMA K 3aIUTE OT HECAHKIIMOHUPOBAHHOTO AocTyna Kk nHpopmauuu B [OCT
P 50739;

- OcHoBHEIE TpeOoBanus u onpeneneHus B [OCT P 50922;

- [lopsimok co3gaHusi aBTOMaTU3MPOBAHHBIX CUCTEM B 3amuieHHoM ucnoiaHenuu B 'OCT P 51583;

- CrangapTu3anys HOMEHKJIATYPHI KadecTBa 3amutsl nHpopMmarmu B [TOCT P 52447,

- CrangapTr3aiys TpeOOBaHHH K CPEICTBAM BBHICOKOHAIEKHON OMOMETpHYECKON ayTeHTH(UKALNH B
TI'OCT P 52633.
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CTaHI[apTI/IBaI_[I/ISI u CCpTI/I(I)I/IKaI_II/IH CHUCTCM UCKYCCTBCHHOI'O MHTCJJICKTA
PaccmarpuBaemble BOIIPOCHL:

- ®enepanbHbIil MpoekT «VCKyCCTBEHHBIN HHTEIUIEKT» U MPOOIEMBl CTAHAAPTH3AIMY U CePTUDUKALIIH;
- CrangapTu3anys 1 yHU(HUKaIWs IpeAcTaBIeHUS IPaBOBOM HHGOPMAINH TSI HUPPOBON TIATPOPMBI
«["ocynapcTBeHHast crcTeMa IpaBOBOK HH(POPMALMN;

- [THCT «YMHO€E pou3BOACTBOY;

- JIBoiiHukH upoBbie Mpou3BoACTBa» (dactu 1-4);

- [IHCT «MHdpopMannoHHbIE TEXHOIOTHIY;

- YMHBIH ropon;

- OyHKIMOHATIbHAS COBMECTHMOCTb.
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CTaH,Z[apTI/BaI_[I/IS{ n CCpTI/I(I)I/IKaI_II/IH CHUCTCM UCKYCCTBCHHOI'O MHTCJJICKTA (HpO,[[OJ'I)KeHI/Ie)
PaccmarpuBaemble BOIPOCHI:




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- IHCT «MHpOopMannOHHBIE TEXHOIOTUH;

- YMHBII ropof;

- PykoBojcTBa o 0OMeHy M COBMECTHOMY HCIIOIb30BaHUIO TAHHBIX);

- [IHCT «MHdopManmoHHbIE TEXHOJIOTHHY;

- UnTepHeT Bewiei;

- [IpoTokon oOMeHa 17151 BRICOKOEMKHX CeTel ¢ OOJIBIINM PaJycoM AEHCTBUS U HU3KUM
SHEPrONoTPEOICHHEM .

4.2. 3aHATHS CEMHUHAPCKOTO TUIIA.

[IpakTrueckue 3aHATHS

r]:l/-gn TemaTuka MpaKTHYECKUX 3aHATUI/KPATKOE CONIEpIKaAHHE

1 |M3ydeHue GpyHKIMOHATA TAKETa aHTUBUPYCHBIX MPOTPaMM
B PE3YIbTATC BBIMIOJIHCHUSA NPAKTUYCCKOT'O 3aJaHUs CTYACHT I10J1Y4acT HABBIKU B BBI60pe " MIPAKTUICCKOM
UCIIOJIb30BaHUU (PYHKIIMOHAIA aHTHBUPYCHBIX IPOrpaMM TIPH 3aIIUTE JOMAIIHEr0 KOMITbIOTEpa 1
KOPITIOPaTUBHOM CETH.

2 |Pa3pabotka xoHuEnuuu HHPOPMAITMOHHON 0€30MMaCHOCTH TIPEANPUITHS
B PE3YIbTATC BBIMIOJTHCHHUSA NPAKTUYCCKOT'O 3aJaHus CTYACHT IMOJTYy4acT HaAaBbIKU B pa3pa60TKe KOHICIIIHNHU
HHPOPMAIMOHHONW 0€30MaCHOCTH TPEATIPHUSTHUSI.

3 |Mmmopro3amenieHne IporpaMMHBIX CPEICTB
B PE3YyJIbTATC BBIMIOJIHCHHUSA NPAKTUICCKOTO 3aaHUA CTYACHT NTOJIY1aCcT HABbIKHU B 000CHOBAaHHOM BBI60pC
pOCCI/IﬁCKI/IX MNpOrpaMMHBIX CPCACTB AJId 3aMCHbI MHOCTPAaHHbIX.

4  |[IpoBepka HanMuus ySI3BUMOCTEH MeyaTaroImux ycTpoicTB B 6aze nanubix @CTIOK
B PEIYIbTATC BBIMNOJTHCHHUSA NPAKTUYCCKOT'O 3aJaHus CTYACHT IMOJTYy4a€T HABbIKU B O6Hapy)KCHI/II/I
n3BecTHBIX ya3BuMoctel B KTC npennpustus.

5 |Kpunrorpadus. CokpeiTue nHpopmanny KpunTorpaguyecKuMu MeTogaMu
B PE3YIbTATC BBINIOJIHCHHUSA NPAKTUYCCKOT'O 3aJaHUs CTYACHT I10J1YYacT HABBIKU B COKPBITUN I/IH(l)OpMaLII/II/I
KpUNTOTrpaUIeCKUMHU CPEICTBAMI.

6 |Creranorpadus. CokpeiTre nHpopManuu B potodaiine
B PEIYIbTATC BBIMNOJTHEHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT IMOJTYYacT HABBIKU B COKPBITUN
3amudpoBaHHON HHPOpMaLuH B hoTodaiine.

7 |Creranorpa¢us. CokpelTue HH(OPMAIMK B BUACO- U ayAuodaiinax
B PEIYIbTATC BBINIOJTHEHUSA NPAKTHUUCCKOTO 3aaHUA CTYACHT MOJTY4a€T HABbIKU B COKPBITUN
3ammdpoBaHHON HHDOPMAIIH B BUICO- U ayAHO(aiiIax.

8 |Crammaptusanusi TpeOOBaHUH K CPEICTBAM BBICOKOHAICKHOU OMOMETPHISCKOM
ayrentu¢ukauuu B 'OCT P 52633
B PE3YIbTATC BBIMIOJIHCHHUSA NPAKTUYCCKOT'O 3aJaHUs CTYACHT OJIY4aCT HaBbIKU pa3pa60TKH CpCACTB
BBICOKOHAJIE)KHOM OMOMeTpHuecKoil ayTeHTH(HKaIy B cooTBeTcTBUH ¢ TpeboBanusmu ['OCTos.
4.3. CamocrosiTenbHas padoTa 00y4arommuxcs.

Ne

Bun camocrositensHoi# paboTh

/T

1 |[ToaroroBka K MPaKTUYECKUM 3aHATHIM
Pabora ¢ IeKIIMOHHBIM MaTEepHAIOM

3 |H3yueHne BOMPOCOB ISl CAMOCTOSATEIBHOM TOTIOHUTEFHON TIPOPabOTKH




ITogroroBka k IPOMEKYTOYHOM aTTECTALIMH.

[ToaroroBka K TeKyniemy KOHTpPOJIIO.

5. Ilepeuenr wu3naHui,

OCBOCHUU JUCHUILIUHBI (MOYJIA).

KOTOPBhIE PEKOMEHJYETCSI HCMOJb30BaTh MpHU

nocobue. MUPDA - Poccuiickuit
TexHoJorndyeckuit yausepeuret 2021.-79¢

rJ[\/ri bubanorpaduyeckoe onucanue Mecro nocrymna

1 | Hduorenec lO., O3kaiis O. Kubep6esonacuocts. | https://e.lanbook.com/book/131717
Crparerus aTak 1 060poHbl. M31aTeabCTBO (mara obpamenus: 16.03.2025).- Teker
"JIMK IIpecc", 2020 - 326¢. — ISBN 978-5- DNIEKTPOHHBIH.

97060-709-1

2 | Mocomnos A. C., Akuann H. U. Komnerorepusie | https://e.lanbook.com/book/183115
TEXHOJIOTMHU ¥ METOJIBI TIPOEKTHPOBaHus B cepe | (Hara obpamenus: 16.03.2025)- Tekcr
oeszomnacuoctu. M3narenscrso "Jlans", 2021 - NIEKTPOHHBI.
444c. — ISBN 978-5-8114-8034-0

3 | bananoB A. H. 3amuTa nadopMaiioHHbIX https://e.lanbook.com/book/438971
cucteM. KubepbezonacHocTs: YueOHoe mocobue | (Aara obpamenus: 16.03.2025)- Texer
jurst By3oB. MsnarenberBo "Janp", 2025 - 280c. — | 1EKTPOHHBIH.

ISBN 978-5-507-50467-1

4 Kpakogckuii 0. M. Metozs! 3ammTsl https://e.lanbook.com/book/156401
unpopmanuu. Usnarensctso "Jans", 2021 - (mata obparuenus: 16.03.2025)- Texcr
236¢. — ISBN 978-5-8114-5632-1 SMEKTPOHHBIH.

5 | TymOunckas M.B., [lerpoBckuii M.B. 3amura https://e.lanbook.com/book/130184
MH(pOPMALUK Ha IPEAIPUATUH: yIeOHOEe (mata obpamenus: 16.03.2025).- Texct
noco6ue. Mznarenscrso "Jlanp", 2020 - 184¢. — | d7IEKTPOHHBIM.

ISBN 978-5-8114-4291-1

6 | [Ipoxoposa O. B. Uadopmannonnas https://e.lanbook.com/book/185333
0€30MaCHOCTh M 3aIUTa HHPOPMAIIHH. (nara obpamenus: 16.03.2025).- Texcr
Usnarenscrso "Jlanp", 2022 - 124c. — ISBN 978- | HIEKTPOHHBIH.
5-8114-8924-4

7 Huxkudopos C. H. MeTozs! 3aniuTsl https://e.lanbook.com/book/167186
uHdopMaruy. 3amuienssle cet, 2021 - 96¢. — | (1ata obpamenus: 16.03.2025).- Teker
ISBN 978-5-8114-7907-8 DIIEKTPOHHBIH.

8 EpmakoBa A.FO. MeTtozs! U cpecTBa 3alTUTHI https://e.lanbook.com/book/163844(nara
KOMIIBIOTEPHOM HH(pOpMAILMK: YIeOHOEe obpamenmst: 16.03.2025).- Texcr
nocobue. MUPDA - Poccuiickuii DNIEKTPOHHBIH.

TEeXHOJOornueckuil yausepeutet, 2020.-223¢
9 | Jleontses A. C. 3amura undopmanuu: yaebuoe | https:/e.lanbook.com/book/18249 (nara

obpamenus: 16.03.2025).- Texct
JIEKTPOHHBIM.




6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAIIMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPHIE MOTYT HCIIONB30BAThCS TPU
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

« @opyM CHEMUAIUCTOB 1O  HWHPOPMAIMOHHBIM  TEXHOJOTHSIM
http://citforum.ru/

. HNHTepHET-YHUBEPCUTET UH()OPMAITMOHHBIX TEXHOJIOTUH
http://www.intuit.ru/

 Temarnueckmit popym 1m0  WHGOPMAIMOHHBIM  TEXHOJOTHSIM
http://habrahabr.ru/

« ObC "Jlanp" https://e.lanbook.com/book/

7. IlepeuyeHb  JUIEH3UOHHOTO U  CBOOOAHO  PaCIPOCTPAHSIEMOTO
MpOrpaMMHOr0 OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJI1 OCBOCHUS JUCIUTLIMHBI (MOIYJIs).

Microsoft Windows
Microsoft Office

HNurtepner-Opaysep (Yandex u ap.)

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYILECTBJICHUSI 00pa30BaTEIbHOrO Mpoliecca Mo TUCIUILIMHE (MOIYIIIO).

VYyeOHass ayauTopust [Uisl TpPOBEIEHUS YYEOHBIX 3aHATUH (3aHATUN
JEKIMOHHOTO THIA, MPAKTUYECKUX 3aHATUM, JaOOpAaTOPHBIX PabOT, KypCOBOIO
MPOEKTUPOBAHMS (BBIMIOJIHEHHUSI KYpPCOBBIX pPa0OT), TEKYLIEro KOHTPOJS H
MIPOMEKYTOUHOM aTTeCTAINM):

- KOMIIbIOTEp MpernojaBaTelis, MPOeKTOp, SKpaH MPOEKUHUOHHBIN, paboune
CTaHUMU CTYJEHTOB, MapKEpHas J0CKa.

Ayautopus noakirodeHa K cetu «MHTepHeT

9. ®opma MPOMEKYTOUHOM ATTECTALNU:

3auet B 6 cemecTpe.

10. OuieHOUHBIE MAaTEpUAIIBI.

O1eHOYHBbIE MaTepUalIbl, TPUMEHSIEMbIE TIPU MPOBEICHUHN MTPOMEKYTOUHON
aTTecTaluu, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOIIEHT, JOIICHT, K.H. Kadeapsl
«BBIMUCIUTEIbHBIE CHCTEMEBI, CETH U

nH(popmaImorHas 6€30MacHOCTbY C.B. Manunckuit
CornacoBaHo:
3asenyrommuii kadhenporr BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUH H.A. AugpusiHoBa



