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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpr0 OCcBOEHHs YYEOHOW NHUCLUMIUIMHBI «3aluTa MporpaMM U JTaHHBIX»
ABJIIETCS POPMUPOBAHUE KOMIIETEHIIUI 10 OCHOBHBIM pa3/iejlaM TEOPETUUECKUX U
OPAKTUYECKUX OCHOB IPOEKTUPOBAHUS COBPEMEHHBIX CHCTEM  3allUTHI
UHpOpMallMl B KOMIBIOTEPHBIX CHCTEMax. B Kypce H3y4aroTcsi METOJIbl
MOCTPOCHUSA CHUCTEM aHTUBUPYCHOM 3aIlIMTHI, a TaKXe CIOCOObl COKPBITHS
uH(POpPMAIlMK C HCIOJB30BAHUEM KPUINTOTPAQHUECKUX M CTEraHorpaduyecKkux
METOJIOB.

OCHOBHBIMH 33/1a4aMU JAUCUUTUIMHBI SIBISIFOTCS:

* MI3yueHue 0cOOEHHOCTEN MPaKTUYECKOTO NPUMEHEHUSI METO/IOB U CPE/ICTB
3a1UThl HUH(OpPMaLIUK.

* (Os3HakOMJICHHE C OCOOCHHOCTAMH pabOThl H  MPOCKTUPOBAHUS
COBPEMEHHBIX CPEJICTB 3aIIUTHI POTPAMM U JaHHBIX.

* U3ydeHune o0coOEHHOCTEH MPaKTUYECKOTO TPUMEHEHUS CPE/ICTB
AHTUBUPYCHOM 3aIIIUTHI U €€ aKTyaTH3aIlHiH.

» V3yueHne TexHOJOTUI 0OHApy>KEHUS BUPYCOB B COBPEMEHHBIX CHCTEMax
AHTUBUPYCHOMN 3aIUTHI.

* WM3yuenue cnocoOOB COKpBHITUS HH(OpPMALMU KPUNTOTrpAPUUECKUMU
METOJIaMU;

* H3zydeHue cmnoco0OB COKpbITUS HH(MOpPMALUKU CTEeraHOrpapuuecKuMu
METOJIaMHU.

JlucuunnuHa mpenHasHayeHa Ui MONyYeHHUsS 3HAHWH, HEOOXOAMMBIX IS
pEIIeHUsT CIAEAYIONMX MPOPEeCCHOHANBHBIX 3alad (B COOTBETCTBUU C BHIAMHU
NeSTeTLHOCTH):

OKcIUTyaTallMoOHHAs! e TENbHOCTh

* COop M aHanM3 JAHHBIX ISl U3YYEHHS] U COBEPIICHCTBOBAHUS CHCTEM
3a1UThl UHGOPMAIIMU B KOPIIOPATUBHBIX CETSIX MPEANPUITHS;

» COop ¥ aHaNIM3 JAHHBIX JJIS OLIEHKH KauyecTBa (DyHKIIMOHUPOBAHUS CHCTEM
3aIIUATHl THPOPMALIMH.

[TpoexkTHO-TeXHOMOTHYECKAs NeATeIbHOCTh

» COOp ¥ aHaNIM3 JaHHBIX JUIsl IPOCKTUPOBAHUS CPEACTB MH(DOPMALIMOHHON
3aIUThl KOPIIOPATUBHOMN CETU MPEIPUITHS;

 IlpoexkTupoBaHue OpraHU3alMOHHBIX, METOJAMYECKUX U MPOrPaMMHBIX
CpeaCcTB MH(POPMAIIMOHHON 3aIuThl (CHUCTEM, Mporpamm, 0a3 JAaHHBIX U T.I.) B
COOTBETCTBUM C TEXHMUYECKMM 3aJaHUEM C UCIOJIb30BaHHUEM CPEICTB
aBTOMATH3AIMH TPOCKTUPOBAHWS,

* Pa3pabotka u odopmieHHEe TPOEKTHONW U paboyell TEeXHUYECKOU
JOKYMEHTAIIIH;



* Kontposib cooTBeTcTBUSI pa3pabaThbIBa€MbIX IMPOEKTOB M TEXHUYECKOMU
JOKYMEHTAIMU CTaHAapTaM, TEXHUYECKHM YCIIOBUAM U APYTMM HOPMAaTUBHBIM
JOKyMEHTaM.

OKCNEepUMEHTAIBHO-UCCIIEI0BATENBCKAS IEATEIbHOCTh

* AHanmu3 TpeboBaHMM K pa3pabaThbIBAEMbIM METOJAM U CPEJICTBAM 3allIUTHI
IPOrpaMM M JIaHHBIX;

* HccnenoBanve (YyHKIMOHANBHBIX M METPOJIOTMUECKHX  CBOMCTB
pa3pabaThIBa€MbIX CPEJICTB 3aIUTHI IPOTPAMM U JTAHHBIX;

* UccnenoBanue 3¢(HEKTUBHOCTH U MOMEXOYCTOMYMUBOCTH Pa3paOOTaHHBIX
CPEZICTB 3alIMThI IPOrPAMM U TaHHBIX.

OpraHu3alMOHHO-YTIPABICHYECKAs IEATEIbHOCTh

* Pa3paborka OpraHuM3allMOHHBIX METOAOB peaIMU3allMd  IOJUTUKU
0€30MacCHOCTH MPEANPUATHS NPU NPOESKTUPOBAHUN CUCTEM 3AIIUTHI POTrpamMM U
JTAHHBIX;

* OpraHuszanyss ¥ YNOpaBiI€HHE KOJUIEKTUBHOW pa3paboTKOM cucrteM
MH()OPMATMOHHON 3aIUTHl KOPIIOPATUBHOMN CETH MPEAIPUITHS.

2. Ilnanupyemsie pe3ybTaTbl 00yUEHHUS 1O TUCLUUILIMHE (MOIYIIIO).

[lepeyenr GopMHUpPYyEMBIX pe3yJibTaTOB OCBOCHUSI 0Opa3oBaTEIbHOM
porpamMmbl (KOMIIETEHIINI) B pe3yJibTaTe 00yUYeHHUs M0 AUCIUILTUHE (MOIYIIIO):

OIIK-1.1 - Cnocoben pa3pabaTbiBaTh W PEAJIU30BBIBATH TMOJUTUKHU
yIPABJICHUS] IOCTYTIOM B KOMITBIOTEPHBIX CHCTEMAX;

ITK-3 - cmocoOHOCTHIO aIMUHUCTPUPOBATH MOACUCTEMBI HH(DOPMAITMOHHON
0e301acHOCTH 00BhEKTA 3aIHTHI ;

IIK-6 - cmocoOHOCThIO MPUHUMATh YYacTHE B OPTaHU3AINU U MPOBEICHUH
KOHTPOJIBHBIX MPOBEPOK PabOTOCIIOCOOHOCTH U A(DPEKTUBHOCTH MPUMEHSIEMBIX
MPOTPAaMMHBIX, TPOTPAMMHO-AIMITAPATHEIX W TEXHUYECKUX CPEICTB 3aIIUTHI
uH(popMaIuy .

OO0yueHue 1Mo JUCIUIUTHHE (MOTYJIIO ) IPEIIOIaraeT, 4YTo 1Mo ero pe3yibTaraM
oOydaroruiicst Oyner:

3HaTh:

- OCHOBHBIE METOJIbI U TPHUHIUIIBI HMCCJIEIOBAaHUN U Pa3pabOTKH HOBBIX
pelieHuii TpU MPOEKTUPOBAHUU CPEJCTB 3alllUThl MPOTpaMM U JIaHHBIX B
KOMITBIOTEPHBIX CETSAX MPEATPUITHS.

YMmeTh:



- UCKATb N aHAJIIM3UPOBATH CYIICCTBYIOIIHNE PCIICHUS B oOnacTu p8.3pa6OTKI/I
CpCACTB 3alIUThI IPOrpaMm M JdHHBIX B KOMIIBIOTCPHBIX CCTAX MPCAIPUATHA,
AJaIITUPOBATh UX IS PCHICHUA 3a/1a49 B HOBBIX IIPECAMCETHBIX 00acTaX.

Baanernb:

- HaBbIKAMHM aHaJIM3a METOJIOB PEIICHHS HOBBIX 3a7a4 B 00JIACTU 3allUThI
IIporpaMM U JAHHBIX, a TaKKe MpUeMaMU pa3pelieHusl MPOOJIEMHBIX CUTYallUH ¢
MIOMOIIBIO  aJalTallMi CYIIECTBYIOIIMX WM pa3pabOTKH HOBBIX CpEJCTB
UH()OPMAITMOHHOM 3aITUTHI.

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mias TpyI0eMKOCTb JUCIUILUIMHBI (MOTYJIS).

OO0mast TPYJIOEMKOCTh AUCIHUILIUHBI (Momyisi) coctaBiasier 3 3.e. (108
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem pguctuIuiMHbBl (MOAyJsi) B (opMe KOHTAaKTHOW paboTh
oOyJaronmmxcss ¢  [EJarorM4yecKUMH  paboTHHUKaMU W (WIM)  JUIAMH,
MPUBJIEKAEMBIMHU K peaju3aiii 00pa3oBaTeIbHON MPOrpaMMbl Ha HHBIX YCIOBUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tum yqeOHBIX 3aHATHI
Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu npoBeileHHH yueOHBIX 3aHsATHIl (BCero): 50 50
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 20 20
3aHsATHSI CEMHUHAPCKOTO THIIA 30 30

3.3. O6beM muCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW pabOThI
oOyyJaroruxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarOMIMXCS C
Mearoru4ecKuMy paboTHUKAMHK U (WJTH) JTUIIaMU, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTeNnpHON TpOrpaMMbl  HA HWHBIX  YCIOBUSAX, TP  IPOBEICHUU
MIPOMEXKYTOUHOM aTTECTAIIMU COCTABIISICT 58 aKkaJeMUUeCKUX vaca (OB).

3.4. IIpu 0Oy4eHuu o MHAMBUAYAIbHOMY Y4eOHOMY ILIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Yy4YeHUHU, 00BEM JUCITUTUTHHBI (MOIYJIsI) MOXKET OBITh peasii30BaH
MOJTHOCTHIO B (POpME CaMOCTOSITEIFHON padOThl 00yUaromuxcs, a Takke B popme
KOHTaKTHOM pabOThl 00YyYalolMXCsl ¢ MEAArorHuecCKUMu pabOTHUKaMHU U (MIIH)
JUIAMH, TIPUBJIEKaEMbIMH K peaiu3allii 00pa30BaTeIbHON MPOTrpaMMbl Ha WHBIX
YCIIOBUSIX, TIPH MTPOBEICHUHU TPOMEKYTOUHOU aTTECTAIIHH.




4. ConepkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

MeTtopl U CpelicTBa 3alUThl HHpOpMaIUn

PaccmarpuBaembie BOIIPOCHL:

-Kimaccnduxanus MeTooB 1 CpeCTB 3alIUTH HHPOPMALINH;

-MeToIBI: IpensATCTBUE, YIPaBICHHE, MAaCKUPOBKA, PETIIaMEHTALNs, IPUHYKICHNE, MO0y KICHNUE,;
-Cpencrsa: ¢pusndeckne, anmapaTHbIe, IPOTpaMMHBIC, OpraHU3allHOHHBIC, 3aKOHOIaTeIIFHEBIE,
MICUXOJIOTHYECKHUE;

-IIpakTHyeckoe MpUMEHEHHE METOJIOB U CPEICTB 3aIIUTH MH(POPMAITNH B COBPEMEHHBIX KOPIIOPATUBHBIX
CeTsX.

AHTI/IBI/IPYCHaH 3amurTa. BI/IPYCBI n ux KJ'IaCCI/I(l)I/IKaHI/IH

PaccmaTpuBaeMble BOIIPOCHI:

-NudopmaronHas u kuoep0e30macHOCTE;

-IIpo6nema kpuMuHATH3aUK HHHOPMALTUMOHHOTO MPOCTPAHCTRA;

- BupycHbIe ataku: MOTCHIUATIBHBIC YIPO3bI U METO/IbI 3AIUTHI;

-Pemienue 3a1a4 aHTUBUPYCHO# 3aIlIUThI HA MUPOBOM YPOBHE;

-BpenoHoCHbBIE TPOrpaMMbl: KOMITBIOTEPHBIC BUPYCHI, YePBH, TPOSHBI U TIp;

- 3arpy304Hbie U (ailIOBbIC BUPYCHI;

-MaxkpoBHUpPYCHI U CKpUIIT-BUPYCHI;

-llIndpposanue n MeTamophusm;

-Uepsu: cereBble, moutoBsie, IM, IRC, P2P;

-TposiHBL: KJIaBUATYpHBIC IIIUOHBI, IOXUTUTEIU IAPOJIEH, YTUIUTBI CKPBITOIO yAAJCHHOIO yIIPABICHMUS,
AHOHUMHBIC [TPOKCU-CEPBEPa, YTHIUTHI JO3BOHA, JJOrHYECKHEe OOMObI, MOTU(PHKATOPHI HACTPOEK Opay3epa
- YcnoBHO onacHbie porpammel: Riskware, Pekiamubie yrusutsl (adware), Pornware, 31ble IyTKH;
-TTouck 1 aHAIKM3 aKTyaIbHON HH(OPMAIIMK O COBPEMEHHBIX METO/IaX U CPEACTBAX aHTHBUPYCHOU
3aIIUTBI;

-IIprMeHeHHe NepCIeKTUBHBIX METO/IOB UCCIIEAOBAHNUS U PellieHHs TPO(ECCHOHATTBHBIX 3a/1au MPH
pa3paboTKe MPOrpaMm aHTUBUPYCHOM 3aUTHl B TOCYAAPCTBEHHBIX U KOMMEPUYECKHX MPEATPHATHIX
Poccun.

COBpeMCHHHe MCTOJbI 3allIUTBI OT BUPYCOB

PaccmarpuBaembie BOIPOCHL:

-MeTo/1bI, OCHOBAaHHBIC Ha aHAJIM3E COICPIKUMOTrO (aitioB (Kak (aioB JaHHBIX, TaK U (HaiIOB ¢ KOgaMu
KOMaH);

-K 370l Tpyrmime oTHOCATCS CKaHMPOBAHUE CUTHATYP BHPYCOB, a TAK)KE MPOBEPKa IEITOCTHOCTH U
CKaHUPOBAHMUE ITOI03PUTEIEHBIX KOMaHT;

- MeTtoabl, OCHOBaHHBIE Ha OTCIICKUBAHUU IMOBEIEHUS POTPaMM MPHU UX BHIIOJIHEHHH;
-IIpoTokonmpoBaHue BceX COOBITHH, YTPOKAFOMINX 0€30IMaCHOCTH CHCTEMBI H MIPOUCXOSIINX OO0 pU
pEaNTbHOM BBITIOJIHEHUN TIPOBEPSEMOTO KOJIa, TUOO TIPU €T0 MPOrPaMMHON dIMYIISIINH;

-MeTopl periTaMeHTaIuu IopsaKa padoTel ¢ (aiaaMu U IporpaMMaMu;

-Haubosee momyssipHble aHTUBUPYCHBIE MPOTPAMMBI 1 UX OCOOCHHOCTH:

McAfee, Norton, Panda, Avira, Bitdefender, Bullguard, Heimdal;

AnTtusupyc Kacnepckoro;

-Ilouck u aHATU3 aKTyaIbHOW HHPOPMALIUH O MPUMEHESHIH HanOoJiee MOIYIIPHBIX aHTUBUPYCHBIX
MPOTPaMM B COBPEMEHHBIX KOPIIOPATHBHBIX CHCTEMaX KHOEP3aIlUuTHI.

AHTUBHpYCHAas 3alllUTa KOMIIBIOTEPHOM CETH U MOOMJIBHBIX MOJIb30BaTeNIen
PaCCMa’IpI/IBaCMLIC BOIPOCHI:
-KopnopatuHbie KOMIIBIOTEPHO CETH;




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

-PaGoune cTaHIMM U ceTeBbIe CEpBEPHI, IOYTOBBIE CEPBEPHI U IILTIO3BI;

-YpOBHM aHTUBHPYCHOM 3aIIUTHI: yPOBEHb 3aIIUTHI PA00YMX CTAHIIMI M CETEBBIX CEPBEPOB, Y POBEHb
3aIIUTHI IOYTOBBIX CEPBEPOB, YPOBEHD 3aIUTHI IUTIO30B;

-lleHTpanu3oBaHHOE yIpaBlieHNE aHTHBUPYCHOM 3alUTOH;

-KoMIOHEHTHI CHCTEMBI yIaIeHHOTO [IEHTPATU30BAHHOTO YIIPABICHHS: KIMEHTCKasi aHTUBUPYCHas
nporpamma, cepBep aJIMHHUCTPUPOBAHUS, areHT aIMUHUCTPUPOBAHUS, KOHCOJIb aIMUHUCTPUPOBAHMS;
-Opranuzanus coopa CTATUCTUKH B CHCTEME aHTUBHUPYCHOH 3aIlUTHI;

-AHTUBUPYCHI 11 MOOMIIBHBIX YCTPOWCTB;

-ITonutuku obecnieueHs HHPOPMAIIMOHHOHN O€30TTaCHOCTH MPH padOTe ¢ MOOMIFHBIMH YCTPOUCTBAMU;
-IlonuTHKa «HYJIEBOTO NOBEPHS»;

-Ilonck u aHanu3 akTyaabHOUH HH(OPMAIIMU O COBPEMEHHBIX aHTHBUPYCHBIX IPOTpaMMax JUIsl 3aIlUThI
KOMIIBIOTEPHBIX CETeH U MX MCIOJIb30BaHUM;

- [Ipoextuposanue antuBupycHoro I10 1yt 3aIIUTHl KOMIIBIOTEPHBIX CETEH.

KpI/IHTOl"pa(bI/ISI " €C IPUMCHCHHC IIPpH 3alIUTC JaHHBIX B KOpHOpaTHBHOfI CCTn
PEaNPUATHS

PaccmaTprBaemble BOTIPOCHI:

-Kpunrorpadus: onpenenenue, HCTOpys, IPUMEHEHNE B COBPEMEHHBIX 331a49aX COKPBITHS HH(POPMAIHIH;
-Tepmunomnorust u TOCTHI: OTKPBITHIH (HCXOMHBIN) TEKCT, ITUPPOTEKCT, KIF0Y, MH(POBAHHE,
ACHMMETPHUYHBIN MHU(pP, OTKPHITHIN KIIIOY, 3aKPHITHIN KIIF0Y, KPUITOAHAIIU3;

-Kpunrorpagudeckne METOIBI U alNrOPUTMBL;

-CuMMeTpUYHbIE U aCUMMETPUYHBIE aITOPUTMBI;

-Xeur-pyHKIMN

-[IpakTuueckoe npuMeHeHHe Kpunrorpaduu B 3a1a4ax 3amuThl HHOOPMAIIH;

-[Touck 1 aHaIM3 aKTyallbHOI HH(OPMALIMK O COBPEMEHHBIX METO/IaX M CPEACTBAX KPUNTOrpadIecKoi
3aIHTEI;

-[IpuMeHeHNe NepCIeKTUBHBIX METOIOB M CPEACTB KPUNTOrpaduu MpH pa3padOTKe CHCTEM 3aIUTHI
HHPOPMAIIIH.

CTGFaHOFpa(bI/ISI " €€ IPUMCHCHUE IIPU 3allIUTC JAHHBIX B KOpHOpaTI/IBHOﬁ CEeTn
HNpENIPUATHS

PaccmarpuBaembie BOIPOCHL:

-Creranorpadusi: onpeeneHue, NCTOpus, IPUMEHEHUE B COBPEMEHHbIX 33/1a4aX COKPBITUSI MHPOPMAIIHH;
-CreraHocucTeMa U ee DJIEMEHTHI,

-IToToKOBBI U UKCHPOBAHHBII KOHTEHHEPHI;

-CTEeroKjro4 ¥ CTErOKaHal,

-CokpeiTie nHpOpMAIMK B POTO- , BUACO- U ayauodaiinax;

-[IpakTiueckoe npuMeHeHne creraHorpadumy;

-CoBMecTHOE IPUMEHEHNE KPUNTOrpadUIeCKuX M CTeraHorpaMueckuX METO/IOB B 3aadax 3alliThl
JTaHHBIX;

-ITouck 1 aHaMM3 aKTyaJIbHOHM NMH(OpPMANK O COBPEMEHHBIX METO/IaX M CPEACTBAX CTeraHOrpadrIecKoi
3aLIHThI;

-IIpuMeHeHe NepCreKTHBHBIX METOJIOB U CPEACTB cTeraHorpaduu npu pa3paboTKe CUCTEM 3alHUThI
HHPOPMAIHH.

TpeboBanus o 3amuTe HHPOPMAIIUU, HE COCTABIISAIONIEH rOCYJapCTBEHHYIO TaliHy
(mpukaz ®CTIOK Nel7 ot 11.02.2013)

PaccmarpuBaeMble BOIPOCHL:

-TpeboBaHus K OpraHU3alUy 3aIUTHl HHPOPMALNH, CoAepsKalelcs: B ”HGOpMallMOHHOH cucTeMe;
-OpraHu3alioHHbIE ¥ TEXHUYECKHE MEPHI 3alUThl HHPOPMAINH, pEaU3yeMble B PAMKaX CHCTEMBI
3aIIUThl HHPOPMAMU HHPOPMAIIMOHHOH CUCTEMBI;

-Tpu xacca 3amuIeHHOCTH HH(OPMAITMOHHON CHCTEMB;

-Pa3paboTka cucteMsl 3amuTsl HHGOpMAK HHPOPMAITMOHHON CHCTEMEI,

-Pa3paboTka opraHu3anroHHO-PaCTIOPAAUTEIBHBIX TOKYMEHTOB TI0 3aIIUTe HH(POPMAIIHH;




Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

n/m
-AtTtectanus HHOOPMAIIIOHHON CHCTEMEI U BBOJI €€ B JICHCTBUCE,
-O6ecnequI/Ie 3alIUThI I/IH(bOpMaHI/II/I B XOZ€ 3KCIUTyaTalluu aTTECTOBAHHOU PIH(l)OpMaL[PIOHHOﬁ CUCTEMBI.
8 |Yrteuku KoHbUIEHIINATEHON HHPOPMAITII

PaccmarpuBaembie BOIIPOCHL:

-OcHOBHbIE BU/IBI yTeUeK KOHPHUICHINATbHOW HH)OPMALIUHL;

-McTounnky KoH(GUACHINAIFHON HHPOPMAINH 1 UX YSI3BIMOCTH: IEPCOHAT, HOCUTEIN HHPOPMAIINH,
TEXHHYECKUE CPEACTBA, CPEACTBA KOMMYHHKALIUH, TIEpeaBaeMble M0 KaHaJIaM CBSI3U COOOIICHMS,
-KaHnansl yreuku;

-OCHOBBI OpraHN3alMy HH)XEHEPHO-TEXHIYECKON 3aIIUTHl HH(pOpManuy Ha MIPEATIPUATHH;
-Knaccuduxanust TeXHUIeCKNX KaHAIOB yTEUKH HH()OPMALIUH;

- MeponpusTus ¥ CpelIcTBa 3alUThl HHYOPMALMH OT YTEYKH M0 TEXHUYECKHM KaHaiaM Ha 00beKTax
nHdopmaruzanuy;

-Dusnueckue cpeacTBa 3alIUThl HHYOPMAIIH;

-IIporpaMMHO-amnmapatHele CpeCTBa 3aIUTHI HH(pOpMAaLnY;

- Kpunrorpaduueckue cpeacTsa 3aliuThl;

-Onenka 3¢ ek THBHOCTH METOIOB M CPEACTB TEXHMUYECKOH 3aNThl HHPOPMAINH.

OOBeKTHI 3aIUTHI HH(OpMAITHH

PaccmaTprBaemble BOTIPOCHI:

-Yrpo3bl 6e301acHOCTH HH(OPMALHH;

-Mopenb yrpos;

-HcTounuku yrpo3: HapyIIuTelb, annapaTHas 3aKIajKa, BpeAOHOCHAs [IPOrpaMma;
-Yrpo3bl focTyna (IPOHUKHOBEHHMS ), YIPO3bI CO3JIaHUs HEIITATHBIX PeXXUMOB padotsl 110, yrpossr
BHEJIPEHHS] BPEJIOHOCHBIX IPOTPamMM;

- OneHka yrpo3 6e3zonacHocTH nHpopManuu

-Bunsl Hapymurenei;

-Monens HapymHTens;

-Vs3BuMmocTr nHpopmanuonHoii cucteMsl (MC);

-Tuns! ya3sumocreit UC;

-Y3BUMOCTH KOHQUTYPAILIUH U APXUTEKTYPBI;

-OpraHn3aoHHast ys;3BUIMOCTb;

-TexHuueckue KaHalbl yTeUKH HHPOPMAIMU U UX OCOOCHHOCTH.

-O0BexThI MHPOPMATH3ALNHU U UX XapaKTEPHCTUKU.
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Cranpaptusanus 1 cepTuduKkanus B 00JacTy 3alUThl HHGOpMaLUK

-Cucrema I'OCToB B obmactu 3ammts uHGopmaruu: [OCT P 52069;0-2013;

-O0mue TexHn4IecKre TpeOOBaHM K 3aIlUTE OT HECAHKIIMOHUPOBAHHOTO JocTyna K nHpopmarmu B [OCT
P 50739;

-OcHoBHble TpeOoBanus u onpexaeneHus B [OCT P 50922;

-ITopsinok cozaHusl aBTOMAaTU3UPOBAHHBIX CUCTEM B 3aiiuieHHoM ucrosHeHuu B OCT P 51583;
-CrarmapTu3aiys HOMEHKIATYyphl KadecTBa 3amuTel nHGopMmarwn B [OCT P 52447,
-Crangaprusanus TpeOOBaHUI K CPeCTBAM BRICOKOHAIEKHON OMOMETPUIECKOH ayTeHTH(PHUKAIINN B
T'OCT P 52633.

Tema 11. CranmapTuzanus u cepTUHUKAINI CUCTEM HCKYCCTBEHHOTr0 HHTeUIekTa (1 gac)
PaccmarpuBaembie BOIPOCHL:

-@enepanbHbIil TPoEKT «VICKyCCTBEHHBIN HHTEIUIEKT» M MPOOJIEMbI CTaHIAPTU3ALNHN U CePTUPHUKAIINN;
-Cranapruzanus 1 yHU(UKAMs IpescTaBIeHus IpaBoBoH MH(popMariy st udpoBoi miathopmbl
«T"ocynapcTBeHHast crcTeMa IIpaBoOBOW HH(POPMAIMNY;

-I[THCT «YMHOe npou3BOJICTBO;

-JIBoitHIKH LU(POBBIE MPOU3BOACTBAY (YacTu 1-4);

-[THCT «MudopmarmonHbIe TEXHOJIOTNH;

-YMHBI# TOpO;




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

-OyHKIIMOHAIbHAS COBMECTUMOCTBY;

-[THCT «MHdpopmMaloHHbIE TEXHOJIOTUH;

-YMHBI# TOpOS;

-PykoBozicTBa 10 0OMEHY U COBMECTHOMY HCIIOJIb30BAHHIO JaHHBIX);
- IHCT «MHdopmMannoHHbIe TEXHOJIOTHH;

-UHTepHeT Benei;

4.2. 3aHATUS CEMHUHAPCKOTO THIIA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX padoT / KpaTKoe cofepxaHue

Nzydenue pyHKIIMOHANA TAKETa aHTUBUPYCHBIX MTPOrPaMM
B PE3yJbTATC BBIMIOJIHCHUA NPAKTUYCCKOTO 3aJaHUs CTYACHT I10JIYy1acT HABBIKU B BBI60pC " MIPAKTUYCCKOM
HCIIOJIb30BaAHNHA (byHKL[I/IOHaJ'Ia AHTUBUPYCHBIX MPOrpaMM IIPH 3alUTE JOMAITHCTO KOMIIbIOTEpA.

Nzydenue pyHKIIMOHANA TAKETa AHTUBUPYCHBIX IPOrpamMM (TIPOI0JKEHUE)
B PE3YJIbTATC BBIMIOJTHCHUA NPAKTUYCCKOTO 3aJaHUs CTYJCHT IOJTYy4acT HAaBbIKU B BI)I60pe " MPaKTUYCCKOM
UCIIOJIb30BaHUHU (pyHKIIMOHANIA aHTHBUPYCHBIX IPOTPaMM IIPH 3aIIUTe KOPIIOPATHBHON CETH.

Pa3zpabotka koHIeNy HHPOPMAITUOHHON 0€30MaCHOCTH TIPS IIPHUSITUS
B PE3yJbTAaTC BBIMIOJIHCHUA NPAKTHUICCKOTO 3aaHUA CTYACHT MTOJY1acT HABbIKHU B pa3pa60TKe KOHICTIITNN
HHPOPMAIMOHHONW 0€30MaCHOCTH TPEATIPHSITHUSI.

Pa3paboTtka koHnenuuu nHGpOpMaMOHHON 6€30MaCHOCTH PEANPHUATHS (TIPOIOTDKEHUE)
B PE3YJIbTATC BBIMIOJTHCHUSA NPAKTUYCCKOTO 3aJaHUs CTYJCHT IMOJIy4acT HABbIKU B pa3pa60TKe KOHICTIIHNHU
MHPOPMALMOHHON 6€30MaCHOCTH MPEATIPHUSTHUS.

I/IMHOpTO3aMCH_IeHI/Ie IMpOrpaMMHBIX CPEACTB
B pe3yiibTate BINOIHEHHS TPAKTHYECKOTO 3a/IaHUs CTYJICHT MOJIy4aeT HaBbIKH B 00OCHOBAaHHOM BBIOOpE
POCCUHCKHX MPOTPaMMHBIX CPEACTB JUIsl 3aMEHbl UHOCTPAHHBIX.

HNmMnopTo3amerniieHne mporpaMMHBIX CPEACTB (MPOAOTIKEHUE)
B PE3YyJbTATC BBINIOJIHCHHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT I10J1y1acT HABbIKU B 000CHOBaHHOM BBI60pC
pOCCI/IfICKI/IX MNpOrpaMMHBIX CPEACTB AJId 3aMEHbI MHOCTPAHHbIX.

[TpoBepka HaMuMs ysI3BUMOCTEH MevaTaromux ycTpoicTB B 6aze ganHbix @CTIOK
B PEIYJIbTATE BBIMIOJTHEHUA NPAKTUYCCKOTO 3aJaHUs CTYJCHT IMOJIYy4acT HAaBbIKU B O6Hapy)KeHI/II/I
n3BecTHHIX ysa3BuMocter B KTC npennpustus.

[TpoBepka HamM4Hs ySI3BUMOCTEN MeyaTaronux ycTpocTB B 6a3e qaHHbx PCTIK
B pesynbTate BRINOTHEHHUS TPAKTHIECKOTO 3a/IaHMS CTYJICHT ITOJy4aeT HaBbIKK B OOHAPYKCHUH
n3BecTHBIX ysa3BuMoctel B KTC npennpustus.

Kpuntorpadus. Cokpeitre nHbopMauu KpunrorpadpuieckuMi METOAaMH
B PE3YIBTATE BBIMIOJTHEHUA NPAKTUYCCKOTO 3aJaHUsA CTYJCHT IMOJTYy4a€T HABBIKU B COKPBITHA I/IH(i)OpMaHI/II/I
KpUNTOrpanIeCKUMHU CPEICTBAMHL.
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Kpunrorpadus. Cokpeitre nHhopManuyu KpUNTorpahuiecKuMu METO1aMu
(mpooIKeHue)

B pesyinbrate BBINOTHEHHS TPAKTHIECKOTO 3a/IaHKSI CTYJICHT MOJIy4aeT HaBBIKM B COKPHITUHN HHpOpMannu
KPHUNTOTpahUUECKIMHU CPEICTBAMH.
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Creranorpadus. CoxkpeiTie nH(popManuu B Gpotodaiine
B PE3YyJbTATC BBIMIOJIHEHHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT IOJIYy4acT HABbIKU B COKPBITUN
3amudpoBaHHON HHPOpManuH B hoTodaiine.




/ HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne
n/m

12 |Creranorpadus. CoxpsiTre uHpopMmanuu B GpoTtodaiine(npoaonkeHne)
B pesyibTaTe BHIIOIHEHUS IPAKTHYECKOTO 3aJaHHsI CTYJCHT II0Iy4YaeT HABBIKU B COKPBITHH
3amm¢ppoBaHHON HHPOpManuu B Gporodaiine.

13 |Creranorpadus. CokpbiTie nHbOpMaIMu B Buaeodaiiax
B PE3YyJbTATC BBIMIOJIHCHUSA NPAKTUYCCKOTO 3aJaHus CTYJCHT MOJIYy4acT HaBbIKU B COKPBITUN
3ammnQpoBaHHON HHPOPMALINH B BHACO(aiinax.

14 |. Creranorpa¢us. CokpriTue nHopMaIyu B ayauodaiiiax

B PE3yIbTAaTE BBHINOJITHEHU IPAKTUICCKOTO 3alaHUs CTYAEHT I10JIy4a€T HaBbIKA B COKPBITUHN
3ammnQpoBaHHON HHPOPMALNH B aynuodaiinax.

15 |Crangaprtuzanus TpeOOBaHH K CpEACTBAM BHICOKOHAIC)KHONH OMOMETPUYECKOM
ayteHTudukaruu B OCT P 52633

B pesynbraTe BBIMONHEHHS IPAKTUYIECKOTO 3a1aHMs CTYJCHT IOJIy4aeT HaBbIKU pa3pabOTKU CPEACTB

BBICOKOHAJIC)KHOM OMOMETpHUYECKOi ayTeHTH(UKaIMK B cOOTBEeTCTBUH ¢ TpeboBanusmu 'OCTos.

4.3. CamocrosiTenbHas paboTa 00ydarOIMuXCs.

/ Bua camocrostenbHOM paboThI
n/o

[ToaroroBka k 1a6OpPaTOpHBIM paboTam

Pabora ¢ 1eKIIMOHHBIM MaTepHUaIOM

N3ydeHne BOIpocoB JUIsl CAMOCTOSATEIbHON JOMOJIHUTENbHON IPOPa0OTKH

Brinmonnenue KkypcoBoid paboThI.

IToaroroBka k HpOMG)KyTO‘-IHOﬁ aTTeCTalnu.

O O | WO N -

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT

KypcoBbie paOOThl BBITIOIHSIOTCS KaXAbIM CTYACHTOM CaMOCTOSTEIBHO
COrJJaCHO MHIMBUIYaIbHOMY 3aJaHui0 Ha TeMmy: «Pa3paboTka aHTHBHpYCHOU
3alIUTHI 3aJAHHOW KOMITBIOTEPHOM CUCTEMBI».

- PazpaboTka aHTHBUPYCHOM  3allUTBl  KOMIBIOTEPHOM CETH C
UCIONIb30BaHueM mTaTHBIX cpenctB Windows Defender;

- PazpaboTka aHTHBUPYCHOM  3allUTBl  KOMIBIOTEPHOM CETH C
ucnonbs3oBanueM Kaspersky Endpoint Security 10;

- PazpaboTka aHTHUBUPYCHOM  3alllUTBl  KOMIBIOTEPHOM CETH C
ucnoias3oBanueM Kaspersky Standard.

5. IlepeueHp wu3HaHUN, KOTOPBIE PEKOMEHIYETCS HCIOJIb30BaTh IIPU
OCBOCHMH JTUCUUILITUHBI (MOIYJIs).



bubnuorpaduueckoe onucanue

Mecto noctyna

nocobue. MUPDA - Poccuiickuit
TeXHOJorn4eckuii yausepcuret 2021.-79¢
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1 | Huorenec 1O., O3kaiis 3. KubepOe3omacHOCTb. https://e.lanbook.com/book/131717
Crpaterus atak 1 060poHbl. M31aTeabCTBO (mata obparmenmst: 25.02.2024).- Texer
"IIMK TIpecc", 2020 - 326¢. — ISBN 978-5- DIIEKTPOHHBIH.

97060-709-1

2 Mocomos A. C., Akununa H. Y. Komnerorepusie | https://e.lanbook.com/book/183115
TEXHOJIOTMHU M METOJIBI TIPOEKTHPOBaHus B cepe | (Hara obpamenms: 25.02.2024).- Texcr
oe3omacuoctu. M3garensctBo "Jlans", 2021 - DIIEKTPOHHBIH.
444c¢. — ISBN 978-5-8114-8034-0

3 ITerpo A. A., KommbrorepHas 6€3011aCHOCTb. https://e.lanbook.com/book/3027 (nata
Kpunrorpapuueckue METOIbI 3AIUTHI. obpamenus: 25.02.2024).- Texcr
WznatenberBo "JIMK Ilpecc”, 2008 - 448c. — DIIEKTPOHHBIH.

ISBN 5-89818-064-8

4 Kpakogckuii 0. M., Meroas! 3amuThl https://e.lanbook.com/book/156401
uHpopmanuu. M3narenscTro "Jlanp", 2021 - (mata obpamenus: 25.02.2024.- Tekcr
236¢. — ISBN 978-5-8114-5632-1 3NIEKTPOHHBII.

5 TymbOunckas M.B., [lerpoBckuii M.B. 3amura https://e.lanbook.com/book/130184
MHGOPMAIMU Ha IPEINPUATUH: YIeOHOE (mata obpamenus: 25.02.2024).- Tekct
nocobue. M3narenscrso "Jaup", 2020 - 184¢. — | HICKTPOHHBIH.

ISBN 978-5-8114-4291-1

6 | IIpoxoposa O. B., Mndopmarmonnas https://e.lanbook.com/book/185333
0€30MacHOCTb U 3aluTa MHPOPMALIUH. (nata obpatenust: 25.02.2024).- Texker
Usnarenscrso "Jlanp", 2022 - 124c. — ISBN 978- | HIEKTPOHHBIH.
5-8114-8924-4

7 | Hukudopos C. H., MeToas! 3amuTsl https://e.lanbook.com/book/167186
uH(opmanuu. 3amumennsie cetd, 2021 - 96¢. — | (nara obpamenns: 25.02.2024).- Texcr
ISBN 978-5-8114-7907-8 DJIEKTPOHHBIH.

8 EpmakoBa A.1O., MeToasl 1 cpeicTBa 3aiuThl https://e.lanbook.com/book/163844(nata
KOMIIBIOTEPHOM HH(OpMaIKH: yaeOHOE obpatenus: 25.02.2024).- Texcr
nocodue. MUPDA - Poccuiickuii 3JIEKTPOHHBII.

TeXHOJOoruueckuil yausepceutet, 2020.-223¢
9 | JleontseB A. C., 3ammra nHdopmarmu: yaebroe | https://e.lanbook.com/book/18249 (nata

obpamenus: 25.02.2024).- Tekct
3JIEKTPOHHBIH.

6. IlepeyeHb COBpPEMEHHBIX

npodecCUOHATIBHBIX

0a3 [Ja”HHBIX U

WH(OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT HCIOJIb30BaThCS IMPHU

OCBOEHUU JUCUUIUIAHBI (MOAYJIA).

« dopym crnenMamTucToB MO  WHPOPMAIMOHHBIM  TEXHOJOTHUSM
http://citforum.ru/
. NnTepHeT-yHuBEepCcUTET UH()OPMAITMOHHBIX TEXHOJIOTUH

http://www.intuit.ru/




 Temarnueckuiéi  ¢opyM 1O  HUHPOPMAIMOHHBIM  TEXHOJOTHUSIM
http://habrahabr.ru/
» ObC "Jlanp" https://e.lanbook.com/book/

7. llepedyeHb  JHMIIEH3UOHHOTO M  CBOOOJHO  PacCHpOCTPaHSIEMOIo
IpPOrpaMMHOr0 OOEeCreYeHus, B TOM YHCIE€ OTEUYECTBEHHOIO MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIsl OCBOCHMSI TIUCUUTLTUHBI (MOYJIs).

* Microsoft Windows

* Microsoft Office

[Ipu opranuzanuu oOy4eHHUs MO TUCHUIUIMHE (MOAYIIO) ¢ MPUMEHEHHEM
AJIEKTPOHHOTO OOYYEeHHS M JUCTAHIMOHHBIX OOpa30BATENbHBIX TEXHOJOTHM
HEOOXOIUM JIOCTYN KaXJOro CTyAeHTa K HWHGOPMAIIMOHHBIM pecypcam —
oubmmoTeuHoMy (HOHAY YHHBEPCHUTETA, CETEBBIM pecypcaM W MH(POPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHOW cetn « THTEpHEeTT.

B ciyuae nmpoBeneHUM 3aHATHH ¢ TPUMEHEHUEM 3JIEKTPOHHOTO OOYUYEHUS H
JTUCTAHITMOHHBIX 00Pa30BaTEIBHBIX TEXHOJIOTHH MOXKET MOHATOOUTHCS HATUUHE
clenyIolero mporpaMmHoro ooecrnedenust (miam ux a”ainoror): OC Windows,
Microsoft Office, UnTepneT-Opaysep, Microsoft Teams u T.1.

8. Omnucanue MaTepUaIbHO-TEXHUYECKOW 0asbl, HEOOXOAUMOU st
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUIMHE (MOIYJIIO).

- YyeOHas ayauTopus [ TPOBEACHMS 3aHATHI JIEKIIMOHHOTO THIIA,
IPYNIOBBIX U UHAWBUIYyaJIbHBIX KOHCYJIbTAIIH.

[TpoekTop 17 BBIBOAA M300pakeHUS HAa SKPAH JIJIsl CTYIEHTOB, aKyCTHYECKast
CHUCTeMa, MECTO HJisi TpPEeToAaBaTelisi OCHAIIEHHOE KOMITBIOTEPOM. AYIUTOPHS
noAkitoueHa Kk narepuery MUNT.

- YueOHas ayiuTopust 17151 TPOBEACHHUS TAOOPATOPHBIX PadoT.

- IePCOHAJILHBIE KOMIIBIOTEPHI.

B ciydae npoBeaeHnH 3aHATUI ¢ IPUMEHEHUEM 3JIEKTPOHHOIO O0yUYeHUs U
JUCTAaHLMOHHBIX  OOpa30BaTENbHBIX  TEXHOJOTMH  HEOOXOAMMO  HAJIU4HUe
KOMIIBIOTEPHON TEXHHKH, JJI1 OPTaHU3alUU KOJUIEKTUBHBIX M WHIUBUAYATbHBIX
dbopMm OOIIEeHUST TEIArorHYecKuXx pPaObOTHUKOB CO CTYJIEHTaMH, IMOCPEICTBOM
UCTIONB3YEMBIX CPEICTB KOMMYHUKAIIUH.

JlommyckaeTcst 3aMeHa 000pyTIOBaHUS €T0 BUPTYaTbHBIMHA aHAJIOTaMH.

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

KypcoBas pabota B 8 cemectpe.
DK3aMeH B 8 cemecTpe.



10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepuabl, IPUMEHSIEMbIE MIPU MPOBEACHUH MPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktomM PYT (MUUT).



ABTOpBI:

JIOLICHT, IOIEHT, K.H. Kadeapbl
«BbruncnurenbHbIE CUCTEMBI, CETH U

uHpopmalmoHHas 6€30MacHOCTbY C.B. ManuHckuit
CornacoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. XKenenkon

[Ipencenarens yueOHO-METOUUECKOM
KOMHCCHUU H.A. AunpusinoBa



