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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

HensiMu ocBOEHUS YU4€OHOM TUCUUILITUHBI SIBIISIIOTCS

- (hopMHpOBaHHUE KOMIETEHIIMNA MO OCHOBHBIM pa3jiejlaM TEOPETHUYECKUX U
OPAaKTUYECKUX OCHOB TPOEKTUPOBAHUS COBPEMEHHBIX CHCTEM  3alllUThI
uH(GOpPMAIUU B KOMITBIOTEPHBIX CUCTEMAX;

- U3y4YEHHE METOAOB MOCTPOCHHS CHCTEM aHTUBHUPYCHOM 3aIMTHI, a TAKXKe
CI0cO00B COKPBITUSL MH(OPMAIIMKA C WCIONB30BAaHHUEM KPHUOTOTPaQUIECKUX H
cTeraHorpauuecKux METOOB.

3aayaMu AUCIUTUIMHBI SBIISIOTCS:

- U3y4eHUe 0COOCHHOCTEN MPAKTUYECKOTO MPUMEHEHHUS METOJIOB U CPEICTB
3aIUTHl THPOPMAIIUH;

- O3HAKOMJIEHHUE C 0COOEHHOCTSIMU Pa0OTHI U MPOSKTUPOBAHUS COBPEMEHHBIX
CPEZCTB 3aIIUThI MPOTPAMM U JaHHBIX;

-  U3y4YCHHE OCOOCHHOCTEH MPAKTUYECKOTO TMPUMEHEHHsSI CPE/ICTB
AHTUBHUPYCHOM 3aIIUTHI M €€ aKTyalIn3alllu;

- U3y4YCeHHE TEXHOJOTUH OOHApyKEHUS BUPYCOB B COBPEMEHHBIX CHCTEMax
AHTUBUPYCHOU 3aILUTHI,

- UW3y4YeHHE CMoco00B COKPHITUA WHGOPMAIMK KpUNTOTpahrudaecKuMu
METOIaMHU;

- H3y4Y€HHUE CMocoOOB COKpBITHS HH(POPMAIMK CTeraHorpapuuecKumMu
METOJaMH.

2. [Inanupyemble pe3ysbTaTbl 00y4YeHHUs 10 AUCIUIUIMHE (MOAYJIIO).

[Tepeuerr GopMHUpyeMBIX pe3ylabTaTOB OCBOCHHSI  0Opa30BaTEIHLHOM
nporpaMmMbl (KOMIETEHIMI) B pe3yJibTaTe 00y4eHUsI 110 AUCHUILIMHE (MOYJIIO):

OIIK-7 - Cnocoben pa3pabaThiBaTh MOJUTHUKUA O€30MACHOCTH, TMOJIUTUKHU
YOpPaBJICHHUS] JOCTYNIOM M HH(POPMAIMOHHBIMU TOTOKAMH B KOMITBIOTEPHBIX
CHCTEMax C Y4eTOM yrpo3 0e3omacHOCTH MH(popMauu U TpeOOBaHUIl MO 3alUTe
uH(popManuy;

IIK-2 - cmocoOHOCThIO MPUMEHSTHh MPOrPaMMHBIE CPEJICTBA CHCTEMHOTO,
MPUKIAAHOTO U CHEIMAIIBHOTO Ha3HAYCHUS, THCTPYMEHTAIbHBIE CPEJICTBA, S3bIKH
Y CUCTEMBI POTPaMMHUPOBAHUS JJI pelIeHUs IpodecCuoHaIbHBIX 3a/1ay.

OO0yueHnue 1Mo qUCHUIUTNHE (MOIYIIIO ) IPEAIoIaraeT, 4YTo 1Mo ero pe3yJibTaTaM
oOyuatoruiicst Oyier:

3HATH:



- OCHOBHBIE METO/IbI pa3pabO0TKU MOJUTUK HH(GOPMALIMOHHON O€30MMaCHOCTH,
aJIMUHUCTPUPOBAHUS CPEJCTB 3aUIUTHl THPOPMALIMKM B KOMIBIOTEPHBIX CUCTEMAaX
U CEeTHAX;

- NpPOrpaMMHBIE CPEIACTBA CUCTEMHOIO, MPUKIAJHOIO M CIELUaJIbHOIO
Ha3HAYCHMUS, UHCTPYMEHTAJIbHBIC CpEICTBa, SI3BIKU 51 CUCTEMBI
IpOrpaMMUPOBAHUS [JIs pelIeHus IpodecCHOHAIbHBIX 3a/1a4.

YMmerh:

- IPUMEHATH Ha MPaKTHKE IIPOrpaMMHBIC CpeACTBAa CHCTEMHOIO,
HpI/IKJ'IaI[HOFO 1 CIICIUAJIbHOI'O HA3HAYCHUA, I/IHCTp}IMCHTaJ'IBHBIC CpeI[CTBa, A3BIKA
U CUCTCMBI HpOFpaMMI/IpOBaHI/ISI JJIA peH_IeHI/ISI HpO(l)eCCI/IOHaJIBHBIX 3agay,

- pa3pabaThIBaTh MIOJIMTUKH uH(OpMaITMOHHOM 0€e30IMacHOCTH,
aMUHUCTPUPOBATh TOJICUCTEMbI HMH(POPMAIMOHHONW OE30MaCHOCTH O00BEKTa
3aIMTHL.

Baaners:

- HaBBIKAMHU BBIOOpA M TPUMEHEHUS HA TMPAKTHUKE TMPOTPAMMHBIX CPEJICTB
CHUCTEMHOTO, TMPHUKIATHOTO W CICNHUAILHOTO Ha3HAYCHUS, WHCTPYMEHTAIbHBIC
CpeIcTBa, S3BIKK W CHCTEMBl  INPOTPAMMHUPOBAHHUS  JUISI  pPCIICHUS
npodeCCUOHANIbHBIX 3a]1a4;

- HaBbIKAMU pa3pabOTKU TMOJUTHUK HHGPOPMAIIMOHHON O€30MacHOCTH,
aIMUHUCTPUPOBAHUS TOJACUCTEM WH(POPMAITMOHHOW O€30MacHOCTH O0BEKTa
3aIUTHI.

3. O0beM TUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCITUTIIUHBI (MOTYJIs).

O6masi TpyIOEMKOCTh AUCHUIUIMHBI (MoOayJsi) coctaBiser 3 3.e. (108
aKaJieMUYeCcKux Jaca(oB).

3.2. O6bem mucuumuiiHbl (Monmynsi) B (opmMe KOHTAaKTHOW pabOThI
oOydJaromuxcsi C  IENarorMYecCKUMHu  paboTHHKaMu W (WIM)  JUIAMH,
MPUBJICKAEMBIMU K peaTn3anuy 00pa30BaTeIbHON MPOTPaMMBbl HA HHBIX YCIIOBUSX,
IIPY MPOBEJICHUHN YUEeOHBIX 3aHITHIA:

KonnuecTBo yacoB

Tum yaeOHbIX 3aHATHH
Bcero | Cemectp Ne6

KonrakTHas paboTa rmpy npoBeieHUH Y4eOHBIX 3aHSATHH (BCEro): 48 48

B tom unce:

3aHATHS JIEKIIMOHHOTO THIIA 32 32

3aHATHS CEeMUHAPCKOTO THUTIA 16 16




3.3. ObpeM muctUIUIMHBI (MOAYJs) B (pOopMe CamMOCTOSITENbHOM pPabOTHI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM paboOThl OO0ydYaroIuxcs ¢
MeAarorn4ecKuMI pabOTHUKAMU U (WJTH) JIUIIAMH, TPUBIIEKAEMBIMH K peaTn3aliu
0o0pa3oBaTeNpbHOM MpOrpaMMbl HA HMHBIX YCIOBHUSX, IMpU MPOBEACHUU
IPOMEXYTOUHOM arTecTanuu coctabiseT 60 akageMUuecKux Jaca (oB).

3.4. Ilpu oOy4eHnn Mo HHAUBUIYATFHOMY YI4€OHOMY TIJIaHY, B TOM YHCIIE TIPU
YCKOPEHHOM O0yY€HUH, 00bEM TUCIUIUIMHBI (MOJYJIsI) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON padoThl 00yYarouxcs, a Takke B (hopme
KOHTAKTHON paboThl 00YYaIOIIMXCS C MEJarorndyecCKuMU paOOTHUKAMHU U (WJIH)
JUIAMU, TPUBIIEKAEMBIMU K peali3aliii 00pa3oBaTeIbHONW POrpaMMbl HA HHBIX
YCJIOBUSIX, TIPH MPOBEJCHUU IPOMEKYTOUYHOM aTTeCTalIUU.

4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKIUOHHOTO THUIIA.

/ TemaTuka JIEKIIMOHHBIX 3aHATUN / KpaTKO€ COACPIKAaHUC
II/11

1 |Meroasl U cpecTBa 3aTUTHI I/IH(bOpMaHI/H/I

PaccmatprBaeMbie BOTIPOCHI:

- Kimaccudukarus MeTo10B U CpeICTB 3alIUTHl HH(POPMAITHH;

- Meropl: MpemnsTCTBUE, yIpaBlieHHEe, MACKUPOBKA, PEriiaMeHTaIHsl, IIPHUHYKICHHE, TO0YKICHUE;

- Cpencrsa: pusnveckue, annaparHbie, POrPaMMHbBIC, OPTaHU3aIUOHHbIC, 3aKOHOAATeIbHbIC,
IICHXOJIOTHYECKHE;

- [IpakTHyeckoe MPUMEHEHUE METOJIOB U CPEIICTB 3aIMUTHl HHOOPMAINH B COBPEMEHHBIX KOPIIOPATHBHBIX
CeTAX.

2 |AHTHBHpYCHas 3amuTa. Bupycsl 1 ux kiaccudukanus

PaccmaTprBaemble BOIIPOCHI:

- Uudopmanronnas u KubepOe30macHOCTb;

- [Ipo6ema kpuMHIHATH3AIAN HH(POPMAITHOHHOTO TIPOCTPAHCTBA,

- BupycHsle aTtaku: HOTEHIIMAIBHBIC YTPO3bI M METO/IBI 3AIIIUTHI;

- Pemienue 3a1a4 aHTUBUPYCHOM 3aIIUTHI HA MUPOBOM YPOBHE;

- BpenoHocHbIe porpaMMBL: KOMITBIOTEPHBIE BUPYCHI, YEPBH, TPOSIHEI 1 TIp;

- 3arpy30uHble U (aiiIoBbIe BUPYCHI;

- MakpoBupycChl U CKpUIIT-BUPYCBHIL;

- lludpoBanue u Mmeramophusm;

- Uepsu: ceteBbie, moutoBsie, IM, IRC, P2P;

- TposiHBI: KJIaBUATYPHBIE IIITHOHbI, HIOXUTUTEIH MapOJIeH, yTUINTHI CKPBITOTO yIaJICHHOTO YIPaBJICHHUS,
AQHOHUMHBIE TIPOKCH-CEPBEPA, YTHIUTHI T03BOHA, JIOTHYECKHE O0MOBI, MOAN(UKAaTOPBI HACTPOEK Opay3epa;
- YcnoBHO omacHble mporpamMmel: Riskware, Pexinamusie yrunutsr (adware), Pornware, 3msle mryTkw;

- Ilonck n aHanu3 akTyanbHOW MH(OPMALMH O COBPEMEHHBIX METOJaX M CPE/ICTBAX AHTUBUPYCHOM
3aIlIUTHI;

- [IpuMeHeHre nepCceKTUBHBIX METOZ0B HCCIIEI0BAHMS U peLIeHUs MTPO(eCCHOHANBHBIX 3a1a4 IPU
pa3paboTKe MporpaMM aHTHBUPYCHOMN 3alUTHI B TOCYIapCTBEHHBIX H KOMMEPYECKHUX MPETPHATHIX
Poccuu.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

CoBpeMEeHHbIE METO/IbI 3AIUTHI OT BUPYCOB

PaccmaTpuBaemble BOIIPOCHI:

- MeTonpl, OCHOBaHHbIE Ha aHAIN3E colepKUMoro (aitnos (kak (aiyioB JaHHBIX, TakK U (aiiIoB ¢ KoJaMu
KOMaH);

- K aT001 rpynne oTHOCATCS CKaHUPOBAaHUE CUTHATYpP BUPYCOB, a TAKXKeE NMPOBEPKaA LEJIOCTHOCTHU U
CKaHUPOBaHME MOJ03PUTEIHHBIX KOMAHT,;

- MeTozbl, OCHOBaHHbIE Ha OTCIC)KUBAHUH [TOBEICHHS IPOTPaMM IPU UX BBITOJITHEHUH;

- [IporokonupoBanue Bcex COOBITHIA, YTPOXKAIOIIUX 0€30MIaCHOCTH CUCTEMBI U MPOUCXOASIINX JIN0O0 MTPpH
peaTbHOM BBITIOJIHEHNH ITPOBEPSIEMOTO KOJa, TMOO0 MPH €ro MPOTPaMMHOM IMYIISAIHN.

CoBpeMeHHbBIE METO/IbI 3aIIUTHI OT BUPYCOB (MPOJIOHKCHHE)

PaCCManI/IBaGMBIG BOIPOCHI:

- MeTomp! pernmaMeHTaIuy TOpsiika padoTH ¢ (paiimaMu 1 MporpaMMaMu;

- HauGoiee MOMYJIAPpHBIC aHTUBUPYCHLIC IIPOTPAMMBI U UX 0COOEHHOCTH:

McAfee, Norton, Panda, Avira, Bitdefender, Bullguard, Heimdal;

AnTusupyc Kacnepckoro;

- [louck v aHanu3 akTyanbHOM MH(OOPMALIUK O MPUMEHEHNH HarboJIee MOIyJIIPHBIX aHTUBHPYCHBIX
MPOrpaMM B COBPEMEHHBIX KOPIIOPATUBHBIX CHCTEMaX KUOEp3alinThl.

AHTUBHpYCHAas 3allUTa KOMIIBIOTEPHOM CETH M MOOMJIbHBIX M0JIb30BaTEIeH
PaccmarpuBaeMble BOIPOCHL:

- KopnopaTiBHbIE KOMIIBIOTEPHOH CETH;

- Paboune craHuny 1 ceTeBble CEpBEPHI, TOYTOBBIC CEPBEPHI U LITIO3BI;

- YpOBHUM aHTHBUPYCHOM 3all[UThI: YPOBEHB 3alUTHl Pa00UMX CTAHIMI U CETEBBIX CEPBEPOB, YPOBEHb
3aLUTHI IOYTOBBIX CEPBEPOB, YPOBEHD 3alUTHI 1ILII030B;

- [leHTpann30BaHHOE YIIPABJICHUE AHTUBUPYCHOM 3alIUTOM;

- KoMIOHEHTHI CHCTEMBI yIaIEHHOTO [IEHTPATN30BAHHOTO YIIPABJICHH: KIIMCHTCKasl aHTUBUPYCHAs
[IPpOrpaMMa, CEpBep aAIMUHUCTPUPOBAHUS, ar€HT aIMUHUCTPUPOBAHUS, KOHCOJIb aIMUHUCTPUPOBAHMUSL.

AHTHUBUpPYCHAS 3alIUTa KOMIIBIOTEPHOW CETH U MOOMIIBHBIX TIOJIb30BaTeNIeH

(mpomomkeHue)

PaccmarpuBaeMsble BOIPOCHL:

- Opranu3zanus cOOpa CTaTUCTHKU B CUCTEME aHTHUBUPYCHOM 3alllUThI;

- AHTUBUPYCHI TSI MOOMJIBHBIX yCTPOWCTB;

- [Tonutuxu obecnedenus nHGOPMALIMOHHON O0€30I1aCHOCTH IIPH paboTe ¢ MOOMIBHBIMU yCTPOICTBAMU;
- [Tonutuka «HyJIEBOTO NOBEPUSD?;

- [louck v aHanu3 akTyanbHOW HHOOPMALIUKM O COBPEMEHHBIX aHTUBHPYCHBIX MPOrpaMMax JUIs 3alUThl
KOMITBIOTEPHBIX CETEH M UX MCIONb30BaHNH;

- [IpoextupoBanne antuBupycHOTO 10 A7 32T KOMITBIOTEPHBIX CETEH.

KpI/IHTOFpa(i)I/IH " €€ IPUMCHCHUC IIPH 3alIUTC JAHHBIX B KOpHOpaTHBHOﬁ CCTHU
NPEATPUATHS

PaccmarpuBaeMble BOIPOCHI:

- Kpunrorpadusi: onpenenenune, ucropus, NpuMEeHEHUE B COBPEMEHHbIX 3a/1a4aX COKPBITUSI HHPOPMAIIHH;
- Tepmunonorust u [OCTebI: OTKPBITBIN (MCXOHBIN) TEKCT, IH(POTEKCT, K04, HH(poBaHuUE,
ACUMMETPHYHBIN MU(P, OTKPHITHIA KITFOY, 3aKPBITHINA KJIFOY, KPUIITOAHAU3;

- Kpunrorpaduieckue MeTopl 1 aJITOPUTMBI.

KpunTorpadus u ee npruMeHeHue Npyu 3alIUTe JaHHBIX B KOPIIOPATUBHOM ceTn
npeAnpusTHs (MPOIOHKCHHE)

PaCCManI/IBaeMI)IC BOIPOCHI:

- CI/IMMeTpI/I‘IHBIe 1 aCUMMCETPUYHBIC aJITOPUTMBI;

- Xem-pyHKUIny;

- [IpakTHyeckoe npuMeHeHne Kpunrorpaduu B 3a7a4ax 3aluTbl HHPOPMAIHK;

- [louck u aHanu3 akTyanbHOW HHOOPMALIUKM O COBPEMEHHBIX METOIaX M CPEJICTBAX KpHIITOrpaduueckon




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

3aIUTHI;
- [IpuMeHeHne NepCIeKTUBHBIX METOIOB M CPEICTB KPUIITOrpauu MpH pa3paboTKe CUCTEM 3aIlUThI
HHpOpPMAIIHH.

CTeFaHOI‘pa(I)I/ISI " €€ IPUMCHCHUC IIPU 3alIUTC JAHHBIX B KOpHOpaTHBHOﬁ CCTU
PEATPUATUS

PaccmaTprBaemble BOIIPOCH:

- Ctera”Horpadusi: onpeneneHne, HICTOPHsL, IPUMEHEHHE B COBPEMEHHBIX 3a/ladaX COKPBITUS HHYOPMALUH;
- CTeraHocucTeMa H ee 3JIEMEHTEL;

- [loTokOBBIH U (HUKCUPOBAHHBIH KOHTEHHEPHI;

-CTeroxioy u cTeroKaHal,

- CokpsITHe nH(pOpManuu B GOTO- , BUACO- U ayaHodaniax.

10

Creranorpagus 1 ee IpUMEHEHHUE NPH 3aLUTE JAHHBIX B KOPIIOPATUBHON CETH
npeanpusaTis (Ipo10JKEeHNE)

paCCManI/IBaCMI)Ie BOIIPOCHKHI:

- [IpakTHueckoe npuMeHeHNe cTeraHorpadum;

- CoBMeCTHOE MPUMEHEHHE KPUIITOrPahUIECKUX U CTEraHOTPa(hUIeCKNX METOOB B 3a7jadaX 3aIlluThI
aHHBIX;

- [lonck n aHanmM3 akTyanbHOW MHPOPMAITUN O COBPEMEHHBIX METO/IaX U CPEACTBAX CTeraHOrpaprIecKon
3allIUThI;

- HpI/IMeHCHI/IC MNEPCICKTUBHBIX METOJAOB U CPCACTB CTeFaHOI‘pa(bI/II/I apu pa3pa60TI<e CHCTEM 3allIUTHI
nH}popManuu.

11

TpeboBanus o 3ammuTe HHPOPMAIMU, HE COCTABIIAIONIEH rOCy1apCTBEHHYIO TaliHy
(mpuka3z ®CTOK Nel7 ot 11.02.2013)

PaccmaTprBaemble BOIIPOCHI:

- TpebGoBaHuUs K OpraHU3anyy 3aMUTH HHQOpMAaIH, cofepkamiericss B THQOpMaIOHHOH CHCTEME;

- OpraHn3anMoHHBIE U TEXHUYECKHE MEPBI 3aIIUTHl HHPOPMALIUH, pealu3yeMble B PAMKaX CHCTEMBI
3amuThl HHPOpPMANK HHPOPMAITMOHHON CHCTEMEI;

- Tpu kmacca 3aMIIEHHOCTH HH(OPMAIIMOHHON CHCTEMBI;

- Pa3zpaboTka cucTeMsl 3aUThl HHPOpMAIUN HHPOPMAIMOHHON CHCTEMBI;

- Pa3zpaboTka opraHn3anioHHO-PaCIIOPAAUTEIBHBIX JOKYMEHTOB I10 3aIUTe HH()OPMAIIH;

- Atrectanus HHGOPMALMOHHOM CHCTEMBI U BBOJI €€ B JICHCTBHE;

- Obecrieyenue 3amuThl THPOPMAIIUH B X0JI€ SKCIUTyaTallii aTTECTOBAHHON HHPOPMAIIMOHHON CUCTEMBI.

12

YTeukn KOHPHIEHINATHHON HHDOpMAIIH

PaccmaTprBaeMble BOTIPOCHI:

- OcHOBHEBIC BUBI yTeueK KOH(pHUICHINATEHOW HHPOPMALINH;

-UcTounuku koHDUACHIIMAILHON HHPOPMAIIMK U HX YSI3BUMOCTH: MIEPCOHAI, HOCUTENN HH(POPMAIHH,
TEXHIYCCKHE CPEACTBA, CPEICTBAa KOMMYHHUKAIUH, TIepeTaBacMbIe TI0 KaHaJlaM CBSI3H COOOIICHUS;

- Kanans! yreuku;

- OCHOBBI OpraHU3alui HHKEHEPHO-TEXHUYECKON 3l Thl MH(OOPMALUK Ha IPEANIPUSITHY;

- Kinaccudukanys TeXHH4eCKUX KaHaIOB yTeYKH HH()OPMAIIH;

- Meponpusitus ¥ cpelcTBa 3aliThl HHGOPMALMK OT YTEUKH 10 TEXHUYECKUM KaHajaM Ha 00beKTax
nH(OPMATHU3AIINH;

- Ou3nvecKre CPeCTBa AT HH()OPMAIHH;

- [IporpammHoO-anmapaTHbie CPEACTBA 3AIUTHI HHOOPMALIUH;

- Kpunrorpaduueckue cpecTsa 3aiinThr;

- Onenka 3(h(heKTHBHOCTH METOJIOB M CPEICTB TEXHUUYESCKOH 3aIIUTH HH()OPMAITIH.

13

OOBeKTHI 3a1UTH HHPOPMAIIH
PaCCManI/IBaeMI)Ie BOIIPOCHKHI:

- Yrpo3sl Oe3omacHocTH HH(pOpMaLny;
- Mogzens yrpos;




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Microunuku yrpos: HapyIunTesb, annapaTHas 3aKjiaka, BpeIOHOCHAs IPOrpaMmMa;
- Yrpo3sl noctyna (IPOHUKHOBEHWS ), YTPO3BI CO3IaHUS HEIITATHRIX PeXUMOB padboTsl [10, yrpo3sr
BHEZIPEHUSI BPEZIOHOCHBIX ITPOTPAMM;

- OneHka yrpo3 06e301macHOCTH HHPOpMaINY;

- Bune! Hapymutenei;

- Moaenb Hapymurens;

- Ya3Bumocty nHpopmanronHoi cucremsl (MC);

- Tuns! ys3sumocreit VIC;

- VSI3BUMOCTH KOH(UTYpaIMU U apXUTEKTYPBHI;

- OpraHu3annoHHas yA3BUMOCTb;

- Texan4eckue KaHAIb! YTEUKH HHPOpMAINN U UX 0COOCHHOCTH;

- OOBeKTHI HHPOPMATH3AINH 1 UX XapaKTEPUCTHKH.

14

Crannapruzanus 1 cepTuduKanys B 00JacTy 3alUThl THPOPMALUU

- Cucrema 'OCTog B obnactu 3amuts! naopmarun: [OCT P 52069;0-2013,;

- O0uMe TexHUYeCKHe TPeOOBaHHUS K 3alIUTE OT HECAHKIIMOHUPOBAHHOTO AocTymna K nHpopmMarmu B [OCT
P 50739;

- OcHoBHBIe TpeboBanus u onpeneneHus B 'OCT P 50922;

- [lopsimok co3maHust aBTOMaTH3UPOBAHHEIX CHCTeM B 3antumieHHoM ucroaHeHnu B [OCT P 51583;

- CrangapTu3anus HOMEHKJIATYPHI KadecTBa 3amuThsl nHpopmanuu B [OCT P 52447;

- CrangapTrzanys TpeOOBaHHUH K CPeICTBAM BBICOKOHAICKHOIM OMOMETPHUIECKOH ayTeHTU(HUKALIIH B
I'OCT P 52633.
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CTaHI[apTI/IBaLII/IH n CCpTI/I(I)I/IKaL[I/IH CUCTCM UCKYCCTBCHHOI'O MHTCJIJICKTA
PaccmarpuBaeMble BOIPOCHL:

- OenepanbHblid TPOeKT «MCKyCCTBEHHBIN HHTEIJIEKT) U MPOOJIEMBbl CTaHIAPTH3ALUH U CepTH(UKAINY;
- CrangapTusanys ¥ yHA(UKALWS TPEJICTaBICHUS PaBOBOM MH(pOpMAIMK JUisl IMPOBOM MmIaThOpMBbI
«l"ocynapcTBeHHas cucTeMa MpaBoBol HH(MOPMAIINY,;

- THCT «YMHOE pOon3BOICTBOY;

- JIBOMHUKH 1(pOBBIE TPOU3BOACTBA) (dacTu 1-4);

- [THCT «MHdopmannoHHbIe TEXHOIOTHIY;

- YMHBI1 ropon;

- OyHKIMOHATbHAS COBMECTHUMOCTb.
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CTaHI[apTI/BaLII/I}I n CCpTI/I(I)I/II(aLII/I}I CHUCTCM UCKYCCTBCHHOI'O MHTCJIJICKTA (HpO,Z[OJ'DKeHI/IC)
PaccmarpuBaeMbie BOTIPOCHI:

- [THCT «MHdpopManmoHHbIE TEXHOJIOTHH;

- YMHBII ropos;

- PyxkoBozcTBa o 00MEHY ¥ COBMECTHOMY HCIIOIb30BaHHUIO TAHHBIX);

- IHCT «MHpopMannoHHBIE TEXHOIOTHIY,

- utepHer Bewel;

- [Iporoxomn oOMeHa 17151 BRICOKOEMKHX ceTell ¢ OOJIBIINM paycoM AEHCTBUS U HU3KUM
SHEProONOTPEOICHHEMY.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

n/n

TemaTuka NpakTUYECKUX 3aHATUI/KPATKOE COIepIKaHue

Nzydenne pyHKIIMOHANIA TTAKETAa AHTHBUPYCHBIX MMPOTPAMM

B pesynbrate BEINOIHEHHS IPAKTUIECKOTO 3a1aHNS CTYJICHT IOJIy4aeT HaBBIKU B BEIOOPE M MIPAKTHUECKOM
WCTIONB30BaHNN (PYHKIMOHAIA aHTHBUPYCHBIX ITPOTPAaMM IIPH 3alIUTE JOMAIIHEr0 KOMIIbIOTepa U
KOPIOPaTUBHOM CETH.




TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

Pa3paboTka koHneniuy nHGOPMAITMOHHONW O€30MAaCHOCTH MPEIPUATHS
B pesynbpraTte BRIOTHEHUS MPAKTHYECKOTO 3aaHUS CTYICHT MOydaeT HABBIKK B pa3pabOTKe KOHIICIIIIH
HHPOPMALMOHHOW 0€30MTaCHOCTH TPEATIPHUSTHS.

HMHOpTO3aMeH_IeHI/IC IMporpaMMHBIX CPEACTB
B pesynbraTe BIOIHEHHS TPAKTHYECKOTO 33/IaHHS CTYJICHT I0JTy4aeT HaBBIKK B 000CHOBAaHHOM BBIOOpE
POCCUMCKUX IIPOIPAMMHBIX CPEICTB ISl 3aMEHBl HHOCTPaHHBIX.

[TpoBepka HamM4Msl YA3BUMOCTEH MeyaTaronux ycTpocTB B 6a3e qaHabix @PCTOK
B pesynbrate BBIOTHEHH IPAKTHIECKOTO 3a1aHKS CTY/ICHT IOIy4YaeT HaBBIKK B O0HAPY KEHUN
n3BecTHBIX ys3Bumocted B KTC npeanpusrus.

Kpunrorpadus. CokpeiTe nHhpopManuu KpunTorpaguyecKuMu MeToJaMu
B PE3YIbTATE BBINTOJIHCHUS MMPAKTUYCCKOIO 3a/laHus CTYACHT MMOJYy4Ya€T HABbIKH B COKPBITHU I/IH(l)OpMaIII/II/I
KpI/IHTOFpa(l)I/I‘leCKI/IMI/I CpeaAcCTBaMu.

Creranorpadus. CokpsiTie nHGpopManuu B porodaiiie
B PE3YIbTATE BBIIIOJHEHUA MTPAKTUYCCKOIO 3aJaHUs CTYACHT IIOJIYYa€T HaBbIKU B COKPBITUH
3amudpoBaHHON HHPOpManuH B GoTodaiine.

Creranorpadwus. CokpbiTie HH()OpPMAIIUK B BUICO- U ayauodaiiiax
B pesynpTaTe BBITOTHEHHS MPAKTHYECKOTO 3aJaHusl CTYJCHT NOJyYaeT HaBBIKK B COKPBITUH
3amm(ppoBaHHON HHPOPMAIMH B BUIEO- U ayanodaiinax.

Crannapru3zanus TpeOOBaHUN K CPeACTBaM BbICOKOHAIEKHON OMOMETpUYECKON
ayreHtudukanuu B FOCT P 52633

B PE3YIBTATE BBINTOJTHCHUA MPAKTUYCCKOTO 3aJIlaHUs CTYICHT MMOJYy4YacT HaBbIKH paSpa6OTKI/I Cpe€acTB
BBICOKOHAIC)KHOW OMOMETPHUYECKON ayTeHTU(HUKAIINH B COOTBETCTBIH ¢ TpeboBarmusmu ['OCToB.

4.3. CamocrosiTenbHas paboTa 00y4JarOInXCs.

n/

Bun camocrosTensHO#M paboThI

HOZIFOTOBKa K IMPAKTHYCCKUM 3aHATUAM

Pabora ¢ IeKIIMOHHBIM MaTepUAIOM

I/IayquHe BOITPOCOB AJIsA CaMOCTOSITEILHOMN HOHOHHHTGHBHOﬁ HpOpa6OTKI/I

IToaroroBka k IpOMEKYTOUYHOHN aTTECTALUH.

gl | W N|

[ToaroToBka K T€KyIemMy KOHTPOJIIO.

5. llepeyeHp wu3gaHUM, KOTOpPbIE PEKOMEHIYETCS MCIOJb30BaTh MpHU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).

1':/[ng bubnuorpaduueckoe onucanue Mecro noctyna
1 Huorenec 0., O3kaits 3. Kubep6e30macHOCTb. https://e.lanbook.com/book/183115
Crparerus atak u 060ponsl. M3narensctso "JIMK (mata obpamenust: 28.05.2026)-
Ipecc", 2020 - 326¢. — ISBN 978-5-97060-709-1 TekeT 9neKTPOHHBIH.
2 MoconoB A. C., Akuaud H. U. KomnbroTepHbie https://e.lanbook.com/book/438971
TEXHOJIOTHH M METOJIbI IPOEKTUPOBAHUS B cpepe (nata obparenus: 16.03.2025)-
TekcT aneKTpOHHBII.




oeszomnacuoctu. M3marenscrso "Jlaus", 2021 - 444c. —
ISBN 978-5-8114-8034-0

bananoB A. H. 3amura nH)OpMaIMOHHBIX CHCTEM.
Kubepb6e3zonacHocTh: YueOHOE mocoOue 11t BY30B.
UsnarensctBo "Jlanp", 2025 - 280c. — ISBN 978-5-
507-50467-1

https://e.lanbook.com/book/438971
(mata obpamenus: 28.05.2026)-
TeKkcT 27IeKTpOHHBIN.

Kpakosckuii FO. M. MeTtobl 3aiThl HHPOPMAITHH.
Usznarensctso "Jlanp", 2021 - 236¢. — ISBN 978-5-
8114-5632-1

https://e.lanbook.com/book/156401
(mara oopamenws: 28.05.2026)-
TekcT 3neKTpOHHBII.

Tymo6unckas M.B., [Terposckuit M.B. 3amura
nH(pOpMaIMK HA IPEANPUATHH: YIeOHOE ITocoOue.
UsnarensctBo "Jlanp", 2020 - 184c¢. — ISBN 978-5-
8114-4291-1

https://e.lanbook.com/book/130184
(mata obOparmenus: 28.05.2026).-
TeKkcT 27IeKTPOHHBIN.

[Tpoxoposa O. B. Uadopmarmonnast 6€30nacHOCTh U
3amuta nHpopmarmu. M3narenscro "Jlans", 2022 -
124c. — ISBN 978-5-8114-8924-4

https://e.lanbook.com/book/185333
(mara oopamenws: 28.05.2026).-
TekcT 3neKTpOHHBII.

Huxkudopos C. H. Metoss! 3ammTsl HHOOpMAIUH.
3amummennsie cety, 2021 - 96¢. — ISBN 978-5-8114-
7907-8

https://e.lanbook.com/book/167186
(mata oOparmenus: 28.05.2026).-
TeKkCT 27IeKTpOHHBIN.

EpmakoBa A.FO. MeTob! U cpesicTBa 3alUThI
KOMITBIOTEPHOM HH(OpMaIiK: yaeOHOe mocooue.
MMUPDA - Poccuiickuii TEXHOIOTUUECKHIM
yHuBepcurer, 2020.-223¢

https://e.lanbook.com/book/163844
(mata obpamenus: 28.05.2026).-
TekcT AneKTpOHHBIM

JleontreB A. C. 3ammra nHGOpMaIHK: Y4eOHOE
nocobue. MUPDA - Poccuiickuii TEXHOJIOTHUECKUI
yHuBepcuret 2021.-79¢

https://e.lanbook.com/book/18249
(mata obOparenus: 28.05.2026).-
TekcT 3neKTpOHHBII.

6. [IlepeueHp COBpPEMEHHBIX

npodeCCUOHANTbHBIX

0a3 aHHBIX WU

UH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJb30BATHCS MPH
OCBOCHHMH JTUCLUUITUHBI (MOIYJIs).

e @opyMm cHoenuamTucToB N0  MH(POPMAIMOHHBIM  TEXHOJOTHUSM
http://citforum.ru/

. NuTepHer-yHuBEepCcUTeT nH(})OpPMAITMOHHBIX TEXHOJIOTUH
http://www.intuit.ru/

 Tematnueckuit  ¢dopym 10  UHOOPMALUOHHBIM  TEXHOJOTUSIM
http://habrahabr.ru/

« OBC "Jlaup" https://e.lanbook.com/book/

7. llepeueHb  JNHIIEH3UOHHOTO ©  CBOOOJHO  PaCIpPOCTPAHSIEMOTO

IpOrpaMMHOr0 OOECIEUYEeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIs1 OCBOCHUSI TUCIUTLTAHBI (MOTYJIS).

Microsoft Windows



Microsoft Office
Hurtepner-Opaysep (Yandex u ap.)

8. OnucaHue MaTepuagIbHO-TEXHUYECKOW 0asbl, HEOOXOAMMOW st
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUTMHE (MOIYJIIO).

VYyeOHast ayguTopusi i NPOBEACHUS YYEOHBIX 3aHATUN (3aHATUH
JIEKIMOHHOTO THIIA, MPAKTUYECKUX 3aHATUH, Ja0OpaTOPHBIX padOT, KypCOBOTO
MPOEKTUPOBAHUS (BBIMIOJIHEHHUSI KYPCOBBIX pPa0OT), TEKYLIEro KOHTPOJS M
IPOMEXYTOUHOM aTTeCTaluN):

- KOMIIBIOTEp IpenojaBaTelis, MPOeKTOp, SKpaH IMPOEKIHOHHBIN, padoune
CTaHI[MU CTYJEHTOB, MapKEpHas J0CKa.

Aynautopus noakirodeHa Kk cetu « THrepreT»

9. ®opma NPOMEKYTOUYHOM aTTECTALIUM:

3auer B 6 cemecTpe.

10. OuieHOUHBIE MAaTEpUATIBI.

OrneHOYHBIE MaTepUalibl, TPUMEHSIEMBIE TIPH MPOBEJICHUH MTPOMEKYTOUHON
aTTeCTally, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAJIbHBIM HOPMATUBHBIM
aktom PYT (MUNT).



ABTOpBI:

JOIIEHT, AOIICHT, K.H. Kadeapsbl
«BpraucnuTenpbHble CHCTEMBI U

KBAHTOBBIE KOMMYHUKALIUW) C.B. Manunckuii
CornacoBaHo:
3asenyromuii kadhenpoit BCCullb b.B. XXenenkon

[Ipeacenarens yueOHO-METOIUIECKOM
KOMUCCUHU H.A. Augpusgnona



