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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

IlensiMu OCBOEHUS JUCUMIUIMHBI «3allMIIEHHbIE LEHTPHl 00pabOTKU
JAHHBIX» SIBJSIETCSl MPUOOPETEHNE Y4YallMMHUCS HABBIKOB M 3HAHUM B 00JacTH
anmnapaTHBIX CPEACTB XpaHEHUs! U 00pabOTKM JTaHHBIX; KOHIETIIUNA apXUTEKTYPhI
CEPBEPHOM CUCTEMBI; METOJOB JIOKAJILHOIO XPaHEHUS TAHHBIX; CTPYKTYPBI CETel
U CUCTEM XpPaHEHUS JaHHBIX; CTPYKTYphl U 00ecneueHns 3aluThl UHPOPMaLUU B
neHTpax oopadbotku nanubix (LLO/).

OCHOBHBIMM 337]a4aMU IACLIUAIUIMHBI SIBIISIOTCS:

- Pa3zpaboTtka npoekTHOI U pabodeil TOKyMEeHTaluu, O(popMIIEHUE OTYETOB
M0 3aKOHUYEHHBIM MTPOEKTHO-KOHCTPYKTOPCKUM padoTaM;

- COop M aHanM3 MCXOJHBIX JAaHHBIX AJSl pacdeTa U MPOCKTHPOBaHUS 0a3
JAHHBIX U CUCTEM YIIpaBIIEHUs 0a3aMU JaHHBIX;

- OpraHu3anroHHO-IIPABOBOE OOECIEUEHUE JIEATENBHOCTH IO IMOIY4YCHHUIO,
HaKOIUIEHUIO, 00paboTKe, aHalu3y, HCIOJIb30BAaHUIO HH(GOpMAlUU U 3alIUTe
00BEKTOB MHPOpPMATU3ALUH, HH)OPMALIMOHHBIX TEXHOJIOTUH U PECYPCOB;

- CocraBjeHHe MHCTPYKLUN MO 3KCITyaTalluu CUCTEM yNpaBieHUs 0azamu
JAHHBIX U CPEJICTB 0OeCIeUeHHs X MH(OPMATMOHHOW 0€30MaCHOCTH;

-  AJIMUHUCTPUPOBAHHME TOJCUCTEM HMH(POPMAILMOHHON 0O€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM;

- Pa3zpaboTka u KOHTpOJIb 3P(HEKTUBHOCTH OCYIIECTBICHHUS CUCTEMBI MEP T10
(OpMUPOBAHHIO U HCIOJB30BAHUIO HH(OPMALMOHHBIX PECYpCOB, CHUCTEM
obecrieueHUs HHPOPMAITMOHHON 6€30ITaCHOCTH.

2. Ilnanupyemblie pe3ynbTaTbl 00YYEHUS IO JUCHUIUIMHE (MOIYJIIO).

Ilepeuenp GopMUPYEMBIX PpeE3yJbTAaTOB OCBOSCHHS 00pa3oBaTeIbHOMU
porpamMmbl (KOMIIETEHIINM) B PE3yJIbTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-7 - CnocoOeH pa3pabarbiBaTh MOJUTUKUA OE30MACHOCTH, MOJUTHUKH
yIOpaBIEHUSI JOCTYIIOM M HMH()POPMAIMOHHBIMH TOTOKAMH B KOMITBIOTEPHBIX
CUCTEMAX C YYETOM yrpo3 0e30MacHOCTH UH(POPMALIMKU U TPEOOBAHUI 1O 3alIUTe
uHpopmauu.

OOy4eHwme 1Mo TUCIUILTHHE (MOYJTIO) TIPEIITOoJIaraeT, 4To IO €ro pe3ysibTaTaM
oOydaromuiics: Oyaer:

3Harth:

-0COOCHHOCTH armapaTHBIX CPEJICTB XPaHEHUsSI U1 00pabOTKU JaHHBIX;
-ApXUTEKTYPHbIE KOHUEMIUN CEPBEPHON CUCTEMBI;

-OCHOBHBIE METO/IbI JIOKAJIbHOTO XPAaHEHUS JaHHBIX;



-CTPYKTYpPY CETEH M CUCTEM XpaHEHUS JaHHBIX;
-CTPYKTYpPY M METOIbl OOecCTeueHus] 3amuThl HHPOpPMAIMH B IEHTPax
o0pabotku nanubix (LHOM).

Baanersn:

-METOJJaMU MPOEKTUPOBAHUS MPEAMETHON 00JIACTH B MOJAEIIN «CYUIHOCTbh-
CBSI3b» U CTPYKTYpPHI 0a3bl JaHHBIX B pessiuonnoit CYB/I;

- TEXHOJIOTHEH pa3pabOTKH NPUIOKEHUN Ha S3bIKE BBICOKOTO YpPOBHS,
MCIIONIB3YIOUINX IS XpaHeHus: nHpopMauu 0a3y JaHHBIX.

Ymerb:

-OpraHu30BbIBaTh PabOTHI 110 CO3JaHHUIO U COBEPILIEHCTBOBAHUIO CTPYKTYPbI
LHOM;

-[IPUMEHSTh COBPEMEHHBIE METO/IbI JIOKAJIbHOTO XPaHEHUS JaHHBIX;

-IpUMEHATh  3(P(EKTUBHBIE METOAbl O0ECIEeUEHUs LEJIOCTHOCTH H
TOCTYIHOCTH AaHHbIX B CX]/;

-IIPUMEHATh  3(P(EKTUBHBIE METOAbl O0ECIEeUeHUs LEJIOCTHOCTH H
JOCTYIMHOCTH AaHHBIX B CX]/I.

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0umas TpyA0€MKOCTb JUCHUIUIUHBI (MOIYJIA).

OO0mast TPyIOEMKOCTh AUCHUIUIMHBI (MOIyJNs) cocTaBisieT S5 3.e. (180
aKaJeMHYEeCKUX vaca(oB).

3.2. O6bem paucuMIUIdHBL (Monaynsi) B (oOpME KOHTAaKTHOW padOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU U (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMH K peain3alun 00pa3oBaTesIbHOM NporpaMMbl Ha UHBIX YCIOBHSIX,
IIpU MIPOBEJICHUH YUEOHBIX 3aHATUM:

Konnuectso yacos
Tun yueOHBIX 3aHATHI Bcero| Cemectp
NelO
KonrakTHas paboTa Ipu NpoBeleHUN YUeOHBIX 3aHATHI (BCEro): 80 80
B ToMm uncne:
3aHATUA JEKIIMOHHOTO TUIIA 32 32
3aHATHS CEMUHAPCKOTO TUIA 48 48

3.3. O6bemM mucHUIUIMHBI (MOIYJisA) B (OpME CaMOCTOSITENIBHONW pabOThI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOydYarOMIMXCS C
MeJarorn4ecKuMU pPabOTHUKAMHU | (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTi3ariu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TpPU NPOBEIACHUU
IPOMEKYTOUHOM aTTectanuu coctapisier 100 akagemuyeckux vaca (0B).




3.4. ITpu oOy4eHnu o UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0YYeHHH, 00BEM JUCIHUIUIMHBI (MOYJIsI) MOXKET OBITh peajnu30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM paboThl 0OyJaronuxcs, a Takxke B hopme
KOHTaKTHOW padOThl OOy4YaroIIMXCA C MEJAroru4ecKuMu pabOTHUKAMHU U (WJIN)
JUIAMH, TIPUBJIEKaEMbIMH K peau3alii 00pa30BaTeIbHON MPOrpaMMbl Ha UHBIX
YCIIOBUSIX, TP MPOBEICHUU POMEKYTOUHOM aTTECTAIIUH.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |Apxurekrypa coBpemeHHbIX [{O/l. OcHOBHBIE 3JIEMEHTHI U 30HbBI

Conepxanue yaeOHOro MaTepuana:

— Knaccuduxarms 1O/] mo Hagexuoctu (Tier [—IV)

— OcHoBusbie noacucteMsl: UT-o60pynoBanue, snexkrponuranue, oxnaxaenue, CKC

— 3onupoanue LIO/1: cepBepHasi, ceTeBasi, XpaHEHUsI JaHHBIX, PE3EPBHOTO KOMUPOBAHUS
— Ionarue DMZ (nemunurapuzoBanHas 30Ha) B [{O/1

— IpuHiune! nocTpoeHus 3aumieHHoro nepuMerpa O/

2 |Mopuenu yrpo3 ¥ HapymuTels i 3amuiiearoro [HO/]

ConepxkaHue yueOHOro MaTepuaa:

— Tunsl HapymuTenei: BHyTpeHHHUI (aIMUHUCTPATOP, HHXXEHEpP, yOOPIIHK), BHEITHUHN (XaKep,
KOHKYPEHT)

— OCHOBHBIE yIpO3bl: HECAHKIIMOHUPOBAHHBIH JJOCTYII, yTeUKa JaHHBIX, 0TKa3 000pyI0BaHUS, aTaKH Ha
UHPPACTPYKTYPY

— Amnanus puckos s LIO/: metomonoruu (FMEA, CORAS)

— IIpumeps! peansHbIX HHIMASHTOB B 11O /]

— Paspabotka gactHO# Moznenu yrpo3s st KoHkpetHoro O/

3 |®usmueckas 3amuta nepumerpa [O/]

Conepxkanue yueOHOro MaTepuaa:

— IIpoekxTupoBanue BHeNIHero nepumerpa: orpaxaeHus, KIIII, cucteMbl KOHTPoOJIS 10CTyma Ha
TEPPUTOPHUIO

— I[IpoTuBOTIOXKapHBIE PAa3PBIBEI U 30HBI ABAKyaI[UN

— 3anmmra OT TPAaHCTIOPTHBIX CPEACTB (O0IapAbl, IPOTHBOTAPAHHBIE YCTPONUCTRA)

— CucTeMbl 0OXpaHHOTO ocBenieHns U BueoHabmoaenus (CCTV) Ha nepumerpe

— HHrerpanus ¢pusndeckoii 3amuTsl ¢ cucremamu ynpasienus [{O/] (DCIM)

4 |Cucrems! koHTposs gocrymna (CKY /1) 8 HO/

ConepxkaHue yueOHOro Marepuaa:

— Vnentndukanys u ayTeHTUGHUKAINA ITepCcoHaNa (IIPOITycKa, OHOMeTpHsI)

— JIByxdaxTopHas ayTeHTU(UKAIMS JIs1 TOCTYIIa B CEPBEPHBIE 3aJIbI

— YmpaBieHue 30HaMH I0CTyIIa: FPaHyJIIPHOCTH NpaB (IOMEIEHUE, CTOHKa, CepBep)




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

— DIEeKTPOHHBIC 3aMKH, TYPHUKETHI, TAMOYPBI-IILTIO3EI (MaHTPAIIbI)
— XypHanupoBaHue u ayauT cOOBITHH JT0CTyIIa

Cucremsbl BI/IIIGOHa6J'IIO,Z[eHI/IH n OXpaHHOﬁ CHUI'HaJIn3aluun

ConepxaHue yueOHOTo MaTepuana;

— Tune! kamep: [P, ananorossle, TENIOBU3MOHHBIE, TAHOPAMHBIE

— TpeboBaHUs K pa3penIeHnIo U yriaM 0030pa sl KpUTHYECKIX 30H

— XpaHeHHe BUACO3aNICel: CPOKH, 3aIlIUTa OT YAAJICHUS, IICHTPATH30BaHHOE XPAHUIIAIIE

— JleTeKuust JBIDKCHUS M aHAINTHKA (paclo3HaBaHUE JINL, 00HAPYKEHHE OCTABICHHBIX IIPEIMETOB)

— UnTterpamus ¢ CKY 1 u cucremoii oroBenieHns

I/IH)KeHepHaSI 0€30I1aCHOCTb: OJICKTPOIMUTAHUEC N KOHAUIIUOHHUPOBAHNUE

ConepxaHue yueOHOro MaTepraa;

— becniepeboitnoe anexrponutanue (VbI1): onnaitH, nMHEHO-UHTEPAKTUBHBIN, pE3EPBHBIH

— Juzens-renepaTopHsie ycraHoBKH (I'Y): 3amyck, BpeMs IepeKIioYeHus, 3a1ac TOIINBA

— Cucremsl pacupenenenus snekrpossHeprun (PDU, rPDU) ¢ moruTOpHHTOM

— MukpoximuMmat: TouHoe koHnuimonuposanne (CRAC/CRAH), xononHsIe/TOpsiaue KOPHIOPHI
— 3amuTa oT NeperpeBa, JaTINKN TEMIIEPATYPhl U BIAKHOCTH B CTOHKaX

[IporuBonosxapnast 3amura LHO/]

ConepxaHue yueOHOro Marepuana:

— PanHee oOHapy KeHHE TOXapa: acupauoHHbie TsiMoBBIe m3Bemarean (VESDA)

— Tumnel mokapoTyIIeHHs: BOJSHOE, IOPOIIKOBOE, adpo30ibHOeE, razoBoe (Novec 1230, Inergen)
— [penmymiecTBa M HEAOCTATKH T'a30BOTO MOKAPOTYIICHHS IS CEPBEPHOTO 000pyIOBaHUS

— 3oHupoBaHue cucteM noxaporywmeHus B LIOJ]

— Iponemyps! 3BaKyaIiu MepcoHaza U OTKIFOUSHIS BEHTIIIIIAN

CereBas 6e3onacHocTh [|O/l: cermeHTarus 1 MUKpOCETMEHTALIHS

ConepxaHue yaeOHOTO MaTepHuaa;

— TpagummonHas cermeHTanus ¢ ucnoibzoBanueM VLAN u ACL

— Mukpocermenraiust Ha ocHoBe nonutuk (VMware NSX, Cisco ACI, Calico)

— M3ons1us npusoKeHuil 1 cepBUCOB B IIpejiesiax OJIHOTO cepBepa

— MexceTeBble 3kpanbl HoBoro nokosreHust (NGFW) Ha rpaHuIiax cerMeHToB

— CpaBHeHHe MOAX0JI0B: (PU3UIeCKas, BUPTYAIbHAs U IPOTPAaMMHO-ONpeAessieMast CerMEHTAITIS

3amura ot DDoS-atak Ha yposue L{O/]

ConepxaHue yaeOHOTO MaTepHuaa;

— Tuner DD0S-atak: cereoit yposensb (SYN flood, UDP flood), npuknagsoii (HTTP slowloris)
— ObHnapyxenne anomanuii Tpapuka (NetFlow, sFlow, IPFIX)

— Ounctka Tpaduka (scrubbing) on-premise u cloud-based (mampumep, Cloudflare, Qrator)

— EmxocTtHOE pesepBupoBanue kanaioB cBs3n LIO/]

— AromMaTnyeckoe pearuposanue: blackholing, rate limiting, xam4au

10

OTKa30ycTOMYMBOCTH U pe3epBupoBanue B 3L1O/]

ConepxaHue yueOHOro Marepuaa:

— Konmemnmun N, N+1, 2N, 2(N+1) amst pa3HbIX MOICHCTEM

— Pe3sepBupoBanue ceTeBrIx KommyTatopoB (stack, VPC, MLAG)

— PesepBuposanne xananoB csa3u (BGP multihoming, Link Aggregation)

— Kracrepuzanus cepBepoB u CHCTEM XpaHEHHs JaHHBIX

— IInansr HenpepsBHOCTH OM3HEca (BCP) n BoccTanosnenus mocie c6oes (DRP)




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

11

I'eorpaduuecku pacnpenenerasie [{O/]. CuHXpOHU3AIUS U PETUTUKAIUS

ConepxaHue yueOHOro Marepuaa:

— AKTUBHBIN-aKTUBHBIN, aKTUBHBIM-TACCUBHBINA, aKTUBHBIN-PE3epBHBIN PEKUMBI
— CHHXpOHHAas U aCUHXPOHHAs PEIUIMKaIUs TaHHbBIX

— Split-brain npo6iema 1 Mexanu3mel e€ npenoTeparueHns (Quorum, Witness)
— 3ammmensasie kaHaisl cBa3u Mexay LIOJ] (MACsec, [Psec)

— Opkectpanus nepexmouerns Tpapuka (GSLB, Anycast, DNS failover)

12

3amura cuctem xpaHeHus gaHueix (CXJ) B O/

Conepxkanue yueOHOro Marepuaa:

— HlIndposanue Ha ypoBHe aucka, MaccuBa (SED) u Ha ypoBae CX/1

— Konrpons nmocryna k LUN u tomam (RBAC na CX]1)

— Aynaut neiictBuit ammuaucTpatopoB CXJ]

— 3amuTa ot atak Ha npotokodbl: iISCSI (CHAP), FC ( zoning, masking)

— OO6HnapyxeHne anomanwii B padote CX/I (aHOMaNbHBINA AOCTYT, YTEUYKH depe3 snapshots)

13

Bupryanu3zanus kak yrpos3a u cpeactso 3auuTsl B L{O/]

Conepxanue yueOHOTo MaTepuana:

— Pucku runepsusopa: VM escape, ataku Ha management plane (vCenter, Proxmox)

— M3omsanust BupryansHbix MammH: VLAN, VXLAN, NSX, cermenranus tpadpuka VMs
— 3amnmra ynpasisioniel ceTu THIepBu3opa

— lIndpoBanne BUPTyaNIbHBIX MalHH (B COCTOSIHUM MOKOSI U B TIAMSITH)

— OGHapyxeHue rootkit B rocteBbix OC U3 JoMeHa runepBru3opa (BCTpOSHHBIH aHTHBUPYC)

14

bezonacHocth 06maunbix u rudpuanabix O]

CoznepxaHue yueOGHOro MaTepuara:

— Mogenu otBerctBeHHOCTH (Shared Responsibility Model) ams laaS, PaaS, SaaS

— 3ammura API ynpasnenust o6maunsim LO/]

— IlepeHoc naHHBIX MEXIy on-premise u obiakom: mudpposanue, VPN, Direct Connect
— Vmpasienue unenruduxanueid (IDaaS, dhenepanus yaocroBepeHuii)

— Aynut koHdurypauuii odnadnsix pecypcos (CSPM)

15

SIEM u SOC nns 3ammumenaoro [1O/]

ConepxkaHue yueOHOro MaTepuaa:

— COop 1 HOpManu3aIys COOBITHIA: JIOTOB CEpBEpOB, ceTeBoro obopynoBanus, CKY Jl, BuneonadmoneHAs

— IpaBuna koppensun 111 o0Hapyx)enus aHomanui B L{O/]

— HUcnonp3oBanue UEBA 1151 BBISIBIEHUS BHYTPEHHUX HapyIIUTENEH
— PearnpoBanne Ha naIMAEHTH (SOAR) B nHOpacTpykType O
— Mertpuxu 3¢ pextuHoctr SOC (MTTD, MTTR)

16

3amuTa OT BHyTpeHHUX Hapymurenei B [IO/]

ConepxaHue yueOHOro Marepuaa:

— Mogenu yrpo3 oT aAMUHUCTPATOPOB, JaTa-LUEHTP UHKEHEPOB, MOAPSIIIUKOB
— Ilpuniun Hanmensnx npusuiernid (PoLP) st Bcex kareropuii nepconana
— Paznenenue anMuHUCTpaTUBHBIX poieil: cetb, CX], runepsuszop, CKY ]

— JIByxrma3oe npaBmio (iBa aAIMUHHCTPATOpa I KPUTHIECKHUX JIEHCTBUI)
— MOHHUTOPHHT cecCHil aIMUHICTPATOPOB (session recording, jump Servers)




4.2. 3aHATUS CEMUHAPCKOTO TUNA.

JlaGopatopHbie pabOThI

/o

HaumenoBanue nabopaTopHbIX paboT / KpaTKoe cofepxaHue

Omnpenenenne HazHaueHus LO/]

B pesynprarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYISHT MOTYYIHT HaBBIKK Kiaccudukarmu [{O/] mo
yposasiM HagexHoCcTH (Tier [—IV) 1 HazHa"eHMIO (KOPIIOPATHBHEIHN, KOMMEPUECKHil, 00ITadHbIH,
TOCyapCTBEHHBIH), POPMHUPOBAaHUS TEXHUIECKOTO 3a1aHus Ha nnpoektupoBanue 3L[O/] ¢ yueTom
TpeOoBaHui1 3aKa34MKa 1 OTPACICBOM ClIeHN(BHKH, a TAKKE HAaBBIKM COCTAaBIICHHSI HAYYHO-TEXHHYECKOTO
OT4YeTa M0 pe3ysIbTaTaM aHallu3a.

Nnentudukanus aktueoB 11O/l 1 mocTpoeHre MOJEIH YyIpo3.

B pesynbTaTe BRITOTHEHHS Ta0OPATOPHOH pabOTHI CTYJEHT NMOIYYNUT HaBBIKM HHBCHTapU3aluN
WHPOPMAIMOHHBIX U pU3NIeckuX akTuBoB 3ammmeHaoro L{O/1 (cepsepsr, CX]l, ceTeBoe 000opynoBanue,
cucremsl oxnaxkaenust, CKY 1), unentudukammm yrpos st KakJoro akTHBa C HCTIOJIb30BAHUEM
metononoruit (FMEA, STRIDE), noctpoennst Moaenu HapyImuTels (BHYTPSHHNH, BHEITHUH, CITy9aliHbIH),
a TaKke oopMIIeHUS pazaena « MoJens yrpo3» B MPOEKTHOH JOKYMEHTAINH.

Pa3pabotka nonutuku usndeckoit 6e3omnacuoctu LHO/.

B pesynbraTe BhINONHEHHS 1a00paTOPHOM pabOThI CTYAECHT HOMYYUT HaBBIKU MPOEKTUPOBAHUS
nepumetpanbHoi 3amutel L{O/] (Bei6op THma orpaxnenusi, KIIII, 301 nocMoTpa), onpeneneHus ypoBHei
JIOCTYTIA B 30HBI (CepBepHasi, CeTeBast, aIMUHICTPATUBHAS, MH)KEHEPHAs), COCTABIICHHS MOJTUTHKA
KOHTPOJISI TOCTYTIA TIEPCOHAJIA H TTOCETUTENICH, a TakXKe pacdeTa HeOOXOIMMOTO KOJIHYEeCTBa TIOCTOB
OXpaHBI U TOUEK BUACOHAOIIOICHHS.

[IpoextupoBanue cucreMsl KoHTpOJst Joctyna (CKVY 1) mist cepBepHOii.

B pesynprare BRIIOITHEHUS 1a00PaTOPHOI pabOThI CTYICHT MOJYYHUT HABBIKK BBIOOpA THUMA
uneHtudurkaropos (npomycku, PIN-kox, Gnomerpusi) asst pa3Hbeix kareropuii nepconana 1{O/], Hactpoiiku
MpaB AOCTYIa HA YPOBHE JIBEpEH, CTOEK U OTAEIBbHBIX cepBepoB (IP-KOHTpoOIIIepH!, CYUUTHIBATEIHN Ha
CTOMKAaX), MPOEKTUPOBAHUS MaHTpamna (TaMOyp-1IJIr03a) JJIsl BXOJla B CEPBEPHBIHN 3aJ1, a TAaKXKe HaCTPOUKH
ayaWTa COOBITHH JIOCTYNA B pEalbHOM BPEMEHH.

Hacrpoiika cucremsr Buneonadbmoaenns (CCTV) mst kputnaeckux 308 LIO/I.

B pe3ynpraTte BRINOIHEHUS Ta00paTOPHOIT pabOTHI CTYJCHT MOJTYYIHUT HABBIKM pa3MeEIIeHUs KaMep
BUICOHAOITIONICHNS B CEPBEPHOIL, 30He BBo/Ia Kabeneil, momenieany ¢ MBIl u amMHHUCTpAaTHBHOM 30HE C
Y4eTOM YTJIOB 0030pa M OCBEIIEHHOCTH, BBIOOPA MapaMeTPOB 3alUCH (pa3pelieHne, 4acToTa KaJpoB, CPOK
XpaHEHWs1), HACTPOUKH JETEKIIUHU JIBIDKEHUS U AaHATTUTUKY (pacro3HaBaHKe UL, 0OHapy>KeHUE
OCTaBIIEHHBIX MPEMETOB), a Takke UHTerpanuu Buaeonadmoaenns ¢ CKY 1 1y npuBsS3ku coObITHI
JIOCTYTIA K BHJCOPSY.

Pacuyer cuctembl 6ecriepeOOHOT0 3JEKTPONIUTAHUS U PE3EPBUPOBAHHUS.

B pesynbTate BBITIOIHEHHS 1a00PATOPHOH pabOTHI CTYEHT MOJIYYHUT HAaBBIKK pacdera norpediaseMon
MOIIIHOCTH CEpBEPHOT0 000py0BaHusI (110 ITACTIOPTHBIM JIAaHHBIM HMJIH 3aMepaM), Beioopa MBI ¢
Tomosioruert ornaiH (double conversion) ams obecnedeHus 3aUTHI OT TPOBAJIOB HANIPSDKEHUS,
MIPOEKTHPOBAHUS pe3epBHOTo nmuTaHus oT JI'Y ¢ yueToM BpeMeHH 3aITycka i eMKOCTH TOIUTMBHOTO 0aka,
pacueta ypoBHeii pezepupoBanus (N+1, 2N, 2(N+1)) ans pa3HbIX KaTeropuii Harpy3oK, a TakxKe
HaCTPOMKU MOHUTOPHUHTA 3jeKTponuTanus yepes3 rPDU.

HpO@KTI/IpOBaHI/Ie CHUCTEMBI OXJIAKIACHUA U MOHUTOPUHI'a MUKPOKJIMMATA.

B PE3YIbTATC BBINIOJHCHUSA na60paTopH017I pa6OTLI CTYACHT NOJYUYUT HABBIKHU pacy€Ta TCIJIOBLIACICHUA
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CEPBEPHOTO 000PYIOBAHMUS, BEIOOPA CXEMBI OXJIAXKICHHS (XOJIOIHBIE/TOpSIre KOPUIAOPEI,
KOHTeHHepu3aIys), pa3MeIleHus JaTYNKOB TeMIepaTyphl U BIAXKHOCTH Ha YPOBHE CTOEK, HACTPONKHU
cucreMbl npenu3nonHoro kouaumonuposanus (CRAC/CRAH) ¢ pesepBupoBaHueM, a Tak)ke HACTPOHKH
MOPOTOB CpabaThHIBaHUS aBapUITHOW CUIHAIN3AIMHU MIPU IPEBBIILICHUN TEMIIEPATYPHI.

HaCTPOﬁKa CHUCTEMBI I'a30BOI'0 IIOKAPOTYIICHHUA U aCIITMPAllMOHHOI'O I[bIMOO6H&py>K€HI/I$I.

B pesynbTaTe BBIIOIHEHHS J1a00PAaTOPHOH pabOTHI CTYISHT MONYYHT HABBIKH BHIOOPA THIIA OTHETYILALIETro
BermectBa (Novec 1230, Inergen, aproH) asisi cepBepHON C JOPOTOCTOAIINM 000PYIOBAHHEM,
NPOSKTUPOBAHHUS 30H IIOKAPOTYLICHHS U pacyeTa HeoOXoquMoro oobeMa ra3a, HaCTpOHKH
ACTIMPaMOHHBIX NBIMOBBIX m3Bemareneit (VESDA) ¢ pa3HeIMH ypOBHSAMH 4yBCTBUTENbHOCTH (Alert,
Action, Fire), cocraBnenus nporeaypbl 3Bakyaluy repcoHaia u OTKII0UEHHS BEHTWISINY, a TAKXKe
MPOBEIECHUS TECTOBOTO 3aIycKa CHCTEMBI (MO/ICIMpOBaHe 0e3 oAauH ra3a).

Cermentanus cetu IO/ ¢ ucnonszoBanuem VLAN 1 MUKpOCErMEHTAIMU.

B pesynbTate BRITOTHEHHS Ta00PAaTOPHOH pabOTHI CTYJEHT MOIYYHUT HAaBBIKM POCKTUPOBAHUS CETEBOU
tononoruu LIO/] ¢ BeiaenenneM DMZ, BHyTpeHHEN CEpBEPHON CETH, CETU YIPABIEHUS U CETU PE3EPBHOTO
KommpoBaHus, HacTpolku VLAN Ha KOMMyTaTopax ypOBHS paclpeaeieHus, CO3AaH s MOJIUTHK
MHUKPOCETMEHTAIIH ¢ TIOMOIIBIO TPOrpaMMHO-0npeaersieMoi cetu (Hanprmep, VMware NSX i Cisco
ACI) ns n301sIMMH OTAETBHBIX MIPUIIOKEHNH, a TAKXKe IPOBEPKH MPOXOAUMOCTH Tpaduka Mex Iy
CErMEHTAaMHU C TIOMOILBIO CKaHepa MOPTOB.

10

Hacrpoiika IDS/IPS nns o6Hapyxenus atak BHyTpu LIO/].

B pesynbTraTe BhINONHEHHUS 1a00paTOPHOM pabOThI CTYJEHT HOTYYUT HABBIKU pa3MeIeHus ceHcopoB IDS
(manpumep, Snort nm Suricata) Ha 3epKabHBIX TOPTaX KOMMYTAaTOpOB B KioueBbIX Toukax 1O/ (Ha
rpaHuIe cerMeHToB, nepea CXJI), HamucaHus CUTHATYP AJs 0OHApYKEHHS TOPU30HTAIBHOTO
nepeMeIeH s (HapuMep, CKAaHMPOBaHHUE IOPTOB MEXIy BUPTYaJIbHBIMU MAIIMHAMH), HACTPOHKH
AaBTOMATHYECKOH M30JSIIUU CKOMIIPOMETHPOBaHHOTO cepBepa (depe3 APl kommyTtaTopa), a Takke aHaIM3a
JIOXKHBIX CpabaThIBaHUII B BBICOKOHATPYKEHHOM cpefie.

11

Pe3epBHoe KOIMUPOBAHUEC U BOCCTAHOBJICHNUC B l"eOl"paq)I/I‘-ICCKI/I pacnpeaciCHHOM L[OI[

B pe3synprarte BRIIOIHEHUS 1a60paTOPHOI pabOThI CTYACHT MOIYYHUT HABBIKM BBIOOPA CXEMBI PE3epPBHOTO
Konuposanus (nosiHoe, auddepeHnnanbHoe, HHKPEeMEHTHOE) sk KpuTHueckux 06a3 nanubix IO/,
HACTPOWKU CHHXPOHHOW U aCHHXPOHHOH PETUTMKAIIIH MKy OCHOBHEIM U pesepBHBIM L{O/] (Hampumep,
gepe3 DRBD umu NetApp SnapMirror), TecTupoBaHus mporenypsl BocctanoBnenus (failover/failback) 6e3
OCTaHOBKH OM3HEC-TIPOLIECCOB, a TaKKe pacdera 1eneBbix nokasareneil RPO u RTO amnst pa3HBIX KiaccoB
JTAHHBIX.

12

[[IndpoBanune nanHbIX Ha qUckax U B cuctemax xpanenus (CX]1) O

B pe3synpTarte BRIIOIHEHUS 1a60paTOPHOIT pabOThI CTYCHT MOJTYYHUT HABBIKH BKIIFOUEHUS aNapaTHOTO
nmposanust Ha SSD ¢ unrepdeiicom SED (Self-Encrypting Drive), HacTpoiiku mudpoBaHusS TOMOB Ha
yposae CX/1 (Hanpumep, ¢ ucnons3oBanneM AES-256), pa3BepTeiBaHUS cepBepa yIPaBICHUS KIIOYaMH
(KMIP) miist ieHTpanu30BaHHOW pOTALIUH KITIOYEH, IPOBEICHISI aTAKU HA U3BJICUCHHE JIUCKA M3
paboTaromieli cucremMsl (MOJETMPOBaHNE KPaXku (PU3NUECKOTO JINCKA), a TAK)KE ayIuTa COOBITHI 10CTyIa K
3amM(pOBaHHBIM TOMaM.

13

HacTtpoiika cucremsl o6Hapyxenus BHyTpeHHux Hapymmteneit (UEBA) B HO/.

B pesynbrare BeIMOTHEHHS Ta00PATOPHON pabOThI CTYACHT MOJYyYUT HABBIKK cOOpa TOBEIEHIECKUX
MeTpuK amMuHuCcTpaTtopoB IO/ (Bpems BXoaa, THITUYHBIE KOMaH b, 00EM BBITPYKEHHBIX JAHHBIX ),
HACTPOHKHU NpouiIet HOPMaTbHOTO MOBEACHUS sl Kak10i ponu (ammuauctpatop CXJI, ceTeBoit
WHXXCHEP, HHKEHED TUIIEPBU30Pa), BBISIBICHUS aHOMAIMH (HalIpuMep, BXO B 3 4aca HOYH WIIH
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KONMPOBaHNE KOHPUTypanui KOMMYTaToOpa), a TAKKe HACTPOMKH aBTOMAaTHIECKOH OJIOKHPOBKH CECCHH
IPY NPEBBIIICHUN TIOPOTa PUCKA.

14

Aynaut coorBerctBus 3L1O/] Tpe6oanusm PCI DSS (a1t 06paboTku miaTexHbIX
JTAHHBIX )

B pesynbTaTe BBIIOIHEHMS JTa00PaTOPHOU pabOTHI CTYyJCHT HOJYYUT HABBIKU IPOBEPKHU BHITOTHEHUS
KOHTpOIbHBEIX MyHKTOB PCI DSS, otHOCAITIXCS K prm3mueckoit 6ezonacHocty IO/ (TpeboBanwmst 9),
3aIUTe CEeTeBOM MHPPACTPYKTYPHI (TpeboBaHue 1), mmdppoBaHIIO TaHHBIX KapT (TpeboBanue 3),
MOHHTOPHHTY nocTyna (TpeboBanue 10), cOCTaBICHUS OTYETA O HECOOTBETCTBHUAX C MPUOPUTU3ALUCH 110
KPUTHYHOCTH, a TaKXKe pa3pabOTKH ITaHa KOPPEKTUPYIOLIMX MEPONPHATHIL C yKa3aHHEM CPOKOB.

15

Pa3zpaboTtka mana HenpepbiBHOcTH Ou3Heca (BCP) u Boccranosnenns (DRP) mst LIO/I.

B pesynbTaTe BINOIHEHHS 1a0OPATOPHOM pabOTHI CTYJCHT MMOJIYYUT HABBIKU ITPOBEJICHUS aHATN3a
Bo3eiicTBUs Ha OusHec (BIA) nns onpenenenus kputnueckux cepsucoB LIO/I, coctapnenus npouenyp
nepexirodeHus Ha pesepsrblil O/ (pygHOe, ToTyaBTOMaTHIECKOE, aBTOMAaTHIECKOER),
JIOKYMEHTHPOBAHUS POJIEH M OTBETCTBCHHOCTH B aBapUITHON KOMUCCHH, IPOBEACHUS KOMAaHIHO-IITAOHOTO
yaeHus (TabIrIeHOe MOICTHPOBAHNE) TI0 CIICHAPUIO 0TKA3a AIIEKTPOIUTAHMS, a TAK)KE pacueTa
(hmHAHCOBHIX TTOTEPH OT Tpoctost LIO.

16

Nurterpanus SIEM s nieHTpann3oBaHHOr0 MOHUTOpUHTa O6e3omacHoctr [TO/].

B pesynbraTe BhINONHEHUS 1a00paTOpHOM pabOTHI CTYIEHT MOJIYYUT HABBIKU MOAKIt0ueHus K SIEM -
cucreme (Harpumep, ELK Stack, Splunk nnn MaxPatrol) ncrounukos co6situii: 1oros CKVY/I,
BUJICOPETHCTPATOPOB (TOMCK COOBITHH B 3anucsix), MBII, cucrem oxnaxaeHus:, cereBoro 000pyJ0BaHus U
THIICPBU30pa, HAMCAHMS IPaBHUI KOPPEISINH (HAIlPpHIMeEp, OTKPHITHE ABEPH CEPBEPHOH + OTCYTCTBHE
KapTsl foctyna + asmwkeHne B CCTVy), coznanus namobopaa Uit MOHUTOPHUHTA COCTOSTHHS
sammimeHHocty 1{O/] B peanbHOM BpeMEHH, a Tak)Ke HACTPOHKH aBTOMATHYECKOTO CO3/IaHUs THKETA B
Service Desk mpu 00HapyKeHIH UHIIAICHTA.

17

[TpoexTupoBanue cepBepHOil KOMHATHI U pacueT sHeprodddexrusoctu (PUE)

ens: Hayuntbes paccunthiBaTh noTpedHOCTH [1O/] B 91€KTPOIHEPTUH B OXJIKIEHUH, & TAKKE
ontumusupoBath koaddunment PUE (Power Usage Effectiveness).

3aganne: CTyAeHTaM BBIIACTCS! BBOAHAS 110 KOJIMYECTBY CEPBEPOB, NX TEIUIOBBIICICHHUIO U THITY CTOCK.
Heob6xoanmo paccunrars TpeOyeMylo MOITHOCTh KOHANIIMOHEPOB, CIIPOEKTHPOBATH «XOJIOIHBIS/TOPSIINE»
KOPHJIOPHI ¥ TIPEUIOKUTH Mepbl 1o cHmxeHnto PUE (Hanpumep, ncnons3oBanue GpUKYyIHHTA HIIH
JKUJKOCTHOTO OXJIXKACHHS).

18

[Toctpoenwue cereBoit apxutekTyphl Data Center Fabric (Leaf-Spine)

Henp: [ToHATH pa3HUIY MEXKAY KIACCHYECKON TPEXYPOBHEBOH CETHIO I COBPEMEHHOI apxuTekTypoii Leaf-
Spine, ucnonp3zyemoii B IIO/I.

3ananue: CrpoekTrpoBaTh ceTh Tonosorun Leaf-Spine. Hacrpouts npotokosns! mapupyrusanuu (BGP
EVPN i OSPF/ECMP) st obecrieuenus paBHoOLeHHBIX yTed (Multipath) n oTcyTcTBHS NIeTelns.
[IpoBepHUTh CXOANMOCTD CETH MPH OOPBIBE JIMHKA MEX/y KOMMYTaTOpaMu.

19

Asromaru3zanus uappactpykrypsl LIO/] (Infrastructure as Code)
Iens: HayuuThest ynpaBiaTh KOHQUTYpAIUSIME COTEH CEPBEPOB 0€3 PYyIHOTO BMEIIATEIHCTBA.

3anmanue: Hanmcarte mieitOyku (playbooks) vy CKpUMTHI 17151 aBTOMAaTHIECKOTO pa3BEPTHIBAHUS U
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Hactpoiiku y3noB [{O/]. Hampumep, aBTOMaTHYIEeCKast ycTaHOBKA THIIEPBU30PA, HACTPOITKa CETEBBIX
uHTep(ECOoB, MOAKIIOUCHNE K IOMEHY U YCTaHOBKA aréHTOB MOHUTOPHUHTA.

20

Pa3BeprriBanue u aAMUHUCTpUpPOBaHUE Kiactepa Kubernetes

Lenp: OcBOUTH COBPEMEHHBIE MOJIXO/IbI K OPKECTPALMM KOHTEHHEPOB, KOTOPBIE CTAJIHM CTAaHIAPTOM IS
coBpemenHbIx [JO/I.

3amanwme: Pa3zsepHyTh Kiactep Kubernetes (Hanpumep, ¢ momomtsio kubeadm mmm k3s). Hactpouts
Ingress-koHTpoILIep, pa3BepHYTh OTKA30yCTOHYHBOE BEO-TIPHIIOKEHUE, COCTOSIIEE U3 HECKOJIBKIX
MHKPOCEPBHCOB, M HACTPOUTH aBToMacitabupoBanue (HPA) B 3aBUCHMOCTH OT Harpy3KH.

21

Hactpoiika kommexkcHoro Moautopuara u DCIM-cucremsl

Lens: HayunTthbes coOupaTh TEIEMETPUIO KaK € IIPOrPaMMHOTI0, TaK U ¢ (PU3MYECKOTO YPOBHS
000pyI0BaHUs.

3ananue: Pa3BepHyTh cTek MOHUTOpHHTA. HacTpouTts cOop MeTpuk ¢ BupTyanbHbix MammH (CPU, RAM,
Disk I/0) u ¢ pusuueckoro obopynoBanus mo mpotokory SNMP/IPMI (Temmeparypa B cTolKax,
sHepromoTpediIeHue, cratyc 6J10koB nmutanus). Co3aaTh JanOopaAsl M HACTPOUTH ANEPTHI.

22

Opranu3anus pe3epBHOr0 KOMMMPOBAHUS U aBapuitHOro BocctanoBieHus (DR)

Lens: U3yuuts ctpaterun obecnedenus HenpepbiBHOcTH Ousneca (RTO u RPO).

3ananue: HactpouTs cuctemy pesepBHOro KonupoBanus (Hanpumep, Veeam Backup & Replication mmu
Proxmox Backup Server). Co3nath 3a1anust JJisi HHKpPEMEHTAIIBHBIX M HOJHBIX 09KanoB. OTpaboraTh
cueHapwuii Instant VM Recovery (MraoBenHoro noausatis BM HanpsiMyro ¢ O3kamna) u perunkanun BM Ha
yIaJICHHYIO IUIOLIAIKY.

23

Brenpenrne MUKpOCErMEHTAITUH CeTH IS 0€30ITaCHOCTH padOYNX HArPy30K

Henb: OcBouth npunnuibl Zero Trust u 3ammts! ot lateral movement (miepeMeiieHUs 3710 yMbIIILIICHHUKA
BHyTpH LIO/]).

3amanue: HactpouTs pacipeaeneHubiii MexcereBoit akpan (Distributed Firewall). Co3narts npasuia,
KOTOpBIE 3alPEIIArOT IPSIMOU JOCTYI MEKJY BUPTYaabHbIMU MAIIMHAMU B Pa3HbIX KOHTYpax
6€30MacHOCTH, IaKe €CIIM OHHM HAXOJSITCSI B OJIHOM (DM3UUECKO# CTONKE WITH Ha OJIHOM THIICPBH30PE.
Pazpeumnth TpaduK TOJIBKO M0 MPUHIKIY "HEOOX0AUMO U ocTaTouHO" (Hanpumep, Tosibko nopt 80/443
0T OaJlaHCHPOBIIMKA K BeO-CEpBepyY).

24

[Iporpammuo-onpenensiemsle cetd (SDN) u oBepineiinbie cetu (VXLAN)

Lenp: M3yuuts TeXHOIOTHM a0CTParnpoBaHuUs CETH OT (PU3NIECKON HHPPACTPYKTYPHI.

3amanne: CripoekTrpoBaTh oBepieitHyio cets VXLAN, mo3Bossronyro pactsarusats L2-gomensl (VLAN)
noBepx L3-unppacrpykrypst IO, [ToakIr04nTs BUPTYATBHBIC MAIIMHBI U3 PA3HBIX (PU3HUYSCKUX
JIOKAIUi K OJHOM JIOTMYECKOH MOJCETH.

4.3. CamocrosiTenbHas paboTa 00y4aroImmuxcs.
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Bun camocrositensHo# paboTh

PaboTa ¢ neKIMoHHBIM MaTepUaIOM

[Toxnroroska k 1abopaTOpHBIM paboTam

Brimonnenune kypcoBoit paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

gl B W N -

IIoarororka k TCKYLIEMY KOHTPOJIIO.




4.4. ITpumepHbIN NIEpeUeHb TEM KYPCOBBIX padOT

1. TlpoextupoBanue otkazoyctotuuBoro IIOJl ypoBusa Tier III gus
KOMITaHUU

2. Onrtumumzanusa sHeproa@dextuBHoct (Green DC): mopepHuU3anus
CHUCTEMBI OXJIaKAeHU Wi cHukenus:t PUE

3. IIpoexktupoBanue cetu nepudepuitnpix Beruucienuit (Edge Computing) u
Mukpo-1{O/] nist pacnpeneneHHoOM GrMamsHON CeTH

4. Pazpaborka apxuTekTypbl yacTHoro obOmnaka ([aaS) na ©0aze
runepkoHBeprenTHoi nHppactpykryps (HCI)

5. IIpoextupoBaHHEe  BBICOKONPOU3BOJUTEIBHOTO  BBIYUCIUTEIHHOIO
kiactepa (HPC/GPU) nns 3agau mammaHOTO 00yuenust u MU

6. Pa3paborka xopnopatuBHOM TmuiaTdopmbl KoHTelHepusanuu (PaaS) Ha
0a3e Kubernetes

7. IlpoexktupoBanue rudpuaHoro odnaka: uHTerpauus jgokaiasHoro O/ ¢
nyOTUYHBIMUA 00JIaYHBIMU MPOBalIepaMu

8. Mogepumzanusa cereBoit uHppacTtpykrypel I[OJl: mnepexon Ha
apxutektypy Leaf-Spine ¢ npumenenunem SDN

9. TlpoekTupoBaHHE BBICOKOMPOU3BOAUTEILHON CETU XpaHEHUS JTaHHBIX
(SAN)

10.  IIpoekTupoBaHWE  CHCTEMBI  PE3EPBHOTO  KOMUPOBAHHSI U
JIOJITOBPEMEHHOTO apXUBUPOBAHUS TAHHBIX

11. Pa3pabotka apxutekTypsl Oe3onacHoctu 1[OJ] Ha ocHOBe KOHIIEMIINU
Zero Trust u MUKpOCErMEeHTaluU

12. Baenpenue cuctemsl ynpasienus unppactpykrypoit O/l (DCIM) nns
ABTOMATHU3allM MOHUTOPHUHTA U YIIPABIICHUS pECYypCaMU

5. IlepeueHp wu3NaHMI, KOTOpPHIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).
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7. llepedyeHb JNHIICH3UOHHOTO ©  CBOOOJHO  PaCHPOCTPAHIEMOTO
MpOrpaMMHOr0 OO€CTedYeHus, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOT0 JIJI OCBOCHHMS TUCITUTIIIUHBI (MOTYJIs).

Microsoft Windows

Microsoft Office

becinatnoe wucnons3oBanre (GNU LGPL FAR manager. becmiatnoe
ucnosibzoBanue (BSD)

8. Omnucanue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYILECTBJICHUSI 00pa30BaTEIbLHOrO Mpoliecca Mo TUCIUILUINHE (MOIYIIIO).

Jns mpoBeneHHS ayJUTOPHBIX 3aHATHH M CaMOCTOSITEIBLHON pabOThI
TPeOYIOTCS:

« PabGouee MecTto mpernogaBaTesisi € TEPCOHAIBHBIM  KOMIIBIOTEPOM,
noakIr04Y€HHBIM K ceTsiM INTERNET

* Coeuuanu3upoBaHHAs  JIEKIIMOHHAS  ayAUTOpPUs C  MYJbTUMEIHUA
arnrnapaTypov U HHTEPAKTUBHOM JTOCKOM.

» KoMmmnbroTepHblil kjlacc ¢ KoHauImoHepoMm. Paboure mecTta CTy/IEHTOB B
KOMITBIOTEPHOM Kiiacce, NoAkItou€HHbIEC K ceTaM INTERNET

Jl1st mpoBenieHus 1abopaTOpHBIX paboT:

* KOMIIBIOTEPHBIA KJIACC; KOHIUIMOHEDP; KOMIIBIOTEPHl ¢ MHUHHUMAJIbHBIMU
TpeOOBaHUSIMU

9. ®opma MPOMEKYTOUYHOM ATTECTALNU:

3auet B 10 cemectpe.
KypcoBas padota B 10 cemectpe.

10. O1rieHOYHBIE MaTEPUAITBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON

aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOIICHT, K.H. Kadeapbl
«BprayuciauTeIbHbIE CUCTEMBI U
KBaHTOBBIC KOMMYHUKAITUI

CoryiacoBaHo:

3asenytommii kadeapoit BCuKK

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUU

SI.M. T'ongoBckui

Bb.B. XKeneukosB

H.A. AunpusiHoBa



