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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lens - dopmupoBanne y 00y4aeMbIX 3HAHWKA B OOJACTH TEOPETHUCCKHUX
OCHOB MH(GOPMAIIMOHHON 0€30MaCHOCTH U HABBIKOB MPAKTUYECKOTO 00eCTIeueHus
3aIUThl KHPOpMAMKU U OE30IaCHOTO KCIOIb30BaHUS MPOrPAMMHBIX CPEJICTB B
BBIYHMCIIUTEIBHBIX CUCTEMAX.

3ajayn — HAYYUTh CTYJICHTOB:

- [lTornMats cymHOCTHh HHPOPMAITMOHHOW 0€30TTaCHOCTH;

-IloHnMaTh  TPUHIUIIEI ~ OpPTraHW3AIlMK  3alUThl  WHGOpMAIMK  Ha
MPEANPUATHSX;

-BbIsSBISITE OCHOBHBIE BU/IBI YTPO3 HHPOPMALIMOHHOM 0€30MacHOCTH;

[IpuMeHATh TpOrpaMMHO-aNIapaTHbIE CpeACTBa JJsi  oOecreyeHus
UHGOPMAITMOHHON O€30MaCHOCTH

2. Ilnanupyemsie pe3yibTaThl 00yYEHHUS O TUCUUILIUHE (MOIYIIIO).

[lepeyenr GopMHUpPYyEeMBIX pe3yJbTaTOB OCBOCHHSI 00Opa3oBaTEIbHOM
porpamMmbl (KOMIIETEHIIUI) B pe3ysibTaTe 00yUYeHHUs M0 AUCIUILTUHE (MOIYIIIO):

IIK-3 - CnoocoGeH  OCYMmIeCTBISATH  pa3pabOTKy  TpeOOBaHWUU U
MIPOCKTUPOBAHKE MPOTPAMMHOTO 00CCTICUCHHST;

IMIK-8 - Choocoben  oOecrieyuBaTh  3allUTy  WHPOpMAlUU B
aBTOMATU3UPOBAHHBIX CHUCTEMAaX B MIPOLIECCE UX DKCIUTyaTalluu;

IMK-9 - Cnocoben oOecrieunBaTh WHGOPMAIIMOHHYIO 0€30MacHOCTh Ha

ypoBHe b/I.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, 4YTo Mo ero pe3yJibTatam
oOyyatoruiicst Oyier:

3HATD:
OCHOBHBIC TIOHATHUS U MPUHIUITBEI H”HPOOPMAITMOHHOM 6€3011aCHOCTH
OCHOBHBIE ITA0JIOHBI M TTapaMeTPhl 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM

Ymern:

OcyIecTBIIATh ayJIUT MPUMEHSIEMOro mojib3oBaTesiMu [10 ¢ momoIbo
NOJIMTUKH yripaBieHus npuioxeHusimu AppLocker B Windows 10

Pabotats ¢ ¢ cucteMoil oOHapy)eHHsI aTak Snort U CETEBBIM aHAIM3aTOPOM
Wireshark mis BeIsBIIEHHS M aHAIM3a CETEBBIX aTAK

HactpauBate OCHOBHBICE MIAOJIOHBI W  MapaMeTpbl  OE30MaCHOCTH
KOMITBIOTEPHBIX CHCTEM

Co3nmaBath MW aHAJIM3UPOBATh JIMYHBbIE 0a3bl JaHHBIX I[apaMeTpOB
Oe3omnacHocTH B ocHacTke Security Configuration and Analysis 5



Baanern:

HaBBIKOM aHAJIM3a CETEBBIX PECYPCOB C UCMOIB30BAHUEM YTHIIMTHI NMap

HaBBIKAMUA HACTPOMKM W TPHUMEHEHHS TIOJWTUK O€30IacHOCTH B
oreparoHHbIX cuctemax Windows

HaBBIKAMU PEarpOBaHUs Ha CETEBbIC aTaKU

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOYJIS).

OO6mast TpyIOEeMKOCTh AMCHUIUIMHBI (MOayJisg) coctaBiser 3 3.e. (108
aKaJIeMUYECKUX yaca(oB).

3.2. O06bem pguctuIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peau3alii 00pa30BaTEIbHON MPOrpaMMbl HA UHBIX YCIOBHSIX,
IIPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo
Tun y4eOHbIX 3aHATUN facos C
Bcero oM
Neb
KonTakTHas pabota nmpu poBeIeHUN YUEOHbIX 3aHATUHN (BCETO): 64 64
B ToM uucne:
3aHATHSA JIEKIIUOHHOTO TUIA 32 32
3aHATHSI CEMUHAPCKOTO TUIIA 32 32

3.3. O6bemM mucHUIUIMHBL (MOIYJiA) B (OpME CaMOCTOSITENIbHONW padOoThI
oOydJarormxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYarommxcsi C
nearoruaeckKuMu paboTHUKAMHU U (WITH ) JIUIIaMU, PUBIIEKAEMBIMH K peau3aiiu
o0pa3oBaTeNpHOM MpOTrpaMMbl HAa HWHBIX yCIOBUSIX, TPH TNPOBEIACHUU
MIPOMEKYTOUHOM aTTeCTAllMM COCTaBIsAET 44 akaleMHUUECKUX yaca (OB).

3.4. ITpu oOy4eHnu o UHAUBUAYAJILHOMY YYEOHOMY IJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Yy4YeHUHU, 00BEM JUCITUTUTHHBI (MOIYJIsI) MOXKET OBITh peasii30BaH
MTOJTHOCTHIO B (pOpME CaMOCTOSITENIHbHON pabOThl 00yUaroOMuXCs, a Takke B (hopme
KOHTaKTHOU pabOThl O0ydYarONMXCs C MEAAarorudeckKuMu pabOTHUKaMU U (UJTN)
JUIAMH, TIPUBJIEKaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOTrpaMMbl Ha WHBIX
YCIIOBUSIX, TIPH MTPOBEICHUHU TPOMEKYTOUHOU aTTECTAIIHH.

4. ConepxaHue JUCUUILIAHBI (MOIYJIA).




4.1. 3aHATHSA TEKIIMOHHOTO THUIIA.

r]:l/-gn Temaruka JTEKIIMOHHBIX 3aHATHH / KpaTKOE COJepKaHUE
1 |OcHoBHbIE MOHATHA UHPOPMALMOHHON O€30MaCHOCTH
PaccmarpuBaeMbIe BOIIPOCHL:
-Unenrudukanus
-AyTeHTHhHUKAIMUS
-NudopmanmonHas rurueHa
-3amyra vHpOpMan
2 |Muadopmanuonnas 6ezonacHocTs B cucteme Windows
PaccmarprBaeMbIe BOIIPOCHL:
-Hacrpoiika ma61oH0B 6e30nmacHoctH (Security templates) B Windows 10
- AHanm3 W HacTpoiika mapameTpoB 6e3zomacHocTH B Windows 10
- Ayaut npuMmeHsieMoro nons3oBaTersiMu [10 ¢ MOMOIIBIO ONMUTHKY YIIPABICHUS TPHIOKESHHAMHA
AppLocker B Windows 10
3 besomacHocTE cereit
PaccmaTtpuBaeMble BOIIPOCHI:
- AHaITU3 CeTeBBIX PECYPCOB C HCIOIB30BAHHEM YTHUIIUTBHI NMap
- Pabora c cucremoii oOHapykeHHS aTak Snort
- Pabora ¢ cereBbM anammzaTtopom Wireshark
4.2. 3aHATUSI CEMHUHAPCKOTO THIIA.
HpaKTI/ILIeCKI/IC 3aHATHUA
Ne
i TemaTuka MpakTUYECKUX 3aHATUNA/KPATKOE COJEPIKAHNE
1 |Uudopmanmonnas 6e3onacHocTh B cucreMe Windows
PaccmarpuBaembie BOIPOCHL:
-Hacrpoiika mab10H0B 6e3omacuoctu (Security templates) B Windows 10
- AHaJiu3 1 HacTpoiika napamerpoB 6e3onacHoctu B Windows 10
- AyauT puUMeHsAeMOoro nonb3oBaTenssMu [10 ¢ MOMOIIbI0 TOTUTHKY YIIPABICHNS IPUI0KEHUSIMH
AppLocker 8 Windows 10
2 |be3omacHocTh cereit
PaccmarprBaeMbIe BOIIPOCHI:
- AHaJIM3 CeTeBBIX PECYPCOB C HCIOJIb30BAHUEM YTHIIUTHI NMap
- Pabota ¢ cuctemoii oOHapy»)eHusl aTak Snort
- Pabora c cereBbiM aHanmu3atopom Wireshark
4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.
Ne
Bun camocrositensHoil paboTh
/T
1 |Pabota c yueOHOI muTepaTypoit

IIoarororka k HpOMC)KyTO‘-IHOﬁ aTTeCTaluu.

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.




5. Ilepeyenr wu3naHuM, KOTOpPBIE PEKOMEHIYETCSl MCHOJIb30BATh MPHU

OCBOCHUU JUCHUIUIUHBI (MOAYJIA).
Ne
/i
1 | dpoukun B. U Madopmanrionnasi 6€30MacHOCTb: https://e.lanbook.com/book/132242
Y4eOHuk 1t By30B. M31aTenbcTBO « AKaieMHUYeCKUI
[Tpoex™» - 544 ctp.- 2020

2 | Hecrepos C. A. OcHOBbI HHGOPMAIIOHHOM https://e.lanbook.com/book/165837
6e3onacuoctu. M3narensctBo "Jlans"-324 ctp.- 2021

bubnmorpaduyeckoe onucanue Mecro nocryna

6. IlepeuyeHb COBpEMEHHBIX IPOPECCHOHANBHBIX 0a3 JaHHBIX |
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIb30BAThCS IIPH
OCBOCHUHU JUCHUIUIMHBI (MOTYJIS).

Texnuueckas goxkyMeHTtaruss Maiikpocodt. https://docs.microsoft.com/ru-

ru/

CnpaBouHoe pykoBoacTBO Nmap. https://nmap.org/man/ru/

OCHOBBI paboThI C
Wiresharkhttps://www.wireshark.org/download/docs/Wireshark%20User%27s%?2
OGuide.pdf

CereBoii ananuzarop Wireshark https:// www.wireshark.org/

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpPOCTPAHSIEMOTO
MpOrpaMMHOr0 OOecredYeHus, B TOM YHUCJIE OTEUYECTBEHHOIO MPOU3BOJICTBA,
HEO0OXOIMMOTO JIJIs1 OCBOCHUS AUCITUTIIIUHBI (MOIYJIs).

MS Office (Excel, Word)

Bbpay3zep Chrome

TekcToBsiil penaktop (Notepad++)

Cucrema Bupryanuzanus HYPER-V unn VMware Workstation
Wireshark

Snort

nmap

8. Ommcanue MaTepHAIBPHO-TEXHHUYECKON 0a3bpl, HEOOXOAUMON s
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUTHHE (MOIYJIIO).

2 y4eOHBIX Kjacca (CTOJbL, CTYJbs - 10 25 e1)

Kommberorep npenonasarens
Intel Core i7-9700 / Asus PRIME H310M-R R2.0 / 2x8GB / SSD 250Gb /

DVDRW
Kommnrwrotepsl cTyaeHTOB (24 en)



Intel Core 19-9900 / B365M Pro4 / 2x16GB / SSD 512Gb
Momnwutop (25 en)

KnaBuarypa (25 en)

Meiika (25 en)

JlazepHsbiii mpuHTEp (2 €1)

[Tpoextop Optoma W340UST

DKpaH JJ1s1 IpoeKTopa

MapxkepHas qocka

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

DK3aMeH B 6 cemecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OreHOYHBIE MaTepHaNbl, TPUMEHSIEMBIE TTPU MTPOBEACHUH TPOMEXKYTOUHOM
aTTeCTallui, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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