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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

[lenp ocBOeHWE IUCHMIUIMHBI - (QopMHpoBaHHE Yy OOydaeMbIX 3HAHUN B
00JacTh TEOPETUYECKUX OCHOB HWH(MOPMALMOHHONW O€30MacHOCTH W HAaBBIKOB
MPAKTHYECKOr0 00eCneueHUs 3aluThl HHPOpMaIMU U 0€30MacCHOTO UCTIOJIb30BaHNUS
IPOrPaMMHBIX CPEJCTB B BBIYUCIUTEIBHBIX CHCTEMAX.

3aaui OCBOCHHUS JUCLUILIMHBI — HAYYUTh CTYIEHTOB:

- IOHUMATh CYITHOCTh HH(POPMALIMOHHON O€3011acHOCTH;

MOHUMATh MIPUHIUIIBI OPTaHU3AIMH 3aLTUTH HHOOPMAIH HA MPEATIPHUITUAX;

BBISBIISITH OCHOBHBIEC BUIBI YIPO3 HH(POPMALIMOHHOM O€3011aCHOCTH;

[IpumeHsTh  TpOrpaMMHO-alllapaTHBIE  CpeacTBa ISl OOeCIeYeHHS
MH(OPMAIIMOHHOW 0€301TaCHOCTH

2. Ilnanupyemblie pe3ynbTaTbl 00YUeHHS IO JUCUUILIMHE (MOIYJIIO).

[lepeyenr GopMHUpyeMBIX pe3ylbTaTOB OCBOCHHSI  0Opa3oBaTEILHOM
porpamMmbl (KOMIIETEHIIUM) B pe3yJibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

IIK-3 - CriocoGeH oCyIecTBIsATh pa3padoTKy TpeOOBaHUN U MPOEKTUPOBAHUE
MIPOTPAMMHOT0 00ECTICUCHUS;

INIK-8 - Cnoocoben  obecneuuBaTh  3amuTy  UHbOpMAIMK B
aBTOMATU3UPOBAHHBIX CHCTEMAaX B TIPOIIECCE WX IKCIUTyaTallnu;

ITK-9 - Cnoco6en obecrieunBaTh HHPOPMAITMOHHYIO O€30MTaCHOCTh HA YPOBHE

BJI.

OOyuenue 1O JUCHUIUIMHE (MOJYJI0) TMpeArnoiaraeT, 4YTo IO €ro
pe3ynbTatam o0ydaromuiics OyaeT:

3HaTh:
OCHOBHBIC TTOHSATHS U MPUHITUIIE HKHGOPMAITMOHHOK O€30ITacCHOCTH,
OCHOBHBIE I1a0JIOHBI ¥ TTapaMeTphbl 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM,
BU/JIBI U TUTT YyTPO3 UH(POPMAITMOHHON O€3011aCHOCTH

YMerh:

OCymIecTBIATh ayIUT TPUMEHSEMOTo IMoJyib3oBareisiMu [0 ¢ TOMOIIBIO
MOJINTUKY yTipaBieHus npuwioxenusmu AppLocker B Windows 10

PaGorath ¢ ¢ cucreMoil oOHapyXeHHS aTak Snort U CETEBBIM aHAIN3aTOPOM
Wireshark mis BeIIBIIEHHSA U aHAINM3a CETEBBIX aTak

HactpanBath  OCHOBHBIE  MIAOJIOHBI H  TapaMeTpbl  O€30MacHOCTH
KOMIBIOTEPHBIX CUCTEM

CozmaBaTh W aHANU3UPOBATh JIMYHBIE 0a3bl JTaHHBIX  [apamMeTpOB
6e3omacHocTu B ocHacTke Security Configuration and Analysis 5



Baanernb:
— HaBBIKOM aHaJIM3a CETEBBIX PECYPCOB C UCIIOJIb30BAaHUEM YTHIIUTHI nmap,
— HaBBIKAMH HACTPOMKH W TIPUMCHCHHS IIOJIMTHK OE30MacHOCTH B
oneparmoHHbIX cuctemMax Windows?
— HaBBIKAMH PEarnpOBaHUs HA CETEBHIC aTaKU

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O6mas Tpy10eMKOCTb TUCITUTITNHBI (MOTYJIS).

O6mass TPyAOEMKOCTh JUCHMUIUIMHBI (Momaynsi) coctaBiser 3 3.e. (108
akaJeMHYEeCKHX Jaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJarommxcss ¢  [ENarorM4yecKUMH  paboTHHMKaMU W (WIM)  JUIAMH,
MPUBJIEKAEMBIMHU K peau3aiii 00pa3oBaTeIbHONU MPOTPpaMMbI Ha MHBIX YCIIOBUSX,
[P MPOBEJICHUHN yUEOHBIX 3aHITHI:

KonmaectBo yacoB

Tun y4eOHbIX 3aHSTHIT
Bcero | Cemectp Ne6

KonTtakTHas paboTa mpu NpoBeieHNH yIeOHBIX 3aHATUH (BCET0): 64 64
B tom uucne:

3aHATHS JEKIIHOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 32 32

3.3. O0beM AUCHMUIUIMHBI (MOIYJisA) B (OpME CaMOCTOSTEIbHON paboThI
oOyyarommxcsi, a Takxke B (opMe KOHTAKTHOM pabOThl 0O0ydYaronmxcs ¢
NEeAarorn4ecKuMU pabOTHUKAMH U (WJIH) JIMIIAMH, TTPUBJICKAEMBIMU K pealli3aluu
o0pa3oBaTeNbHOM TPOrpaMMbl  HAa  HHBIX  YCJIOBHSIX, TMPH  TPOBEICHUU
MIPOMEKYTOUHOM aTTeCTallMi cOCTaBisAeT 44 akaeMHUUecKuX yaca (OB).

3.4. Ilpu oOydeHuu 1Mo UHIMBUIYaIbHOMY y4€OHOMY IJIaHy, B TOM YHCIIE TIpU
YCKOPEHHOM OO0y4YeHHUU, 00bEM NHUCIMIUIMHBI (MOJYJISI) MOXET OBITh peajn30BaH
MOJIHOCTBHIO B (DOpME CaMOCTOSITENIbHOM paboThl 0OyYaroIIMXcs, a Takxke B popme
KOHTaKTHOM paboThl OOydYaromuxcsl ¢ MeAarornyecKuMu pabOTHUKAMH M (WJIN)
JMIIAMH, TIPUBJIEKAEMBIMHU K pean3alii 00pa3oBaTeIbHON MpOTrpaMMbl Ha MHBIX
YCIIOBUSIX, TIPH MPOBEICHUHU TPOMEKYTOUHOM aTTECTAIINH.

4. ConepxaHue JUCUUTUIUHBI (MOIYJIA).

4.1. 3a"HATHSA TEKIIMOHHOTO THUIIA.



Temaruka JIEKIIMOHHBIX 3aHSATUH / KPaTKOE COJIEpKaHUE

Tema 1. O030p OCHOBHBIX KOHIICTIIIUN KOPIIOPATUBHON HHPOPMAITIOHHOW 0€301TaCHOCTH
PaCCManI/IBaeMLIe BOIIPOCHI:

- KmroueBnie MOHATHSA, TCPMUHBI U OTIPECACIICHU

- Jlanmmagt xubepyrpo3

- JloMeHBI pe3yNbTaTHBHOM KHOSpOE30MacHOCTH

Tema 2. Kpunrorpaduyeckue cpecTBa U METOIbI 3aLIUTHI MH()OpMAIIH
PaccmaTpuBaemble BOIPOCH:

- Mcroprueckue mudps! 1 METOIBI UX KPUIITOAHAIN3A

- Hpuanunsr Keprodcea

- Xem-(hyHKINH: aNrOpUTMBI U TPUMEHEHHE

- CTaHJapThl U alTOPUTMBI CHMMETPUYHOTO MH()POBAHUS

- Anroput™ dnddu-Xenmana

- Kpunrocucrema RSA

- UndpactpykTypa OTKpBITHIX KITIOYer

- [Iporokon SSL/TLS

Tewma 3. YrpaBneHnue 10CTyIoM

PaccmaTpuBaemble BOIPOCHI:

- Unentndukanns, ayTeHTUQUKAIHS, aBTOPU3ALHS, AyAUT

- [Napons kak paxTop ayTeHTH(HUKANE. DHTPOMHNS MAPOJIeH, ITapoJIbHAS TIOJIUTHKA
- TokeHnst

- buomerpuueckue dakTopsl ayTeHTUPHUKAIH

- Access Lists

- Monenu ynpasnenus gocrynom: DAC, MAC, RBAC, ABAC
- Identity Management (IdM)-peresus

- Privileged Access Management (PAM)-perenust

- Konnermus Single Sign On (SSO)

Tema 4. bezonacHOCTh KOMIIBIOTEPHBIX CETEMN

PaccmaTpuBaemble BOTIPOCH:

- Ousnyeckuit, KaHaIbHBIN 1 ceTeBoi ypoBuu Mogenn OSI: MAC, Ethernet, ARP, IEEE 802.11,
KOHIIEHTPATOPBI, KOMMYTaTOPbI, MapUIpyTH3aTopHl, IPv4, anpecamnys B TOKaJIBHBIX U TTI00aBHON CETH,
Hotarust CIDR, nporoxoss! mapmpytusanun BGP, RIP. Ataku kaHansHOTO U ceTeBoro ypoBHeil: MAC
Authentication Bypass, LLDP reconnaissance, ARP Harvesting, ARP Cache Poisoning, CAM Table
Owerflow Attack, SMB Relay, DHCP Spoofing.

- TpancnoptHslit yposens: TCP, UDP, NAT/PAT, merops! ckaHupoBaHus y3ios/cereir, MC3, IDS/IPS,
MPOEKTUPOBaHUE OE30MaCHON CETEeBOM apXUTEKTYPHI.

- [lpuknannoii yposens: HTTP/HTTPS, DNS, apxutekrypa web-npunoxxennii, OWASP Top 10.

Tema 5. Open Source Intelligence

PaccmarpuBaemble BOIPOCHI:

- Coepst npumenennss OSINT

- OSINT framework

- Yposnu cetu Unutepuet: Surface Web, Deep Web, Dark Web

- Texuuku u mpaktuku OSINT: Google Dork Queries, DNS/WHOIS, Shodan/Censys Search/GreyNoise/
ZoomEye, httrack, web.archive, pabora ¢ MeTagaHHbBIME (DaiiIoB.

Tema 6. OCHOBHBIE KOMITOHEHTBI M MEXAHU3MBI 00€CTICUEH ST 0E30MTaCHOCTH
uHppactpykrypsl Windows

PaccmarpuBaeMbie BOIPOCHI:

- KommoneHTHI cepBepHO HHPPACTPYKTYPhI
- Pabouwne rpynmel U foMeH

- Ctpykrypa Active Directory

- [Tonb3oBatenu u KomneroTepsl




Temaruka JIEKIIMOHHBIX 3aHSATUH / KPaTKOE COJIEpKaHUE

/1
- AAA B Windows
- JlokanpHas ayreHTH(UKaums: winlogon.exe, Isass.exe, SAM
- [Iporoxkomner cereBoii ayrenTndukannn: LM, NTLM, Kerberos
- Vsssumoctu AD: ZeroLogon, PathTheHash, SMBGhost, ProxyLogon, PrintNightmare
7 |Tema 7. Komnonents! 6e3onacHoctu OC Linux
PaccmaTpuBaembie BOIPOCH:
- 3amura ¥Y3: SUDO, PAM, ucnoas3oBanne Root
- IPTABLES
- GnuPG u PGP
- Hactpoiixa SSH
- KypnanupoBanue
- SELinux u AppArmor
8 |Tema 8. YnpaBneHue ys13BUMOCTAMU
PaccmarpuBaeMble BOIIPOCHL:
- CVE, BA1Y u apyrue uaeHTUUKATOPHI YI3BUMOCTEH
- Kputrunocts mo CVSS: 6a30BbIe, BpeMEHHBIE H KOHTEKCTHBIC METPHKH
- [Iponecc ynpaBneHust yI3BUMOCTSIMU: POJIH, 3TAIlbl, METOAOJIOTHS, SKCIIEPTH3a, TEXHOIOTHSL.
9 |Tema 9. MOHUTOPHHT U aHATN3 COOBITHI HHPOpMaMoHHOH 6e3omacHocTH (MB),
pearupoBaHue Ha HHIIUACHTH b
PaccmarpuBaeMble BOIIPOCHL:
- Teopus ananu3za 0roB
- Kypnaunsr coobrTuit Windows. Sysmon
- OcHoBbI ananu3a Tpaduka: Wireshark, Snort
- SIEM
- Cyber Kill Chain, Pyramid of Pain
- Marpuna MITRE ATT&CK
10 |Tema 10. OTedecTBeHHOE 3aKOHOIATEIBCTBO B chepe NHHOPMATMOHHON O€30IMaCHOCTH
PaccmarpuBaemble BOIPOCHL:
- Ctparernueckue JOKyMeHTHI: JlokTpruHa nHpopManuonHoit 6ezonacHoctu PO, Ctpaterus pa3BuTus
nHpopmarmonHoro obmmecTtBa B Poccuiickoit @eneparun Ha 2017 — 2030 rr., CTpaTerus HaMOHANBHON
6e3omacuoctu PO
- Cucremoo0pasyromiue 1okyMeHTsl: [ K PO, 149-D3, 152-®3, [lepeucHb CBeACHHH KOHPHUICHIIHMATHHOTO
Xapakrepa
- l'ocynapcrennsie perymnsatopsl B chepe Ub: PCTOK Poccun, @Ch Poccun, Munimudpsi, Pockomuanzop,
Bbank Poccun
- OTzeNbHBIC HAaNpaBJIEHUs! PEryJIMpoBaHus: [ ocytapcTBeHHbIE 1 MyHUIIMNIATIbHbBIE HH()OPMALIIOHHBIE
CHCTEMBI, Kpunrorpadus 1 3J1eKTPOHHAasI HOAINCH, TOCYJapCTBEHHAs TaliHa, KOMMepUecKas TaifHa,
OankoBckas TaitHa, 3amuTa cBssu, [1/1H, [ocCOIIKA, Kpurndeckas uHpopMamonHas nHGpacTpykTypa,
[IpennpusTust TpaHCHIOPTHOM ceprl kKak cyobpexTs KUN.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATHS
Ne
i TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNUE
1 |Tema 1. OcHoBBI KpunTOrpaduu

PaccmarpuBaeMblie BOIPOCHL:
- PazpaboTka ckpunra Ha s3b1ke Python st popmupoBanus pa3nnuHbIX Xem-(QyHKIUH U3 TPOU3BOIBHBIX
CTPOKOBBIX JaHHBIX




Temaruka MpakTUYECKUX 3aHITHI/KPATKOE COJIEPIKAHUE

- Pa3paboTtka ckpunra Ha si361ke Python, peannzyromero ¢pyHKIHOHAT Moa00pa MO CIOBAPIO MCXOIHBIX
3HA4YEHHUH U3 CIHCKa Xem-QyHKuni
- U3yuenune ¢pynkumonana yrunut hashcat u John The ripper

Tema 2. YnpapiieHuE JOCTYIIOM

PaccMarpuBaeMble BOIIPOCHL:

- ACL mna ¢daitnoB B Linux. CHMOD kanbskymnsTop.

- Hactpoiika nokanpHEIX 1 JoOMeHHBIX Y3 B Windows. YpaBieHue rpynmnam.

Tema 3. bezonacHOCTh KOMIBIOTEPHBIX ceTell. YacThb nepBasi.

PaccmarpuBaeMble BOIIPOCHI:

- [IpakTrka ucronbp3oBanus wireshark: ananmusupyem paziaudnsie Buasl Tpaduka (ARP, DNS, icmp, HTTP),
TIOUCK (hJ1aroB.

Tema 4. bezonacHOCTh KOMIBIOTEPHBIX ceTeil. YacTh BTOpas.

PaccMarpuBaeMble BOIIPOCHL:

- [IpakTHKa HCTIOIB30BAaHMS NMApP: HHBEHTAPHU3ALMOHHOE CKAaHUPOBAHHUE, ONPE/ICIICHHE OTKPHITHIX IOPTOB U
CETEBBIX CITyX0, 0OHapyKeHHUE yI3BUMOCTEH, YKIOHCHNE OT OOHAPYKCHHUSI.

Tewma 5. be3onacHOCTh KOMIIBIOTEPHBIX ceTel. YacTb TpeThbs
PaCCManI/IBaeMHC BOIIPOCHI:
- Hactpoiika iptables 1o 3a1aHHBIM MOJIUTHKAM.

Tema 6. bezonacHOCTh KOMIBIOTEPHBIX ceTeil. YacTh ueTBepTas

PaccmarpuBaeMble BOIPOCHL:

- Dkcrutyartanus BeO-ys3BuMocteii B BeeWAPP: Injections (HTML, XML, SQL), Cross-Site Scripting (XSS),
Cross-Site Request Forgery (CSRF), Shellshock vulnerability (CGI), Heartbleed bug (OpenSSL)

Tema 7. OSINT

PaccmarpuBaeMbie BOIIPOCHL:

- [Ipaktuka Google Dorks u exif.tools: Haittu @O 1 OHKHOCTH COTPYIHIKA, OITyOIMKOBABIIETO
MOCJIeIHUM IOKYMEHT Ha caiTe.

- Ananus Bepcuu caiita MUUT B 2003 roxy. [Tonck 3ananHO# nHbOpMaHN.

- [IpakTrka ucnosnp3oBanus shodan: ananus nomenos https://www.miit.ru/ u https://wish.rut.digital.

Tema 8. bezonacnocts Windows u AD

PaccmarpuBaeMbie BOIIPOCHL:

- Pemenne «blue room» Ha tryhackme (https://tryhackme.com/r/room/blue): onpenenenue moBepKEHHOCTH
[ENIEBOT0 XOCTa K ysi3BUMocTH ms17-010 (axcrumoiT eternal blue)

- [lonydenue nepBoHa4YaILHOTO OCTYIA

- Dckananys ¢ UCIoJIb30BaHUEM meterpreter

- Haxoxnenue ¢aros B 1eneBoii cucreme

Tema 9. bezonacHocTs Linux

PaccmarpuBaemble BOIPOCHI:

- Pemenune «LinuxPrivEsc room» Ha tryhackme (https://tryhackme.com/r/room/linuxprivesc): Dkcruryaramus
omMOOK B HACTPOIKax Mpas jocTyna K ¢aiinam /etc/shadow, /etc/passwd

- [ToBBIIeHNE IPUBIIICTHH C UCIIONIb30BaHKEM UcTONHsAeMbIX Yepe3 SUDO daiinos

- DKcIuTyaTanusi HelpaBUIBHBIX HACTPOEK /etc/crontab

- Brenpenue B o0muii 00bekT uconHsieMbix ¢aittos SUID/SGID

- Kpaxa nmaposeit mim ximoueii u3 (aiioB KOHGHUTYpaluii/ »KypHanoB

- DKcIutyaTanus ysi3BUMOCTeil sipa

10

Tema 10. MouuTopuHr u aHanu3 coosituii b
PaccmarpuBaemMBbie BOIIPOCHI:

- [IpakTuka noucka, arperanu, GUIBTPALMY U BU3yaJIM3al[d MAIIMHHbIX JAHHBIX C HCIIOJIb30BAHHEM S3bIKa
SPL B Splunk.




4.3. CamocrosTenbHas paboTa 00yJarommxcs.

Bun camocrositenbHOM paboThI

1 |PabGora ¢ yueOHOI tuTepaTypoi

IToaroroBka K MpOMEXyTOYHOM aTTECTALMH.

3 | IloaroroBka K TEKyIeMy KOHTPOJIIO.

5. IlepeueHp wu3MaHMM, KOTOpPHIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU
OCBOCHUU JUCHUIUIUHBI (MOYJIA).

Ne

/ bubnuorpaduueckoe onucanue Mecro nocryna
II/11

1 | SApoukun, B. . Unpopmanmonnas 6e30macHOCTS : https://e.lanbook.com/book/132242
yuebnuk / B. U. SIpoukun. — 5-e m31. — Mockaa :
Axkanemuueckuii [Ipoekrt, 2020. — 544 ¢c. — ISBN 978-
5-8291-3031-2

2 Hecrepog, C. A. OcHOBBI HHGOPMAIIMOHHON https://e.lanbook.com/book/165837
Oe3omacHocTH : yueOHUK aiist By30B / C. A. Hectepos.
— Canxkr-IlerepOypr : Jlanb, 2021. — 324 c. — ISBN
978-5-8114-6738-9

6. IlepedyeHp COBpeMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX W
MH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJb30BATHCS MPH
OCBOCHUU JUCUUIUIUHBI (MOYJIA).

https://habr.com/ru - 6a3a 3HaHuii B Bujae cTareii, 0030poB
https://journal.tinkoff.ru/short/ai-for-all/ - 6a3a naHHBIX HEHPOHHBIX ceTei
https://vc.ru/services/916617-luchshie-neyroseti-bolshaya-podborka-iz-top-
200-ii-generatorov-po-kategoriyam - 6a3a qaHHBIX HEHPOHHBIX ceTel
https://github.com/abalmumcu/bert-rest-api - mpodeccruonanpHas riardgopma
JIUIst KOMaHA0M paboThl HaJl MPOEKTOB (HEHMpPOHHAs CETh bert)
http://library.miit.ru/ - snexkTpoHHO-OMONMOTEUHAss cuctema HaydHo-
TexHuueckou onommorexku MUNUT
https://proglib.io/p/raspoznavanie-obektov-s-pomoshchyu-yolo-v3-na-
tensorflow-2-0-2020-11-08 - npodeccronanbHas OHOIMOTEKA MPOrPAMMHUCTOB
https://yandex.cloud/ru/blog/posts/2022/12/andrey-berger-and-yandex-

cloud?utm_referrer=https%3A%2F%2Fyandex.ru%2F — oubIroTeKa
podeCcCHOHANTBHBIX CTAaTeH pa3paboTYMKOB STHIEKC
https://lyandex.cloud/ru/blog - OubaroTeka mnPOPECCHOHANBHBIX CTaTel

pa3paboTunkoB SHIEKC
https://tproger.ru/translations/opencv-python-guide - OuOIHMOTeKa OCHOBHBIX



komana OpenCV

7. IlepedyeHb  JMIICH3BMOHHOTO M  CBOOOJHO  PacHpOCTPaHSIEMOTO
MpOrpaMMHOr0 OOecTeYeHus, B TOM YHCJIE OTCUYECTBEHHOI'O IIPOM3BO/ICTBA,
HEO0OXOIMMOTO0 JIJII OCBOCHHS JUCITUTIIIMHBI (MOTYJIs).

MS Office (Excel, Word)

Bbpay3zep Chrome

TexkctoBsiil penakTop (Notepad++)

Cucrema Bupryanuzanus HYPER-V unu VMware Workstation
Wireshark

Snort

nmap

8. Omnwucanume MaTepHaIbHO-TEXHUYECKON 0a3bl, HEOOXOIUMON  Jis
OCYILECTBJICHUSI 00pa30BaTEIbHOrO Mpoliecca Mo TUCIUILIMHE (MOIYIIIO).

Kommnrerotep npenonasaress
KommnreroTepsl cTyaeHTOB
Jla3epHb1i IpUHTED
IIpoekrop

DKpaH U1l IPOEKTOpa
MapxkepHas gocka

9. ®opmMa MPOMEKyTOUHON aTTECTAINH:

DK3aMeH B 6 cemecTpe.

10. OueHouHbIe MaTEpHUAIBI.

OueHouyHble MaTepualbl, IPUMEHSAEMbIE MPHU MPOBEACHUU NPOMEKYTOUYHON
aTTecTalluy, pa3padbaThIBalOTCS B COOTBETCTBUU C JIOKATbHBIM HOPMATUBHBIM aKTOM
PYT (MUUT).
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