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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

Llenpio ocBoeHus yueOHOM aucuuiuivHbl «MHbopmanrionHas 6€30MacHOCTbY
sBIsieTCSl GOPMUPOBAHKE Yy 00YUAIOIIUXCS KOMIIETEHIIMIHB COOTBETCTBUU

Cc TpeOOBaHUSIMU CAMOCTOSITENIBHO  YTBEPKIACHHOTO  00pa30BaTEIbHOTO
ctangapTta Beicuiero oopazosanus (CYOC)

1o HampasieHHIo MoAroToBku «IIpukiiagnas uHPopMaTukay U IpruoOpeTeHUE
MU

- 3HAHUA O COBPEMEHHBIX IIOMCKOBBIX CHCTEMaXx B TJIOOAIbHBIX
KOMITBIOTEPHBIX ~ CETAX, 00 yrpo3zax HUHPOpPMAIMOHHOW OE30MacHOCTH, O
HOPMATHUBHBIX TPABOBBIX JOKYMEHTOB MO HH(POPMAIMOHHON 0€30MacHOCTH U O
METOJIaX U CpelicTBaX o0ecrneueHuss HHOOPMaIIMOHHONW 0€30MacHOCTH;

- YMEHUU BBIABIATH YIpO3bl MH()POPMAIMOHHONW 0€30MaCHOCTH, UCOIb30BATh
HOPMATHUBHBIE TMPABOBbIE JOKYMEHTHl MO HHGOPMAIIMOHHON 0€30MacHOCTH,
UCIIOJIb30BaTh METOJIbl U CpPeACTBa oOecreueHus: THPOPMAIIMOHHON 0€301acHOCTH
Y TIPOBOJIUTH O0CTIEIOBAHKE OpPTaHU3aIUi;

- HaBBIKOB OIpECNICHUs] yrpo3 UHPOPMAIMOHHOM 0€30MacHOCTH, MPUEMaMHU
pa3pabOTKU MOJUTHUKK OE30MaCHOCTH TPEANPHUITHS W HABBIKAMH HCIIOIH30BAHUS
METOJIOB U CPEACTB obecneueHrss UHPOPMaIMOHHON O€30MaCHOCTH.

2. [Inanupyembie pe3ynbTaThl 00YUSHHS IO TUCIUTIINHE (MOYJIIO).

Ilepeuenp GopMUPYEMBIX Ppe3yJbTAaTOB OCBOSCHHS  00pa3oBaTeIbHOMU
mporpamMmbl (KOMITETEHIINI) B PE3yJIbTaTe 00yUEHUS 10 AUCIUIUIUHE (MOTYIIIO):

OIIK-3 - CmocobeH pemiarb CTaHIApPTHBIE 3aJaud MPOQPECCHOHATBHON
NeSATETLHOCTH Ha OCHOBE MH(MOPMAIIMOHHON W OMONMOrpaduueckoil KyJIbTyphl C
MpUMEHEHUEM HH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH U C Y4EeTOM
OCHOBHBIX TpeOoBaHUI MH(OPMAITMOHHON O€30MTaCHOCTH;

INK-53 -  Cpoocoben  obecnieunth  3amMry  uHQOpManmuu B
aBTOMATHU3MPOBAHHBIX CHCTEMaX B MPOIIECCE UX IKCILUTyaTalllu.

OOyuenue 1O JUCHUILIHHE (MOIYJIO) TMpEArNoiaraeT, 4YTO IO €ro
pe3ynbpTaTam o0yvarouuiicst Oyner:

3HaTh:
3HaTh OCHOBHBIE CBOWCTBA M TEXHOJIOTMHM HCIOJIb30BaHUS U 00pabOTKH
uH(bopManuu.
3HaHMs: OCHOBHbIE MATEMATUYECKUE MTOHATHUS
3HaHUSA:  HOPMATUBHO-NIPABOBBIE  JOKYMEHTBI,  MEXAYHapoAHbIE U
OTEYECTBEHHbBIE CTAHAPTHI B 001aCTH MHPOPMAITMOHHBIX CUCTEM U TEXHOJIOTHI



YMmern:
YMeHus: YMETh UCIIOIb30BaTh TEXHOJIOTMH HH(OOPMAIIMOHHBIX CUCTEM
YMeHus: HUCIOIb30BaTh MaTEMaTHUYECKHE METOAbl B MPOheCCHOHAIBHOM
JESITEIbHOCTH
YMCHI/IHZ HUCIIOJIB30BAaTh HOpMaTI/IBHO-HpaBOBBIC I[OI(YMCHTBI,
MC)KIIYHapOI[HBIe U OTCUCCTBCHHEIC

Baanernb:
Hapikamu BHEApEeHNUS] HHPOPMAIIMOHHBIX TEXHOJIOTUN
HaBbIKH: OCHOBHBIMH MaTeMaTHYECKUMH METOJaMH
HaBpiku: criocoOHOCTBIO MCTOJIB30BATh HOPMATHUBHO-IIPABOBBIC JIOKYMEHTHI,
MEXKYHAPOIHBIE U OTCYECTBCHHBIC CTAHIAPThI

3. O6beM AUCIUTLIUHBI (MOTYJIS).
3.1. O6mas Tpy10eMKOCTb TUCITUTIIMHBI (MOTYJIS).

OO6mass TPyAOEMKOCTh JUCHUIUIMHBI (Momayisi) coctaBisger 6 3.e. (216
akaJeMHYeCKHX Jaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOydJammmxcss ¢ [ENarorMYeCKUMH  pabOTHHKaMu W (WIM)  JUIAMH,
MPUBJIEKAEMbBIMHU K peaau3aini 00pa3oBaTEIbHON MPOTPaMMBbI Ha MHBIX YCIIOBUSX,
P MIPOBEJICHUHN yUCOHBIX 3aHITHI:

KommaectBo yacos

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ned

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 24 24
B Tom umncne:

3aHsATHS JIEKIIMOHHOTO TUIIA 8 8
3aHATHSA CEMUHAPCKOTO TUIA 16 16

3.3. O0beM AUCHUIUIMHBI (MOIYJisi) B (OpMe CaMOCTOSTEIbHON paboThI
oOydJarommxcs, a Takke B (QopMe KOHTAKTHOM pabOThl O0Oy4aromuxcsi C
NeAarorndecKuMu pabOTHUKAMH U (WJIH) JIMIIAMH, TTPUBJICKAEMBIMU K pealli3aluu
o0pa3oBaTeNpbHOM  TPOrpaMMbl  HAa  HHBIX  YCJIOBHSIX, TP  MPOBEICHUU
IPOMEKYTOUHOM aTTecTalu coctapiigeT 192 akanemuyeckux yaca (0B).

3.4. Ilpu oOy4deHuu 1Mo UHIUBUIYaJTbHOMY y4€OHOMY IJIaHy, B TOM YHCIIE TIpU
YCKOPEHHOM OO0y4YeHHUU, 00beM NHUCIMIUIMHBI (MOJIYJISI) MOXET OBITh peajnu30BaH
MOJIHOCTBIO B (hOpPME CaMOCTOATEIBHOU paboThl 00yJaromuxcs, a Takke B Gopme
KOHTAaKTHOW pabOThl OOyYaromMXcsl C TMEeAarormuyecKuMu paboTHUKAMH M (WJIH)
JUIAMU, TPUBJIEKAEMBIMHU K pealiu3alii 00pa30BaTENbHONW MPOTrpaMMbl Ha MHBIX



YCIIOBUAX, IIPU IMTPOBCACHUN HpOMe)KYTOqHOﬁ arTecraluu.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIMOHHBIX 3aHSATUH / KPaTKOE COJIEpKaHUE

Paznen 1. [IpaBoBast ocHOBa MH(GOPMAaMOHHON 0€30MacHOCTH MH(POPMALIMOHHBIX CHCTEM.

IIpenmer, uenu u 3axaun AucuuIuinHbl “MHbGOpMaIoHHas 6e30macHOCTh”. OCHOBHBIC OMPEICICHHS U
noHsTus. Obuias npodiaeMa HHPOpPMaHMOHHON Oe30macHOCTH HH(POPMAMOHHBIX cucTeM. JloKTpuHa
nHdopmanmoHHoit 6e3omacHocTn PO.

Paznen 2. UnpopmanuonHas 6€301MacHOCTb M METOIOJIOTUS 3aIUThHl HHYOPMALIH B KOPIIOPATUBHBIX
cucremax OXKT

Knaccudukanus nadopmanuy, TUPKyIUpYyOIIeH B KOPHOPATUBHBIX CUCTEMAaX (heepantbHOTo
xene3nonopoxHoro Tpancnopra (PXKT). Madopmanmonnsie pecypcsl 1 HHGOpManuoHHAs HHPPACTPYKTYpa
cereit ®XKT xax 0OBEKTHI 3AIIUTEI.

Knaccudukanus u aHanm3 yrpo3 HHGOPMAIMOHHOK 0€30MMacHOCTH KOPIIOPATHBHBIM CHCTEMaM. Y POBHH
3alIMTHl MHOPMAIMU: PABOBOI; OPraHU3alOHHBIN; allapaTHO-NPOrPaMMHBII; KPUIITOTpapUIEeCKHi.
Pasnen 3. Kpuntorpadguueckue METO b 3aIUTH HHOOPMAIHH

Kiaccudukaums xpunrorpapuyeckux MeTo0B. TpaauiioHHbIe (CHMMETPHYHbIEC) KPUIITOCUCTEMBI.
brokxoBeie 1 notounbie WUQpbl. CTOWNKOCTh KPUNITOCUCTEM. AMEPUKAHCKUHN CTaHAAPT MN(PPOBAHKS JaHHBIX
DES. OreuectBenHbIi crangapT kpunrtorpadudeckoi 3ammrtsel [OCT 28147-89.

AcuMMeTpHYHBIE KPUIITOCUCTEMBI. MaTeMaTHuecKre OCHOBBI KPUIITOTPa Ui ¢ OTKPBITBIM KITIOYOM.
Kpunrocucrema RSA. Kpunrocucrema Jip ["amans. KpunrocucreMsr 6e3 repenadn Kirouei.

VYnpasnenue kiodaMu. MeTo/1bl TeHepaluy, XpaHeHUs U paclipeiesieHns Kirtoueil. [IpoTokois! ynpaBieHus
kimrogaMu. H}pacTpykTypa oTKpBITHIX Kitouei. Llndpossre ceprudukatsl. DinekTpoHHas nudpoas
nomnuck (DLIT). OqHOHATpaBIeHHAS XAMI-(QYHKIUS.

Paznen 4. MeTozpl 3a1IMTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MH(OPMAIMU M TEXHUYECKUM pecypcam
ceren

Wnentudukanus u ayreHTudukanus o0beKToB cetu. VaenTudukanms u NoATBEPKICHUE [T0JIMHHOCTH
noJib3oBareseit cetu. [IpuMeHeHre naposieit 1 OHOMETPUYECKUX CPEACTB ayTCHTU(UKAIMH TI0Ih30BaTEIICH.
[TpoToKOIIBI B3aMMHOM MPOBEPKH MOJJIMHHOCTH 00BEKTOB CETH.

MeskcereBoe skpaHupoBanue. [IprHINIBI MocTpoeHus U QyHKIMOHMPOBAHHS MEXCETEBBIX SKpaHoB (MD).
Knaccudukanus MD. OcoGeHHOCTH MEKCETEBOTO SKPaHUPOBAHHMS HA Pa3INYHBIX ypoBHAX Moaein OSI.
Oobecnieuenue 1exocTHOCTH HHGopMaruu. AyreHTndukanus napopmannu u LTI coobmiennii.
OnHoHanpaBieHHbIe XaI-(yHKIMH. Kokl NpoBEepKH MOAIMHHOCTH HH(POPMAIIHH.

Cpencra aHTHBUpPYCHOH 3amuThl. Kitaccudukaiys BUpycoB U CPECTB 3allUThl. BUbI aHTHBUPYCHBIX
MPOTPAaMMHBIX IPOJYKTOB. XapaKTepUCTHKA HAHOOJIee MOMyJSIPHBIX aHTUBUPYCHBIX MAKETOB.

Pazgen 5. ApxuTekTypa M METObl OPTaHNU3AIMY CUCTEM 3aIIUTHI HH)OPMAIIHH.

Apxutexrypa cuctemsl 3amuTs! HHGopmarwm (C31). Drans! coznarans C3U. Buasr obecnieuenus C3U.
Ipuanuns! pazpadorku C3U.

Crienmanu3poBaHHbIE POrpaMMHO-aIapaTHble CPEACTBA 3alUThl HHpopMalmu. CpecTBa U MEXaHU3MbI
obecrieuenns OGe3onacHocTH ceTeBoro obopynoBanus Cisco systems. CepBepsl noctyna (OpanamMaysphbl)
Cisco ASA5500. CpexncrBa o6HapyxeHus BTopxenuii IDS 4200.

Paznen 6

JuddepenunpoBanHblif 3aueT

Paznen 7

Konrponbhast pabora




4.2. 3aHATHUS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

Ne
/ HanmenoBanmne J'Ia60paTOpHBIX pa60T / KpaTKO€ COACPIKAHUC
/11
1
Pazzmen 4. MeTobl 3aIIUTHL OT HECAHKIIMOHUPOBAHHOTO IOCTYIA K HHPOPMAIMU U TEXHHYECKUM pecypcam
ceret Hactpoiika npasun QruisTpaimn Tpaduka ¢ MOMOIIBI0 MeXceTeBOro 3kpana Agnitum OutPost Firewall
Jnst npoBeneHus 1abopaTOpPHOTO NPaKTHKyMa TpeOyeTcss He0OX0IMMOe KOJIMYECTBO KOMIUIEKTOB
oOyugarormeii KOMIBIOTEPHON POTPaMMBI (CIICIIMATH3NPOBAHHOE IPOTPAMMHOE 00eCTICUeHIE) ’
COOTBETCTBYIOIIAs! KOMIIBIOTEpHAs TEXHUKA, PeAHa3HaYCHHAas AJIsl pabOTHI ¢ YKa3aHHOH MPOrpaMMOi,
TMIO3BOJISIOIAsT UCTIONB30BaTh ceTeBoi npokoa TCP/IP u anmunuctparop 6a3 nanasix ODBC32.
4.3. CamocrosiTenbHas paboTa 00y4aroIuXCs.
Ne .
Bun camocTrositenbHOM paboThI
/1
1 |«IIudpoBanue HhaMUIHK U TTOJHOTO KMEHH CTYJEHTa METOJI0M TaMMHUPOBAHHUSI U TIO
anroputmy RSA»
CaMOCTOSATENbHOE N3Y4YCHUEC U KOHCIICKTUPOBAHUEC OTACIbHBIX TCM yqe6H0171 JIMTEPATYPhI, CBA3aHHBIX C
pasaenom
[ToaroToBKa K KOHTPOJIBHOM padoTe.
3 HOI[FOTOBKa K HpOMe)KYTOqHOﬁ aTTcCTalluu.

4.4. ITpumepHbIN IEpeUeHb TEM KOHTPOJIbHBIX padoT
«IIIuppoBanne Gamuwimu ¢ TOJHOTO HMEHHM CTYJEHTa METOAOM

raMMUPOBAHUS U 1O alroput™My RSA»

5. Ilepeyenr wu3maHuii, KOTOpPHIE PEKOMEHIYETCS HCIOJIb30BaTh MpHU

OCBOCHUHU JUCIUIUIMHBI (MOIYJIA).

li\i bubnunorpaduyeckoe onucanue Mecro nocryna
1 NudopmannonHas 6e30nacHOCTb U 3aIUTa HHYOpMaLuu oubmamorexa POAT
B.I1.MensuukoB, C.A.Kneitmenos, A.M.Ilerpakos M.:
N3narensckuii nentp "Axkagemus", 2008. - 336 c., , 2008
2 KommekcHas 3amuTa nHGOpManuy B KOPIOPATUBHBIX bubnnorexa POAT
cuctemax. [llanprun B.®. Yueonuk M.:Uudpa-M, 2010. — 592
c,2010
1 NudopmannonHas 6e30macHOCTb U 3aIlUTa HH(POpMALIUH B Bubmunorexa POAT

KOPIIOPATHUBHBIX CETAX JKEJIE3HOLOPOKHOIO TPAHCIIOPTA:
VY4eOHuK J1s BYy30B XK.-1 TpaHcnopTa Skosies B.B.,
Kopuuenko A.A. Yuebuuk M.: YMK MIIC Poccun, 2002.—-
328 ¢, 2002




6. IlepedyeHb COBpEeMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX H
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

Odummaneueiit caitt PYT (MUUAT) (http://miit.ru/)

OneKTpoHHO-0MbMumoTeyHass cucrema HaydHo-TexHUYEeCcKOW OMOIMOTEKH
MUUT (http://library.miit.ru/)

DNEeKTPOHHO-O0MOIMOTeYHAs cucrema W3/1aTeIhCTBA «Jlaab)
(http://e.lanbook.com/)

DnexkTpoHHO-0MOMoTeyHas cuctema ibooks.ru (http://ibooks.ru)/

OnexkTpoHHO-0MOmMoTeyHas cuctema «Y MLy (http://www.umczdt.ru/)

OnexkTpoHHO-0mOmoTeyHas cucteMa «Intermedia» (http:// www .intermedia-
publishing.ru/)

DJIIEKTPOHHO-OUOINOTEUHAs cucrema POAT
(http://biblioteka.rgotups.ru/jirbis2/)

7. llepedyeHp  JMIICH3BMOHHOTO M  CBOOOJHO  PacHpOCTPaHIEMOTO
MPOTPpaMMHOr0 0O€CTeYeHUs, B TOM YHCJIE OTCYECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOTO /I OCBOCHUS JUCIUTLIMHBI (MOIYJIs).

JInist  ocymecTBiieHHs  y4eOHOro  mporecca € HCIOJIb30BaHUEM
JIMCTAHIIMOHHBIXOOPA30BaTEIIbHBIX TEXHOJIOTH: onepaimonHas cucrema Windows,
Microsoft Office 2003 u

BhIie, bpaysep Internet Explorer 8.0 u Boimie ¢ ycranoBnennsiMm Adobe Flash
Player Bepcun10.3 u Boitie, Adobe Acrobat.

8. OmnucaHue MaTepuaJbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYIIECTBJICHHUSI 00pa30BaTEIHLHOTO MPOoIecca MO AUCIUTITHHE (MOIYIIIO).

JIist  mpoBeACHUS AayJUTOPHBIX 3aHSATHH H  CaMOCTOSITEIIbHOW palOOoThI
TpedyeTcs:

1. Pabouee w™ecTto mpemnoaaBaTeNss C MEPCOHATBHBIM  KOMIIBIOTEPOM,
noakIr0YEéHHBIM K ceTssM INTERNET u INTRANET.

2. Coeunuanu3upoBaHHAasl  JICKIIMOHHAs  ayJIUTOpUS C  MYJbTUMEIUA
arrnapaTrypou U UHTE-pPaKTUBHOM JOCKOM.

3. KommbroTepHslil k1acc ¢ KOHAWLMOHEpoM. Pabodne mecTta CTyAEHTOB B
KOMITbIOTepHOM KJiacce, moakirodéHHbie K ceTssM INTERNET u INTRANET

Jlnst  mpoBeneHus — JTaOOPAaTOPHBIX — 3aHSITHH: KOMITBIOTEPHBIH  KJIacc;
KOHJIUIIMOHEP; KOMITBIOTEPHI ¢ MUHUMAJIBHBIMH TpeOoBaHusMH - Pentium 4, O3V 4
I'b, HDD 100 I'b, USB 2.0

Texuuueckue TpeOoBaHUA K 00OPYIOBAaHUIO NJIsi OCYIIECTBIEHUS Y4eOHOIO



IpOIECCa CUCIIONIB30BAHUEM JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHI:

KOJIOHKM, HAyITHUKA WJIA BCTPOCHHBIM JWHAMHUK (IUIs1  y4dacTHs B
ayTMOKOH(EPEHIINH );MUKPO(DOH WIn rapHUTYypa (s yqacTus B
ayTMOoKOoH(pepeHIINH ); BeO-KaMephl (151 ydacTusl B

BHJICOKOH(DEPEHITNN );

IUTsE BeayIiero: koMmbioTep ¢ mpormeccopom Intel Core 2 Duo ot 2 [T (i
aHaJior) uBslie, oT 2 I'6 cB0OOIHOI ONEepaTUBHOM MAMSITH.

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

DK3aMeH B 4 cemecTpe.

10. OueHOUHBIE MAaTEPUAIIBI.

OI.[GHO‘IHI:IG MaTcpuaibl, IIPUMCHACMBIC IIPHU IIPOBCACHHUU HpOMG)KYTO‘-IHOfI

arrecraium, p33pa6aTBIBaIOTC5I B COOTBCTCTBHH C JIOKAJIBbHBIM HOPMATHBHBIM aKTOM
PYT (MUUT).



ABTODBI:

CoracoBaHo:

3asenyromuii kadenpoit CYTU POAT

[Ipencenarens yueOHO-METOIUUECKON
KOMHCCHUU

A.C. I'yGenko

A.B. I'openuk

C.H. Knumos



