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1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

[enbio ocBoeHus yueOHOM nucuuImuHbl « MHbopMalionHast 6€3011acHOCTH
aBisieTcss GOPMUPOBAHUE Yy 00YUAIOMIMXCS KOMIIETEHIIMHB COOTBETCTBUU

C TpeOOBaHMSIMH CAMOCTOSITENIFHO YTBEPXKJIEHHOTO 00pa30BaTEeIHLHOTO
ctanaapta Boiciero oopaszoBanus (CYOC)

no HampaBieHuto noarotoBku  «llpukiagnas  uHbOpMaTHKa» U
npUOOpETeHUE UMHU:

- 3HaHUH O COBPEMEHHBIX IIOMCKOBBIX CHCTEMaxX B IJIOOAIbHBIX
KOMITBIOTEPHBIX CETsIX, 00 yrpo3ax HWH(OpMaMOHHOW O€30MacHOCTH, O
HOPMATUBHBIX MPABOBBIX JTOKYMEHTOB MO MHGOPMAIMOHHONW 0€30MacHOCTH U O
METOJIaX U CpeICTBax o0ecrneueHus: HH(POpMaIMOHHOM 0€30MacHOCTH;

- YMEHUH BBISBIISTH YTPO3bl HHPOPMAIMOHHOM O€301aCHOCTH, UCII0JIb30BATh
HOPMATHUBHBIC TPABOBBIE JOKYMEHTHl MO HMH(POPMAIUOHHON O€30MacHOCTH,
UCIIOJIb30BaTh METO/IbI U CPEJICTBA OOecTIeueHUsI HHPOPMAIIMOHHOM 6€30MacHOCTH
U TIPOBOJIUTH 00CTIEIOBAHUE OpPTaHU3AIUH;

- HaBBIKOB OTPEJIEICHHS YTPO3 HHPOPMAIIMOHHON 6€30MacHOCTH, TPUEMaMu
pa3pabOTKH MOJUTUKH 0€30MaCHOCTH MPEANPHUATHS U HABBIKAMHU HCIIOIH30BAHHUS
METOJIOB U CPEACTB obecneueHrss nHGOpMaIMOHHON O€30MacHOCTH.

2. Ilnanupyemblie pe3ynbTaTbl 00YYEHUS N0 JUCHUILUIMHE (MOIYJIIO).

Ilepeuenp GopMUPYEMBIX Ppe3yJbTAaTOB OCBOSCHHS  00pa3oBaTeIbHOMU
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHHUs 10 AUCLUIUIMHE (MOAYIIO):

OIIK-4 - CnocobeH pemarh 3a/1a4yu MPOoPECCUOHAIBHON NIEATeTLHOCTH Ha
OocHOBEe WH(MOPMAIIMOHHOW U OubIMorpaduyecKoll KyJabTypbl C MPUMEHEHHUEM
UH(OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI u TEXHOJIOTUN
UCKYCCTBEHHOTO WHTEJJIEKTa, a TakKKe C YYETOM OCHOBHBIX TpeOOBaHMIA
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

INIK-53 - Cnoocoben  obecneuuTh  3amury  uHpopMaluu B
aBTOMATU3MPOBAHHBIX CHCTEMax B MIPOIIECCE UX IKCILTyaTaIlHH.

OOyd4eHwme 1Mo TUCIHUILTHHE (MOYJTIO) TIPEIIOoJIaraeT, 4To M0 €ro pe3yIbTaTaM
oOydaromuiics: Oyaer:

3HaTh:

3HaTh OCHOBHBIC CBOWCTBAa W TEXHOJIOTHMH HCITOJIB30BAaHUS M OOpPaOOTKH
uHpopMarum.

3HaHUA: OCHOBHBIE MATEMaTUYECKUE MTOHSATHUS



3HaHH: HOPMATUBHO-IIPABOBLIC JAOKYMCHTHI, MCKAYHAapPOIHBbIC )51
OTCUYCCTBCHHBLIC CTAHAAPTHI B obnacTu HH(i)OpMaHI/IOHHBIX CHCTEM Y TEXHOJIOTHH

YMmern:

YMeHus: YMeTh UCIOIb30BaTh TEXHOJIOTHU HH(POPMAIIMOHHBIX CUCTEM

YMeHUs: HCIONbh30BaTh MaTEeMaTUYECKUEe METOAbl B TPOo(decCHOHATHLHOM
JIEeITEAbHOCTH

YMeHus: HUCIOJIL30BaTh HOPMATHUBHO-NIPABOBbBIC JIOKYMEHTHI,
MEXIYHAPOIHBIE U OTEYECTBEHHBIC

Baanern:

Happikamu BHEIpeHUS HH(POPMAITMOHHBIX TEXHOJOTUMA

HaBbIkn: OCHOBHBIMHU MaT€MaTHYECKMMHU METOaMU

HaBbiky: ciOCOOHOCTBIO UCIIOJIB30BATh HOPMATUBHO-TIPABOBBIE IOKYMEHTHI,
MEXIYHAPOIHBIE U OTEYECTBEHHBIEC CTAaHAAPTHI

3. O0beM AUCIUTLIUHBI (MOIYJIs).
3.1. O6mmias Tpy10eMKOCTb TUCHUIUIUHBI (MOYJIA).

OO6mast TPyJIOEMKOCTh AUCIHUILIUHBI (MOIyssi) cocTaBisier 6 3.e. (216
aKaJeMHYEeCKUX vaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOydJarommxcss ¢  MEJarorM4eCKUMHM  padOTHUKaAMU U (WIKM)  JIHUIAMH,
MIPUBJICKAEMBIMHU K peau3alii 00pa30BaTeIbHON MPOTpaMMbl Ha MHBIX YCIIOBUSX,
TIPY MIPOBEJICHUHN yUCOHBIX 3aHATHI:

KommaecTBo yacos

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ned

KonTtakTHas paboTa mpu npoBeieHNH yUeOHBIX 3aHATHH (BCET0): 24 24
B tom uucae:

3aHATUS JEKIUOHHOIO THUIIA 8 8
3aHATUS CEMUHAPCKOTO THIA 16 16

3.3. O6bemM auCHMIUIMHBI (MOAYJsl) B (opMe caMOCTOATENbHOU pPaboOThI
oOyuarommuxcsi, a Takke B (¢opMe KOHTAKTHOM pabOThl OOyYarolmUXcs C
neAaroruaecKuMu paboTHUKAMHK U (WITH ) JIMIIaMU, IIPUBJICKACMBIMH K peaTu3alliH
oOpa3oBaTeNpHON TIpOorpaMMbl  HAa HWHBIX YCJIOBHUSAX, TP  IPOBCICHUU
MIPOMEXKYTOUHOM aTTecTalu cocTapisieT 192 akagemuueckux daca (0OB).

3.4. ITpu oOy4eHNM 10 MHANBUAYATLHOMY YI4EOHOMY IIJIaHY, B TOM YHCIIC IPU
YCKOPEHHOM 00y4YeHUHU, 00BEM JUCITUTUTHHBI (MOIYIISI) MOXKET OBITh PeaIn30BaH




MOJIHOCTHIO B (POpPME CaMOCTOSITENFHOM pabOThl 00yUaIOUINXCSA, @ TaKXKe B opme

KOHTAKTHON pabOThl 00YYaIOIIMXCS C MEJarornuyecKuMu pabOTHUKAMU U (WJIN)

JIMLaMH, IPUBJICKACMBIMHA K PCAJIN3allnH O6pa3OBaTCHBHOﬁ IIporpaMmMbl Ha MHBIX

YCIIOBHAX, IIPHU ITPOBCACHUU HpOMC}KYTO"IHOfI aTTcCTaluu.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/o

TemaTuka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

Pasnen 1. [IpaBoBas ocHOBa HHPOPMAITMOHHON 0€30MaCHOCTH HH(DOPMAIIHOHHBIX CHCTEM.

Ipenmer, enn u 3agaun qucuuuinHE “UHPOpMaIonHas 6e3omacHOCTh”. OCHOBHBIC ONPECTICHAST U
noHsTusA. Obmas npobiaeMa nHPOPMAMOHHOK Oe30macHOCTH MH(POPMANMOHHBIX cHCTeM. JloKTpHHA
HHPOpPMAINOHHOH O6e30macHoCTH PD.

Paznen 2. Madopmanmonnas 6€30MacHOCTh U METOAOJIOTHSA 3aIUTHl HH(pOpManuy B KOPIIOPATHBHBIX
cuctemax OXKT

Knaccudukarus nabpopmanuy, THPKYIUPYOLICH B KOPIIOPATUBHBIX CHCTEMaXx (heaepaibHOro
xkene3nonopoxkHoro Tpancmnopta (OXKT). MHpopMaImoHHbIe pecypchl 1 HHPOPMAIMOHHAS
undpactpykrypa cereit ®IKT kak 00bEKTHI 3aLIUTHI.

Krnaccudukanus u ananus yrpo3 HHQOPMAITMOHHON 0€30MaCHOCTH KOPIIOPATUBHBIM CUCTEMaM. Y POBHH
3alIMTHl MHPOPMAIMU: PABOBOI; OpraHU3allOHHBIN; allapaTHO-NPOrPaMMHBIIN; KPUIITOrpapUIeCKHiA.
Paznen 3. Kpunrorpadudeckne METOAbI 3aIUTH HHPOPMAIIHU

Knaccudukanus kpunrorpadudeckux MeTooB. TpaaunnoHHbIe (CHMMETPUYHBIE) KPUITOCHCTEMBI.
Bbnokosble 1 motounsle MUPpsl. CTONKOCTh KPUNTOCUCTEM. AMEPUKAHCKUH CTaHAAPT IN(PPOBAHMS
nmarebIX DES. OtedectBeHHbIH cTannapt kpunrorpadudeckoit 3amutel [OCT 28147-809.
AcuMMeTpHYHBIE KPUIITOCUCTEMBI. MaTeMaTHuecKre OCHOBBI KPUIITOTPa Ui ¢ OTKPBITHIM KITIOYOM.
Kpunrocuctema RSA. Kpuntocucrema Db I'amans. Kpuntocucrems! 6e3 nepegadu KIOYeH.
VYipasnenue kinrodamu. MeToibl reHepaluu, XpaHeH!s U pacrpeneneHus kiodeil. [Iporokosst
yrpasieHust Kiouamu. MHppacTpyKTypa OTKpBITHIX Kitodei. L{udpobie cepTudukarsl. DneKTpoHHAsS
udporas noxnuck (SLIT). OnHoHanpaBiIeHHas X31I-(YHKIUS.

Paznen 4. MeTozpl 3a1IMTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MH(OPMAIMU U TEXHUYECKUM pecypcam
cereit

Wnentndukanns u ayreHTHUKAINS 00BEKTOB ceTH. MnenTudukanys u NoATBEPKICHNE MTOUTMHHOCTH
nosnb3oBaresnei cetu. [IpumeneHne nmaposieit 1 GHOMETPUYECKUX CPEJCTB ayTeHTH(UKAIINT
nosnb3oBareseil. [IpoToKoIbl B3aMMHOHN IPOBEPKH MTOJUIMHHOCTH 00BEKTOB CETH.

MeskcereBoe sKpaHupoBaHue. [IprHINIIBI TOCTPOECHUS U (PYHKIMOHUPOBAHHS MEKCETEBBIX 3KpaHoB (MD).
Kinaccudpukanus M3. OcoO0eHHOCTH MEKCETEBOTO DKPAHUPOBAHS HA PA3IMUHBIX YpoBHsIX Moaenu OSI.
Ob6ecnieuenue 1nenocTHOCTH nHGopMmanmu. AyreHtudukanus napopmanuu u DI coodmenuit.
OpHoHampasieHHbIe X31I-(QyHKIIH. KoIbI MpoBepKH NONTMHHOCTH HHPOPMALIHH.

CperncTBa aHTHBHpYCHOU 3amuThl. Kitaccudukanys BUPYCOB M CPEICTB 3aLIUTHL. BBl aHTHBHPYCHBIX
MPOTPAMMHBIX MPOAYKTOB. XapaKTEpPHUCTHKA HanboJee MOy IApHBIX aHTHBHPYCHBIX MTAKETOB.

Paznen 5. ApxuTekTypa U METO/IbI OPraHU3aLMK CHCTEM 3aIIUTHl HHpOpManny.

ApxutexTypa cucteMbl 3amuTsl nHpopMarmn (C31). Dransr cozpanust C3U. Bunst obecneyenust C3U.
IpuHnuns! pazpadorku C3U.

Crneunanu3npoBaHHbIE IPOrPaMMHO-aMIapaTHble CpecTBa 3aluThl HHpopMau. CpelncTsa u
MeXaHN3MBbl obecredeHust 6e3onacHocTH cereBoro obopyanosanus Cisco systems. CepBepbl JocTymna
(6panamayaper) Cisco ASAS5500. Cpencta oOHapyskeHus BropkeHuit IDS 4200.

Paznen 6




No .
/ TemaTuka JICKIIMOHHBIX 3aHATHU / KpaTKOC COACPIKAHUC
o/a
JduddeperunpoBaHHbII 3a4eT
Pazpen 7
KonrponbHas pabora
4.2. 3aHATUS CEMUHAPCKOTO TUNA.
JlaGopatopHbie pabOThI
Ne
/ HanmenoBanue mabopaTopHbIX paboT / KpaTKoe coiepkaHue
/11
1
Pazmen 4. MeTopl 3aIIUTHL OT HECAHKIMOHUPOBAHHOTO TOCTYMNA K HHPOPMAIMU U TEXHUYECKHM pecypcam
ceret Hactpoiika npaBuin QruisTparmn Tpaduka ¢ MOMOIIBI0 MEKCETEBOT0 3kpaHa Agnitum OutPost
Firewall [Ins npoBeeHus 1a00paTopHOTO MPAKTUKYMa TpeOyeTcs He0OX0AUMOE KOIUISCTBO KOMILICKTOB
oOyuaronieil KOMIBIOTEPHON MPOrpaMMbl (CreHUaIM3UPOBAHHOE IPOrPaAMMHOE 0OeCTIeUeHNE) U
COOTBETCTBYIOIIAsl KOMITBIOTEPHAS TEXHHUKA, IpeTHa3HAYCeHHAs ISl paOOTHI ¢ YKa3aHHOH IPOrpaMMOi,
MO3BOJISIOIAs UCTIONB30BaTh ceTeBoi nmpokon TCP/IP u anmMunuctparop 6a3 nanusix ODBC32.
4.3. CamocrosiTenbHas paboTa 00y4JarOIuXCs.
No .
/ Bun camocrosiTensHO#M paboThI
o/

1 |[«llIudpoBanue pamMmivy U MOJTHOTO UMEHU CTYAEHTAa METOJIOM FraMMHUPOBaHUs U 1O
anroputmy RSA»

CaMOCTOsITeNIbHOE N3YyUeHNE M KOHCIIEKTHPOBAHHUE OT/IEJIbHBIX TEM YUeOHOMU JIMTEpaTyphbl, CBSI3aHHBIX C
paszenom

2 [ToarotoBka K KOHTPOJBHOM paboTe.

3 ITonroroBka K MpOMEKYTOYHOM aTTECTALIUH.

4.4. ITpumepHbIN IEpeUeHb TEM KOHTPOJIbHBIX padoT
«lIuppoBanue ¢amMuauM © MOJHOTO HMMEHH CTyA€HTa METOJOM
raMMUPOBAHUS U 1O AITOpUTMY RSA»

5. llepeueHb wu3AaHWN, KOTOPBIE PEKOMEHIYETCS MCIOJb30BATh IMpPHU
OCBOEHUU JUCHUILUIUHBI (MOYJIA).

11\/?1 bubnuorpaduueckoe onucanue Mecto nocryna
1 HudopmanronHas 6€30macHOCTb U 3aIlliTa HHPOpMaUU oubamorexa POAT
B.Il.Menbuukos, C.A.Kneiimenos, A.M.IlerpakoB M.:
N3narensckuii nentp "Axkagemus", 2008. - 336 c., , 2008
2 KommuiekcHas 3amura uHGopMaIuy B KOPIOPaTUBHBIX bubmoreka POAT
cucreMax. [llanerun B.®. Yueonuxk M.:Mudpa-M, 2010. —
592 ¢, 2010




1 NudopmannonHas 6e30MacHOCTb U 3aIUTa HHGOPMALIUY B bubmuoreka POAT
KOPIOPATHBHBIX CETSIX JKEJIE3HOJOPOKHOIO TPAHCIIOPTa:
Y4eOHHK 115 BY30B .- TpaHcnopTa SIkosnes B.B.,
Kopuuenko A.A. Yuebuuk M.: YMK MIIC Poccun, 2002.—
328 ¢, 2002

6. IlepedyeHp COBpeMEHHBIX MNPOPECCHOHATIBHBIX 0a3 JaHHBIX W
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

Odunuansueiit caiit PYT (MUUAT) (http://miit.ru/)

DOnexkTpoHHO-0MOIMOoTeYHass cucteMa HayuHo-TexHUYeckod OuOIMOTEeKH
MUUT (http://library.miit.ru/)

DNEeKTPOHHO-ONOIMOTEIHAS cucrema U3/1aTeIhCTBA «JIaHbY
(http://e.lanbook.com/)

DnekTpoHHO-0nOrmoTeuHas cucrema ibooks.ru (http://ibooks.ru)/

DnekTpoHHO-0nOmoTeunas cucrema «Y MLy (http://www.umczdt.ru/)

OnexTpoHHO-0MOIMOoTeuHas cucreMa «Intermediay (http:// www .intermedia-
publishing.ru/)

DIJIEKTPOHHO-OUOIMOTEYHAS cucrema POAT
(http://biblioteka.rgotups.ru/jirbis2/)

7. llepedyeHb  JMIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIo
IpPOrpaMMHOr0 00€cleYeHus, B TOM YHCIE OTEYECTBEHHOTO IPOU3BOJICTBA,
HEO0OXOAMMOTO JIJIS1 OCBOCHUSI TIUCHIUTLTUHBI (MOYJIs).

Jis  ocymiecTBieHHs ~— yd4eOHOro  mpolecca C  HCIOJIb30BaHHEM
JTUCTAaHITMOHHBIX00PA30BaTEILHBIX ~ TEXHOJIOTHHA:  OMNEpallMOHHAas  CHCTeMa
Windows, Microsoft Office 2003 u

BhItie, bpaysep Internet Explorer 8.0 u Boimie ¢ yctanosineaasiMm Adobe Flash
Player Bepcuul0.3 u Boiie, Adobe Acrobat.

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOW 0a3pl, HEOOXOAUMOM It
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUTHHE (MOIYIIIO).

Jlnst mpoBeneHUs ayIUTOPHBIX 3aHATHH W CaMOCTOSITEIBHOW pabOThI
TpeOyeTcs:

1. PabGouee w™ecto mpemojaBarensi C TMEPCOHATBHBIM KOMIIBIOTEPOM,
noakIr0YeéHHBIM K ceTIM INTERNET u INTRANET.

2. CrneuMaJM3vpoOBaHHAs JIEKUWOHHAs AyJIUTOpPUS C MYJbTUMEINA
anmnaparypou U UHTE-PaKTUBHOW JTOCKOM.



3. KomMmbroTepHslii kinacc ¢ KoHauImonepoM. Paboune Mecra CTyJeHTOB B
KOMIIbIOTepHOM Kiacce, noakiodéHHbIe K ceTsiM INTERNET u INTRANET

Jns  mpoBeneHHs  J1a0OpPaTOPHBIX — 3aHATHM: KOMIIBIOTEPHBIA — KJjacc;
KOHJUITMOHEP; KOMIBIOTEPHl C MUHUMAJILHBIMU TpeboBanusiMu - Pentium 4, O3V
4 Tb, HDD 100 I'b, USB 2.0

Texunyeckue TpeOOBaHUS K 00OPYIOBAHHIO ISl OCYIIECTBICHUSI YIEOHOTO
MpoILecca CUCIIONb30BAHUEM JTUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHH:

KOJIOHKH, HAYITHUKW WJIA BCTPOCHHBIA IWHAMHUK (I ydYacTus B
aynMoKOH(EpeHIINM );MUKpOPOH  wiaum  rapHuUTypa (11 ydacTus B
ayTMOKOH(pEpEeHIINH ); BeO-KamMepsl (/1 y4acTHs B

BUJICOKOH(EPEHITNN);

TSl Beayliero: kommnbtotep ¢ npoueccopom Intel Core 2 Duo ot 2 [T (unu
aHaJjor) uBsbliIe, oT 2 I'6 cBOOOAHOM ONEepaTUBHON MaMSITH.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

DKk3ameH B 4 ceMecTpe.

10. OueHouHbIE MaTEpHUAIIBI.

OrneHOYHbIE MaTepUAIbI, TPUMEHSIEMbIE TIPH TIPOBEICHUN TMPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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