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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

Henpto nucuuriuibl «OCHOBBI MH(DOPMAITMOHHONW O€30MaCHOCTHY SIBISIETCS
dbopMupoBaHHEe KOMIETEHIMHA O LEIsIX W 3adadax HH(OOPMAILMOHHOW 3alUTH,
XapaKTEePHBIX CBOMCTBax 3alUIIaeMOi uH(pOopMaIuy, OCHOBHBIX
UHPOPMAIIMOHHBIX ~ YIpO3axX, CYIIECTBYIOIIUX  HAMpPaBICHUSAX  3allUTHl U
BO3MOXKHOCTSIX ~ TIOCTPOCHHMSI  MOJENIeH, CTpaTeruii, MeTOJ0B U  MpaBUII
MH(OPMAITMOHHON 3aIlIUTHI.

OCHOBHBIMHU 337Ja4aMH TUCIUIUTAHBI SIBISIOTCS:

e O3HakoMJIECHUE C METOJaMH U CpPEICTBAMH TEXHUYECKON 3alUThI
uHbOpMaInu;

* O3HakOMJIEHME C TEXHOJOTHMYECKUMH PEUICHUSIMU IS OOecreyueHus
MH(OPMAIMOHHOW 0€30MaCHOCTH B PAa3JIMUHBIX cepax;

* U3yueHue  MeETOAOB  OpPraHU3allMOHHO-IIPABOBOIO  oOecredeHus
JESATEJIbHOCTH 10 MOJIyY€HUI0, HAKOIIEHUI0, 00paboTKe, aHaIN3Yy, UCIIOJIb30BAHUIO
uHdpopManuu U 3ammUTe O00BEKTOB UMHGOpPMaTH3alUHd, HUHPOPMAIMOHHBIX
TEXHOJIOTUN U PECYPCOB;

» IlpuoOpeTeHre HaBBIKOB YCTAaHOBKH, HACTPOWKH, OKCIUTyaTalldd U
nojJepaHusi B pabOTOCIIOCOOHOM  COCTOSIHUM ~ KOMIIOHEHTOB — CHCTEMBI
oOecrieyeHuss HMH(POPMAIMOHHOW OE€30MaCHOCTH C YYETOM YCTaHOBJIEHHBIX
TpeOOBAHMIA.

2. Ilnanupyemblie pe3ynbTaTbl 00Y4EHHS N0 JUCHUILUIMHE (MOIYJIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
mporpamMmbl (KOMIIETEHIINI) B pe3yJibTaTe 00yUeHHUs 10 AUCIUIUIUHE (MOTYIIIO):

IIK-1 - CnocoGeH ympaBiuarh paboTamM MO CO3MaHUI0 (MOAU(DUKAIUIK) U
COTIPOBOXKICHUIO MHTEJUICKTYaJIbHBIX UH(OPMAITMOHHBIX CHUCTEM,
aBTOMATU3HUPYIOIINX 3aJ1a4d OPTaHU3AIMOHHOTO YIPABJICHHUS U OM3HEC-TIPOIECCHI
Ha BO3YIITHOM TPAHCIIOPTE.

OOyuenue 1O JUCHUILIHHE (MOIYJIO) TMpEArNoiaraeT, 4YTO IO €ro
pe3ynbpTaTam o0yvarouuiicst Oyner:

3HaTh:

- CYIIIHOCTH W TOHSTHE WHPOPMAIIMOHHON 0€30MaCHOCTH, XapaKTEPUCTHUKY €€
COCTaBJISFOIIIHX;

- MecTto HHGOPMAIMOHHONW OE30MaCHOCTM B CHUCTEME HaIlMOHAJIbHOMN
0€30MacHOCTH CTPaHbI;

- BUJIbI, ICTOYHUKH U HOCUTEJIH 3alHUIIaeMOi HHGOPMAIIHH;



- HUCTOYHUKMA yrpo3 Oe30omacHOCTH HHPOpMAIMM U MEpbl MO HX
IPEIOTBPAIICHUIO;

- (QakTophl, BO3JCUCTBYIOIME Ha HHPOpPMAIMIO TIpU ee 00padoTke B
aBTOMATHU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEMAX;

- JKU3HCHHBIC IUKJIBI MHGOPMAIMKM OTPAaHWYEHHOTO JO0CTyIa B Ipolecce ee
co3gaHus, 00paboTKH, TIepeaayn;

- COBPEMCHHBIC CpEICTBAa M CIOCOOBI obecmeueHus WHGOPMAIIMOHHON
0e30ITacCHOCTH;

- OCHOBHBIC METOAWKH aHajW3a yrpo3 W PHUCKOB HH(DOpPMAIIMOHHON
0€30MacHOCTH.

YMmern:

- KiIaccu(UIMpPOBaTh 3alIUIIAEMyI0 HH(POpMAIMI0O [0 BUJIAM TaWHBl U
CTEIEHSIM CEKPETHOCTH;

- IlpumeHsaTh ammapaTHble M TPOTPaMMHBIE CPEJCTBA 3alIUTHI CETEBBIX
YCTPOMCTB OT HECAHKIITMOHUPOBAHHOIO JIOCTYTIA;

- HacTpauBaTh napaMeTpbl U CETMEHTUPOBATH 3JIEMEHTHI aIMUHUCTPUPYEMOI
CETH;

- KaccuUIMpoBaTh OCHOBHBIC YTIPO3bl 0€30MMaCHOCTH HH(OPMAIIUH.

Baaners:

- mpo(eCCUOHATBHON TEPMUHOJIOTHEH;

-IJTAHUPOBAHUEM 3AIUTHI U OICHKON 0€30MacHOCTH M 3aIUTHl MPHIIOKEHUN
1 OC OT HECAaHKIIMOHUPOBAHHOTO JOCTYMA;

- HaBbIKaMd (HOPMATBLHON TOCTAHOBKM U PEUIEHUs 3a7adyd OOecreyeHUs
uHOOPMAITMOHHONW  0€30MacHOCTH  KOMIBIOTEPHBIX  CHUCTEM U OOBEKTOB
uH(hopMaTH3aLINN;

- METOZIaMU 3alUThI HH(POpMAITUH.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).

3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

O6miass TPyAOEMKOCTh JTUCHMIUIMHBI (Momynsi) coctaBisger 5 3.e. (180
aKaJIeMUYECKHUX yaca(oB).

3.2. O6bem gucruIuHBl (MOAyJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJammmxcss ¢ MeJarorTMYecCKUMH  padOTHUKaAaMU U (WIKM)  JHIAMH,
MIPUBJICKAEMBIMHU K peau3aiii 00pa3oBaTEIbHON MPOTPAMMBbI Ha MHBIX YCIOBHSIX,
P MIPOBEJICHUHN yUeOHBIX 3aHITHI:

Tun y4eOHbIX 3aHATHI | KonugectBo uacos




Bcero | Cemectp Ne3

KoHnTakTHas paboTa Impu MpoBeIeHNN YIeOHBIX 3aHATHIA (BCETO): 48 48
B tom uucne:

3aHATHUS JICKIHOHHOTO THIIA 16 16
3aHATUS CEMUHAPCKOTO THIIA 32 32

3.3. O0beM AUCHUIUIMHBI (MOIYJis) B (OpMe CaMOCTOSTENbHON paboThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOM pPabOThl OO0ydYaroIuXxcs ¢
NeAarornIecKUMU pabOTHUKAMH U (WJIH) JIMIIAMH, TTPUBJICKACMBIMU K peali3aiuu
o0pa3oBaTeNpbHOM  TPOrpaMMbl  HAa  HHBIX  YCJIOBHMSIX, TMPU  MPOBEICHUU
IIPOMEKYTOYHOM aTTecTalu cocTaBiisieT 132 akageMuyeckux yaca (0OB).

3.4. Ilpu oOydeHuun 1Mo MHIWBUIYaTbHOMY y4eOHOMY TIaHy, B TOM YHCIIE TIPU
YCKOPEHHOM OO0YY€HHH, 00bEeM IUCHUIUIMHBI (MOAYJS) MOXKET OBITh pealn30BaH
IOJIHOCTBIO B (hOpPME CaMOCTOATEIbHONW pabOThl 00ydaromuxcs, a Takxke B (opme
KOHTaKTHOM paboThl OOydYaronuxcs ¢ MeAaroruyeckKuMu paboTHUKaAMU U (WIJIH)
JUIIAMH, TIPUBJIEKAEMBIMH K peain3alii 00pa3oBaTEIbHON MpPOTrpaMMbl Ha MHBIX
YCIIOBUSIX, TIPH MPOBEICHUHU TPOMEXKYTOUHOM aTTECTAIINH.

4. ConeprxaHue JUCHUIUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka IEKIIMOHHBIX 3aHATUH / KpaTKO€ COACPKaHNC
/11

1 |BBenenue B nH(OpMALIMOHHYIO O€30I1ACHOCTh

CoznepxaHue yueOGHOro MaTepuara:

- [TonsTre vHGOpPMAIMU U HHPOPMATMOHHOH 0€30MaCHOCTH.

- Madopmanms, cooOmieHus, THPOPMAMOHHBIE TIPOIIECCH KaK 00hEKTH HHPYOPMAIIHOHHOM 0€30MacHO-CTH.
- O630p 3amHUIIAeMBIX OOBEKTOB U CHCTEM.

2 OCHOBHBIE MOHATUA,TCPMUHBI U OIIPCACIICHUS TCOPHUU PIH(I)OpM&I.IPIOHHOfI 0€30IIacHOCTH
Conepxanue yaeOHOTO MaTepHraa;

- WcTopus cTaHoBiIeHUs TeOpUH HHPOPMAITMOHHOHN O€30MIaCHOCTH.

- [IpeamerHas obnacTe Teopun HHGOPMAMOHHOM 6€30MaCHOCTH.

- Cucremarn3anus IIOHATHH B 00J1aCTH 3aIUTHl HHPOPMAIHH.

- OCHOBHBIE IPUHIUIIEI TOCTPOEHHS CHCTEM 3alUTHI.

- KoHuenuus koMIiekcHOH 3amuThl HHQOPMALHH.

- 3agaun 3amUTHl HHPOPMALUH.

- CpezcTBa peann3aiy KOMIUIEKCHON 3aIIUTH HH()OpPMAIIH.

3 |Mudopmanus kak 00beKT 3amuThl. MIHQOpMaIIMOHHBIE peCypChl U UX 3alUTa
Conepxanue yaeOHOTO MaTepHraa;

- [lonsiTe 06 nHGOpPMAINKN Kak 00BEKTE 3aIUTHI.

- YpoBHu npencrapineHus nHGopMmanyi. OCHOBHBIC CBOWCTBA 3aIUIACMON HH(DOPMAIIHH.

- Bunst u popMel ipecTaBacHus HHPOPMALIUH.

- MudopmanoHHbBIE PECYpCHI.

- CTpyKTypa ¥ IIKaJia [IEHHOCTH HH(POPMAIIHH.




TemaTuka JIGKIMOHHBIX 3aHATHN / KPaTKOE CO/IepIKaHue

- Kimaccudnkanus nHbOpMaIioHHBIX peCcypCoB.
- [IpaBoBoii pexxuM HHPOPMAIIMOHHBIX PECYPCOB.

FOCYI[apCTBeHHaH IIOJIMTHKA HH(i)OpMaHHOHHOﬁ 0€30IaCHOCTH. KOHHCHHI/IH KOMIIJICKCHOI'O

obecrieueHrss THPOPMAIIMOHHON O€30IaCHOCTH

Conepxkanue yueOHOro Marepuaa:

- Madopmanmonnast 6e30acHOCTE U €€ MECTO B CHCTEME HallMOHaIbHOH 6e3onmacHocTr Poccuiickoit De-
Jeparyu.

- Opransl obecrieueHnst HTHOOPMAIOHHOH 0€301TacHOCTH | 3alIUTH HHPOPMALUH, X QYHKINU U 33aJa4H,
HOpMAaTHBHas JSSTSILHOCT.

YTrpo3sl nHDOPMAITMOHHOM 0€30MMacHOCTH
Cozepxanue yueGHOTO MaTepuana:

- AHanu3 ysI3BUMOCTEH CUCTEMBI.

- Knaccudukanus yrpo3 uHpOpMaIIMOHHOW OE30MaCHOCTH.
- OCHOBHbIE HAITPABJIEHHS U METO/IbI PEATU3AIUH YTPO3.

- HetdhopmanbHast MozieNls HapyIIUTENS.

- O1ieHKa yA3BUMOCTH CHCTEMBI.

[TocTpoenue cuctem 3amUTHI OT YIpO3bl HAPYLIEHUS KOHPUIEHIIMATIBHOCTU
ConeprxaHne yueOHOTO MaTepHana;

- Ompezenenue 1 OCHOBHBIE CTIOCOOBI HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

- MeToap! 3amutel ot HCJI.

- Opranuzanuonssie Metoasl 3ammTthl oT HC/I.

- MnxenepHo-TexHH4Yeckue MeToasl 3auuTel oT HC/I.

- [TocTpoenue cucteM 3alIUThl OT YTPO3bl YTEUKU MO0 TEXHUYECKUM KaHaJIaM.

MeToapl KOHTPOJISL TOCTYTAa K HHGOpMAITHI

CoznepxaHue yueOGHOro MaTepuara:

- Unertudukanys v ayTeHTH QUK.

- OCHOBHBIE HAIIPABJICHHS M LIEJU UCIIOIB30BaHMs KPHIITOrPAQHIECKHX METOIOB.

- 3amuTa 0T yrpo3sl HAPYIICHHUS KOHPHICHIIMATHHOCTH Ha YPOBHE COACPIKaHUSI HH(OPMAIIHH.
- 3amuMTa HeJIOCTHOCTH HHPOPMAIIUH [TPU XPaHEHUH.

- 3amuTa 1eI0CTHOCTH HH(pOPMAIMK TIPU 00padboTKe. 3aluTa 1eJOCTHOCTH HHPOPMAIIUU TIPH TPAHCIIOP-
TUPOBKE.

- 3amuMTa OT yrpo3bl HapyIIeHHs LEIOCTHOCTH HH(QOPMALIMK Ha YPOBHE COJICPIKAHMSI.

- [TocTpoeHHe cUcTEM 3alUTHI OT YTPO3bl 0OTKa3a JA0CTYNa K HHOOPMALIUH.

- 3aiyTa CeMAaHTHYECKOTO aHAIN3a U aKTYaJbHOCTH HH(OpMALIHH.

0O0630p MEXITYHAPOIHBIX CTAHIAPTOB HHGOPMAIIMOHHONW O€30MaCHOCTH

ConepxkaHue yueOHOro Marepuaa:

- Pone cTarmapToB MHGOpPMAIMOHHON 6€30I1aCHOCTH.

- Kputepun 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHs! CIIA (OpanxeBas KHUTA),
TCSEC.

- EBpomneiickue kpurepun 6e3onacHocty nHpopmarmoHHbix TexHonoruit (ITSEC).

- denepanbHbIe KpUTEPUN 0€30TTACHOCTH HHDOPMATMOHHBIX TexHoJorui CIIA.

- Enunble kxpurepun 6e30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoausix ctangaptos 270000.

4.2. 3aHATHS CEMHUHAPCKOTO THIIA.

Hp AKTHYCCKUEC 3aHATUA




TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNE

Cummerpuunoe mmdposanue: AES B paznuunsix pexxumax (ECB, CBC, GCM)

B pe3ysbTate BRINOIHEHUS Ta00PaTOPHOI pabOThI CTYJICHT MOJIYYHUT HABBIKK Pean3a-1uu Mu(poBaHUs U
nemudpoBaHus JaHHBIX ¢ Ucmonb3oBanneM AES, ananusa ysa3su-mocteii pexxuma ECB (Hampumep, npu
pabote ¢ u3o0pakeHusiMu), Beioopa pexumoB CBC u GCM nanst obecrieueHust KOHPHUICHIIMATBHOCTH U
[[EIOCTHOCTH.

AcuMmmMmerpuuHas Kpuntorpadus: reHepaius kiodeir RSA u oOmen 3ammdpoBaHHBIMU
COOOILIEHUAMU

B pesynbTate BHIOIHEHHS TA0OPATOPHOM pabOTHI CTYJECHT MOJIYYUT HABBIKU ['CHEpa-IIUU ITyOINYHBIX U
NPUBATHBIX KJIIOYEH, HIM(POBaHUS COOOLICHHSI MYOIMYHBIM KIFO-4OM MOJTy4aTels, Aen(ppoBaHUs
[IPUBATHBIM KJIFOYOM, a TAK)KE IOHUMAHUS BEIYACIU-TEIbHON CI0KHOCTU aTaK Ha KOPOTKHUE KIIIOUH.

OnekrponHnas noanuck (RSA-PSS / ECDSA) u npoBepka MOJJIMHHOCTH JAaHHBIX

B pesynbTate BBITOTHEHHS 1a00paTOPHOH pabOTHI CTYACHT IMOMYYHUT HABBIKH CO3IAaHUS HU(PPOBOH MOAIIICH
Jutst (paiisia, SKCTIOPTA HOAIUCH B OTJCIBHBIN (haiil, MPOBEPKHU ITOAMICH C HCIOIb30BAaHUEM ITyOIHMIHOTO
KJIIO4a, a TaKke 0OHapy)eHus (hakTa MOAN-(PHUKALUK JaHHBIX I10CIIE HOATUCAHNSL.

Kpuntorpaduueckoe xsmuposanue (SHA-256, MDS5) u ero npuMeHeHue sl KOH-TPOJIS
[EJOCTHOCTH

B pesynbraTe BHINONHEHHUS J1AOOPATOPHOIT pabOTHI CTYACHT MOJTYYUT HABBIKU BBIYMC-TCHU Xa1ei daitnos,
CpaBHEHWUSI X3IIIeH s OOHAPYKSHHST U3MEHEHUH (B T.4. OUTO-BBIX), IOHIMaHUs KOJUTM3UH Ha mpuMepe MDS
¥ BEIOOpA CTOMKHX QJIITOPUTMOB JUISl XPaHEHUS MTapOJIeH.

Artaka «uenosek nocepenune» (MITM) na nporokos oOMeHa kimtodamu Juddu —
XemiMaHna

B pesynprare BRINOTHEHUS 1a60OPaTOPHOI pabOThI CTYICHT MOJIYYHUT HABBIKK IIepeXBa-Ta U MOIMEHBI
MyOJMYHBIX KJIIOYEH B HE3alIMIIEHHOM KaHalle, paciuudpoBku Tpaduka 0e3 BeqoMa CTOPOH, a TaKkKe
MPaKTHYECKOTO TIOHUMaHUsl He00X0JMMOCTH ayTeHTH]u-Kamu kioueit (PKI).

Amnanu3 cereBoro Tpaduka ¢ Wireshark: mepexsat nmaposneit mo nporokonsam HTTP, FTP,
Telnet

B pesynbrare BeIMOTHEHHS Ta00PAaTOPHOH pabOTHI CTYACHT MOJYyYUT HABBIKK 3aXBaTa MaKeTOB B JIOKALHOM
cetH, punpTpanuu Tpaduka mo MpoTOKOIaM, BOCCTAHOBIICHUS MEepeaaBacMbIX JIOTHHOB U MapoJjiei u3 plain-
text MPOTOKOJIOB, a TaKKe OOHAPYKEHUS TIOJJO3PUTETHHBIX COSIMHEHUH.

ARP-spoofing: nepexsar Tpaduka B JokaibHOU ceTu ¢ nomouibio BetterCAP / Ettercap

B pesynbTate BhINIOTHEHHS 1a00PAaTOPHON pabOTHI CTYIEHT MOJMYYHUT HAaBBIKK OTpaBiie-Hust ARP-Tabmum,
opranmsanuu MITM mMexny xepTBoit u nutto3oM, nepexsata HTTP-ceccuil, a Taxoke HacTporKu
cratnueckux ARP-3amuceii kak MeETOa 3aIIUTHI.

Ckanuposanue noptos u OC ¢ nomomsto Nmap (TCP SYN, FIN, XMAS) u o6xox
poCThIX (aiipBoIIOB




TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNE

B pesynpraTte BRIIOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOIYIHUT HABBIKA IPOBE-IECHHUS CKPBHITOTO
CKaHUPOBAHUS, ONPEACICHUS OTKPBITHIX MOPTOB U CEPBUCOB, HacH-TU(UKaImu OC 1Mo oTHeyaTKaMm CTeKa
TCP/IP, a Taxkxe aHaNHM3a 3alIUIICHHOCTH CETE-BBIX MIEPUMETPOB.

Oo6napyxenue Brop>xkeruit (IDS): HacTpoiika Snort 1711 CHTHATYpHOTO aHa/In3a Tpaduka

B pesynbTaTe BBIIOIHEHHS 1a00PAaTOPHOH pabOTHI CTYISHT MONYyYHT HABBIKH HAIMCAHUS COOCTBEHHBIX
curHatyp (mpaBmi) Snort, mepexBaTa MOJO3pUTEIBHBIX TAKETOB (HAIpuMep, ¢ mpu3HakaMu SQL-nHbeknnu
WM CKaHMPOBAHUS IIOPTOB), TEHEPALIMU OMOBEIIECHUH ¥ JIOTUPOBAHUS aTaK.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxponnsix Kyk (SYN cookies) Ha Linux
(iptables)

B pesynbrate BhinonHeHus 1a00paTopHOil pabOThI CTYIEHT MOJYYUT HABBIKU OTPAaHHUEHUS YHCTIa
coenmHeHNH ¢ ogHoro [P, 3amuTer ot SYN-flood ¢ BrimtouerneM SYN cookies, SMyISIIH aTaku ¢ TOMOIIBIO
hping3, a Taxxe aHaM3a 3aTPy3KHU cepBepa MO aTaAKOM.

11

CermeHTanust ceTu U MekceTeBble FKpaHbl (pfSense): npaBuia npomycka Tpaduka MEXIy
VLAN

B pesynbraTe BhIMONHEHHUS 1a00paTOPHOM pabOThI CTYJEHT NOITYYUT HAaBBIKU co3gaHus VLAN, HacTpolku
npasui allow/deny st pasubix 30H (DMZ, LAN, Guest), opranu-3aunu NAT, a Takike NpoBEpKH U30JISALUH
CErMEHTOB C TIOMOIIIBIO0 CKAHUPOBAHMSI.

12

SQL-unbexkuun (SQLIi) Bpyunyto u uepes sqlmap: n3BiedeHne TaHHBIX U3 0a3bl

B pe3synbTaTe BBITOTHEHHS Ta00PATOPHON pabOTHI CTYIEHT MONYIHT HABBIKM OOHAPYKEHUS YSI3BUMBIX
napameTpoB, ucnoisis3oBanus UNION u cienbix uabekimit (boolean/time-based) miist 00xo1a aBTOpH3aIuy,
JaMIia Ta6J'II/II_[, a TaKXKC MPUMEHCHUSA MMapaMETPU30BAHHBIX 3alIPOCOB IJId 3aIUThI.

13

MesxcaifToBblit ckpunTHHT (XSS): Kpaka ceccuil n nogmeHna kontenTa (stored / reflected /
DOM)

B pe3ysbTaTe BRIONHEHNUS Tab0PAaTOPHO# pabOThI CTYACHT IIOJIYYHUT HABBIKH BHeApeHHs JavaScript-koza B
koMMeHTapun 1in napamerpsl URL, nmepexBaTa cookie )epTBbI ¢ OTIIPABKOIl Ha BHEIIHHUI CepBep, CO3IaHUs
nojAenbHbIX GopM BBOJA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (mexcaiiToBas o ieNka 3arnpoca): aTaka Ha CMeHy maposst 6e3 Begoma
10JIb30BATENS

B pesynbrate BIIIOTHEHHS 1a00PATOPHOM pabOThl CTYEHT MOJIYYHUT HAaBBIKU CO3/IaHHS BPEAOHOCHON
HTML-cTpanunmp! ¢ aBromaTnyeckoit ornpaskoid POST-3ampoca, nepexsaTa BaJiIHOM CECCUH, a TaKKe
BHenpeHus anti-CSRF TokeHoB 1 ipoBepku Referer-3aronoBkoB kak METO/1a 3alHTHI.

15

He6e3omacubie necepuanuzanus B Java/Python: ynanennoe Bemonuenue koaa (RCE)

B pesynbTate BITOIHEHHS 1a00paTOPHON pabOThl CTYICHT MOJYYHUT HABBIKK CO3/IaHHS BPEIOHOCHOTO
CEePHATN30BAaHHOTO 00BEKTa, IKCILUTyaTAIlNH Ta/DKET-TIETIOUKH (HarpuMep, ysoserial), momydeHus reverse
shell, a Takke caHUTH3AIMK W OETIOTO CITHCKA KIIAC-COB MPH JIeCEpHaTHU3AIIH.




/ TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNE
n/n

16 |XXE (XML External Entity): urenue nokansHbix (aiinoB u SSRF uepes mapcep XML

B pesynbTate BhIOIHEHHS 1a00OPATOPHON pabOoThl CTYEHT MOJMYYHUT HABBIKM BHEJIPEHUS BHEITHEH CYITHOCTH
JUTs uTeHusl /etc/passwd, opranuzanuu 3amnpoca kK BHyTpeHHEM cepBepaM (SSRF), mposenenus DoS uepes
«billion laughs», a Taxxke oTkmoueHust 060-paboTku external entities B mapcepe.

4.3. CamocrosiTenbHas padoTa 00y4aromuxcs.

No .
Buj camocrosiTennsHOM paboThI
/1
1 |Pabora ¢ JEKIMOHHBIM MaTEPHAIOM
2 |[logroroBka K J1abopaTOpHBIM paboTam
3 | [ToxroroBka K MPOMEXKYTOYHOM aTTECTAIUH.
4 | [loAroToBKa K TEKyIIEMY KOHTPOJIIO.

5. llepeueHp wu3HaHUN, KOTOPBIE PEKOMEHIYETCS

OCBOCHUHU JUCHUILUIMHBI (MOIYJIA).

HCIIOJIB30BATh IIPpHU

li\i bubnuorpaduyeckoe onrcanue Mecto noctymna

1 KoaupoBanue u 3ammra uHpOpMAIHH B ToKyMeHToO60po-Te: | URL: 03_19830.pdf
METO/I. yKa3. K PaKT. u J1ab. pab. mis cry. cne. [pu- (miit.ru). (ara
kiajaHas nHpopmarrka (B skoHOMHUKE) 110 uct]. Madopma- obpaerus 03.03.2024)
1monHas Gesonactocts / B.J. Mopososa, K.D. Bpy6ies-ckuit; | 1| CKCT : HIOCPEACTBCH-
MUUT. Kad. Dxonomuueckas uapopmatuka. - M.: MUNUT, upiit.004.056.57 M 80
2010. - 56 c.

2 [IudpoBaHue C OTKPBITHIM KIIFOYOM: METOJ. YKa3. K 1a0. pal. URL: 04-46051.pdf
o aucy. Uadopmanuonnas 6e30MacHOCTh M 3aIUTa (miit.ru). (nara
uH(GOpPMAIIUKU IS CTY/. CIiell. ABTOMaTU3UPOBAHHBIE CH-CTEMBI obpamenns 03.03.2024)
06paboTKn MHpopMALMK U yripatenus, Undopma-imonnse | LeKCT }
cucteMbl u TexHonoruu / 3.U. KoctiokoBckasi, A.M. Y nanos; ;e;[;Cp cacTBemHbii. 004
MUUT. Kad. ABTOMaTH3NPOBAHHBIE CUCTE-MbI YIIPABICHHUS. -

M.: MUUT, 2008. - 28 C.

3 Kpunrorpaduyeckas 3amura KoMIbroTepHON HHYOpMaLuu: URL.: 03-42764.pdf
METOJI. YKa3. K 11a6. pab. no auci. TeopeTnueckue OCHOBEI (miit.ru). (nara
KOMITbIOTEPHOM 0€30MacHOCTH I CTY., 00y4. 110 HaIp. obpamenns 03.05.2026)
HNudopmanmonnas 6ezonacHocts / . M. I'onnosckuii, b. B. Texer: 5
Kenenxos, U. E. Caponosa; MUUT. Kad. Beruncnutens-Heie ?ZI(T)OCP eAcTBeHHLIA.004
cucreMsbl u cetu. - M.: MI'YIIC(MUUT), 2013. - 36 C.

4 NudopmarnmonHas 6€30macHOCTh MEPCOHATBHBIX URL: 10-2256.pdf
KOMITBIOTEPOB: y4e0. nocodue mis cryn. cnen. CAIIP u (miit.ru). (naTa




CTPOMUTENBHBIX CIEL. 10 Kypcy MeToasl U cpelicTBa 3aILHThI obpammenus 03.05.2026)
KoMmmbroTepHor nHpopMmaruu. U.2 / B.}FO. Cmupnos, O.B. Texcr : HEMOCPECTBEH-
Cmuprosa; MANT. Kad. CAIIP TpaHCIOpTHBIX KoHCTpyKimii | HbiH.681.3.066 C 50

u coopyxenuit. M.: MUUT, 2010. - 88 c.

5 Pa3paboTka Mep 3amuThl HHPOPMALIMOHHBIX PECYPCOB B URL: DC-435.pdf
KOPIOPATUBHOM CETH C BBIXOJIOM B MHTEPHET: YI4COHO-METO/I. (miit.ru). (na-Ta
ocobue 1mo Kypc. pabore Il CIEIHATUCTOB HaIIp. obpamernus 03.05.2026)
KommbioTepHas 6e3onactocts / B. M. Anexcees; MANT. Kag. | T€KCT:

Ympasnenue u 3ammra uapopmaruu. - M.: PYT(MUUNT),
2017.-9c.

HernocpeacTBeHHbIN.004
A-47

6. IlepeuyeHb COBpEMEHHBIX MPOPECCHOHAIBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BATHCS IIPH
OCBOCHUU JUCHUIUIUHBI (MOYJIA).

- Hayunas snektponnas o6uonmoreka (http://elibrary.ru)

- Marepuansl o HHPOPMAIIMOHHBIM TEXHOJIOTHsM (Www.citforum.ru)

- Odurmansusiii cadt PYT (MUUT) http://miit.ru

- Hayuno-rexuuueckas 6ubimorexka PYT (MUUT): http://library. miit.ru

7. IlepedyeHb  IUIEH3MOHHOTO ©  CBOOOJHO  PacIpOCTPAHSIEMOTO
MPOTrPAaMMHOTO OOECIeYeHUsI, B TOM YHCJICE OTCUYECTBEHHOTO IPOM3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHMSI TIUCIUTUTUHBI (MOYJIs).

- Unrepuer-6paysep (Yandex u np.)
- Microsoft Windows.
- Microsoft Office

8. Omucanue MaTepHAIbHO-TEXHUUYECKON 0a3bl, HEOOXOAUMON IS
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

YueOHast aynuTopusi IS TPOBENEHUS yUeOHBIX 3aHATUH  (3aHATHIMA
JEKIIMOHHOTO  THMa, JabopaTopHBIX paboT, KypCOBOTO  MPOCKTHPOBAHHS
(BBIMOJIHEHUST KYPCOBBIX paldOT):

- KOMIIbIOTEp IMpernojaBaTelis, MyJIbTUMEIUiiHOe 000pyJoBaHue, paboune
CTAHIIUU CTYJEHTOB, JOCKA.

Aynuropus nojkitoueHa k cetu «HTepHeT».

9. ®opMa NpoMEeKyTOUHOU aTTECTAIUU:

3ayeT B 3 cemecTpe.

10. OueHouHble MaTEpHUAIBI.



OueHouHblE MaTepHalibl, IPUMEHSIEMBbIE NPU MPOBEACHUH MPOMEKYTOUHOU
aTTecTalluy, pa3padbaThIBAlOTCS B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTUBHBIM aKTOM
PYT (MUUT).
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