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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Henbto auctmmmuabl «OCHOBBI HH(POPMAIIMOHHON 0€30MaCHOCTHY SIBISIETCS
dbopMHpoBaHKE KOMIETEHIMHA O WENsIX W 3agadax MHGOPMAIMOHHOW 3allUThl,
XapaKTEPHBIX CBOICTBaX 3aluIaeMoi uH(popmaIm, OCHOBHBIX
UH(GOPMAIIMOHHBIX ~ YIpO3aX, CYIIECTBYIOIIMX HAMNpaBJICHUSX 3allUTBl U
BO3MOXXHOCTSIX ~TMIOCTPOCHHS MOJIEJeH, CTpaTeruil, METOAOB U  IpaBUII
UH(GOPMALIMOHHOHN 3aIUTHI.

OCHOBHBIMH 33/1a4aMU JAUCUUTUIMHBI SIBISIFOTCS:

* O3HaKOMJICHHE C METOJaMU M CPEACTBAMH TEXHUYECKOW 3alllUThl
uHopManmy;

* O3HaKOMJICHHE C TEXHOJOTMYECKUMHU PpEUICHUSMH JJs oOecnedeHus
MH(POPMAIIMOHHOM 0€30I1aCHOCTHU B PA3IMYHBIX Cepax;

 l3ydeHwe METOJOB  OpPraHU3ALMOHHO-TIPABOBOrO  OOecredYeHus
NEATeIbHOCTY 10  TOJYYEHUIO, HaKOIUICHHIO, 00paboTKe,  aHaIM3y,
WCIIOJIb30BaHUIO HMHQOpMaUMU MW 3amuTe OOBEKTOB  HMH(OpMaTU3AINH,
WH(OPMAIIMOHHBIX TEXHOJIOTHI U PECYPCOB;

» IlpuoOpereHne HaBBIKOB YCTAHOBKH, HACTPOWKH, OHKCIUTyaTallud U
nojJepxaHusi B  pabOTOCIOCOOHOM  COCTOSSHUM  KOMIIOHEHTOB — CHCTEMBI
oOecnieueHuss HH(OPMALIMOHHONW O€30MaCHOCTH C YYETOM YCTAHOBJICHHBIX
TpeOOBaHMIA.

2. Ilnanupyembie pe3ynbTaTbl 00yYeHHs M0 JUCHUILIMHE (MOIYJIIO).

Ilepeuenp (GopMUpPYEMBIX Ppe3yJbTAaTOB OCBOCHHS  00pa30BaTeIbHOU
mporpamMmbl (KOMIIETEHIINI) B PE3yJIbTaTe 00yUeHHUs 10 AUCIHUILTUHE (MOIYIIIO):

IIK-1 - Cnocoben ymnpaisiTh padoTaMu MO CO3AaHUI0 (MOAM(PUKALNH) U
COITPOBOXKICHHIO MHTEIJICKTYaTbHBIX UHGOPMAITMOHHBIX CHCTEM,
aBTOMATHU3HUPYIOMIMX 337]a4l OPraHU3al[MOHHOTO YIIPaBJIE€HUs U OM3HEC-TIPOLIECCHI
Ha BO3YIIHOM TPaHCIOpPTE.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOIYJII0) MPENOJaraeT, 4YTo Mo ero pe3yJibTaramMm
oOyyaroruiicst Oyier:

3Harth:

- CYILIHOCTb U MOHATHE UHPOPMALIMOHHON O€30MaCHOCTH, XapaKTEPUCTHUKY €€
COCTAaBJISIFONITHX;

- Mecto HWHGMOPMAIMOHHONW O€30IacHOCTH B CHCTEME HaIlMOHAJbHOM
0€30MacHOCTH CTPaHbI,

- BUJIBI, ICTOYHUKH M HOCUTEH 3allIaeMol HH(OpMaIny;



- HCTOYHUKHA yrpo3 OC30IacHOCTH HMHQPOPMAIIMM W MEpPhl IO HX
MPEIOTBPAIICHUIO;

- (akTopel, BoO3AcHCTByIOIME Ha HHPOpPMAINMIO TpPU ee oO0paboTke B
aBTOMATH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEMAX;

- KU3HCHHBIC ITUKJIBI HH(POPMAIIMK OTPAHUYCHHOTO JIOCTYIA B MPOIIECCE e
co3JlaHusl, 0O0pabOTKH, IepeaadH;

- COBpPEMCHHBIEC CpEJICTBA M CIOCOOBI oOecreueHuss WH()OPMAIMOHHOM
0€30IacCHOCTH;

- OCHOBHBIC METOJWKH aHaIW3a yIpo3 H PHUCKOB HH(POPMAITMOHHOM
0e30MacHOCTH.

Ymern:

- K1accu(UUMpOBaTh 3aAIlIMIAEMYyI0 HH(POpPMALUIO IO BUIAM TalHBI U
CTEIIEHSM CEKPETHOCTH;

- IlpumensaTs amnmapaTHble M IPOTrpaMMHBIE CPEACTBA 3AIMTBI CETEBBIX
YCTPOUCTB OT HECAHKI[IMOHUPOBAHHOI'O TOCTYIIA;

- HacrtpanBatp napaMeTpbl 151 CErMEHTHPOBATH DIIEMEHTHI
aIMUHHACTPUPYEMOM CETH;

- KJIacCU(UUUPOBATh OCHOBHBIE YTPO3bl 0€30MaCHOCTH HH(POPMALIUH.

Baagern:

- nmpo(eccuoHaIbHON TEPMUHOIOTHUEH;

-TJIAHUPOBAHUEM 3aIIUTHI U OIEHKOW O€30MaCHOCTH U 3aIUThI MPUIIOKESHHM
1 OC 0T HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

- HaBbIKAaMU (POpPMaNILHONW TMOCTAHOBKM M PEIICHUS 3aJaud OOECTICUCHUS
MHDOPMAIMOHHOW  0€30MaCHOCTH  KOMIBIOTEPHBIX CHUCTEM M  OOBEKTOB
nH(pOpMaTH3aLIUY;

- METOJIaMU 3aIUThl HHPOpMALTIH.

3. O6beM TUCIUTLIUHBI (MOTYJIs).

3.1. O6m1as Tpy10€MKOCTh AUCIUTIIAHBI (MOIYJIs).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJsi) coctaBisieT S5 3.e. (180
aKaJeMHYEeCKuX Jaca(oB).

3.2. O6bem paucuMmuIdHbL (MoOayisi) B (opMe KOHTAKTHOW paboThI
oOyyarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ©  (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K peajn3alii 00pa3oBaTeIbHON MPOrpaMMbl Ha UHBIX YCIOBUSX,
IIpU MIPOBEICHUH YUEOHBIX 3aHATUH:

Tun y4eOHBIX 3aHATHI | KonugectBo uacos




Bcero | Cemectp Ne3

KoHnTakTHas paboTa rmpu MpoBeIeHNN YIeOHbBIX 3aHATHIH (BCETO): 48 48
B tom uncne:

3aHATHUS JCKIUOHHOTO THIIA 16 16
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O6peM auCHUIUIMHBL (MOAYJs) B (hOpMe CaMOCTOSITENBHOM pPabOTHI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYaromuMXCS C
neAarornyecKuMu pabOTHUKAMU U (WJIH) JIMIIAMU, IPUBIIEKAEMbIMH K peaTn3aiiu
o0pa3oBaTeNbHOW MpPOrpaMMbl HAa HHBIX YCJIOBUSIX, NPU  MPOBEACHUU
IPOMEKYTOYHOM aTTecTaliu cocTaBisieT 132 akageMuyecKux yaca (OB).

3.4. ITpu oOy4eHnu o0 UHAUBUAYATLHOMY Y4€OHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4eHUH, 00bEeM NUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaau30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHOW padOThl 00yUaroIuXCs, a TaKKe B (hopme
KOHTaKTHOM pabOThl 00Y4YaIONIUXCS C MEJAarornyeCKuMU pabOTHUKaMU U (WJIH)
JUIAMU, TIPUBIIEKAEMBIMH K peain3aliiu 00pa30oBaTeIbHOM MPOrpaMMbl Ha UHBIX
YCIJIOBHSIX, IPH IPOBEACHUH IIPOMEXYTOYHOM aTTECTALIUN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIMOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |BBenenue B MHPOPMAIIMOHHYIO O€30M1aCHOCTD

CoznepxaHue yueOGHOro MaTepuara:

- [Nonstue vHGOpMAIMK U HHPOPMATMOHHOH 0E30MaCHOCTH.

- Nadopmarus, coobrieHus, ”HPOPMAIMOHHBIE TIPOIIECCH KaK 00hEKTH HHYOPMAIIHOHHOM 0e30MacHo-
CTH.

- O630p 3amMIIAEMBIX OOBEKTOB U CUCTEM.

2 OCHOBHEBIE MOHATUA,TCPMUHBI U OIIPEACIICHUSA TCOPUU HH(bOpMaHHOHHOﬁ 0€e30MacHOCTH
ConepxaHue yueOHOTO MaTepHuaa;

- Uctopust cTaHOBJIEHUsI TeOpUH HHPOPMAIIMOHHON 6€30I1aCHOCTH.

- [IpenMeTHas 00J1aCTh TEOPHH HHPOPMAMOHHON 0E30TTaCHOCTH.

- Cucremaru3anus MOHATHAN B 00JIACTH 3aIIUTH HHOOPMAITHH.

- OCHOBHBIC IPUHIIMITEI IOCTPOCHHSI CUCTEM 3aIlUTHL.

- KoHnenmust KOMIDIEKCHOM 3alIUTHl HHPOPMALIUH.

- 3agaun 3amU Tl THPOPMAITUH.

- CpezcrBa peann3aiui KOMIUIEKCHON 3aIIUThl HH()OPMAIHH.

3 |[Mudopmanus kak 00beKT 3amuThl. H(OpMaIMOHHBIE pecypehl U X 3alllUTa
ConepxaHue yaeOHOTO MaTepHraa;

- [lonsiTre 06 nHMOpMALUK KaK OOBEKTE 3aIUTHI.

- YpoBHu npezcrasnenns napopmari. OCHOBHbBIE CBOMCTBA 3alUIaeMOil HHpOpManuy.
- Buzbt u popmel pencraBineHns HHGOPMALIUH.

- UndopmannonHsie pecypcebl.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- CTpyKTypa ¥ IIKasia IeHHOCTH HH(POPMAIIHH.
- Knaccudukanus nHGopMalMOHHEIX pECypCOB.
- [IpaBoBOi1 pexnM HHPOPMAIIMOHHBIX PECYPCOB.

['ocynapcTBenHas nonutuka nHGopMannoHHon 6e3omacHoctu. Konnenms

KOMIIJIEKCHOT'O 00eCIIeUeHHU S HH(bOpMaHHOHHOﬁ 0e30IacHOCTH

Copneprxanue yaeOHOTO MaTepHaa;

- e opmarnmonnast 6e30macHOCTE U €€ MECTO B CHCTEME HallMOHANBHOM Oe3omacHocT Poccutickoir de-
Jepanu.

- Opransl obecriedeHnst HHOOPMAIOHHOH 0€301TacHOCTH | 3alUTH HHPOPMALNH, X QYHKINU U 33aJa4H,
HOPMaTHBHAsI AEATEILHOCTb.

YTrpo3sl nHDOpPMAITMOHHONW 0€30MMacCHOCTH
Cozepxanue yueGHOTO MaTepuana:

- AHaju3 ysI3BUMOCTEN CUCTEMBI.

- Knnaccudukanus yrpo3 uHpOpMaIMOHHOW 6€30MaCHOCTH.
- OCHOBHBIE HATIPABJIEHUS M METO/IBI PEAU3AIAH YTPO3.

- HehopmansHast Moziens HapyIInTENs.

- O1eHKa YA3BUMOCTH CHCTEMBI.

[TocTpoenue cuctem 3amMThHI OT YTpO3bl HAPYIIEHUS KOH(UIECHIIMATIbHOCTH
ConepxaHue yueOHOTo MaTepHuaa;

- Onpenenenue 1 OCHOBHBIE CTIOCOOBI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

- Metoags! 3amutel ot HCJI.

- Opranuzanuonssie MeToasl 3ammThl oT HC/I.

- NmxeHepHo-TexHH4Yeckue MeToasl 3auuTel oT HC/I.

- ITocTpoeHue cucTeM 3alUThl OT YTPO3bl YTEUKU IO TEXHUYECKUM KaHajlaM.

MeTo1bI KOHTPOJIS IOCTYTIA K HH(GOpMAITUN

Conepxanue y4eOHOTO MaTepuana:

- NnerTtndukanys u ayTeHTUUKAIHS.

- OCHOBHI)Ie HaIpaBJICHUA U UEJIN UCIIOJIb30BAHUA KpI/IHTOFpa(bI/I‘IeCKI/IX METOOOB.

- 3ammra oT yrpo3bl HapyleHust KOH(QUACHIIMAILHOCTY Ha YPOBHE COIepyKaHus HHpOpMaIInH.
- 3amMra HeJIOCTHOCTH HHPOPMAIIMH [TPU XPAHEHUH.

- 3ammuTa 1eIOCTHOCTH HH(pOpMAIMK TIPU 00paboTKe. 3aiuTa HeJ0CTHOCTH HHPOPMAIIUH MIPH TPAHCIIOP-
TUPOBKE.

- 3amura OT Yrpo3bl HapyIIeHUs [ETOCTHOCTH HH(OPMAILIMU HA YPOBHE COJIEPKAHHUSL.

- [ocTpoeHue CUCTEM 3alUThI OT YTPO3bl OTKA3a A0CTYIA K HHPOPMAIIHH.

- 3amura CeMaHTHYECKOT0 aHANIN3a U aKTyalbHOCTH HH(pOpMAIIUH.

0O0630p MEXIYHAPOIHBIX CTAaHIAPTOB HHPOPMAIITMOHHONW O€30MaCHOCTH

ConepxaHue yueOHOTO MaTepHraa;

- Pone cTangapToB nHGOpMAaLMOHHONW 6€30MaCHOCTH.

- Kputepun 6e30macHOCTH KOMIBIOTEPHBIX cucTeM MuHHCTepcTBa 000poHs! CIIA (OpanxeBas KHUTA),
TCSEC.

- EBpomneiickue kxpurepun 6e3onacHoctu nHGopMarpoHHeIx TexHoaorui (ITSEC).

- ®enepanbHble KpUTEpHH 0€30MacHOCTH HHPOpManOHHBIX TexHosoruid CIIIA.

- Enunble kpurepun 6e30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

- I'pynna mexayHapoaHsix ctangaptos 270000.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

[IpakTueckue 3aHsaTHS
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TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Cummerpuunoe mmdposanue: AES B pasnuunsix pexxumax (ECB, CBC, GCM)

B pe3yinbTate BBIMOIHEHHS JTAOOPATOPHOUN pabOThI CTYJIEHT MOJYYUT HABBIKK peann3a-Iuu mu(poBaHus 1
JenmpoBaHUs TAHHBIX ¢ Hcnonb3oBanueM AES, aHanuza ys3su-mocreit pexxuma ECB (nanpumep, npu
pabote ¢ u3o0pakeHusiMu), Beioopa pexumoB CBC u GCM anst obecrieueHust KOHGUACHIIMATBHOCTH U
IEJIOCTHOCTH.

AcummMmerpuuHasi Kpunrorpadus: reaeparus kiaodeid RSA u oomen 3ammdppoBaHHEIMI
COOOILIEHUAMU

B pesyinbTate BHINOIHEHHS Ta00PATOPHOH pabOTHl CTYJCHT MOJIYYUT HABBIKU ['CHEPa-IIUU ITyOINYHBIX U
NPUBATHBIX KJIIOYeH, IM(POBaHUS COOOLIEHHS MyOIMYHBIM KIF0-4OM IOJTy4aTels, Aemn(pOBaHU
MPUBATHBIM KIIFOUOM, a TAK)KEe TOHMMaHHMs BBIYUCIU-TEJILHOM CIIOKHOCTH aTak Ha KOPOTKHE KITIOYH.

OnekrponHnas noanuck (RSA-PSS / ECDSA) u npoBepka NOATMHHOCTH JaHHBIX

B pesynbrate BeIOTHEHHS TA00PATOPHOH pabOTHI CTYJEHT MOMYYNUT HAaBBIKK CO3IaHMs TH(PPOBOI
HoAnucH A7t (aiina, 3KCIopTa IMOIIKICH B OTACIBHBIN (hailsl, MPOBEpKH MOINCH C HCTIOJIb30BAHUEM
MyOJIMYHOTO KIF0Ya, a Takke 0OHapyeHus (hakta Moau-(DUKAINH JaHHBIX TOCIIE TOAIHICAHNUS.

Kpuntorpaduueckoe xsmuposanue (SHA-256, MDS5) u ero npuMeHeHue sl KOH-TPOJIS
[[EJIOCTHOCTH

B pesynbraTe BHINONHEHHMS J1TAOOPATOPHOIT pabOTHI CTYACHT MOJXYYUT HABBIKK BBIYHUC-JICHHS XOIIEH
(haiinoB, cpaBHEHNUS X31IeH UTI 00HAPYKCHNS N3MEHEHHUH (B T.4. OMTO-BBIX), IOHUMAaHUS KOJUIM3HH Ha
npumepe MDS5 u BeIOOpa CTOWKHAX aNrOPUTMOB UL XpaHCHHUS TTApOJICH.

Artaka «uenosek nocepeaune» (MITM) na mporokosn ooMeHa kirouamu Judpu —
XemmaHa

B pesynprare BRINOTHEHUS 1a60PaTOPHOI pabOTHI CTYIEHT MOJMYYHT HABBIKK IIEpEXBa-Ta U MOJMEHBI
MyOJIMYHBIX KITFOUYEH B HE3aIIUIIIEHHOM KaHalle, paciu@poBku Tpadurka 6€3 BejoMa CTOPOH, a TAKKE
MPaKTHYECKOTO TIOHUMaHUsI He0OX0IMMOCTH ayTeHTH]H-Kamu kioueit (PKI).

Amnanus ceteBoro Tpaduka ¢ Wireshark: nepexsat naposeit no nporokonam HTTP, FTP,
Telnet

B pesynbrare BeIMOTHEHHS 1a00PaTOPHON pabOThI CTYACHT MOJYYUT HABBIKH 3aXBaTa MAaKEeTOB B
JIOKaJIbHOM ceTH, GUIbTpaluy Tpaduka Mo mpoTOKOJIaM, BOCCTAHOBJICHUS MePeIaBaeMbIX JJOTHHOB U
napoJjei u3 plain-text mpoTOKOJIOB, a TaKXe 0OHAPYKEHUS TIOJO3PUTEIHHBIX COSAMHEHU.

ARP-spoofing: nepexsar Tpaduka B JIokaJibHOU ceTu ¢ nomonibio BetterCAP / Ettercap

B pesyinbrate BINOIHEHHS 1a00pAaTOPHON pabOTHI CTYIEHT MOJMYYHUT HABBIKK OTpaBiie-Hust ARP-Tabmum,
opranuzanuu MITM Mexny xepTBoit u nutto3oM, nepexsara HTTP-ceccuil, a Taxoke HaCTpOHKU
cratnueckux ARP-3amuceit kak MeETOIa 3aIUTHI.

Ckanuposanue noptos u OC ¢ nomompsto Nmap (TCP SYN, FIN, XMAS) u o6xon
pOCThIX (ailpBoIOB
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TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

B pesynbrate BeIOTHEHHA TA0OPATOPHOH pabOTHI CTYICHT MOIYYNT HABBIKU ITPOBE-ICHUS CKPBITOTO
CKaHHWPOBAHUSI, ONIPEAEICHUs OTKPBITHIX IOPTOB U CEPBHUCOB, HAeH-TH(UKamu OC 1o oTrevyaTkaM cTeka
TCP/IP, a Takxe aHann3a 3al[UIIEHHOCTH CETE-BbIX IEPUMETPOB.

O6napyxenue Bropsxkeruit (IDS): HacTpoiika Snort 111 CHTHATYpHOTO aHaIu3a Tpaduka

B pesynbTaTe BBIIOTHEHHS T1a00PaTOPHON pabOTHI CTYJCHT MOJIYYHUT HABBIKH HAIMCAHHS COOCTBEHHBIX
curHaTyp (TpaBmi) Snort, IepexBaTa MoI03PUTEIBHBIX TAKETOB (HampuMep, ¢ npu3HakamMu SQL-
WHDBEKLIH WIN CKAHUPOBAHMS IIOPTOB), TSHEPALINH ONOBELICHUH 1 JIOTHPOBAHHUS aTaK.

10

3ammra ot DDoS: HacTpoiika rate limiting u cuaxponnbix Kyk (SYN cookies) Ha Linux
(iptables)

B pesynbraTe BHIMONTHEHUS 1a00PAaTOPHOI pabOThI CTYICHT MOJIYYHUT HABBIKK OIPAHHYCHUS YHCIIA
coenmHeHNH ¢ ogHoro 1P, 3amuTsr ot SYN-flood ¢ BrimtouenneM SYN cookies, SMyIIsIim aTaku ¢
moMoIIbIo hping3, a Tarxke aHaIHM3a 3arpy3KU cepBepa IO aTaKOH.

11

CermeHTanus ceTu U MexceTeBble FKpaHbl (pfSense): mpaBuia npomycka Tpapuka
mexnay VLAN

B pesynbraTe BHIMONHEHUS 1a00pAaTOPHOI pabOThI CTYJCHT MOJIYYHUT HABBIKU co3fanus VLAN, HacTpoiku
npasuia allow/deny st pasubix 300 (DMZ, LAN, Guest), opranu-3auuu NAT, a Takxke nIpoBepku
U30JIAIIUH CETMEHTOB C TOMOIIIBIO CKAHUPOBAHMUS.

12

SQL-urbexknuu (SQLI1) BpyuHyto U uepe3 sqlmap: u3BjIcueHUE TaHHbBIX U3 0a3bI

B pesyibTaTe BBIONHEHMUSI Ta60paTOPHOI paGOThI CTYACHT HOIYYHUT HABBIKK OOHAPYKEHUSI YA3BUMBIX
napameTpoB, ucnonbzoBanust UNION u ciensix nabekiumii (boolean/time-based) asist o0xona
aBTOpU3alU, JaMIia Ta6J'H/II_[, a TaK)KE MPUMCHEHU MapaMETPU30BAHHBIX 3alTPOCOB JIJId 3aIUTHI.

13

MesxcaifToBbiit ckpunTHHT (XSS): Kpaka ceccuii u mogmena konreHTa (stored / reflected
/ DOM)

B pesynbTaTe BBITOIHEHHS T1a00pATOPHOM pabOTHI CTYIEHT MONYyYHUT HaBBIKK BHEApEHUs JavaScript-koma
B KOMMeHTapuun wii mapamerpbl URL, iepexsara cookie kepTBbI ¢ OTIPaBKO¥ HA BHELTHHUI cepBep,
CO3JIaHus MOJIENbHBIX (hOpM BBOJIA, a Takxke HacTpoiiku Content-Security-Policy (CSP).

14

CSRF (mexcaiiToBas mojienka 3arpoca): araka Ha CMeHy napoJs 6e3 Begoma
MOJIb30BaTENS

B pesyinbrate BINIOTHEHHS 1a00PATOPHON pabOTHI CTYEHT MOJYYHUT HABBIKM CO3/IaHHS BPEAOHOCHON
HTML-cTpannmp! ¢ aBromaTnyeckoii ornpaskoit POST-3ampoca, nepexsaTa BaJiIHON CECCHU, a TAKKe
BHenpeHus anti-CSRF TokeHoB 1 ipoBepku Referer-3aronoBkoB kak METO/1a 3alHUTHI.

15

Heb6e3omacubie necepuanuzanus B Java/Python: ynanennoe Bemonnenue koja (RCE)

B pesynprarte BRINOTHEHUS 1a60paTOPHOI pabOTHI CTYICHT MOJIYYHUT HABBIKK CO3JaHHUS BPEIOHOCHOTO
CepUAIM30BAaHHOTO 00BEKTA, IKCIUTyaTaIllH T'a/PKET-IIeTIOUKH (HampuMep, ysoserial), moryueHns reverse
shell, a Takxe caHUTH3AIMU W OETIOTO CIUCKA KIIaC-COB MPH JIeCEpHaTU3aIUH.




TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

n/m
16 |XXE (XML External Entity): urenue nokansbIxX ¢aitioB u SSRF yepes mapcep XML
B pesyJibTaTe BHIONHEHUS TaG0OPATOPHO# pabOThI CTYICHT IIOJYYUT HABBIKK BHEIPEHHS BHELIHEH
CYIIHOCTH JJIsl YTeHHs /etc/passwd, oprannzarmu 3amnpoca K BHyTpeHHHM cepBepaM (SSRF), nposenenus
DoS uepes «billion laughsy, a Takke oTkiIroueHns1 00-padboTku external entities B mapcepe.
4.3. CamocTosiTenbHas paboTa 00y4arommxcsl.
Ne .
/ BI/I,I[ CaMOCTOATCIIBHOU pa6OTBI
/11
1 |Pabota c IeKIMOHHBIM MaTEepUATIOM
2 |[ToaroroBka k 1aGOPATOPHBIM paboTaM
3 | IlogroroBka K MpOMEXYTOYHOH aTTECTALINH.
4 HOHFOTOBK& K TCKYHUICMY KOHTPOJIIO.

5. llepeuens wu3naHui,

OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

KOTOPBIE PEKOMEHIYETCS

HCIIOJIb30BAThL IIPpHU

KOMITBIOTEPOB: y4e0. nocodue ans crya. cnen. CAIIP u

rJ[\/ri bubnuorpaduueckoe onucanue Mecto nocrymna
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6. llepeueHbp cOBpeMEHHBIX MpodecCHOHANBHBIX 0a3 JaHHBIX U
UH(POPMALIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCHOJB30BATHCS MPU
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

- Hayunas snextponnas 6uommoreka (http://elibrary.ru)

- Marepuassl 1o H”HGOPMALIMOHHBIM TEXHONOTUAM (WwWw.citforum.ru)

- Opunmansusiii caidt PYT (MUUT) http:/miit.ru

- Hayuno-texunueckas ouonuorexka PYT (MUUT): http://library.miit.ru

7. llepedyeHb  JHUIIEH3UOHHOTO M  CBOOOJHO  PaCIpPOCTPAHSIEMOIO
IpPOrpaMMHOT0 OOecCreYeHusi, B TOM YHCIE€ OTEUYECTBEHHOIO IPOU3BOJICTBA,
HEO0OXOAUMOTO ISl OCBOCHHUSI TUCIUILTAHBI (MOTYJIsS).

- Nutepuer-6pay3zep (Yandex u nip.)
- Microsoft Windows.
- Microsoft Office

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILIECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILTMHE (MOIYJIIO).

VYuebnas aymuTopus JUIsl TPOBEJACHUS Y4UEOHBIX 3aHATHN (3aHATUI
JEKUMOHHOTO THUMA, JIaDopaTOpHBIX pPabOT, KYypCOBOIO MPOECKTHUPOBAHUS
(BBIMOJIHEHUS KyPCOBBIX padoT):

- KOMIIBIOTEP MpernojaBaresis, MyJbTUMEIUHHOE 000pynoBaHue, pabouue
CTaHIINH CTYJICHTOB, JOCKA.

AyauTopus NOAKIOUEHA K ceTn «HTepHeT».

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

3auer B 3 cemecTpe.

10. OueHouHble MaTEpHUAIBI.



OueHouHbIE MaTepuabl, IPUMEHSEMbIE MIPU MPOBEACHUHU MPOMEKYTOUHOM

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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