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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Llenu TUCIUNINMHBI:

- chopmupoBaTh 0a30Bble W TPUKIAJHBIC 3HAHUS B  00JacCTH
“H()OPMAIIMOHHOM 0€30MMacCHOCTH, aKTyaJIbHBIX YTPO3 M METOJIOB 3aIlIUThI JaHHBIX;

- OoOy4uTh OCHOBHBIM TMOJXO0JaM K OOeCleueHHI0 0e30MacHOCTH
HH()OPMAITMOHHBIX CUCTEM U (OpMHUPOBaHUIO MOIUTHKN Ub.

3amaun JUCIUILINHEL:

- U3YYHTh KJIACCU(DHUKAITNIO YTPO3, YSI3BUMOCTEH U aTak Ha WH()OPMAIIMOHHBIE
CHCTEMBI;

- O3HAKOMHTHCS ¢ TEXHUYECKUMHU U OPTaHU3alIMOHHBIMH METO/IaMU 3aIlUTHI;

- OCBOMTH METObI KpUITOTrpaUIEeCKOM 3aIUThl U ayTeHTU(PUKALINY;

- U3YUYUTh HOPMaTHBHO-TIPABOBBIC ACIICKTHI HH(pOPMAITMOHHOM
0e30MMacHOCTH.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS O JUCHUILUIMHE (MOIYJIIO).

[lepeyenr GopMHUpPYyEMBIX pe3yJbTaTOB OCBOCHUSI 0Opa3oBaTEIbHOM
mporpamMmbl (KOMIIETEHIINI) B pe3yJibTaTe 00yUYeHHUs M0 AUCIUILTUHE (MOIYIIIO):

OIIK-1 - CniocoGeH caMOCTOSITEIbHO IPUOOPETATh, Pa3BUBATh U IPUMEHSTh
MaTEMaTU4YECKUE,  €CTECTBEHHOHAYYHbIC,  COLMAJIbHO-DKOHOMUYECKHE  H
npodecCuoHaIbHbIE 3HAHUS JJISl PEIICHNUs HeCTaHIapTHBIX 33]1a4, B TOM YHCIIE B
HOBOW WJIM HE3HAKOMOM CpeJie U B MEXKIUCIUILIMHAPHOM KOHTEKCTE;

OIIK-6 - CnocobeH wuccienoBatb COBPEMEHHbBIE MPOOJIEMBI M METOJIbI
MPUKIAAHOW HH(POPMATUKH U PA3BUTUS MHPOPMALIMOHHOTO O0ILECTBA;.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo ero pe3yJibTaTam
oOyyatomuiicst Oyier:

3HaTh:

- OCHOBHBIE BUJIbI yTP0O3 O€30macHOCTH HH(POpMAITUK;

- MoJieTu oOecTieueHns KOH(UIEHITMATbHOCTH, IIEJIOCTHOCTH U IOCTYITHOCTH;
- PUHITUIIBI KPUTITOTPaPUIECKON 3aIUTHI,

- POCCHUICKOE ¥ MEXIyHapOIHOE 3aKOHOAATENIbCTBO B cpepe Ub.

Ymern:

- ananuzuposathb pucku Ub B UC;

- MPUMEHSATHh METO/IbI 3aIUTH HHGOPMAIINH B TIPUKIIAIHBIX 33/1a49aX;

- HacTpauMBaTh 0a30Bble CpEACTBA 3alUTBI: MEXKCETEBbIE SKPaHBI,
AHTUBUPYCHI, KOHTPOJb JOCTYTIA;

- pa3pabaTbIBaTh MOJUTUKY OE30MTaCHOCTH OpraHU3aIUH.



Baanern:

- HABBIKAMM OILICHKHW YPOBHS 3aIMUIIEHHOCTH CUCTEM;

- METOJIaMH aHaar3a uHIUaeHTOB Hb;

- THCTPYMEHTaMU OOHAPY>KEHUS U IPEAOTBPAILICHUS BTOPKEHUH.

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOYJIS).

OO6mast TPyIOEMKOCTh AUCHUIUIMHBI (MOIyJist) coctaBisieT 4 3.e. (144
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ©  (WIM)  JIMIAMH,
MPUBJIEKAEMBIMU K peaju3alii 00pa30BaTeIbHON MPOrpaMMbl Ha HHBIX YCIOBUSX,
IIPU NPOBEJCHUHN YUE€OHBIX 3aHITHI:

KommaecTBo yacoB

Tun y4eOHBIX 3aHSTHIT
Bcero | Cemectp Ne2

KonrtaktHas paboTa mpu npoBeeHIH YUeOHBIX 3aHATHH (BCETO): 32 32
B ToM uncre:

3aHATHUS JEKIIMOHHOTO THUIIa 16 16
3aHATHS CEMHUHAPCKOTO THIIA 16 16

3.3. O6veM mucHUIIMHBI (MOAYJs) B (hOpMe CaMOCTOSITENHFHOW pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOM pabOThl OOydYarOUIUXCSA C
nearoruaeckKuMu paboTHUKAMHU U (WITH ) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TIpPU NPOBEIACHUU
IPOMEKYTOUHOM aTTecTauu cocrapiser 112 akagemuyeckux yaca (0B).

3.4. ITpu oOy4eHHH 0 MHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4eHHH, 00bEeM NUCIUIUIMHBI (MOIYs1) MOXKET ObITh peaiu30BaH
MOJIHOCTBIO B (POpME CaMOCTOSITENBHON padOThl 00yUaroluxcs, a Takxxe B popme
KOHTaKTHOW pabOThl O0y4YarOMIMXCSA C MEJarorudecKuMu paboTHUKAMHU U (WJTHN)
JUIAMH, TIPUBJIEKAEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCJOBHSIX, TPU MPOBEAECHUN IPOMEKYTOUYHON aTTECTALIMH.

4. ConepxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

OcHoBbI HHGOPMAITMOHHON 06€30MacCHOCTH
PaccmarpuBaembie BOIIPOCHL:

— MOHATHE MH(OPMALINH U €€ CBOWCTBA;

— OCHOBHbIE NOHATHA U 1lenu 1b;

— KJIaccu(UKaLus yrpo3 U ysI3BUMOCTEH;

— KM3HEHHBIN LIUKJI MHIUACHTA.

[Monmutrku 6€30MaCHOCTH M YIIPABICHUE JTOCTYIIOM
PaccMaTprBaeMble BOTIPOCHI:

— yIpaBlieHHE TPaBaMHK MOJIb30BATENEH;

— mogenu koHTpois nocryna (DAC, MAC, RBAC);

— MOJHUTHKA 0€30TIaCHOCTH OPraHHU3aIlnY;

— ayJMT JIOCTYTIA.

Kpunrorpadudeckue MeTo1bl 3alIUTH HHPOPMAIIUH
PaccmaTtpuBaeMble BOIIPOCHI:

— CHMMETPUYHOE M aCHMMETPUYHOE mH(ppoBaHue;

— Xem-(pyHKINH U 3IeKTPOHHAs MOINCH;

—npotokoasl TLS, SSH, PGP;

— uH(ppacTpykTypa OTKpHITHIX Kitoueit (PKI).

besomacHoCTE ceTell n nepcaadya JaHHbIX
PaccmaTrpuBaeMble BOIIPOCHI:

— cereBble yrpo3bl u ataku (MITM, DoS, spoofing);
— VPN, NAT, firewall;

— IDS/IPS-cucremsr;

— 3amuTa OECIPOBOIHBIX CETEH.

bezonacHOCTh BEO-TIPUIIOKEHU
PaccmarprBaeMble BOIIPOCHI:

— OWASP Top-10;

— ysiseumoctu XSS, SQLi, CSRF;

— 3allUTa Ha KIIMEHTE U CepBepe;

— TecTUpOBaHKE 0€30TTaCHOCTH.

Pucku n uHIIMAEGHTH HHGOOPMALIMOHHON O€30MacHOCTH
PaccmaTpuBaemble BOIIPOCHI:

— ynpasienue puckamu Ub;

— BBISIBJICHHE W pearupoBaHNe HAa UHIUICHTHI;

— IIJTaH HENPEPHIBHOCTH ¥ BOCCTAHOBJICHUS;

— SOC u SIEM-cucTeMsl.

HOpMaTI/IBHOG peryjimpoBaHuC U CTaHAAPTHI
PaccmarpuBaembie BOIPOCHL:

— 3aKkoHbI PO (©3-152, ®3-187, DCTIK, OCh);

— mexayHapoanbie cranaaptel (ISO/IEC 27001);

— perinament GDPR;

— OTBETCTBEHHOCTbH W ayIHT.

TpeHab! 1 HOBBIE BBI30BBI HH(GOPMALIMOHHON 0€30M1acCHOCTH
PaccmaTprBaemble BOIIPOCHL:

— Wb B 06mauHBIX cpenax;

— 6e3omacHOCTh 10T 1 MOOHMIIBHBIX YCTPOICTB;

— UCKYCCTBEHHBIN uHTEEKT B Ub;

— KHOEpIPeCcTyTHOCTh U XaKePCKHE TPYIIITHPOBKH.

4.2. 3aHATHS CEMUHAPCKOTO THIIA.




HpaKTI/I‘IeCKI/IC 3aHATUA

Temaruka MpakTUYECKUX 3aHITHI/KPATKOE COJIEPIKaHUE

AHaM3 yrpo3 u ysSa3BUMOCTEH HH()OPMAITHOHHBIX CHCTEM
B pe3ynbTare BRINOTHEHUS MPAKTHYSCKON paOOTHI CTYICHTHI BHISBIISIFOT OCHOBHBIC THIIBI YIPO3 B
3amannou MC.

Pa3paboTka nmonutuku nHGOpMaMOHHON 06€30MacHOCTH

B pesynbTate BBIMOTHEHHUS NPAKTHIECKONH pabOTHI CTYIEHTHI COCTABIAIOT JOKyMEHT nonutuku Ub ms
OpTaHH3aIHH.

HIudpoBanue u XemUpPOBaHUE JaHHBIX
B pesynbrate BBIOTHEHHUA NPAKTHIECKONH pabOTHI CTYICHTHI Peanu3yoT MH(POBAHUE U XCITHPOBAHHE C
ucnonb3oBanueM OpenSSL u Python.

Hacrpoiika cereBoro skpana u VPN
B pesynbraTe BBITONHEHUS TPAKTHYCCKON pabOThI CTYICHTHI KOHGUTYPUPYIOT iptables u co3maroT
3allKIIeHHOE coequHeHre VPN.

AHanu3 ys3BUMOCTEN BEO-TIPUIIOKEHHUM
B pesynbTaTte BBIOTHEHHS NPAKTHIECKONW pabOTHI CTYICHTHI IPOBOJAT ayAUT OE30MIaCHOCTH BeO-
MPIIIOKEHNUs ¢ ToMoIsio Burp Suite.

Pearuposanue Ha nniuaent b
B pesynbraTe BHINOIHEHHS IPAKTUYECKON pabOThl CTYJEHTHI aHATM3UPYIOT JIOT-(aiiiibl 1 GOpMHUPYIOT
OTYCT 11O I/IHI_[I/I)IeHTy.

Pa36op cranmapros ISO/IEC 27001 u ®3-152

B PE3yJIbTAaTC BBINIOJTHCHUSA HpaKTH‘IeCKOﬁ pa6OTBI CTYACHTHI COIMMOCTABJISIIOT HOPMATUBHBIC Tp€60BaHI/IH C
ITOJIMTHKOM 0€3011aCHOCTH.

OGHapy>keHue atak ¢ ucnoiab3oBanuem SIEM
B PE3yJIbTAaTC BBINIOJTHCHUA HpaKTH‘IeCKOﬁ pa6OTI>I CTYACHTBI aHATTU3HUPYIOT COOBITHSA U3 JEMO-JaHHbIX
SIEM-cucremsl.

4.3. CamocrosiTenpHas padoTa 00ydaroImuXCs.

o/

Bun camocrositensHo# paboTh

HO}IFOTOBKa K IIPAKTHUYCCKUM 3aHATHUAM

Pabora ¢ JICKIIUOHHBIM MaTCpUAIOM

CamMocTosATeIbHOE U3YUEHHE PEKOMEHTyEeMOM JINTEPATYPhI

[ToaroroBka k mIpOMEKYTOYHOMN aTTECTALIMH.

gl Bl W N -

IToaroroBka k TCKYILIEMY KOHTPOJIIO.

5. Ilepeyenr wu3naHui, KOTOpPBIE PEKOMEHIYETCSl MCHOJIb30BATh IPHU

OCBOCHMH JTUCUUILTUHBI (MOAYJIs).

Ne
i bubnuorpaduueckoe onucanue Mecro nocryna
1 | bananos, A. H. KommiekcHas nHpopMauonHas https://e.lanbook.com/book/460715

6e301acHOCTh : yuebHoe rnmocoodue ais By30B / A. H.




bananos. — 2-e u3n., crep. — Cankr-IlerepOypr :
Jlanp, 2025. — 400 c. — ISBN 978-5-507-52839-4.
2 | bananos, A. H. Coznanue nugpoBbIX SKOCHCTEM : https://e.lanbook.com/book/428036
yueOHoe nocobue 11 By3oB / A. H. baianos. —
Canxr-IlerepOypr : Jlans, 2024. — 480 ¢. — ISBN
978-5-507-49668-6.

3 | bananos, A. H. buomerpus. Pa3paborka u Buenpenue | https://e.lanbook.com/book/405494
CHCTEM HJIeHTH(HKANY : yaeOHOe Toco0ue s
By30B / A. H. bananos. — Canxr-IlerepOypr : Jlanp,
2024. — 228 c. — ISBN 978-5-507-49167-4.

6. IlepeueHb COBpEeMEHHBIX NpO(PEcCCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Odurmansueiii caiit PYT (MUUT) (https://www.miit.ru/);

Od¢unmaneheiil cailt Muntpanca Poccun (https://mintrans.gov.ru/);

Hayuno-texuuueckas oudnuoreka PYT (MUUT) (http:/library.miit.ru);

Nudopmarnmonnsiii  mopran  Hayunas  siexkTpoHHas — OuOimoTreka
eLIBRARY.RU (wwwe.elibrary.ru);

OO0pazoBaTenbHas matgopma «OTKpBITOE o0pazoBaHUE»
(https://openedu.ru);

O6mme uHpOpPMAIMOHHBIE, CIPABOYHBIE M  IMOUCKOBBIE  CHUCTEMBI
«Koncynbrant [Lmrocy, «I apanT»;

DNEeKTPOHHO-ONOIMOTEUHAS cucrema U3/1aTeIhCTBA «JIaHBY»
(http://e.lanbook.com/);

DneKTpOoHHO-0MOMoTednas cucrema ibooks.ru (http://ibooks.ru/);

DnekTpoHHO-OMOAMOTeUHass  cucteMa  «Axamemus»  (http://academia-
moscow.ru/);

DnekTpoHHo-O0ubanoTeunas cucrema « BOOK.ru» (http://www.book.ru/);

DJIEKTPOHHO-OUOIMOTEYHAs cucrema «ZNANIUM.COM»
(http://www.znanium.com/).

7. llepedyeHb  JNHUIICH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOTO
MPOrpaMMHOTO OOECneYeHHs, B TOM YHCJIE OTEUYECTBEHHOTO IPOM3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TIUCIIUTTUHBI (MOYJIs).

Microsoft Internet Explorer (v npyroii 6paysep)
Onepanonnas cucrema Microsoft Windows
Microsoft Office

Visual studio Code



8. Omucanne MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOIUMOW IS
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUILUIMHE (MOIYJIIO).

YyeOHble ayIUTOpUM JUIsl TPOBEACHUS YUYEOHBIX 3aHSATUN, OCHAIEHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HA0OpaMH JIEMOHCTPAILIMOHHOTO 000PYI0BaHU.

9. ®opma MPOMEKyTOUHON aTTECTAITIH:

3adeT BO 2 ceMecTpe.

10. OueHoUHBIE MaTEpHUAIBI.

OreHOYHBIE MaTEepPUANTBI, TPUMEHSIEMBIE TIPH TIPOBEICHUH TTPOMEKYTOUHOM
aTTECTaIlui, pPa3padaThIBAIOTCA B COOTBETCTBHH C JIOKAIHHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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