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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[{enbro ocBOEHUS Y4EOHOM TUCHUIUIMHBI (MOAYIIS) SIBJISETCS

- ¢opMHpOBaHNE KOMIIETEHIIMH M0 OCHOBHBIM pa3zefiaM TeOPETUUYECKUX U
MPAaKTUYECKUX OCHOB IPOEKTUPOBAHUS IOJACUCTEM AHTUBHPYCHOM 3allUTHI
KOMITBIOTEPHBIX ~CHCTEM C  HCIOJb30BAHUEM METOJAOB HCKYCCTBEHHOIO
UHTEIJIEKTA.

OCHOBHBIMHM 337ja4aMU TACLHUIUINHBI SBJISIOTCA:

- 03HAKOMJIEHHE C OCOOEHHOCTSIMU PAOOTHI U IPOEKTUPOBAHUS COBPEMEHHBIX
CUCTEM MH(POPMAIMOHHOM 0€3011acHOCTH, pean3yromux METO/IbI
MCKYCCTBEHHOTO MHTEJIJIEKTA;

- H3y4YeHHE OCOOCHHOCTEH MPAKTUYECKOIO MPUMEHEHUs CPEACTB
AHTUBHUPYCHOW 3aIIMTHl U €€ aKTyaJM3allKi C UCIOJb30BAaHUEM HCKYCCTBEHHOIO
UHTEIIEKTA,;

- U3y4eHUE TEXHOJIOTHI OOHapy>KEHHs BUPYCOB B COBPEMEHHBIX CHUCTEMax
AHTUBHPYCHOM 3aLIUTHI C UCIIOJIb30BAaHUEM METOA0B UCKYCCTBEHHOIO UHTEIIJIEKTA;

- U3yYECHHE METOJOB IIOCTPOCHHs PEIIAOIIMX IPAaBUI B COBPEMEHHBIX
cUCTeMaxX HH(OPMALMOHHONW O€30IIaCHOCTH € HCIIOJIB30BAHMEM METOJOB
MCKYCCTBEHHOTO MHTEJIJIEKTA;

- U3Y4YEHHE METOJOB HCKYCCTBEHHOIO HMHTEJUIEKTa M UX NPUMEHEHHUS B
COBPEMEHHBIX CUCTEMAaX MHPOPMALIMOHHOM 0€30MMacCHOCTH.

2. [Inanupyemble pe3ybTaThl 00y4eHHUs 10 JUCIUIUTMHE (MOIYJIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIMI) B pe3ysbTaTe 00y4eHHUs 10 AUCLUIUIUHE (MOAYIIO):

OIIK-2 - CnocobGeHn pa3pabaTbiBaTh TEXHUYECKUN TPOEKT CHUCTEMBbI
(momcucreMbl MO0 KOMIIOHEHTA CHCTEMBI) oOecnedeHus: HWH()OpMaImOHHOM
0e30I1aCHOCTH ;

IIK-4 - CroocoOHOCTh TPOBOJIUTH JSKCIICPUMEHTAJBHBIC WCCIICIOBAHMUS

3aIUIIIEHHOCTH OOBEKTOB C MPUMEHEHHEM COOTBETCTBYIOIIUX (U3UYECKUX U
MaTeMaTUYECKUX METOJIOB, TEXHUYECKUX M MPOTPAMMHBIX CPEICTB 00pabOTKH
PE3yJIbTATOB 3KCIIEPUMEHTA;

YK-1 - CnocobGeH OCyHIeCTBISITh KPUTHUYECKUN aHAINW3 MPOOJIEMHBIX
CUTYaIIMi Ha OCHOBE CUCTEMHOTO TOIX0/1a, BEIPA0AThIBATh CTPATETHIO JIEHCTBUIA .

OOyueHue 1Mo JUCIUILIMHE (MOJIYIIIO ) TIPEIIoIaraeT, 4To 1Mo ero pe3yjbTaTaM
oOyyaroruiicst Oyer:

3HATH:



- OCHOBHBIC METOJBI M NPHHIHUIIBI KPUTHYECKOTO aHAJIM3a MPOOJIEMHBIX
CUTYyaI[iil Ha OCHOBE CHCTEMHOIO MOIX0/1a:

- OCHOBHBIC METOJIBI M IPHHIMIIBI HCCICAOBAHUNA M pa3pabdOTKH HOBBIX
pCIIeHUI TMPU MPOSKTUPOBAHUU MHTE/UIEKTYaIbHBIX CPEICTB MH(POPMAIHOHHOMI
0e30MacHOCTH;

- OCHOBHBIC METOJBI IUIAHHPOBAHHUS WM IPOBEACHUS SKCIICPUMECHTAIHLHBIX
WCCIICIOBAaHUK 3aIUIICHHOCTH OOBEKTOB C IPHUMEHEHHUEM COOTBETCTBYIONIUX
(U3MYIECKUX U MaTEMaTHICCKUX METOJIOB, TEXHHUECKUX M MPOTPAMMHBIX CPE/CTB
00pabOTKHU pe3yIbTaTOB YKCIICPUMEHTA.

Ymern:

- KPUTHMYECKHM aHalIM3UpOBaTh MPOOJEMHBbIE CHUTyalud Ha OCHOBE
CUCTEMHOTO MOJIX0/1a, BEIpa0aThIBAaTh CTPATETUIO JIEUCTBHIA;

- ICKaTh U aHAJIM3UPOBATH CYLIECTBYIOIIUE PEIICHUs B 00J1aCTH pa3paboTKu
CPEACTB aHTUBHPYCHOM 3alIMThl KOMIBIOTEPHBIX CUCTEM, aNaNTHPOBATh MX JJIA
pelIeHus 3a1a4 B HOBBIX MPEIMETHBIX 00JIaCTSX;

- IUIAHUPOBAaTb W IPOBOJUTH OKCIEPUMEHTAJIbHBIC MCCIIENOBAHUA
3aIUIIEHHOCTH OOBEKTOB C MPUMEHEHHEM COOTBETCTBYIOUIMX (PU3NYECKUX U
MaTeMaTUYECKUX METOJIOB, TEXHUUYECKUX U MPOTrpaMMHBIX CPEJICTB 00pabOTKU
pEe3yJbTAaTOB 3KCIIEPUMEHTA

Baaners:

- HaBBIKAMH KPUTHYECKOTO aHalin3a MPOOJEMHBIX CUTyallud HAa OCHOBE
CUCTEMHOTO MOJIX0/1a, BbIpa0aThIBATh CTPATETUIO JIEUCTBHIA;

- HaBBIKAMHU aHaJIM3a METOJOB pEIICHHS HOBBIX 3a7a4 B 00JacTH
UH(GOPMAITMOHHON O€30MaCHOCTH, a TaK)Ke MpPUEMaMHU pa3pelieHus MpoOIEeMHbIX
CUTyallull C MOMOUIbIO aJalTalliyd CYIIECTBYIOUIMX WU Pa3pabOTKH HOBBIX
WHTEJUICKTYabHbBIX CUCTEM;

- HaBBIKAMHM I[UIAHMPOBAHWSI ¥  TPOBEACHUS  OKCIEPUMEHTAIBHBIX
MCCIICJIOBAaHUN 3alIUIIEHHOCTH OOBEKTOB C MPUMEHEHHEM COOTBETCTBYIOIINX
(Gu3NIECKUX U MaTEMaTHUYECKUX METOJIOB, TEXHMUECKUX M MMPOTPAMMHBIX CPE/ICTB
00pabOTKM pe3yabTaTOB IKCIIEPUMEHTA.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh JUCIUTIIAHBI (MOIYJIA).

OOmast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJisA) coctaBiusieT 6 3.e. (216
aKaJeMHYEeCKuX Jaca(oB).



3.2. OOwvem mucuuriMHbl (MOAynsi) B (OpMe KOHTAaKTHOM paboOThI
oOyJaromuxcsi C  TeJarorM4ecKuMM  paboTHUKaMu ©W  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMH K pean3aiuy 00pa3oBaTeIbHON MpOorpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHM:

KomnuectBo yacos

Tun y4eOHBIX 3aHSTHIA
Bcero | Cemectp Ne3

KonrtaktHas paboTa mpu npoBeieHIH yIeOHBIX 3aHATHH (BCETO): 48 48
B toMm uucae:

3aHATHS JIEKIIMOHHOTO TUIIA 32 32
3aHATUS CEMUHAPCKOTO THIIA 16 16

3.3. O6beM auCHUIUIMHBI (MOIYJisi) B (OpME CaMOCTOSITENIbHOM padOThI
oOydaroruxcsi, a Takke B (opmMe KOHTAKTHOM pabOThl OOydYarOMIMXCA C
nearoruaeckuMu paboOTHUKAMU U (MJIH) JTUIAMU, TIPUBJICKAEMBIMH K peaii3aiiiu
oOpa3oBaTeNpHOM MpOTrpaMMbl Ha HWHBIX YCIOBHUSX, TPH MPOBEICHHUH
MIPOMEKYTOUHOM aTTeCTallMK cocTaBiisieT 168 akageMuyeckux yaca (0B).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Yy4YeHUHU, 00BEM JUCITUIUIMHBI (MOJIYJISI) MOXKET ObITh peaii30BaH
MOJIHOCTBIO B (hOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl OOYYaIOIIUXCSl C MEAAroruueCKUMU paOOTHUKaMU U (WJIH)
JUIIaMU, TIPUBJICKACMBIMH K peai3aIliid 00pa30oBaTeILHOM MPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBECHNN TTPOMEKYTOUHOHN aTTECTAIIHH.

4. ConepskaHue JUCIUTUIMHBI (MOIYJIS).

4.1. 3aHITHA JTEKIUOHHOTO THUIIA.

/ Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC
/11

1 |HckyccrBeHHblit HHTEIIEKT. CUCTEMBI pacrio3HaBaHUs 00pa3oB, UX O0yUYEHHUE U

IIPUMEHEHUE.
PaccmarpuBaeMblie BOpOCHI:

- MckycCTBEHHBIN MHTEIUIEKT U CUCTEMBI PAaCllO3HABAHUS BOKPYT HAC: B TEXHUUYECKON U MEJULIMHCKOM
JIUarHOCTHKE, B ’KOHOMHUKE, YIIPaBICHNH; TpodieMa GpopMaIn3anyy Mpu MOCTAaHOBKE 3a/1a4H
pacno3HaBaHUA U MAalIMHHOTO O6y‘-IeHI/IH;

- 00mmIast CTPYKTYpa CHCTEMBI PACIIO3HABAHUS: PEIETITOPHI, KIIACCH(PHUKATOPHI, 3P PEKTOPHI;

- OCHOBHBIE KJIACCHI 33/1a4 PAcIO3HaBaHNSA, TEPMHUHOJIOTHS: 00BEKTHI, 00pa3bl, KIACCH U KIACTEPHI;

- o0y4yeHre u caMoO0y4YeHHE CHCTEM PacIiO3HABAHMUS.

2 |hckyccTBenHbIi mHTEIEKT. CUCTEMBI paclio3HaBaHUsI 00pa3oB, UX 0Oy4YCHHUE U

npuMeHeHue (IPoI0JDKEHNE)
PaccmarpuBaeMbie BOIPOCHL:
- 9 PeKTUBHOCTD pacTiO3HABAHMS U €€ OIICHKA;
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Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

- 0COOEHHOCTH MPUMEHEHHUS CHCTEM PAcIlO3HABAHUS B 337a4aX JUATHOCTHKY U YIIPABIICHUS,
-COBPEMEHHBIE CUCTEMbI BUPTYAJILHON U JIOTIOJIHEHHOI pearbHOCTH;

- MaIIMHHOE 00y4YeHHe U caMO00y4YEeHUE B CHCTEMaX BUPTYaJIbHOW U JJONIOJIHEHHON pealbHOCTH;

- IOUCK ¥ aHAJIN3 aKTyaJbHOW MH(OPMALIH O COBPEMEHHBIX CHCTEMaX paclio3HaBaHHs 00pa3oB M UX
UCIIOJIb30BAaHMU B 3a7ia4ax MH(POPMAIIMOHHON 0€30MacHOCTH.

Cucremsbl HNCKYCCTBEHHOI'O MHTCJIJIICKTA. I/IH(l)OpMaTI/IBHBIe IIPU3HAKH U PEHIAIOIINEC

IpaBuiIa

PaccmaTpuBaeMblie BOIPOCHI:

- KonuecTBeHHbIE, KaUECTBEHHBIE 1 KJIacCH(UKAIMOHHbBIE IPU3HAKN M OLICHKA NX HH(POPMATHBHOCTH;
- Metpuku @uepa u lllenHoHa;

- [ocTpoenue MHGOPMATHBHOTO IPHU3HAKOBOTO ITPOCTPAHCTBA;

- MeToz1 KOppeNsAIMOHHbIX TUIEs;

- OcoOeHHOCTH OIIEHKH OMHAPHBIX U KAYECTBEHHBIX IPHU3HAKOB,;

- Paccrosnust Mexxy 00beKTaMH M KJlacCaMu;

- Metpuku EBkiuna, [llennona, MunkoBckoro, Maxananoowuca;

- Paccrosnust OmKHEX cocesiel, JanbHUX coceei, IEHTPOB KIIacCoB.

CucTteMbl HCKYCCTBEHHOTO WHTeIUIeKTa. IH(popMaTHBHBIE MPU3HAKY U PEIIAIOIIIE

npaBuia (MpoAOIKEHHUE)

PaccmaTpuBaemble BOTIPOCH:

- Pemaromyie npaBuia u ux Kiaccudukanms;

- [JapameTpuueckue 1 HemapaMeTpUIECKUE METOIbI;
- JIuCKpUMUHAHTHBIN aHAIU3;

- Metoj k-Ommkaiinmx coceie;

- CTaTUCTHYECKUE METO/IbI PACTIO3HABAHMS;

- Pa3zpaboTKka CIIOXKHBIX CHCTEM U JIEPEBbEB PEIICHUH;
- Merop nocienoBaTenbHON TUXOTOMUM;

- JlepeBbsi peIIeHnit 1 UX ONTUMU3AIIHS;

- Merop! moucka;

- KauecTBo pacrio3HaBaHus M €0 OLICHKA;

- OGyyaromnas ¥ MpoBepsIONIast BRIOOPKH;

- BeposiTHOCTHBIE 1 PKOHOMHYECKHUE METO/IbI OLIEHKH.

CucreMnl HCKYCCTBCHHOI'O MHTCJIJICKTA. O6yquI/Ie ((663 YUYHUTCIIA» U KIIaCTCpU3alud
PaccmarpuBaemble BOIPOCHL:

- O0ydeHne «0e3 yIuTeIs» U KIacTepU3allis;

- [MoHATHS «KIACTEP», KKIACCH, KOOBEKT», KBEKTOP MPHU3HAKOBY;

- KnacrepHslit aHam3 U ero npuMeHEeHHUe B 3ajadax o0ydeHus «0e3 yuuressi» 1 GRID-TexHomOTHAX:
- Metoap! pelieHus 1 3BpUCTUYECKUE POLEYPHI;

- MetoJ nocie10BaTeNbHBIX CIIMSHHMH.

CucreMsl HCKYCCTBCHHOI'O MHTCJIJICKTA. O6y‘ICHI/Ie «0e3 YUUTCIIA» U KIIACTCPU3al A

(mpooKeHue)

PaccmarpuBaemble BONIPOCHI:

- [Iponienypa lyouccona;

- Kpusas TopHzeiika 1 olieHKa BEPOSITHOTO YHCIIa KIIaCTEPOB;

- Knnacrepsl-ienouky 1 ux onpezaeneHue;

- [I[puMeHeHne IepCceKTHBHBIX METO/IOB KJIACTEPHOTO aHallk3a Ipu pa3padoTke coBpeMeHHbIX GRID-
CHCTEM.

WNndopmanronnas 6e30MacHOCTb U aHTUBUPYCHAS 3alUTa. BUpyChI 1 ux

KI1acCUUKALIUS
PaccmarpuBaeMbie BOIPOCHI:
- [Ipobnema 3amuThI MPOTPaMM H JaHHBIX;
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Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

- Uapopmanmonnas u kubepOe30macHOCTb;

-[Ipo6nema kpuMuHanM3auK NHGOPMALMOHHOTO MTPOCTPAHCTBA;

- BupycHsle ataku: NOTeHIMAIbHBIC YTPO3bI U METO/IbI 3AIUTEI;

- Pemenue 3aa4 aHTUBUPYCHOM 3aIUTHI HA MUPOBOM YPOBHE;

- [IpuMeHeHne nepceKTUBHBIX METO0B HCCIIEIOBaHMS U PEICHUS PO(QECCHOHANBHBIX 331a4 IPU
pa3paboTke MporpaMM aHTHBUPYCHOM 3alIUTHl B FTOCYJapCTBEHHBIX U KOMMEPUECKHX MPEATIPUATHIX
Poccun.

- BpenoHoCHBIE IpOrpaMMBL: KOMITBIOTEPHBIE BUPYCHI, YEPBH, TPOSIHEI U TIP.;

Wndpopmanmonnas 6e30MacHOCTbh U aHTUBUPYCHAS 3alUTa. BUpyChI 1 ux

Kaccupukanus (IpogoKeHHe)

PaccMarpuBaeMble BOIIPOCHL:

- 3arpy3ouHble U (aiiioBble BUPYCHI;

- MakpoBHUPYCHI U CKPHUIIT-BUPYCHI;

- lludposanue 1 meramopdusm.;

- Uepsu: cereBbie, moutossie, IM, IRC, P2P;

- TpostHBI: KJTaBUATyPHBIE IITHOHEL, TOXUTHTEIHN Mapojel, yTHINTBI CKPBITOTO yAaJCHHOTO YIPaBICHNUS,
AHOHHMMHBIE IPOKCH-CEPBEPA, YTHINTHI I03BOHA, JIOTHIECKHE OOMOBI, MOAN(PHUKATOPHI HACTPOEK Opay3epa;
- YcnoBHoO onacHble mporpammel: Riskware, Pexnamusie yrunnts! (adware), Pornware, 311b1e Iy TKy.

- Poccuiickne 6a3bl JaHHBIX BUPYCOB M 3apETHCTPUPOBAHHBIX HHIIMACHTOB M OPTaHU3AI[HIOHHO-IPABOBHIC
OCHOBBI X HCIIOJIb30BAHMUS B CHCTEMAaX aHTUBHPYCHOM 3aIUTHI POCCHHCKHUX TOCYAapPCTBEHHBIX
OpraHu3aluil ¥ KOMMEPUYECKUX IPEIPUATUN.

HpI/ISHaKI/I MMPUCYTCTBUA Ha KOMIIBIOTEPE BPCAOHOCHBIX MMPOrpaMM U METOAbI 3allIUTHI OT

HUX.

PaccmarpuBaemble BOIIPOCHL:

- O0mme cBeZeHNUs U BUIBI TPOSIBIICHNN: IBHBIC, KOCBEHHBIE U CKPBITHIC;

- 3menenne HacTpoek Opaysepa;

- BerumsiBaromue cooOrieHwus;

- HecanknnonnposanHoe oOpamienue k MIHTepHeT;

- briokupoBaHue anTUBHUpYyCa;

- biokupoBanue aHTUBUPYCHBIX CANTOB;

- COou B cucTeMe WK B paboTe Ipyrux mporpaMu;

- [TouToBBIE yBETOMIICHHUS;

- CKpbIThIE MTPOSABJICHUS: HAJTMUKE B TAMSITH MOJO3PUTEIBHBIX POIIECCOB; HAINYHNE HA KOMIBIOTEPE
MOA03PUTENbHBIX (DAiiNIOB; HaJIMYKE MTOI03PUTENBHBIX KIII0Yel B cUCTeMHOM peectpe Windows;
HNOJ03pUTEIbHAS CETEBAs AKTUBHOCTD;

- [IpyMeHeHre METOI0B UCKYCCTBEHHOTO UHTEIIIEKTA;

- ['e nckats: nporneccsl, aBTO3amyckK, CUcTeMHBIH peecTp Windows, KOHQUTypallioHHbIE (Qaiiiibl, ceTeBast
AKTUBHOCTB;

10

HpI/ISHaKI/I MPUCYTCTBUA Ha KOMIIBIOTECPEC BPCAOHOCHBIX MMPOrpaMM U MCTOAbI 3allIUTHI OT

HUX (MPOJOIDKEHUE)

PaccmarpuBaemble BOIPOCHI:

- Mertopl 00HapyKEHHUs] BPEJOHOCHBIX MPOrPaMM M 3aIllUThI OT HHX;

- OpraHu3anyuoHHbIe MeTO/IbI (TIPaBUIIA MTOBEJICHUS, TIOJINTHKA OE30MaCHOCTH);

- Texunueckue MeTo 16! (OpIHIMAYIPEL, CpescTBa OOPHOBI CO CIIaMOM, 3aKJIJAKU U 1Ip.);
- YepHble 1 OeIble CIUCKH a/IPECOB;

- basbl nanHpIX 00pa3uoB cnama;

- Camo00yueHue;

- AHaJIM3 CITy>KeOHBIX 3ar0JIOBKOB;

- [IpuMeHeHne METOIOB NCKYCCTBEHHOT'O HHTEIUICKTA;

- [Touck 1 aHaMM3 aKTyanbHOI HHOPMALUK O COBPEMEHHBIX NIPU3HAKaX MPUCYTCTBUS HA KOMIBIOTEPE
BPEOHOCHBIX IPOTPaMM;
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- [IpoexTuposanue porpaMM OOHAPYKEHUS IPU3HAKOB IPUCYTCTBHS BPEIOHOCHBIX IIPOTPAMM C
UCIIOJIB30BaHHEM METOAOB UCKYCCTBEHHOT'O HHTEJIICKTA.

11

OcHOBBI pabOTHI AHTUBHPYCHBIX MporpaMM. [IprMeHenrne MeTo10B pacrio3HaBaHUS

00pazoB

OcHOBBI pabOTHI AHTHBUPYCHBIX IIporpamMM. [IprMeHeHe MeTo10B pacro3HaBaHusl 00pa3oB.
PaccmarpuBaeMble BOIIPOCHI:

- CurHatypHble METO/BI M 3BPUCTUYCCKUE METOMBL;

- CurHaTypHBI{ aHAJIN3;

- OBpUCTHKH;

- [Touck BEpyca, HOXOXKETr0 Ha U3BECTHBIE: BEPOSTHOCTh OIIMO0YHO ONPEACIIUTE HAIMYKE B (aidie Bupyca,
HEBO3MOYKHOCTb JICUCHUS, HU3Kast 3P HEeKTHBHOCTS;

- [Touck Bupyca, BHIIOIHAIOIIETO IOI03PUTENbHBIC ASHCTBHA: ylaleHue (aiina, 3anuck B (aiin, 3anuch B
ollpeieNIeHHbIe 00aCTU CUCTEMHOT'O PeecTpa, OTKPHITHE IIOPTa Ha MPOCIIYIIUBAHNE, IEPEXBAT JaHHBIX
BBOJIMBIX C KJIaBHATYPBI, PACCHUIKA ITUCEM;

- [IpoGnembl: n0XkKHBIE cpabaThIBaHUsI, HEBO3MOXKHOCTD JIUEHHS, HEBBICOKas 3()(hEKTHBHOCTB;

12

OcHOBBI pPa0OTHI AHTUBUPYCHBIX MporpaMm. [IprMeHeHre METOJ0B pacio3HaBaHUS

00pa3oB (IIPOIOTKEHHE)

PaccmarpuBaeMblie BOPOCHI:

- bazoBbie Mmogynu anTHBHpYycHOTO [10: MOy TH OOHOBIIEHHS, MOLYJIb TUIAHUPOBAHNUS, MOYJIb
yIpaBlIeHus;

- OyHK1MoHa 0J0Ka ynpasienus: [lonaepixka ylaleHHOTO YIpaBJIeHHs] K HACTPOWKY; - - 3amura
HacTpPOEK OT U3MEHEHHH, KapaHTHH,;

- TectupoBanue pabOTHI aHTHBHPYCA.

- [IpuMeHeHHe TepCIeKTUBHBIX METOIOB NPH Pa3pabOTKE COBPEMEHHBIX aHTHBHUPYCHBIX IPOTPaMM U
crcteM MH()OPMALMOHHOM 0€301acHOCTH Ha 0a3e METO/I0B NCKYCCTBEHHOTO MHTEIUICKTa;

- [IpoextupoBanne 6a30BBIX MoayIelt anTHBHpYycHOTO I10.
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CoBpeMeHHbIE METO/BI 3aLIUTHI OT BUPYCOB Ha 0a3e METO/I0B UICKYCCTBEHHOTO

HUHTCIJICKTa

PaccmarpuBaemble BOIPOCHL:

- MeTo1b1, OCHOBaHHBIC Ha aHAIHU3E COACPKUMOTO (paiiioB (kak (aiiioB JaHHBIX, TaK U (ANIOB C KOgaMuU
komaHn). K 3Toif rpymme oTHOCATCS CKaHUPOBAHNE CUTHATYP BUPYCOB, a TaK)Ke IMPOBEPKa IETOCTHOCTH U
CKaHHPOBAHHUE MOI03PUTENIBHBIX KOMAH;

- MeTtobl, OCHOBaHHBIE HAa OTCIICKUBAHUH MTOBEJICHHSI POTPAMM TMPH UX BBITIOTHEHUN. DTU METOBI
3aKITIOYAI0TCS B IIPOTOKOJIMPOBAHUH BCEX COOBITHI, yrpOKaIONINX 0€30ITaCHOCTH CUCTEMEBI H
MPOUCXOJAIINX JTHOO TPU PEaTbHOM BBIITOJHEHHH POBEPSAEMOT0 KOJIa, MO0 MPU €ro MPOrpaMMHOM
SMYJISILIUY;

- MeTomp! perinaMeHTaIuy IopsiIka padoTsl ¢ (aiiiaMu i mporpaMMaMu. DTH METOJIBI OTHOCSATCS K
aJIMAHUCTPATUBHBIM MepaM obecrieueHust Oe3omnacHocTH. OrH 13 HanboJiee pacpoCTPaHESHHBIX METOI0B
STOH TPYMIIBI COCTOHUT B TOM, YTO B CHCTEME (KOMIIBIOTEPE WM KOPIIOPATHBHOM CETH) BHIITOIHIIOTCS
TOJIKO T€ TPOTPAMMBI, 3aIUCh O KOTOPHIX MPUCYTCTBYET B CIUCKE MPOTPaMM, Pa3pEIICHHBIX K
BBINTOJIHEHHIO B JJAHHOW CHCTEME. DTOT CIIHCOK (QOPMHUPYETCS AMUHUCTPATOPOM CETH U3 IIPOBEPEHHOTO
MIPOrPaMMHOTO O0ECTICUCHUST;

14

CoBpeMeHHbIE METO/BI 3aLIUTHI OT BUPYCOB Ha 0a3e METO/I0B UICKYCCTBEHHOTO

WHTEJUIEKTA (TIPOJOIIKEHUE)

PaccmaTpuBaemble BOIIPOCHI:

-Haubonee nomynsipHble aHTUBHPYCHBIE IPOrpaMMBbl M UX ocodbeHHoctu. McAfee, Norton, Panda, Avira,
Bitdefender, Bullguard, Heimdal. Autusupyc Kacnepckoro;

-[IpumeHeHne METOJ0B HCKYCCTBEHHOTO HHTEIUIEKTA B HAaHOOJIee MOy ISIPHBIX aHTUBHPYCHBIX
IporpaMMax B COBPEMEHHBIX KOPIIOPATUBHBIX CHCTEMaX KHOEp3aIinThl.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

15

AHTI/IBI/IpyCHaﬁ 3a1uTa 1OMAallHCTO0 KOMIIBKOTECPpA U KOMHLIOTepHOfI CCTHU C

HCIIOJIB30BAHUEM METOA0B HCKYCCTBEHHOI'O MHTCIJICKTA

PaccmaTpuBaemble BOIIPOCHI:

-AHTHBHpPYCHOE TIpOrpaMMHOE 0OecIieueHHE;

- [Iporpammsb! 151 3aLMTH OT HECAHKIIHOHUPOBAHHOTO JIOCTYIA U CETEBBIX XaKEPCKHX aTakK;
- OUIBTPHI HEXKENATEIBHON KOPPECTIOHACHIINY;

- [IpoBepka B pexxuMe peabHOTO BPEMEHH;

- [IpoBepka mo TpeOOBaHUIO;

- [lopnepxaHue akTyaJbHOCTH aHTUBHPYCHBIX 0a3;

- OuIbTpanys HeXeNaTeNIbHBIX HJIEKTPOHHBIX COOOLICHHI;

- [lepcoHanpHast aHTHCIIAMOBAst IPOTPaMMa;

- [IpuMeHeHue METOA0B UCKYCCTBEHHOIO UHTEIIIEKTA B PACCMOTPEHHBIX IIpOrpaMMax;

- [IpuMeHeHne nepCcneKTUBHBIX METO/IOB MPH Pa3padOTKe aHTUBUPYCHBIX IPOrpaMM;

- [IpoexrupoBanue antuBupycHoro [10 ayst 3aMKUTHI TOMAITHET0 KOMIIbIOTEpa Ha 6a3e METO/I0B
MCKYCCTBEHHOT'O UHTEJUICKTA;

16 AHTI/IBI/IPYCHaFI 3a1uTa A0OMAallHCTO0 KOMIIBIOTEPpA U KOMHBIOTCpHOﬁ CE€THU C
MCIIOJIb30BAHUEM METOI0B HCKYCCTBEHHOT'O MHTEIUIEKTA (TIPOAOIKEHUE)
PaccmarpuBaeMble BOIIPOCHL:

-OCHOBEHI IIOCTPOCHHS JIOKaJIbHON KOMIIBIOTEPHOU CETH;
- PaGoune cTaHIUM 1 ceTeBBIC CepBEPbI, HOUTOBBIC CEPBEPHI H IIUTIO3bI;
- YPOBHU aHTUBHPYCHOH 3aIUTHI: YPOBEHb 3aLIUTHI PA0OYMX CTAaHIIUH U CETEBBIX CEPBEPOB, YPOBEHb
3aIUTHI TIOYTOBBIX CEPBEPOB, YPOBEHb 3AIUTHI LLTIO30B;
- [leHTpaIM30BaHHOE YIIPABJICHUE AHTUBUPYCHOMU 3alUTOM;
- KoMIIOHEHTBI cuCTEMBI YAAIEHHOTO LIEHTPAIM30BAHHOTO YIPABICHHUS: KIIMEHTCKAsk aHTUBUPYCHAs
IporpamMma, cepBep aJIMUHUCTPUPOBAHMUS, areHT aAMHHUCTPUPOBAHYS, KOHCOIb aJMUHUCTPUPOBAHNU;
- Opranu3anust cOOpa CTAaTUCTHKU B CHCTEME aHTHBUPYCHOW 3aLMTHI U UCTIOIb30BaHKE STOH HH(POpMaLUK
B MHTCJUICKTYaJBbHBIX CHCTEMaX HH(POPMALOHHOMH 6€301acHOCTH;
- Yepss Caribe - BpegoHOCHasI MporpamMma it MOOHIIBHBIX TeNe(OHOB;
- AHTHBHUPYCHI JUIsl MOOMIIBHBIX YCTPOMCTB;
- [Tomutuku obecrieueHns: HHGOPMALIMOHHOW OE30IIaCHOCTH NPH paboTe ¢ MOOWIIBHBIMH yCTPOHCTBAMH.
[TosuTHKA «HYJIEBOTO HOBEPUS»;
-Pa3zpaboTka opraHu3alOHHBIX METOJIOB PEATU3aLUH IOJUTUKH O€30I1aCHOCTH IPENPUATUS IPH
[POSKTUPOBAHUY CHUCTEMBI aHTUBUPYCHOI 3aIIUTHI IS yIaJCHHbBIX PabOYNX MECT;
-Opranu3aiys 1 yrpasieHHe KOJUIEKTUBHON pa3paboTKOi CHCTEeMbl aHTUBHPYCHOM 3aIIUTHI
KOPITIOPAaTHBHOM CETH MPEATPHUATHA, BKIIOUAIOIIEH yaaleHHbIe paboune MecTa;
[IprMeHeHne METO0B HCKYCCTBEHHOTO HHTEIIJIEKTA.
4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.
[IpakTrueckue 3aHATHSL

Ne

i TemaTnka MpakKTUYECKUX 3aHATUN/KPATKOE COJEPIKAHHE

1 |IIpu3Haku OpUCYTCTBHS Ha KOMIIBIOTEPE BPEIOHOCHBIX MPOTrpamMm
B pesynbTaTe BBIIOIHEHHS NPAKTHIECKOTO 3aJaHUs CTYJCHT HOJIy4aeT HaBBIKU OOHAPYKEHHs IPU3HAKOB
IPHUCYTCTBHS Ha KOMITBIOTEPE BPEAOHOCHBIX IPOrPaMM
2 |OcHOBBI pabOTHI AaHTUBHPYCHBIX MPOTPaMM

B pe3ynbTate BBINOTHEHHS TPAKTHIECKOTO 3aIaHUs CTYJCHT MOJy4aeT HAaBBIKM HACTPOUKH OCHOBHBIX
MO/IyJIei aHTUBUPYCHBIX TIPOTPaMM.




Temarnka MpakTUYECKUX 3aHITHI/KPATKOE COJIEPKaHUE

3 |AHTHBHpYCHAs 3aIUTa JOMAIIHEr0 KOMITBIOTEPa
B PE3YIbTATC BBIMIOJTHCHHUSA NPAKTUYCCKOT'O 3aJaHus CTYACHT IMOJTYYacT HABbIKU YCTAHOBKHU Ha )IOMaIlIHI/Iﬁ

KoMmITbtoTep anTuBHpycHOro [10 u orieHkn 3(h(HeKTHBHOCTH PaOOTHI OCHOBHBIX MOAYJIEH yCTaHOBICHHOTO
Io.

4 |AHTUBHpYCHAas 3alIUTa KOMIIBIOTEPHOU CETH

B pesynbTaTe BBITOTHEHHUS NPAKTHIECKOTO 3aIaHMs CTYJCHT ITOJIy9IaeT HAaBBIKH YCTAaHOBKHU
agTHBHpYCcHOTO [1O 1151 3aIIUTHI KOMITBIOTEPHOM CETH.

5 |KoMIuiekcHbIN aHAIN3 YA3BUMOCTEN KOMIIBIOTEPHOM ceTn
B pesynpraTe BRINOTHEHUS MPAKTHYECKOTO 3aJaHUS CTYICHT MOJIy9YaeT HaBBIKM OOHAPYKCHUS
YA3BUMOCTEN B KOMIIBIOTEPHOM CETH.

6 |AntuBupycHoe I10 u ero knaccuduxanms
B PEIYIbTATC BBIMIOJTHCHHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT MOJTYYacT HABBIKU CPABHUTECJILHOI'O aHalln3a
JIOCTOMHCTB U HEJIOCTAaTKOB aHTUBHUpYCcHOro I10.

7 |AnTuBupycHoe [1O: curHatypHbIil U 3BpUCTHUECKUIH METOIbI
B PE3YyIbTATC BBIMMOJIHCHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT IOJTYYaCT HABbIKHU CPABHUTCIIBHOTO aHAJIM3a
JAOCTOUHCTB U HEAOCTATKOB CUTHATYPHOTO U 9BPUCTUYCCKOI'O METOAOB 06Hapy>1<eH1/I$[ BUPYCHBIX YT'PO3.

8 MeTopl 3aIUThI OT BPCIOHOCHLBIX IIPOTI'paMM
B pesynbTaTe BBINMONHEHHS IPAKTUYECKOTO 3a1aHMs CTYCHT IOTy4aeT HaBbIKHU B pa3paboTke
OpPraHU3allMOHHBIX U TCXHUYCCKHUX METOJIOB 3aAIMTHI OT BPCIOHOCHBIX IIPOrpaMM IIpU peann3aliu

MOJIMTHKHA MHHOPMALIMOHHOM 0€30MaCHOCTH MPEATIPUSATHS.

4.3. CamocrosiTenbHas padoTa 00y4Jarommuxcs.

/ Bua camocrositensHOM paboThI
/11

Pabora ¢ JICKIIUOHHBIM MaTCpUAJIOM

IToaroroBka k NMPaKTUYCCKUM 3aHATUAM

W3ydeHre BOIpPOCOB sl CAMOCTOSATENbHON JOMOJHUTENBHON MPOPadOTKU

Beinonnenue kypcoBoi paboThl.

IToaroroBka k HpOMe)KYTO‘-IHOI\/’I aTTeCTaluu.

> O | W N -

[ToaroroBka Kk TEKymeMmy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX padOT

1. TlepcnekTuBBl MPUMEHEHUS] MAIIMHHOTO OOYYEHHWs I OOHApYKEHUs
BPEIOHOCHBIX MPOTPAMM.
2. HTenneKTyaibHble METO/IbI 3aIIUTHI OT aTaK Ha OECIPOBOIHBIC CETH.

3. AurtuBupycHas 3ammra OC cemeicTBa DnbOpyc € HCMIOJIB30BAHUEM
METOJI0B UCKYCCTBEHHOI'O MHTEJUIEKTA.

4. Meronpl 3amIUThl KOH(PHUIEHIIMAIBHON HHPOpPMAIMKU TMPU MPOBEACHUU
[IEPErOBOPOB B HECTIELIMAITU3UPOBAHHBIX TOMEILIEHUSX.



5. Hacrpoiika aHTHBUPYCHOTO TPOTPAMMHOTO OOECTICYCHUS MJIs 3allUThI
BeO-caiiTa ¢ UCTOJIb30BAHUEM METOJIOB UCKYCCTBEHHOTO MHTEIUICKTA.

6. MeTonbl 3amMTBl HOBOCTHBIX MOPTAJIOB OT BHUPYCHBIX aTaKk C
UCII0JIb30BAaHUEM METOJ/IOB UCKYCCTBEHHOTO MHTEIIJIEKTA.

7. Metoapl 3alUThl OT aTak, CBA3AaHHBIX C CUCTEMHBIMU CTPYKTypamu
KECTKUX IUCKOB, C UCIOJIH30BAHUEM METOJIOB UCKYCCTBEHHOTO MHTEIIJIEKTA.

8. AntuBupycHas 3amura MCIIJIH Ha OCHOBE OTE€YECTBEHHOM almapaTHO-
MPOTrpaMMHON  TUIATGOPMBI  C  HCIOJB30BAHHEM METOJIOB HCKYCCTBEHHOTO
UHTEJIEKTA.

9. Metoppb! 3amuThl TexHOJIOrMU SDN

10. ObecnieueHre aHTUBUPYCHOM 3alIUTHI HU(POBBIX CUCTEM YIPABICHUS
3amacamu B JIOTUCTUKE TEPMHHAIBHO-CKIIAJICKUX KOMIUIEKCOB C MCIOJIb30BAaHUEM
METO/I0B HCKYCCTBEHHOI'O MHTEIJIEKTA.

11. OOGecnieuenne aHTUBUpYCHOM 3amuThl [lemapramenTta Jloructuku u
[InanupoBaHus KOMIIAHMM 7 C MCHOJIb30BAHUEM METOJOB HCKYCCTBEHHOIO
WUHTEJUIEKTA.

12. ObecnieueHre aHTUBUPYCHOM 3aIUTHI MYJIbTUMO/IaJIbHBIX TPAHCIIOPTHO-
JOTUCTUYECKUX LEHTPOB C MCIHOJb30BAaHUEM METOJOB HCKYCCTBEHHOIO
MHTEJUIEKTA.

13. OGecnieueHne aHTUBUPYCHOM 3alIUThI IEPCOHAIBHOIO KOMITBIOTEPA MPHU
pazpaboTke 1IaTGOPMbI UMHUTAIMOHHOM MOJENM CKJIAJCKOrO TIpolecca C
UCII0JIb30BAHUEM METOJIOB HCKYCCTBEHHOTO MHTEIIJIEKTA.

14. O6ecnieueHre aHTUBUPYCHOM 3amUTHI 1M (PpoBoit maThopmbl «JInduHbIE
JUAMETPb» C UCIOJIb30BAHMEM METOJ0B UICKYCCTBEHHOT'O MHTEIUIEKTA.

15. ObecneueHrne aHTUBUPYCHOM 3alUThI B OU3HEC Mpolleccax 3aKyINmoYHOU
JIOTUCTUKH C UCTIOJIb30BAHUEM METOJOB UCKYCCTBEHHOI'O UHTEIIEKTA.

16. OO6ecneueHrie aHTUBUPYCHOM 3alllMThl Mpu padboTe omeparopa,
HCIIOJIB3YIOIIETO TEXHOIOTUIO «DU3NYECKUI HHTEPHET.

17. OOecnieueHre aHTHUBUPYCHOM 3allUThl Tpu padboTe omeparopa,
ucnosnb3yromiero mudposyro wiargopmy ITIT T'TI.

18. OOecnedyeHre aHTHUBUPYCHOM 3alllUThl KOHTEHWHEPHOTO TEepMHUHAJA
komnanuu «UNIVERSAL LOGISTICS SERVICES» (ULS) ¢ ucnonb3oBaHueM
METOJI0B UCKYCCTBEHHOT'O MHTEJUICKTA.

19. OOecneueHue aHTUBHPYCHOM 3amuThl JlemaprameHTa yrpaBlieHUs
nepconaniom kommanuu [II'K ¢ wucnosb3oBaHneM METONOB HCKYCCTBEHHOTO
MHTEJUIEKTA.

20. Opranu3anusi aHTUBUPYCHOM 3alIUThI OT aBBTOMATHU3UPOBAHHBIX METOI0B
coopa uH(MOpPMALUKU U3 OTKPBITHIX HHTEPHET-PECYPCOB C HCIOIb30BAHHEM
METOJI0B UCKYCCTBEHHOI'O MHTEJUIEKTA.



5. TlepedyeHp wW3AaHUHN, KOTOPBIE PEKOMEHIYETCS HMCIOJIb30BaTh IPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

11\/@11 bubnmorpaduueckoe onucanue Mecto nocryna

1 | Monanna K.A., AHanu3 BpeIOHOCHBIX IPOTPaMM. https://e.lanbook.com/book/123709
NznarensctBOo «/JIMK Ilpecc», 2019.- 452 c.- ISBN (nata obpaiueHus: fata
978-5-97060-700-8 obpamenus: 16.03.2025) - Tekcr

3IEKTPOHHBIN.

2 bauneikoBa A.A., [IpoexktupoBanue u https://e.lanbook.com/book/176534
CTaHIapTU3aIMs HH(OPMAITMOHHBIX, (mata obparmeHus: 1ara
UH(OPMAIMOHHO-BBIUNCIIUTEIbHBIX obpamenus: 16.03.2025) - Texcr
TeJleKOMMYHUKALMOHHBIX cHcTeM: YueGHoe nocobue. | 'KTPOHHBI.
MUPDA-Poccuiickuil TEXHOIOTMYECKUI
yHuBepcurteT, 2021.- 69c.

3 | I'Bo3mesa T. B., bamuton b. A. IIpoekrupoBanne https://e.lanbook.com/book/169810
nH(pOPMAMOHHBIX cucTeM. CTaHIapTH3AIMS. (mara obpauienus: nara
Wsnarenberso "Manp", 2022.-252¢.- ISBN 978-5- obpamerus: 16.03.2025) - Texer
8114-7963-4 3IEKTPOHHBIH.

4 Cemaxun A. M., Mertonb! BepuduKaIiu U OLIEHKH https://e.lanbook.com/book/177908
KauecTBa MPOrpaMMHOro obecriedeHus: YuebHoe (nara obpauteHus: 1ata
nocobue. Kypranckuii rocyjapcTBEeHHBIH obpamenus: 16.03.2025) - Texer
yHuBepcuter, 2018- 150c.-ISBN 978-5-4217-0461-4 | >/CKTPOHHBII.

5 | Pocrosies B.C.VckyccTBeHHBIE HEHPOHHBIE CETH: https://e.lanbook.com/book/447392
VueOHuK 118 By30B. U3narensctso "Jlans", 2025.- (nara obpamenus: 05.11.2025).-
216¢.- ISBN 978-5-507-50568-5 TekeT 211eKTPOHHBIH

6 | @ot 0. JI. ,CrangapTsl ”HPOPMAILIMOHHON https://e.lanbook.com/book/159804
6e3omacHocTH: YuebHoe nocodue. OpeHOyprekuii (nata obpareHus: 1ata
rocynapcTBeHHbIN yHUBepcuTeT, 2018.-226¢.- ISBN obpamenus: 16.03.2025) - Texer
978-5-7410-2297-9 SMEKTPOHHBI.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).

- Odunmanshseiii caitt PYT (MUUAT) https://www.miit.ru/

- O6pasoBarenpHas mwiathopma «HOpaiir» https://urait.ru/

- ObC "Jlanp" https://e.lanbook.com/book/



7. llepedyeHb  JNHIEH3UOHHOTO W  CBOOOJHO  PacHpOCTPaHSIEMOIO
IPOrpaMMHOr0 00€CIeYeHUsl, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOMMOTrO JUIsl OCBOCHUS JUCIIUILIMHBI (MOJTYJIs).

- Microsoft Windows
- Microsoft Office
- UnTepuer-6payzep (Yandex u ap.)

8. OmnucaHue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO MpOolecca MO AUCHUILTHHE (MOIYIIIO).

VYyebHass ayguTopust Jisi TOPOBEACHUS YUYEOHBIX 3aHATUN (3aHATUH
JIEKIIMOHHOTO TUTIA, MPAKTUYECKUX 3aHATUH):

- KOMIIBIOTEp  TMpemnojaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MYJIbTUMEIUIHOE 000pYI0BaHUE, T0CKA.

AyauTopus NOAKIIOUEHA K ceTu «HTepHEeT».

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

Kypcosas pabota B 3 cemectpe.
DK3aMeH B 3 ceMecTpe.

10. O1rieHOYHBIE MaTEPUAITBI.

OreHOYHbIE MaTepUaIbl, TPUMEHSIEMbIE TIPH TIPOBEICHUN MPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktrom PYT (MUUT).



ABTODBI:

JIOIIEHT, JOIICHT, K.H. Kadeapsl
«BBIMUCIUTEIbHBIE CHCTEMEBI, CETH U

nH(popMaImoHHas 6€30MacHOCTHY C.B. Manunckuit
CornacoBaHo:
3asenyrommuii kadhenporr BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOIUUYECKOM
KOMUCCHUH H.A. AunpusinoBa



