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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[{enbro ocBOeHUS Y4eOHOM TUCHUIUIMHBI (MOAYIIS) SIBJISIETCS

- ¢opMHpOBaHNE KOMIIETEHIIMH M0 OCHOBHBIM pa3zefiaM TeOPETUUYECKUX U
MPAaKTUYECKUX OCHOB IPOEKTUPOBAHUS IIOJCUCTEM AHTUBHPYCHOM 3alUTHI
KOMITBIOTEPHBIX ~CHCTEM C  HCIOJb30BAHUEM METOJAOB HCKYCCTBEHHOIO
UHTEIJIEKTA.

OCHOBHBIMHM 337ja4aMU TACLHUIUINHBI SBJISIOTCA:

- 03HAKOMJIEHHE C OCOOEHHOCTSIMU PAOOTHI U IPOEKTUPOBAHUS COBPEMEHHBIX
CUCTEM MH(POPMAIMOHHOM 0€30IMacHOCTH, pean3yomux METO/IbI
MCKYCCTBEHHOTO MHTEJIJIEKTA;

-  U3Yy4YeHHE OCOOCHHOCTEH MPaKTUYECKOTO TMPUMEHEHHUs  CpEACTB
AHTUBUPYCHOMW 3aIMTHl U €€ aKTyaJu3alMKi C MUCIOJb30BaHUEM HCKYCCTBEHHOIO
UHTEIIEKTA,;

- U3y4eHHUE TEXHOJIOTUH OOHapy>KEHHs BUPYCOB B COBPEMEHHBIX CHCTEMax
AHTUBHPYCHOM 3aLIUTHI C UCIIOJIb30BAaHUEM METOA0B UCKYCCTBEHHOIO UHTEIIJIEKTA;

- WM3yYECHHE METOJOB ITOCTPOEHHUS pElIAloUX IPABWI B COBPEMEHHBIX
cUCTeMaxX HH(OPMALMOHHONW O€30IIaCHOCTH € HCIIOJIB30BAHMEM METOJOB
MCKYCCTBEHHOTO MHTEJIJIEKTA;

- U3Y4YEHHE METOJOB HMCKYCCTBEHHOI'O HMHTEJUIEKTa M WX MPUMEHEHHUS B
COBPEMEHHBIX CUCTEMAaX MHPOPMALMOHHON 0€30MacCHOCTH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCIUTUINHE (MOIYJIIO).

Ilepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ysbTaTe 00y4eHus 10 AUCHUIUINHE (MOIYIIO):

ITK-9 - CriocoOHOCTh UCTIOJIB30BATh TEXHOJIOTUH U METO bl HCKYCCTBEHHOTO
MHTEJUJICKTA JIJIS 3aIlUThl KOMIIBIOTEPHBIX CHCTEM M CETEH OT KHOepyrpos.

OOGy4eHue 1o JUCUUIUIUHE (MOIYJIIO) MPENOaraeT, YTo Mo €ro pe3yibTaTam
oOyyaromuiicst Oyier:

3HaTh:
- OCHOBHBIE TEXHOJIOTUU U METOJIbl UCKYCCTBEHHOT'O MHTEIUIEKTA 1JISI 3AIUThI
KOMITHIOTEPHBIX CUCTEM M CETEeH OT KUOepyrpo3.

Ymerb:

- BBIOMpATh, AHAIM3UPOBATh U NMPUMEHSATHh Ha MPAKTUKE CYIIECTBYIOIIUE
WHTEJUICKTYaJbHbIC PEIIeHUs IS 3alllUThl KOMIBIOTEPHBIX CHUCTEM U CETEeH OT
KHOepyrpos.

Baaners:



- HaBbIKaMH BBIOOpPAa W TPUMEHEHUS HAa TMPAKTUKE COBPEMEHHBIX
MHTEIUICKTYaIbHBIX PEIICHUA ISl 3aIIUThl KOMITBIOTEPHBIX CHCTEM U CETEeH OT
KHOEepyrpo3.

3. O0beM AUCIUILIUHBI (MOIYJIS).
3.1. O0mas Tpy10eMKOCTb JTUCHUIUIUHBI (MOYJIA).

OO6mast TPyJIOEMKOCTh AUCHUILIMHBI (MOIynsl) coctaBisier 6 3.e. (216
aKaJeMHYEeCKuX Jaca(oB).

3.2. OOwvem mucuuIUIMHBI (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyyarolmuxcss € MEeJarori4eckKuMu  pabOTHUKaMu M (WIM)  JIMLAMH,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTeNIbHON NporpaMMbl Ha UHBIX YCIOBUSIX,
IIPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp Ne3

KonrtaktHas paboTa mpu npoBeIeHIH yIeOHBIX 3aHATHH (BCETO): 48 48
B ToMm gncne:

3aHATHUS JEKIIMOHHOTO THUIIa 32 32
3aHATHS CEMHUHAPCKOTO THIIA 16 16

3.3. O6beM auCHUIUIMHBI (MOIyYJis) B (OpME CaMOCTOSITENIbHONW padOThI
oOydJaronuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOydYaIOIMIMXCA C
nearoruaeckKuMu paboTHUKAMHU U (WITH ) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
o0pa3oBaTeNpHOM MpOTrpaMMbl HA HWHBIX YCIOBHUSX, TpPU TNPOBEIACHUU
MIPOMEKYTOUHOM aTTeCcTallM cocTaBiisgeT 168 akageMuyeckux yaca (0B).

3.4. ITpu oOy4eHnH o0 UHAUBUAYATbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUIUIMHBI (MOMIYJISI) MOXKET ObITh peasii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJarouXcs, a Takke B (hopme
KOHTAaKTHOW PabOThl OOYYaIOIIUXCSl C MEAaroruueCKUMu paOOTHUKaMU U (WIIH)
JUIAMH, TIPUBJIEKaeMbIMH K pPeau3alliid 00pa30BaTeIbHON MPOTrpaMMbl HA WHBIX
YCIOBUSIX, TIPH MIPOBEICHUHU TIPOMEKYTOUHOM aTTECTAIIHH.

4. ConepxaHue JUCUUIUIAHBI (MOZYJIA).

4.1. 3aHsATHSs JISKIIUOHHOTO THUIIA.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

HckyccrBenHblit uHTEIEKT. CHCTEMBI paclio3HaBaHUsS 00pa3oB, UX 0OyueHHE U

IMPUMCHCHHC.

PaccmaTpuBaemble BOIIPOCHI:

- MckyccTBEeHHBIM MHTEIUIEKT M CUCTEMBI PAaclIO3HaBaHMsI BOKPYT HAC: B TEXHUUECKOM U MEIMIIMHCKOW
JIMarHOCTHKE, B 9KOHOMUKE, YIIPaBJICHUH; IpodiieMa opMalIM3alny MPY IIOCTAaHOBKE 3a1auu
pacro3HaBaHus ¥ MAlIMHHOTO 00y4YeHUs;

- 00mmIast CTPYKTYpa CUCTEMBI PACIIO3HABAHUS: PEIETITOPHI, KIIaCCH(PUKATOPHL, 3P PEKTOPHI;

- OCHOBHBIE KJIACCHI 33/1a4 paclo3HaBAHMUs, TEPMUHOJIOTHU: OOBEKTHI, 00pa3bl, KJIACCHl M KJIACTEPHI;

- 00ydJeHHe U cCaMOOOYJICHHE CHCTEM PAcIIO3HABAHMS.

2 |UckyccTBeHHbIH nHTEIeKT. CUCTEMBI pacrio3HaBaHus 00pa3oB, X 00ydeHHe U
npuMeHeHue (TIPoI0JDKEHNE)
PaccmatpuBaembie BOIPOCHI:
- 3¢eKTUBHOCTh PaCIIO3HABAHUSA U €€ OLICHKA;
- 0COOCHHOCTH MPUMEHEHHSI CUCTEM PACIIO3HABAHUS B 33/]auaxX JUArHOCTHKY U YIIPABICHUS,
-COBpEMEHHbBIE CUCTEMBI BUPTYAIbHON U IOTIOJHEHHON peaJbHOCTH;
- MalIMHHOE 00yYeHHE B caMOOOyUeHHE B CHCTEMaX BHPTYAILHON U TOTIOJIHEHHOHN pealbHOCTH;
- IOVCK U aHAJIM3 aKTyaJbHON HH(OpPMAIIH O COBPEMEHHBIX CHCTEMAaX paclo3HaBaHM 00pa30B U UX
WCIIONE30BAaHNUH B 337jadaX HHPOPMAIIMOHHOH 0€30IacHOCTH.
3 Cucremsl HCKYCCTBCHHOI'O MHTCJIJICKTA. I/IH(l)OpMaTI/IBHBIG IMPU3HAKH U PCHIAIOIINC
I[mpaBujia
PaccmarpuBaemble BOIIPOCHL:
- KonuyectBeHHbIe, KAYSCTBEHHBIC M KiIacCU(UKAITHOHHBIC TIPU3HAKH U OLICHKA MX HH)OPMATHBHOCTH;
- Merpuku @umepa u lllenHoHa;
- [TocTpoeHue HHPOPMATHBHOTO MPU3HAKOBOIO IIPOCTPAHCTRA,
- MeTon KoppensSIuoHHbBIX TUIesT;
- OcoOeHHOCTH OIIEHKH OWHAPHBIX W KAYeCTBEHHBIX PU3HAKOB;
- PaccTostHuS Mex Ty 0OBEKTaMH U KITACCAMU;
- Metpuku EBximna, lllennona, MuakoBckoro, MaxananoOuca,
- PaccTostHus OMKHHX coceleil, JadbHUX COCEeH, IICHTPOB KIIaCCOB.
4 CucreMsl HCKYCCTBCHHOI'O MHTCJIJICKTA. I/IHq)OpMaTI/IBHBIe IMPU3HAKHN U PCIIAOIINC
npaBuia (IpoI0JIKEHNE)
PaccmarpuBaemble BOIPOCHL:
- Pemaromue npaBuiia v UX Ki1acCUPHUKAIIHS,
- [TapameTpudeckue 1 HemapaMeTpUIECKUE METOIBI;
- JIuCKpUMUHAHTHBIN aHAU3;
- MeTon k-Ommkalinux coceei;
- CTaTucTHYecKre METO/IbI PACcIIO3HABAHNS;
- Pa3paboTka Cl0KHBIX CHCTEM H ICPEBHEB PEIICHHUIA;
- Meton nocnenoBaTenbHON JUXOTOMUU,
- JlepeBbsi pelIeHu 1 UX ONTUMHU3ALIUS;
- MeTob! ToNCKa,
- KadecTBo pacmo3naBaHus ¥ €ro OIEHKA;
- OGyyaromast ¥ MpoBePSIOIIast BRIOOPKH;
- BeposiTHOCTHBIE 1 PKOHOMUYECKUE METOAbI OLIEHKH.
5 |CucteMbl HCKYCCTBEHHOT0 HHTEIUIeKTa. O0yueHne «0e3 yUUTeNs» U KilacTepu3arius

PaccmarpuBaeMblie BOpOCHL:

- OOyueHune «0e3 yUnuTess» U KIacTepHu3ariis;

- [lorATHS «KIACTEPY, KITACCH, KOOBEKT», KBEKTOP MPH3HAKOBY;

- KimactepHsiit ananms u ero npuMeHeHue B 3agadax o0yueHus «6e3 yuurems» u GRID-TexHomOTHAX:




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

n/m
- MeTo/pl pelieHus ¥ 3BPUCTHYECKUE MTPOLIEAYPHL;
- MeTO)I II0CJICA0BATCIIbHBIX CIIASHUH.
6 |CucTeMbl HCKYCCTBEHHOrO MHTEUIeKTa. O0yUYeHHE «0e3 YUHTENs» U KIaCTepU3alus

(mponomxeHue)

PaccmarpuBaeMble BOIIPOCHL:

- [Iponrenypa qyGuccona;

- KpuBas TopHzelika 1 oLieHKa BEpPOSITHOTO YKCiia KIaCTEPOB;

- Knnactepsi-enoukn u ux onpeseneHue;

- [IpuMeHeHne TepCIeKTUBHBIX METOIOB KJIACTEPHOTO aHalu3a pu pa3padbotke coBpemeHHbIX GRID-
CHCTEM.

HNudopmanmonHasi 6e30macHOCTh M aHTUBUPYCHAs 3amuTa. Bupycsl 1 ux

KJaccuukanms

PaccMarpuBaeMble BOIIPOCHL:

- [Ipo6nema 3amuThl IPOrpaMM U JAHHBIX;

- Uapopmanmonnas u kubepOe30macHOCTb;

-IIpoGrnema kpuMHHATH3AMN HH)OPMALIMOHHOTO IPOCTPAHCTBA;

- BupycHele aTaku: MOTEHIMAIBHBIC YTPO3bI K METOIBI 3AILHTHI;

- Pemenue 3a1a4 aHTHBUPYCHOM 3alIUTH HA MEPOBOM YPOBHE;

- [IpuMeHeHHe NEPCIEKTUBHBIX METOIOB HCCIICIOBAHMUS U PELICHUS MPO(ECCHOHAIBHBIX 3a1a4 IIPH
pa3paboTke MporpaMM aHTHBUPYCHOM 3alUTHl B TOCYAAPCTBEHHBIX U KOMMEPUYECKUX NPENPUATUIX
Poccun.

- BpenoHocHBIE porpaMMBbl: KOMITBIOTEPHBIE BUPYCHI, YEPBH, TPOSIHBI U TIP.;

I/IH(I)OpMaI_II/IOHHaSI 0€30I1aCHOCTD U AHTHUBUPYCHAA 3alllUTa. BI/IPYCBI Hn ux

KIaccudukanus (IpoI0DKEHIUE)

PaccmaTpuBaemble BOTIPOCH:

- 3arpy3ouHble U (ailIoBbIe BUPYCHI;

- MakpoBHUpYCHI U CKPHIIT-BUPYCHI;

- llInppoBanme u MmeraMmopu3Mm.;

- Uepsu: cereBbie, moutoBsie, IM, IRC, P2P;

- TposiHBI: KJIaBUATYPHBIE IIMHOHbI, TOXUTHTEH MapoJiel, yTUINTBI CKPBITOTO yJaleHHOTO YIpaBIIeHNUS,
AHOHUMHBIC [TPOKCU-CEPBEPa, YTHIUTHI JO3BOHA, JJOIHYeCKre OOMOBI, MOIU(PHUKATOPHI HACTPOSK Opay3epa;
- YcnoBHo omnacHsle porpamMMsl: Riskware, Pexnamusie ytunuts! (adware), Pornware, 31ble OTyTKH.

- Poccuiickue 6a3bl JaHHBIX BUPYCOB U 3apErHMCTPUPOBAHHBIX MHIMJCHTOB M OPraHU3aI[IOHHO-IIPABOBbIE
OCHOBBI X MCIIOJIb30BaHUS B CHCTEMAaX aHTUBUPYCHOM 3aIIUTHI POCCHICKHUX TOCYAaPCTBEHHBIX
OpTaHM3aii 1 KOMMEPUYECKUX PEIIPHUITHI.

[Ipu3Haky NpUCYTCTBHUS Ha KOMIBIOTEPE BPEIOHOCHBIX IPOTPaMM M METOJIbI 3aIIUThI OT
HUX.

PaccmarpuBaemble BOIPOCHL:

- OOmue cBeieHUs U BUIBI TIPOSIBJICHUI: SBHBIE, KOCBEHHBIE W CKPBITHIE;

- 3amenenne HacTpoek Opaysepa;

- BenpiBaroriye cooOIeHH S

- HecaakmmonuposanHoe obparienue kK MIHTepHeT;

- brokxupoBanue anTUBHpYyCa;

- briokupoBaHue aHTUBUPYCHBIX CaTOB,;

- COou B cucTeMe WK B paboTe Ipyrux mporpaMm;

- [ToutoBbIe yBEenOMIIEHYS;

- CKpBITHIE NPOSIBIICHUS: HAJIMYUE B IIAMSTH TO/I03PUTEIBHBIX IPOLIECCOB; HATMUME Ha KOMITBIOTEpE
MIOJIO3PUTENBHBIX (ailyIoB; HATWYHe NOJ03PUTEIBHBIX KITI0Uel B cHCTeMHOM peectpe Windows;
MIOJIO3pUTENBHAS CETEBas aKTUBHOCTE;

- [IpuMeHeHre METOI0B HCKYCCTBEHHOT'O HHTEIICKTA;
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- I'me mckath: mporeccsl, aBTO3aIycK, CHCTEeMHBIH peecTp Windows, KoHQHUTYpannoHHBIE (ailiibl, ceTeBast
AKTHBHOCTD;

10 HpI/I3HaKI/I IMPUCYTCTBHUA Ha KOMIIBIOTEPE BPEAOHOCHBIX IIpOTrpaMM U METOAbI 3allIUThI OT
HUX (MPOAOIKCHHE)
PaccmaTpuBaemble BOIIPOCHI:
- MeTonsl 00Hapy>KeHUs BpEIOHOCHBIX IPOTPaMM H 3aIUTHI OT HUX;
- Opraam3anroHHbIE METOB! (TIPaBHUiIa MTOBEACHIS, TIOUTHKA 0E30IIaCHOCTH);
- Texandeckne MeTobI (OpIHAMAYIPHL, cpencTBa OOPHOBI CO crTaMOM, 3aKIAIKH U TIp.);
- YepHsle 1 Oenble CIIUCKU alpecoB;
- ba3sl manHBIX 00pa3IoB criaMa;
- Camo00yueHue;
- AHaJM3 CITy>KeOHBIX 3ar0JIOBKOB;
- [I[puMeHeHre METOI0B NCKYCCTBEHHOTO MHTEIUICKTa;
- [louck v aHanu3 akTyaabHOW MH(GOPMAIMH O COBPEMEHHBIX IPH3HAKaX MPUCYTCTBUS HA KOMIIBIOTEPE
BPEIOHOCHBIX MPOrPaMM;
- [IpoexTupoBaHue NporpaMM OOHAPYKEHHS IPU3HAKOB IPHCYTCTBHS BPEIOHOCHBIX IIPOTPAMM C
MCIIOJIb30BAaHUEM METOJIOB HCKYCCTBEHHOTO MHTEIIICKTA.

11 |OcHOBBI pabOTHI AHTUBHPYCHBIX MTporpaMM. [IpuMeHeHrne METOI0B pacTiO3HABAHUS
00pazoB
OcHOBBI pabOTHl aHTUBUPYCHBIX IIporpamMM. IIpuMeHeHne METOI0B paclio3HaBaHUSA 00pa3oB.
PaccMarpuBaeMble BOIPOCHL:
- CI/IFHaTypHI)Ie METOAbI U S5BPUCTUUCCKUEC MCTOMBI. ;
- CurHatypHBIH aHAJIN3;
- OBpUCTHKY;
- [Tonck BHpyca, HOXOXKETr0 Ha U3BECTHBIC: BEPOSTHOCTH OIIMOOYHO ONpEIeIuTh Halnuue B daiine Bupyca,
HEBO3MOXHOCTB JICUeHUsI, HU3Kas 3Q(HEKTUBHOCTD;
- [Touck BHpyca, BHIIOJIHSAIOIIETO TTOO3PUTENBHBIC IeHCTBUS: yaaideHue daiina, 3anmuce B (ail, 3anuch B
olpeieNIeHHbIe 00JIaCTH CUCTEMHOT'O peecTpa, OTKPBITHE IOPTa Ha MPOCIYIINBAHUE, IEPEXBAT JaHHBIX
BBOJMMBIX C KJIABUATYPBI, PACCHUIKA ITHCEM;
- [IpoGnembl: 0XkKHBIE cpabaThIBaHHsI, HEBO3MOXKHOCTD JIEU€HHSI, HEBBICOKas () (EKTUBHOCTD;

12 |OcHoBbI pabOTHI aHTUBUPYCHBIX IporpamMM. [IpuMeHeHne MeTo10B pacrio3HaBaHUs
00pa30B (MPOIOIKEHHE)
PaccmarpuBaemble BOIPOCHL:
- basoBsle Moaynau anTHBUpYCHOTO [10: MOy 16 OOHOBIICHHMS, MOYJIb IJIAHUPOBAHUS, MOYJIb
yIpaBIICHNUS;
- OyHkuoHan 6yioka yrpasieHus: [loaaepxka yaaneHHOTO yIpaBJIeHUs U HACTPOMKH; - - 3aIiuTa
HACTPOEK OT U3MEHEHUI, KapaHTHH;
- TecTupoBanue pabOTHl aHTHBUPYCA.
- [IpuMeHeHe epCIeKTUBHBIX METOIOB NPH pa3paboTKe COBPEMEHHBIX aHTUBHUPYCHBIX IPOTPaMM U
cucteM HH(OPMAIIOHHOH 0€30ITacHOCTH Ha 6a3e METO/I0B HCKYCCTBEHHOTO MHTEIUICKTA,
- [IpoextupoBanne 6a30BBIX Moayineit antuBupycHoro I10.

13 COBpCMeHHLIC MCTOJbI 3allIUTBI OT BUPYCOB Ha Oaze MCTOOB UCKYCCTBCHHOI'O

HHTCIIJIICKTA

PaccmarpuBaeMblie BOpOCHL:

- MeTto/bl, OCHOBaHHbIE Ha aHAJIM3E CO/IEPKUMOT0 (ailioB (Kak (aiyioB JaHHBIX, TakK U (aiiIoB ¢ KoJaMu
koman[). K 3T0il rpymnmne oTHOCATCS CKaHUPOBAHUE CUTHATYP BUPYCOB, a TaK)Ke IPOBEPKA LIETOCTHOCTH U
CKaHUPOBAHUE MOJA03PUTENBHBIX KOMaHT;

- MeTomp1, OCHOBaHHBIE Ha OTCIIC)KMBAHUH MTOBEICHHS IIPOTPAMM IIPH MX BBIITOTHEHUH. DTH METOIBI
3aKJIIOYAIOTCS B IPOTOKOJIMPOBAHNH BCEX COOBITHH, YyTPOXKAIONINX 6€30I1aCHOCTH CHCTEMBI U
MPOUCXOAINX JTHOO0 TPU PeaTbHOM BBIITOJTHEHUH IIPOBEPSEMOT0 Ko/a, JTH00 MPH eTro MpOrpaMMHOI
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/11
OMYJISIAN,
- MeTO)II)I periaMCcHTalUuu MmopsaKa pa6OTLI C (l)aﬁﬂaMH " nmporpaMmMamMu. Civit METOAbI OTHOCATCA K
AIMUHUCTPATUBHBIM MEpamM obecrieueHust 0€30IaCHOCTH. O,HI/IH u3 HanboJee pacnpoCTpaHCHHbIX METO0B
3TOU rpynribl COCTOUT B TOM, UTO B CUCTEMEC (KOMHBIOTepe UIn KOpHOpaTI/IBHOﬁ CCTI/I) BBIINTOJIHAIOTCA
TOJIBKO T€ NPpOrpaMmbl, 3alIUCh O KOTOPBIX NPUCYTCTBYECT B CIIUCKE NPOIrpaMM, pa3pClICHHbBIX K
BBIITIOJIHCHUIO B ,HaHHOﬁ cucTeEME. ITOT CITUCOK (bOpMI/IpyeTCH AIMHUHUCTPATOPOM CE€THU U3 TPOBCPCHHOTO
MIPOTPAMMHOTO 00ECTICUCHHS;

14 |CoBpeMeHHbIE METO/IbI 3ALUTHI OT BUPYCOB Ha 0a3e METO0B UCKYCCTBEHHOTO
MHTEJJIEKTA (TIPOI0JIKEHHE)
PaccmarpuBaeMbie BOTIPOCHL:
-Haubonee nomynsipHble aHTUBUPYCHBIE TPOTpaMMBbl M X ocobeHHocTH. McAfee, Norton, Panda, Avira,
Bitdefender, Bullguard, Heimdal. ArtuBupyc Kacnepckoro;
'HpI/IMeHeHI/Ie METOJA0B UCKYCCTBCHHOT'O MHTCIIJICKTA B HauboJiee MOMYJIAPHBIX aHTUBUPYCHBIX
MpOTrpaMMax B COBPEMEHHBIX KOPIOPATHUBHBIX CHCTEMaX KHOep3aIluThI.

15 |AHTHUBUpYCHAs 3allIUTa JOMAIIIHETO KOMITBIOTEPA U KOMITBIOTEPHOM CETHU C
HCIIOJIb30BAHUEM METOJOB UCKYCCTBEHHOTO MHTEJUICKTA
PaCCManI/IBaCMLIe BOIIPOCHI:
-AHTUBUPYCHOE ITPOTPaMMHOE 00ECIICUCHHE;
- HpOFpaMMBI JUIA 3alIATBI OT HCCAHKIIMOHUPOBAHHOT'O AOCTYIIA U CCTECBBIX XAKCPCKUX ATAK;
- OuUIbTPHI HEXKENATEIbHOW KOPPECIIOHICHIINY;
- [IpoBepka B pexuMe pealbHOrO BPEMEHY;
- [IpoBepka no TpeGoBaHMIO;
- [loxnep:xanue akTyaIbHOCTH aHTUBUPYCHBIX 0a3;
- CDI/IJ'II)TpaL[I/IH HCXKEJIATCIIbHBIX 3JICKTPOHHBIX COO6HIeHPII71;
- HepCOHaﬂbHaﬂ AaHTHUCIIaMOBas Iporpamma;
- HpI/IMeHCHI/Ie METOAOB UCKYCCTBCHHOT'O MHTCIUICKTA B PACCMOTPCHHBIX IIPOTPaAMMaAX;
- [IpnMeHeHNe TepCIIEKTHBHBIX METOIOB IIPH Pa3padOTKe aHTUBUPYCHBIX IPOTPaMM;
- HpOGKTI/IpOBaHI/Ie AHTUBUPYCHOT'O 10 JJIA 3allIUThI JOMAIIHETO0 KOMIIBIOTEPAa Ha Oaze MCTOO0B
HNCKYCCTBCHHOTI'O MHTCJJICKTA,

16 |AHTHBUpYCHAs 3alllMTa JOMAIIHETO KOMITBIOTEPA M KOMITBIOTEPHOM CETH C

HCIIOJIb30BAHUEM MCTOAOB NCKYCCTBCHHOT'O HHTCIIJICKTA (HpOI[OJ'I)I(eHI/IC)
PaccmarpuBaemble BOIPOCHL:

-OCHOBBI IOCTPOEHUS JIOKATEHON KOMITBIOTEPHON CETH;

- Paboune cranmm 1 ceTeBble CepBEPHI, IIOUYTOBBIE CEPBEPHI U IIUTIO3BI;

- YpOBHU aHTHBUPYCHOH 3allIUTHI: YPOBEHB 3alUTHl PAOOYNX CTAHIUI U CETEBBIX CEPBEPOB, YPOBEHb
3alIUThl MOYTOBBIX CEPBEPOB, YPOBEHB 3aILUTHI IILTIO30B;

- llenTpann3oBaHHOE yIpaBI€HUE AaHTUBUPYCHOM 3allUTOM;

- KoMIOHEHTHI CHCTEMBI yIaA€HHOTO HEHTPAIN30BAHHOTO YIIPABIEHHS: KIIMEHTCKAsl aHTUBUPYCHAs
MpoTrpaMMa, cepBep aIMUHUCTPUPOBAHUS, areHT aJJMUHUCTPUPOBAHNUS, KOHCOJIb aJMIUHUCTPUPOBAHUS;
- Opranmsanus cbopa CTAaTUCTUKH B CHCTEME aHTHBHPYCHOH 3aIIUTHI M NCTIOIb30BaHUE 3TON HH(OPMAITHH
B MHTEJUIEKTYaIbHBIX CHCTEMaX HH()OPMAIIMOHHOM 0€3011acHOCTH;

- Uepss Caribe - BpeoHOCHAs MporpaMma Jisi MOOMIIBLHBIX Tele()OHOB;

- AHTHBHPYCHI JUI1 MOOMIIBHBIX YCTPOMCTB;

- [Nonutuku obecnieuennst HHGOPMAITMOHHON 0€30ITaCHOCTH NP padoTe ¢ MOOMIIBHBIMU YCTPOHCTBAMH.
ITonuTHka «HYIEBOrO JOBEPUY;

-PazpaboTka opraHu3anMOHHBIX METOAOB PEATN3AIMH TIOJINTHKN O0€3011aCHOCTH NPEATIPUSITHS TIPH
MPOEKTUPOBAHUN CHCTEMBI aHTHBHPYCHOM 3aIIUTHI AJIs y1aJIeHHbIX pab0o4YiX MecCT;

-Opranuzanys 1 yrpasJieHHe KOJUIEKTHBHOW pa3paboTKOI CUCTEMbl aHTHBUPYCHOH 3aIlUTHI
KOPITIOPATHBHOM CETH MPEANPHUATHS, BKIIOYAIONIeH yaaleHHbIe paboune MecTa;

[IprmMeHeHne METOI0B HCKYCCTBEHHOTO WHTEIUIEKTA.




4.2. 3aHATUS CEMUHAPCKOTO TUNA.

Hp AKTHYCCKHUC 3aHATHA

/o

Tematuka MPAKTUYICCKUX 3aHATHH/ KpaTKO€ COACPKAHUC

[Ipu3Haky MpUCYTCTBUS HAa KOMIIBIOTEPE BPEJOHOCHBIX IIPOIPaMM
B pe3ynbTate BEITOTHEHHS HPAKTHIECKOTO 3aIaHNs CTYJCHT ITOJyJYaeT HaBBIKM OOHApPYKCHNUS IPU3HAKOB
MPUCYTCTBHSI Ha KOMITBIOTEPE BPEAOHOCHBIX MIPOTPaMM

OcCHOBBI pabOTHI AaHTHBHPYCHBIX MPOTPAMM
B PE3YAbTATC BBIMNOJIHCHUSA NPAKTUYCCKOT'O 3aJaHUs CTYACHT IMOJTY4acT HaBbIKU HaCTpOﬁKH OCHOBHBIX
MOJyJiel aHTUBUPYCHBIX IIPOrPaMM.

AHTI/IBI/Ip}/'CHaH 3a1uyTa A0MalllHEr0 KOMIIBIOTEpa
B PE3YIbTATC BBIMIOJIHCHHUSA NPAKTUYCCKOT'O 3aJaHus CTYACHT IMOJTY4acT HaAaBbIKU YCTAHOBKHU Ha JIOMaIHUMK

KommbioTep aHTHBHpYCcHOTO 10 1 oneHKHN 3(h(heKTHBHOCTH pabOTH OCHOBHBIX MOYJIEH YCTaHOBJICHHOTO
I10.

AHTUBHpYCHAs 3alUTa KOMIIBIOTEPHON CETH
B pesynbTare BHINOTHEHUS MPAKTHYECKOTO 33JaHUS CTYIEHT MOIy4YaeT HABBIKU YCTAHOBKU
anTuBHpYCcHOTro 11O A5 3aIUTHl KOMITBIOTEPHON CETH.

KommiekcHbIN aHam3 YSISBPIMOCTeﬁ KOMHBIOTepHOﬁ CCTU
B pesynpraTe BHINONHEHMS IPAKTUYECKOTO 3aJaHUS CTYACHT MOJIy4aeT HaBBIKH OOHAPYKEHUsI
YSA3BUMOCTEH B KOMIIBIOTEPHOM CETH.

AnTusupycHoe 10 u ero knaccuduxanms
B PE3YIbTATC BBIMMOJIHCHHUSA NPAKTUYCCKOTO 3aJaHUs CTYACHT IOJTYYacT HABBIKU CPABHUTCIBHOI'O daHAJIN3a
JAOCTOUHCTB U HEAOCTATKOB aHTUBUPYCHOI'O I10.

AntuBupycHoe [10: curnaTypHbIi U 3BpUCTUYECKUN METObI
B PEIYIbTATC BBIMIOJTHCHHUSA NPAKTUYCCKOTO 3aJaHus CTYACHT IMOJTYYacT HABBIKW CPABHUTECILHOI'O aHaIn3a
JIOCTOMHCTB U HEJIOCTATKOB CUTHAaTYPHOTO U 3BPUCTHYECKOI'O METOIOB OOHAPY)KEHHUS BUPYCHBIX YTPO3.

MGTOI[BI 3allIUTHI OT BPEAOHOCHBIX ITPOIrpaMm

B pesynbTaTte BBITOTHEHHS NPAKTHIECKOTO 3a/IaHMs CTY/ICHT IOJIy4aeT HaBBIKH B Pa3padoOTKe
OPTaHM3AIOHHBIX U TEXHUYECKUX METO/IOB 3aIIUTHI OT BPEOHOCHBIX ITPOTPAMM IIPU peaIn3aliy
MOJIMTHKY MH(YOPMALTMOHHONW 0€301aCHOCTH MTPEATIPHUSATHS.

4.3. CamocrosiTenbHas padoTa 00y4aroIuXCs.

/o

Bun camocrosTensHoi# paboTh

Pabora ¢ 1eKIIMOHHBIM MaTepHaIOM

HO}IFOTOBKa K IPaAKTHYCCKUM 3aHATHUAM

HSyLIeHI/IC BOIIPOCOB JIs1 CaMOCTOSTEILHON TONOIHUTEIBHOM HpOpaGOTKI/I

Brimonnenune kypcoBoit paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALINH.

o O B W N B

IIoarororka k TCKYIIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX padOT




1. IlepciekTHBBI MPUMEHEHHS] MAIIMHHOTO OOY4YEHHS Al OOHApYKEHUs
BPEIOHOCHBIX ITPOrpPaMM.
2. HTennekTyaibHble METO/IBI 3aIUTHI OT aTaK Ha OECIPOBOIHBIE CETH.

3. AnrtuBupycHas 3ammra OC cemelictBa DibOpyc € HCIOJIb30BAHHEM
METOJIOB UCKYCCTBEHHOT'O MHTEILICKTA.

4. Meroapl 3amuThl KOH(HUACHIIMAILHON WH(pOpMAIMU TIPU TPOBEIACHUU
MIEPETOBOPOB B HECTICIIUAIU3UPOBAHHBIX TOMEIIICHUSX.

5. Hactpoiika aHTHBUPYCHOTO MPOrPAMMHOIO OOCCIIEUEHHUsS IS 3alllUThl
BeO-caiiTa ¢ UCTIOJIb30BAHUEM METOJ0B UCKYCCTBEHHOI'O UHTEIIICKTA.

6. MeToapl 3alUMTBl HOBOCTHBIX MOPTAJIOB OT BHUPYCHBIX aTaKk C
HCHOJIb30BAaHUEM METOJIOB HCKYCCTBEHHOTO MHTEJUIEKTA.

7. Metoapl 3aluThl OT aTak, CBA3AHHBIX C CUCTEMHBIMU CTPYKTypamMu
KECTKUX TUCKOB, C UCITOJIBb30BAHUEM METOJ0B UCKYCCTBEHHOTO MHTEIUICKTA.

8. AntuBupycHas 3amura MCIIJIH Ha OCHOBE OTE€YECTBEHHOW armnapaTHO-
IporpaMMHOM  TIATGOPMBI  C  HCIOJIB30BAaHUEM METOJIOB HCKYCCTBEHHOI'O
WHTEJICKTA.

9. Metoar! 3amuTel TexHoiaornu SDN

10. OGecneueHrne aHTUBUPYCHOW 3alIUTHI IIU(PPOBBIX CUCTEM YHIPABICHUS
3armacaMu B JIOTUCTHKE TEPMHUHAJIbHO-CKIIQJCKUX KOMIUIEKCOB C UCHOJIb30BaHUEM
METOJI0B UCKYCCTBEHHOT'O MHTEJUIEKTA.

11. ObGecnevenne aHTHUBUPYCHOM 3amuThl [lemapramenta JIOTUCTHKUA U
[InanupoBaHusi KOMMIaHUM 7 C UCHOJIb30BAHUEM METOJOB HMCKYCCTBEHHOTO
MHTEJUIEKTA.

12. ObecnieueHre aHTUBUPYCHOM 3aIIUTHI MYJIbTUMO/IAJIbHBIX TPAHCIIOPTHO-
JOTUCTUYECKUX LEHTPOB C MCIOJb30BAaHUEM METOJOB HCKYCCTBEHHOTIO
UHTEIJICKTA.

13. OGecrneueHne aHTUBUPYCHOM 3alTUTHI MIEPCOHATBLHOTO KOMITBIOTEpA MIPH
pazpaboTke 1IaTGOPMBI UMHUTAIMOHHOM MOJENM CKJIAJCKOrO TIpolecca C
HCIIOJIb30BAaHUEM METO/I0B UCKYCCTBEHHOTO MHTEIIJIEKTA.

14. O0ecnieyeHne aHTUBUPYCHOM 3alUTHl HUPPOBOM MIaTHOpMBbI «JInyHbIE
JTUAMETPbI» C UCTOJIB30BAHUEM METOJI0B UCKYCCTBEHHOT'O MHTEIIEKTA.

15. OGecnieyeHne aHTUBUPYCHOM 3alUTHI B OM3HEC MPOLIecCcax 3aKyMOYHOM
JIOTUCTUKH C UCIIOJIb30BAHUEM METOJOB UCKYCCTBEHHOI'O MHTEIIEKTA.

16. OOecneueHre aHTHUBUPYCHOM 3allUThl Tpu padboTe omeparopa,
HCHOJIB3YIOIIETO TEXHOJOTHUIO «PU3NYECKUN HHTEPHET.

17. OO6ecnieueHue aHTUBUPYCHOM 3amUThl MpuU paboTe omepaTtopa,
ucnosb3ytomiero nudponyro miathopmy ITIT I'TI.



18. OOecneueHne aHTUBUPYCHOW 3alUThl KOHTEHHEPHOTO TepMHUHAIA
kommanuu «UNIVERSAL LOGISTICS SERVICES» (ULS) ¢ ucnonb3oBaHuem
METOJI0B UCKYCCTBEHHOI'O MHTEJUICKTA.

19. OGecnedyeHne aHTUBUPYCHOM 3amMThl JlemapramMeHTa ynpaBiieHUS
nepconanom kommnanuu [II'K ¢ wcnonp3oBaHneM METOAOB HMCKYCCTBEHHOTO
MHTEJJIEKTA.

20. Opranu3anusi aHTUBUPYCHOM 3alIUThI OT aBTOMAaTU3UPOBAHHBIX METOOB
coopa uH(MOpMALUKU U3 OTKPBITHIX HHTEPHET-PECYPCOB C HCIOIH30BAHHEM
METOJIOB UCKYCCTBEHHOT'O MHTEJUICKTA.

5. IlepeueHb wu3NaHMI, KOTOpPHIE PEKOMEHAYETCS MCIOJb30BATh MPH
OCBOCHMH JTUCUUTLIUHBI (MOTYJIS).

11\/?1 bubimorpaduyeckoe onucanue Mecro nocrymna

1 | Monamma K.A., AHanu3 BpeJOHOCHBIX [TPOTPaAMM. https://e.lanbook.com/book/123709
Uznarenscto «JIMK Ilpeccy, 2019.- 452 c.- ISBN (nara obpamtenus: 02.06.2026) -
978-5-97060-700-8 TekcT 3neKTpOHHBIM.

2 bamneikoBa A.A., [IpoexktupoBanue u https://e.lanbook.com/book/176534
CTaH/apTU3aIMs UH(POPMALUOHHBIX, (mata obparmenust: 02.06.2026) -
MH(OPMAaIIMOHHO-BBIUNCIUTENbHBIX U TekcT >1eKTpOHHBIH.
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM: YueOHOoe 1mocodue.

MUPIA-Poccuiickuii TEXHOIOTHYECKUI
yHuBepcuteT, 2021.- 69c.

3 | I'Bo3mesa T. B., bauton b. A. TIpoektupoBanne https://e.lanbook.com/book/169810
MHPOPMaLUOHHEIX cucteM. CTaHIapTU3AIMS. (mara obpamienus: 02.06.2026) -
NznatenberBo "Jlanp", 2022.-252¢.- ISBN 978-5- TexeT 511eKTPOHHBIH.
8114-7963-4

4 Cemaxun A. M., Metonb! BepudUKaIiy U OLIEHKH https://e.lanbook.com/book/177908
KauecTBa MPOrpaMMHOro obecriedeHus: YuebHoe (nata obpaieHus:
noco6ue. Kypranckuii rocy1apcTBeHHBIH https://e.lanbook.com/book/176534
yrmsepentet, 2018- 150¢.-ISBN 978-5-4217-0461-4 | (1aTa obpaiuenns: 1ara

obpamenus: : 02.06.2026) - Texct
AJIEKTPOHHEIN. ) - TekcT
3JIEKTPOHHBIH.

5 | Pocrosies B.C.VckyccTBeHHBIE HEHPOHHBIE CETH: https://e.lanbook.com/book/447392
Vue6GHUK 115 By30B. M31atenscTso "Jlans", 2025.- (mara obpamieHus:
216¢.- ISBN 978-5-507-50568-5 https://e.lanbook.com/book/447392

(marta oopamenus: 05.11.2025).-
Texct anekTpoHHsli).- Teker
3JIEKTPOHHBII




6 | @ot 0. 1. ,CrannapTsl UHPOPMAILIUOHHON https://e.lanbook.com/book/159804
Ge3onacHocTH: YuebHoe nocodue. OpeHOyprekuii (nara obpamtenus: 02.06.2026) -
rocyaapcTBeHHbli yauBepentet, 2018.-226¢.- ISBN | TeKCT 2JIEKTPOHHBIN.
978-5-7410-2297-9

6. Ilepeduenp coBpeMeHHbIX NPOGECCHOHATIBHBIX 0a3 JaHHBIX H
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIIOJIL30BATHCS IIPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

- Opunmansusiii caiit PYT (MUUT) https://www.miit.ru/

- OOpazoBarenpHas miatdopma «HOpait» https://urait.ru/

- OBC "JIanp" https://e.lanbook.com/book/

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IPOrpaMMHOr0 OOEecnedYeHusi, B TOM YHCIE€ OTEYECTBEHHOIO IPOU3BOJCTBA,
HEOO0XOUMOTrO ISl OCBOCHUSI JUCIUILIMHBL (MOJTYJIs).

- Microsoft Windows
- Microsoft Office
- Nurepuer-6pay3zep (Yandex u nip.)

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS
OCYIIIECTBJICHHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIHUILTHHE (MOIYIIIO).

YueOHas ayauTopusi Uil TPOBEACHUS YYEOHBIX 3aHATUM (3aHATHUM
JIEKITMOHHOTO THUIIA, MPAKTUYECKUX 3aHATUMN ):

- KOMIIbIOTEp  TMpemnojaBarelisi, pabouWe  CTaHIMU  CTYICHTOB,
MYJIBTUMEIUHHOE 000pyI0BaHUE, TOCKA.

AyauTopus NOAKIOUEHA K ceTu «HTepHeT».

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

KypcoBas pabota B 3 cemectpe.
DK3aMeH B 3 ceMecTpe.

10. OuieHOUHBIE MAaTEpUAIIBI.

OueHOYHbIE MAaTEpUAIIbI, TPUMEHSIEMBIE TIPU MPOBEICHUH ITPOMEKYTOUYHON

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOIIEHT, JOIICHT, K.H. Kadeapsl
«BprunciauTenpHBIE CUCTEMBI U

KBAHTOBBIE KOMMYHUKALIUW) C.B. Manunckuit
CornacoBaHo:
3asenyrommuii kadhenporr BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUH H.A. AugpusiHoBa



