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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

enpro ocBOeHUS yueOHOM NTUCIMIUTUHBI (MOYJIs1) SIBIISIETCA

- (hopMHpOBaHHUE KOMIETEHIIMNA MO OCHOBHBIM pa3jiejlaM TEOPETHUYECKUX U
MPAaKTUYECKUX OCHOB IMPOEKTHUPOBAHUS TMOJICUCTEM AHTUBUPYCHOM 3alUTHI
KOMIIBIOTEPHBIX CHUCTEM C  HCIOJIb30BAHHMEM  METOJ0B  HCKYCCTBEHHOIO
WHTEJUIEKTA.

OCHOBHBIMHM 33JIJa4aMU TUCIUIUIMHBI SIBISIOTCS:

- 03HAKOMJIEHUE C 0OCOOEHHOCTSIMU Pa0dOThI U IPOESKTUPOBAHUS COBPEMEHHBIX
CUCTEM uH(OPMAITMOHHON 0e30MacHOCTH, peanu3yronmx METObI
MCKYCCTBEHHOT'O UHTEJIEKTA;

- W3y4YeHHEe OCOOCHHOCTEH TMPAKTUYECKOTO TMPUMEHEHHUS CPEICTB
AHTUBHUPYCHOM 3alUTHI U €€ aKTyaJIu3allu C UCIOJIb30BAHUEM HCKYCCTBEHHOTO
UHTEIIEKTA,

- U3YUYEHUE TEXHOJIOTUH OOHApY>KEHHUS BUPYCOB B COBPEMEHHBIX CHCTEMax
AHTUBHUPYCHOM 3aIIIUTHI C UCIIOJIb30BAHUEM METOJI0B UICKYCCTBEHHOI'O MHTEJUICKTA;

- U3Y4YEHHE METOJOB IOCTPOCHHUS PELIAIOIINX MPABUI B COBPEMEHHBIX
cuctemMax HWHMOPMAIMOHHONW ©O€30MacHOCTH C HCMHOJIB30BAHHEM METOJOB
MCKYCCTBEHHOT'O MHTEJICKTA;

- W3YYEHHE METOJOB HMCKYCCTBEHHOTO HWHTEUIEKTa M HUX MNPUMEHEHHUS B
COBPEMEHHBIX CUCTEMaxX MH(POPMALMOHHON 0€30M1aCHOCTH.

2. IlnanupyemMble pe3ynbTaThl 00yUeHHS 110 IUCHUTUTHHE (MOYJTIO).

[Tepeuerr GopMHUpyEeMBIX PE3ylabTaTOB OCBOCHHS  0Opa30BaTEIbHOM
nporpamMmbl (KOMIIETEHIINI) B Pe3yJIbTaTe 00yUeHUs M0 TUCIHUILTAHE (MOIYIIIO):

OIIK-2 - Cnocoben pa3pabaTbiBaTh TEXHUYECKUI MPOEKT CHUCTEMBI
(moacucteMbl MO0 KOMIIOHEHTAa CHCTEMbI) oOOecnedeHus WH()OpMaImOHHOM
0C30MacHOCTH ;

IIK-4 - CnocoOHOCTh MPOBOAMTH SKCIEPUMEHTAJIbHBIE HCCIIECIOBAHUS

3AIIUIIEHHOCTH OOBEKTOB C MPUMEHEHHEM COOTBETCTBYIOIIUX (PUBHUECKUX U
MaTeMaTHYECKUX METOJI0B, TEXHHUUYECKUX M TMPOrPAMMHBIX CPEICTB 00paOOTKH
PE3YIABTAaTOB DKCIIEPUMEHTA;

YK-1 - CnocobeH OCyHIEeCTBISTh KPUTHUYECKUH aHaM3 MPOOJIEMHBIX
CUTYaIlMii HaA OCHOBE CUCTEMHOTO TI0JIX0/1a, BEIPa0aThIBATh CTPATETUIO IEHCTBUHA .

OOyueHue 1o JUCUUIUIMHE (MOJIYJII0) IPEAIOoIaraeT, 4YTo 1o €ro pe3yJbraraM
oOyuatoruiicst Oyier:

3HATH:



- OCHOBHBIE METOABI W TPHHIUIBI KPUTHYECKOTO aHaIM3a MPOOIIEMHBIX
CUTYaIIMi Ha OCHOBE CUCTEMHOTO TIOIX01a:

- OCHOBHBIE METOABI M TPHUHIIMIBI HCCICIOBAHUN W pa3pabOTKH HOBBIX
pEIIeHUH TPU TPOCKTUPOBAHUU HHTEIUICKTYAIbHBIX CPEICTB MH(POPMAIIMOHHOM
0€30I1aCHOCTH;

- OCHOBHBIE METOJIbl TUTAHHPOBAHUS W TPOBEIEHUS SKCIEPUMEHTAIbHBIX
WCCJICIOBAHUI 3alMIIEHHOCTH OOBEKTOB C IMPUMEHEHHEM COOTBETCTBYIOIIUX
(GU3UYECKUX U MAaTEMAaTHIECKIX METOO0B, TEXHUICCKUX U TIPOTPAMMHBIX CPEJICTB
00pabOoTKU pe3yJbTaTOB SKCIIEPUMEHTA.

YMeTh:

- KPUTHYECKHH aHaJu3UpoBaTh MPOOJEMHBIC CHUTYyallMd Ha OCHOBE
CHUCTEMHOT0 T0JIX0/a, BEIPadaThIBaTh CTPATETHIO JEHCTBUM;

- ICKaTh ¥ aHAJIM3UPOBATh CYIISCTBYIOIINE PEIICHUS B 00J1aCTH pa3pabOTKH
CpPEJICTB aHTUBUPYCHOM 3aIlMTHl KOMIBIOTEPHBIX CUCTEM, aJalTUPOBATh UX JJIA
pelieHus 3a7a4 B HOBBIX MPEIMETHBIX 00J1acTsIX;

- I[UIAHUPOBATb M TPOBOJUTH OIKCIEPUMEHTAIBHBIE  HCCIEHOBAHUS
3aIUIIEHHOCTH OOBEKTOB C MPUMEHEHHEM COOTBETCTBYIOIIUX (U3UYECKUX U
MaTeMaTHYECKNX METOJI0B, TEXHHMUYECKHUX M IMPOrPAMMHBIX CPEJCTB 00pabOTKH
PE3yIbTaTOB SKCIIEPUMEHTA

Baangern:

- HaBBIKAMHM KPUTHYECKOTO aHalu3a MPOOJEMHBIX CUTYyallud HAa OCHOBE
CUCTEMHOI0 MOJ1X0/1a, BEIpa0aThIBaTh CTPATETUIO EHCTBHIA;

- HaBbIKAMHM aHaJM3a METOJIOB PEIICHHUs HOBBIX 3a7ady B o00yactu
MH(OPMAIMOHHOW 0€30MaCHOCTH, a TaK)Ke MpUEeMaMHU pa3pelieHus MpoOIEeMHbIX
CUTyallUi C TOMOILIBIO aJanTaliy CYIIECTBYIOIIMX WM pa3pabOTKH HOBBIX
WHTEJUIEKTYaJIbHbIX CUCTEM;

- HaBbIKAMHU IUIAHUPOBAHUS W  MPOBEIECHUS  SKCIEPHUMEHTAIBHBIX
WCCJIEIOBAHUN 3aIMIIEHHOCTH OOBEKTOB C IMPUMEHEHHUEM COOTBETCTBYIOLIUX
(GU3HYECKUX U MATEMATUYECKUX METOA0B, TEXHUYECKUX U MPOrPAMMHBIX CPEJICTB
00paboTKU pe3yJbTaTOB IKCIIEPUMEHTA.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).
3.1. O6mas Tpy10€eMKOCTh AUCITUTIINHBI (MOTYJIs).

OO6miass TPyIOEMKOCTh AUCHUIUIMHBI (MOayJsi) cocTtaBiser 6 3.e. (216
aKaJeMHU4eCcKuX yaca(oB).



3.2. OOvem mucuUIIMHBL (MOAynsi) B (OpMe KOHTAaKTHOM paboOThI
oOyyaromuxcsi ¢ MeJarorMueckuMu  paboTHUKaMU ©W  (WIM)  JIUIIAMH,
NIPUBIIEKAEMBIMH K peau3annu o0pa3oBaTebHOM MpOorpaMMbl HAa UHBIX YCIOBHSIX,
IIpU MTPOBEICHUH YICOHBIX 3aHATH:

KomnuectBo yacos

Tum yaeOHbBIX 3aHATHI
Bcero | Cemectp Ne3

KonTtaktHas paboTa mpu npoBeIeHNH yIeOHBIX 3aHATHH (BCETo0): 48 48
B tom uucre:

3aHATHS JIEKIIMOHHOTO THIIA 32 32
3aHsATHSI CEMUHAPCKOTO THITA 16 16

3.3. O0beM auCHUIUIMHBL (MOAyJisd) B (opmMe caMOCTOSTENbHONW padOoThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl O0O0ydYaroIuxcs ¢
nearoruueckuMu paboTHUKAMU U (M) JIUI[AMU, TIPUBJIEKAEMBIMH K peau3aiiu
o0pa3oBaTeIbHOM MpOrpaMMbl HAa HUHBIX  YCIOBHUSIX, IPU IPOBEICHHUU
MPOMEKYTOUHOM aTTeCTalMK cocTaBisieT 168 akageMuueckux daca (0OB).

3.4. ITpu oOy4yeHnH N0 MHAUBUAYAIBHOMY YYEOHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4Ye€HHH, 00BEM JIUCIUIUIMHBI (MOJIYJIs1) MOXKET OBITh peaan30BaH
MOJTHOCTBIO B (POpME caMOCTOSITETLHON paboOThl O0YyYaIOIIUXCS, a TaKke B hopme
KOHTaKTHOW pabOThl 00YydYalOIMUXCs C MEAarorudeckKuMu pabOTHUKAMH U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K peasiu3alliu 00pa3oBaTEIbHON MPOrpaMMBbl HA HHBIX
YCJOBUSIX, IPU MPOBEJACHUU TPOMEKYTOUYHON aTTECTALIUH.

4. ConepxkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3ausaTus JIEKIIMOHHOTO THIIA.

TemaTuKa JIEKIIMOHHBIX 3aHSATHH / KpaTKOE COJIepKaHUE

1 |HckyccTBeHHBIN HHTEIEKT. CUCTEMBI paclio3HaBaHusl 00pa3oB, UX O0yUYeHUE U

MIPUMEHEHHUE.
PaccmarpuBaemble BOIIPOCHI:

- MlckyccTBEHHBIN MHTEIUIEKT U CHCTEMBI PAacliO3HABAaHHS BOKPYT HAac: B TEXHMUYECKOM M MEANIIMHCKON
JIMarHOCTHKE, B 9KOHOMHUKE, yIIPaBJIeHUH; podiiemMa (opMan3aluy Ipyu HOCTaHOBKE 3a/1aui
pacrno3HaBaHug U MallIMHHOT'O O6y‘{eHl/IH;

- o0111ast CTPYKTypa CUCTEMBI PACIIO3HABAHUS: PELENTOPbI, KiaacchudukaTopsl, 3dexTopsr;

- OCHOBHBIE KJIACCHI 33/1a4 PaclO3HABAHMUS, TEPMUHOJIOTHS: OOBEKTHI, 00pa3bl, KJIACChl M KJIaCTEPhI;

- 00ydeHne u caMOO0yJIEeHHE CHCTEM PACIIO3HABAHNS.

2 |hckyccTBenHbli nHTEIEKT. CHCTEMBI paclio3HaBaHUs 00pa30B, MX 00ydYEHUE U

npuMeHeHue (TIPoI0JDKEHNE)
PaCCManI/IBaeMI)IC BOIPOCHI:
- 3(1)(1)6KTI/IBHOCTI) Ppacrio3HaBaHUsA U €€ OLICHKA,




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- 0COOCHHOCTH NPUMEHEHHUS CUCTEM pacllO3HABaHUS B 337a4aX JUArHOCTHKY U YIIPaBIICHNUS;
-COBPEMEHHBIEC CHCTEMBI BUPTYAJILHOI 1 IOTIOTHEHHOHM PeaIbHOCTH;

- MaIIMHHOE 00y4YeHNe B caMO00yUdeHNE B CHCTEMAaX BUPTYaJIbHOM U IOTIOTHEHHOH PEaTbHOCTH;

- IOWCK ¥ aHAJIN3 aKTyaJIbHOW MH(OPMALIMK O COBPEMEHHBIX CHCTEMaX paclio3HaBaHHUs 00pa3oB U UX
UCIIONIb30BAaHNH B 3a]jauax HH(POPMaIIOHHON 0€3011acHOCTH.

CucTeMbl HCKYCCTBEHHOTO UHTEIUIeKTa. H(OpMaTHBHbIE MPU3HAKH U PELIAIOIINE

[paBuiIa

PaccmarpuBaemble BOIPOCHI:

- KonmmuecTBeHHbIe, kKauecTBEHHBIE U KiIacCH()UKAIIMOHHBIE IIPU3HAKHU U OIIEHKA X HH(POPMaTHBHOCTH;
- Metpuxu @umepa u lllenHoHa;

- [locTpoenne HHPOPMATHBHOT'O PHU3HAKOBOTO IIPOCTPAHCTBA,

- Meron KOppensIMOHHBIX IUIEST;

- OcoOEHHOCTH OIIEHKH OWHAPHBIX U KAY€CTBEHHBIX PU3HAKOB;

- PaccTostHus Mex Ty 0OBEKTaMH M KIIACCAMHU;

- Metpuku EBknuna, lllennona, MunkoBckoro, MaxananooOwuca,

- PaccTosiHus ONMKHUX COCEICH, JaIbHUX COCECH, IICHTPOB KIacCOB.

CucTreMbl HCKYCCTBEHHOIO MHTEIJIEKTa. IHpopMaTHUBHBIE TPU3HAKU U pelIatoIIne

npaBuia (MpOAOHKEHHE)

PaccmarpuBaeMbie BOTIPOCHI:

- Pemmarorue mpaBuia v MX KI1acCUPUKAIIHS,

- [TapameTpuyeckue 1 HeapaMeTpUIecKue METObI;
- JluckpuMUHAHTHBIN aHaIN3;

- Meton k-Ommkaiiiux cocenei;

- CTaTI/ICTI/I‘IeCKI/Ie METOAbI paCHO3HaBaHI/Iﬂ;

- Pa3paboTka CII0KHBIX CHCTEM U JICPEBHEB PELICHHI;
- MeTop rociie1oBaTeIbHON THXOTOMHH;

- JepeBbs penieHuii 1 ©X ONTUMU3ALMS;

- MeTopb! TToncKa;

- KauecTBo pacmo3zHaBaHUsI U €TO OICHKA;

- O0yyaromasi ¥ poBePsIOIIasi BRIOOPKH;

- BeposiTHOCTHBIE Y PKOHOMUYECKUE METOIbI OLICHKH.

CucreMsl HCKYCCTBCHHOI'O HHTCJIJICKTA. O6yquI/Ie «0e3 YUUTCIIS» U KIIACTCPpU3al A
PaccmarpuBaeMbie BOTIPOCHI:

- O0OyueHue «0e3 yunuTess» U KiacTepu3aius;

- [lonsTHs «KIAaCTEP), CKIIACCH, OOBEKTY, BEKTOP MPH3HAKOBY;

- KnmactepHnsrit ananms u ero mpuMeHeHHE B 3a1a4ax o0ydeHus «6e3 yuntens» u GRID-TexHomOTHAX:
- MeTozp! peneHns ¥ 3BPUCTHUYECKHE TTPOLIEIYPBI;

- MeToa nocnenoBaTenbHbBIX CIUSHUH.

CucreMsl HCKYCCTBCHHOI'O HHTCJIJICKTA. O6y‘ICHI/Ie «0be3 YUUTCIID» U KIIACTCPpU3al U

(mpomomxeHue)

PaccmarpuBaeMble BOIPOCHI:

- IIpouenypa dybuccona;

- KpuBas TopHzaeiika u olleHKa BEpOSTHOTO YHCIIa KJIaCTEPOB;

- Knacrepsl-ienouky u ux onpesieneHue;

- [IpuMeHeHre TepCIeKTHBHBIX METOIOB KIIACTEPHOTO aHAIH3a MpH pa3padboTke coBpeMeHHBIX GRID-
CHCTEM.

WNudopmannonHas 6€30MacHOCTb U aHTUBUPYCHAs 3aluTa. Bupycsl u ux

KIaccupuKanus
PaCCManl/IBaeMI)Ie BOIIPOCHKHI:
- [Ipo6nema 3ammThl MPOTpamMM U JaHHBIX;




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Uadopmanmonnas u kubepOe301macHOCTb;

-I[Ipo6nema kpuMuHaIH3aMUK HHGOPMAIMOHHOTO ITPOCTPAHCTBA;

- BupycHsble ataku: HOTEHIIMAIBHBIEC YTPO3bI M METO/IBI 3AIUTEL;

- Pemenne 3agay aHTUBHPYCHOM 3alIUTHI HA MEPOBOM YPOBHE;

- [IpumMeHeHre epCcHeKTUBHBIX METOA0B HCCIIEIOBAHMS U PeLIeHUs MTPO(eCCHOHANBHBIX 33134 PU
pa3paboTKe IPOrpaMM aHTUBUPYCHOH 3alUTHI B FTOCYIAPCTBCHHBIX U KOMMEPYECKHUX MPEIIPUATHIX
Poccun.

- BpeioHOCHBIE TPOrpaMMBbl: KOMIIBIOTEPHBIE BUPYCHI, YEPBU, TPOSIHEI U IIP.;

NupopmanronHasi 6e30nacHOCTh M aHTUBUPYCHAs 3amiuTa. Bupycsl u ux

kiaccudukanus (MpoI0KEHHE)

PaccmatprBaeMble BOIIPOCHL:

- 3arpy304Hble U (ailIoBbIe BUPYCHI;

- MakpoBUPYCHI U CKPHUIIT-BHPYCHI;

- HIudpoBanue n MeTaMOphH3M. ;

- Uepsu: ceteBbie, moutoBsie, IM, IRC, P2P;

- TposiHbI: KIaBUATYpHBIE IINTUOHBI, IOXUTUTEIU IAPOJIEH, YTUIUTHI CKPBITOIO YAAJIEHHOIO YIIPaBIICHUS,
aHOHUMHBIE MPOKCH-CEPBEPa, YTHIUTHI TO3BOHA, JIOTHUECKUE O0MOBI, MOAU(HUKATOPHI HACTPOCK Opay3epa;
- YcnoBHo omacHble mporpamMmel: Riskware, Pexinamusie yrunnts! (adware), Pornware, 37ple Iy TKH.

- Poccuiickue 6a3bl TaHHBIX BUPYCOB M 3apETHCTPHPOBAHHBIX HHIIMJICHTOB U OPraHW3alMOHHO-TIPABOBBIE
OCHOBBI UX HCIIOJIb30BaHMUs B CHCTEMaX aHTUBHPYCHOM 3aIllUTHI POCCHHCKUX TOCYAapCTBEHHBIX
OpraHu3aluii © KOMMEPYECKHX NPEIIPHATHI.

HpI/ISHaKI/I MNPUCYTCTBUA Ha KOMIIBIOTCPEC BPCAOHOCHLBIX MTPOTpaMM U METOAbI 3allIUTHI OT

HUX.

PaccmaTprBaemble BOTIPOCHI:

- O6L[II/IC CBCJACHHUA U BUbI HpOf{BHeHI/Iﬁi ABHBIC, KOCBCHHBIC U CKPBITHIC,

- N3amenenne HacTpoek Opaysepa;

- BensiBarore cooOIeHH s

- HecankmmonupoBanHoe oOparienne kK HTepHeT;

- brokupoBanue aHTUBHpYCa;

- briokupoBaHye aHTUBHPYCHBIX CAalTOB;

- COou B crcTeMe WK B paboTe Ipyrux Mporpamm;

- [louroBble yBegoMIICHNS;

- CKpBITHIC IPOSIBIICHUS: HAJIMYHUE B TIAMSITH IT0I03PUTEIBHBIX IPOLIECCOB; HAJIMYME Ha KOMITBIOTEpE
MOJIO3PUTENBHBIX (PAIIOB; HATMYKE TIOI03PUTEIBHBIX KIIFOUeH B cucTeMHOM peectpe Windows;
MOJIO3PUTEINBbHASL CETeBast aKTUBHOCTD;

- [IpuMeHeHre METOOB HCKYCCTBEHHOTO MHTEIICKTA,;

- I'me mckath: mporeccsl, aBTO3aIyCK, CHCTeMHEIH peectp Windows, KoHGHUTypaoHHbIe (haiiibl, ceTeBas
AKTHBHOCTB;

10

HpI/I3HaKI/I MNPUCYTCTBUA Ha KOMIIBIOTCPEC BPCAOHOCHBIX MTPOTpaMM U METOAbI 3allIUTBI OT

HUX (IPOJOKEHUE)

PaccmatprBaemble BOIIPOCHI:

- MeTompl 00HAPYKEHHUS BPEIOHOCHBIX MPOTPAMM U 3aIIUThI OT HUX;

- Opraamu3aioHHbIe METOBI (ITpaBUIIa MMOBEACHUS, TOJUTHKA OE30ITaCHOCTH);

- Texuudeckue MeTo sl (Op3HAMAYIPHI, CpecTBa OOPHOBI CO CrTaMOM, 3aKJIAAKH U TIp.);
- YepHble U Oelble CIIMCKH a/IPECOB;

- ba3bl aHHBIX 00pa3IoB cramMa;

- Camo00y4eHmue;

- AHau3 CITy’)kKeOHBIX 3aTOJIOBKOB;

- [IpumeHeHre METOI0B HCKYCCTBEHHOTO MHTEIIICKTA,

- [louck u aHanu3 akTyanbHOW MHOOPMALUKM O COBPEMEHHBIX NPU3HAKAX MIPUCYTCTBUS HA KOMITBIOTEPE
BPEIOHOCHBIX IIPOTPaMM;




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [IpoekTupoBaHue MporpaMM 0OHAPY>KEHHUS MPU3HAKOB MPUCYTCTBHUSI BPEIOHOCHBIX IPOTPAMM C
UCIIONIb30BaHNEM METONOB HCKYCCTBEHHOTO MHTEIJIIEKTA.

11

OcHOBEI pa6OTLI AHTUBUPYCHBIX IIPOrpaMM. HpI/IMeHeHI/Ie METOHOB pAaClIO3HABAHU A

o00pa3oB

OcHOBBI pabOTHl aHTUBUPYCHBIX ITporpamMm. [IpiMeHeHne MeToI0B paclio3HaBaHKs 00pa3oB.
PaccmaTpuBaeMble BOIIPOCHL:

- CurHaTypHble METOBI ¥ 3BPUCTUYECKUE METOMBL.;

- CurHatypHBIH aHAJIN3,;

- DBPUCTHKH;

- [Tonck BHpyca, TOXOXKEro Ha M3BECTHBIC: BEPOSTHOCTH OIIMOOYHO ONPEACIUTD HaIu4Ke B (aiiie Bupyca,
HEBO3MOXKHOCTB JICUSHU, HU3Kast 3P HEeKTUBHOCTD;

- [Touck BHpyca, BHIIOTHSAIOIIETO IIOJ03PUTENEHBIC ICHCTBHS: yaaneHue Qaiina, 3amice B paii, 3anuch B
oTpeJieNIeHHbIE 00JIaCTH CHCTEMHOT'O PeecTpa, OTKPBITHE MOPTa Ha IPOCITyIIHNBaHKE, TepeXBaT JaHHBIX
BBOJIMMBIX C KJIaBUATypHhl, PaCChUIKA IIHCEM;

- [IpoGnembl: 0XkKHBIE cpabaThIBaHKs, HEBO3MOXKHOCTD JICUEHHsI, HEBBICOKas 3()(hEKTHBHOCTD;

12

OcHOBBI pabOThI AHTUBUPYCHBIX ITporpaMM. IIprMeHeHre METO10B paclioO3HaBaHUS

00pa3oB (MPOIOKEHHE)

PaccmatpuBaeMble BOIIpOCH:

- basoBsie Momynu anTHBUpYCHOTO [10: MOy IH OOHOBIICHHMS, MOYJIb ITITAHUPOBAHUS, MOJYIIb
YIIPaBJICHHS;

- @ynkiuonan 6noka ynpasnenus: [loaaepixka yaaneHHOrO yIpaBlIeHUs U HACTPOUKHY; - - 3alura
HACTPOEK OT U3MECHEHUIl, KapaHTUH;

- TecTupoBanue paboThl aHTUBUpPYCA.

- [IpuMeHeHre NepCIeKTUBHBIX METOIOB MPH pa3paboTKe COBPEMEHHBIX aHTUBUPYCHBIX ITPOTPaMM U
cucTeM HH(OpMaIMOHHO O6e30nacHOCTH Ha 0a3e METOA0B MCKYCCTBEHHOT'O HHTEIUICKTA,;

- [IpoextupoBanne 6a30BBIX MOmyIeit anTuBHpycHOTO I10.
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CoBpeMeHHbIE METO/bI 3aLIUTHI OT BUPYCOB Ha 0a3e METO/I0B HCKYCCTBEHHOTO

HHTCJIJICKTAa

PaccmarprBaeMbie BOTIPOCHI:

- MeTo/bl, OCHOBaHHBIC HA aHAIHM3E COJCPKUMOTO (paiiiioB (kak (aiioB TaHHBIX, TaK U (HANIOB ¢ KOJAaMU
komann). K 3Toii rpyrme oTHOCATCS CKAHUPOBAaHUE CUTHATYP BUPYCOB, a TAKXKE MPOBEPKA IEJIOCTHOCTH U
CKaHUPOBAHHE TMO03PUTEIBHBIX KOMAH]I;

- MCTOJIBI, OCHOBAHHBIC HAa OTCJIC)KMBAHUM IMOBCACHUA ITPOTPaMM ITPU WX BBITTOJIHCHUH. 3TI/I METOAbI
3aKJII0YAIOTCS B IIPOTOKOJHUPOBAHNH BCEX COOBITUM, YTPOKAIONIUX O€30IIACHOCTH CHCTEMBI U
MPOUCXOIAIIUX JINOO MPHU PeabHOM BBIIIOIHEHHUH MTPOBEPSIEMOTO KO/Ia, JIMOO MPH ero MporpaMMHOA
OIMYJISLHHN;

- Mero/pl pernaMeHTanuy nopsika paboThl ¢ paiaMu U mporpaMMaMu. DTH METO/IbI OTHOCSITCS K
aJMUHUCTPATHBHEIM MepaM o0ectiedueHus OezomacHocTd. OIHUH U3 HanOoIee pacpoCTPaHEHHBIX METOIOB
9TOH IPYIIIBI COCTOUT B TOM, YTO B CHCTEME (KOMITHIOTEPE HITU KOPIIOPATUBHOMN CETH) BHIIOIHSIIOTCS
TOJIBKO T€ MPOrPaMMBI, 3aIIUCh O KOTOPBIX IIPUCYTCTBYET B CIIMCKE IIPOIPAMM, Pa3peIIECHHBIX K
BBITIOJIHCHUIO B TAHHOM CUCTEME. DTOT CITUCOK (hOPMHUPYETCS aIMUHUCTPATOPOM CETU U3 IIPOBEPSHHOTO
MPOrPaMMHOTO 00ECIICUCHHS;
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CoBpeMeHHbIE METO/IbI 3aIIUTHI OT BUPYCOB Ha 0a3e METOI0B UCKYCCTBEHHOTO

WHTEJUIEKTA (TIPOJOIKEHHUE)

PaccmatprBaeMble BOIIPOCHL:

-Hanbonee nomynsapHele aHTUBHPYCHBIE TPOrpaMMbl 1 uX ocobenHocTH. McAfee, Norton, Panda, Avira,
Bitdefender, Bullguard, Heimdal. Aatusupyc Kacmepckoro;

-[IpuMeHeHre METOIOB HCKYCCTBEHHOTO MHTEIJICKTa B HAHOO0JIee TIOMYISIPHBIX aHTHBUPYCHBIX
MIPOrpamMMax B COBPEMEHHBIX KOPIIOPATUBHBIX CUCTEMaX KHMOEP3alUThI.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

15

AHTHUBUpPYCHAs 3alIUTa JOMAIIHETO KOMIBIOTEPA U KOMIIBIOTEPHOM CETH C

HCIIOJIB30BAHHUEM METOJ0B HCKYCCTBECHHOI'O HHTCIIJICKTA

PaccmarpuBaeMble BOIPOCHL:

-AHTHBHpPYCHOE NPOTpaMMHOE 00ecTieueHHE;

- [Iporpamms! 1Sl 3aIIUTHI OT HECAHKIIMOHUPOBAHHOIO IOCTYTIA U CETEBBIX XaKEPCKUX aTak;
- OunbTPEI HEXKENATEIbHON KOPPECIIOHICHIUY;

- [IpoBepka B pexxuMe peaJbHOTO BpEMEHU;

- [IpoBepka o TpeGoBaHUIO;

- [lognepxaHue akTyaaTbHOCTH aHTUBUPYCHBIX 0a3;

- OUIBTpaIHs HEKEMATENbHBIX ICKTPOHHBIX COOOIICHUI;

- [lepconanpHas aHTHCIIAMOBas IPOTrPaMMa;

- [IpuMeHeHre METOIOB HCKYCCTBEHHOTO MHTEIIEKTa B PACCMOTPEHHBIX IPOrpaMMax;

- [IpuMeHeHne epcneKTUBHBIX METO/IOB IPH Pa3padOTKe aHTUBUPYCHBIX POIPaMM;

- [IpoexrupoBanue antusupycHoro I10O a1 3amMTH TOMaITHETO KOMIIbIOTEpa Ha 6a3e METO/I0B
HCKYCCTBEHHOT'O MHTEIJIEKTA;
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AHTI/IBI/IpyCHaSI 3a1uTa JOMAalIHCTO0 KOMIIBIOTCPA U KOMHLIOTepHOﬁ CCTH C

MCIIOJIb30BAaHUEM METOJIOB MCKYCCTBEHHOT'O UHTEIUIEKTA (TIPOI0JKEHNE)
PaccmaTpuBaemble BOTIPOCHI:

-OCHOBBI IOCTPOEHUS JIOKATEHON KOMITBIOTEPHOU CETH;

- Paboune craHumy u ceTeBble CepBEPHI, TOYTOBBIC CEPBEPHI U LITIO3BI;

- YpOBHUM aHTHBUPYCHOH 3allIUTHI: YPOBEHb 3aIIUTHI PA0OUMX CTAHINI 1 CETEBBIX CEPBEPOB, YPOBEHb
3aIIMTHI TIOYTOBBIX CEPBEPOB, YPOBEHD 3aIUTHI [IUTIO30B;

- llenTpannzoBanHOe yrpaBieHUEe aHTUBUPYCHOH 3allUTON;

- KoMITOHEHTBI CHCTEMBI YIaJICHHOTO LIEHTPAJIM30BAHHOTO YIPABIICHHUS: KIIMEHTCKAsl aHTUBUPYCHAsI
mnmporpamMmma, CCpBEp aIMMHUCTPUPOBAHUSA, aTCHT A IMUHUCTPUPOBAHNA, KOHCOJIb A AMUHUCTPHUPOBAHUA,
- Opranusanusi cOopa CTaTUCTHKU B CUCTEME aHTUBUPYCHOM 3alllUThI U UCIOJIBb30BaHKE ATOI HHPOpMaIUU
B MHTEIUIEKTYJIBHBIX CHCTEMaX MH(OPMAIIIOHHONW 0€30MacHOCTH;

- Yepss Caribe - BpegoHOCHasI TporpamMma JJisi MOOMIIHHBIX Tele(OHOB,

- AHTHBHPYCHI I MOOFITEHBIX yCTPOMCTB;

- [NonuTnku obecneueHnst HHGOPMAIIMOHHON 0€30MacHOCTH ITPpU paboTe ¢ MOOMIIEHBIMH yCTPOWCTBAMH.
[MTonuTHKa «HYJIEBOTO JOBEPHSI»;

-Pa3zpaboTka opraHM3alMOHHBIX METO/IOB PEaIN3alMH TTOJUTUKN O0€30MaCHOCTH NPEANIPUSITHS TIPH
MIPOEKTUPOBAHNH CHCTEMbI aHTUBUPYCHOM 3aIIUTHI JUIsl YAAJICHHBIX pab0ourX MECT;

-OpraHu3zanys 1 yrpasjieHHe KOJUIEKTHBHOW pa3paboTKO# CHCTEeMbl aHTUBUPYCHOH 3allUThI
KOPHOPaTHBHOW CETH MPEANPUATHS, BKIIIOYAIOIIEH ylalleHHbIe paboyre MecTa;

[TpumMeHeHne METO0B UCKYCCTBEHHOTO MHTEIJICKTA.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

/11

TemaTrka MpakTUYECKUX 3aHATHI/KPATKOE COJIepKaHUE

[Tpu3Haku NpUCYTCTBUS Ha KOMIIBIOTEPE BPETOHOCHBIX IPOrpamMM
B PE3YIbTATE BBINTOJIHCHUS ITPAKTUYCCKOIO 3a/laHus CTYACHT MMOJYy4YaCT HaBbIKH 06Hapy)KGHI/I$I IMPU3HAKOB
MPUCYTCTBUSA Ha KOMIIBIOTEPEC BPCAOHOCHBIX IIPOIpaMM

OCHOBBI PabOTHI AaHTUBUPYCHBIX NIPOTPaAMM
B PE3YIbTATE BBIIIOJHEHHUSA IIPAKTUICCKOI'O 3aJaHUs CTYACHT IIOJIYIa€T HaBbIKUA HaCTpOﬁKH OCHOBHBIX
MOAYJIEY aHTUBUPYCHBIX IPOIPaMM.




/ TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe
n/m

3 |AHTUBHpYCHad 3alUTa IOMAIIHEr0 KOMIBIOTEpa
B PE3YIBTATE BBIMTOJHEHUA MTPAKTUYCCKOTO 3aJaHU CTYACHT IOJIYJa€T HaBbIKW YCTAHOBKH Ha I[OMaI.HHI/II\/’I

KomreioTep anTuBupycHoro [10 n onenkn 3¢h(heKTHBHOCTH PabOTH OCHOBHBIX MOYJIEH yCTaHOBICHHOTO
I1O.

4 |AHTHUBHpYCHas 3allUTa KOMIIBIOTEPHOMN CETH
B PE3YIBTATE BBINTOJTHECHUA MPAKTUYCCKOIO 3aJlaHus CTYACHT MMOJY4YacT HaBbIKHM YCTaHOBKH
anTHBHpYCcHOTO 10 114 38K TH KOMIIBIOTEPHOI CETH.

5 |KommnekcHslif aHanu3 ya3BUMOCTENH KOMIIBIOTEPHON CETH
B PE3yIbTATE BBIITOJIHCHUS MPAKTUICCKOIO 3a/laHus CTYACHT MMOJYy4YaCT HAaBbIKA 06Hapy>1<eHI/1$1
yi{BBI/IMOCTeﬁ B KOMHL}OTCPHOﬁ CCTH.

6 |AutuBupycHoe I10O u ero knaccuduxanus
B PE3YIbTATE BBINTOJIHECHUS MMPAKTUYCCKOIO 3a/laHus CTYACHT MMOJYYacT HABbIKHM CPABHUTEJILHOI'O aHaJIn3a
JIOCTOMHCTB M HEIOCTAaTKOB aHTHBHpYCcHoro I10.

7 |AnTuBupycHoe I1O: curHaTypHbIi 1 3BpUCTUUYECKUI METO/IbI
B PE3YIbTATE BBINTOJHEHUA ITPAKTUYCCKOIO 3aJaHUs CTYACHT IIOJIYYa€T HaBbIKU CPABHUTEIILHOI'O aHaJIn3a
JIOCTOMHCTB M HEIOCTaTKOB CUTHATYPHOTO M ABPUCTHYECKOTO METOIOB OOHAPYKEHUSI BUPYCHBIX YIPO3.

8 MeTO,Z[I)I 3allUTBI OT BPCAOHOCHLBIX IIPOTrpaMM

B pesynbraTe BHITOTHEHHS TPAKTHYECKOTO 33/IaHHSI CTYJICHT I10JTy4aeT HaBBIKU B pa3paboTke
OpPTraHM3alMOHHBIX U TEXHUUYECKUX METOMO0B 3alUTHI OT BPEAOHOCHBIX IPOrpaMM IIPH peanu3anuu
MOJUTHKH MH(POPMAIIMOHHOM 0€30MaCHOCTH NPEIPHUSTHSI.

4.3. CamocrosiTenbHas padoTa 00y4daroInXCs.

/ Buna camocrosTesHOM paboThI
/1

Pabora ¢ JICKHMOHHBIM MAaTCPUAJIOM

HOZIFOTOBKa K IPaKTUYCCKUM 3aHATHAM

N3ydenne BOmpoCcoB /7151 CAMOCTOSITETLHOM JTOTIOTHUTEIBHONU POPabOTKH

BeimoHeHue KypcoBoii paObOTHI.

IloaroroBka k HpOMC)KyTO‘-IHOﬁ aTTeCTalu.

| U1 | W N|

[ToaroroBka k TeKyIiemMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeueHb TeM KypPCOBBIX PabOT

1. TlepcrieKTUBBI NPUMEHEHUS MAIIMHHOTO OOy4YeHHUs Uisl OOHapy>KEeHHS
BPEIOHOCHBIX IIPOIPAMM.
2. HTennexTyanbHble METO/IbI 3aIUThI OT aTak Ha OECIPOBOJIHBIE CETH.

3. AntuBupycHas 3ammra OC cemeiicTBa Dap0Opyc € HCHOIB30BAaHUEM
METOJI0B UCKYCCTBEHHOT'O MHTEJUIEKTA.

4. Meroapl 3ammThl KOH(UICHIMATBbHON WHGOpPMAIMU NpHU MPOBEACHUU
IEPErOBOPOB B HECIIEUUAIN3UPOBAHHBIX IOMEIICHUSX.



5. Hacrtpoiika aHTUBHPYCHOI'O MPOrPAaMMHOTO OOecHedYeHus: sl 3allUThl
BeO-caiiTa ¢ UCTI0JIb30BAHUEM METOJ0B UCKYCCTBEHHOT'O MHTEIICKTA.

6. MeTtoapl 3amUThl HOBOCTHBIX TMOPTAJIOB OT BHUPYCHBIX aTaKk C
HCTIO0JIb30BaHUEM METOJIOB UCKYCCTBEHHOTO MHTEJIICKTA.

7. Metoapl 3alllUThl OT aTaK, CBSI3aHHBIX C CHUCTEMHBIMH CTPYKTYpamu
HKECTKUX IMCKOB, C UCIIOJIb30BAaHUEM METOJ/IOB HCKYCCTBEHHOTO MHTEIJIEKTA.

8. AntuBupycHas 3ammuta MCIIJIH Ha OCHOBE OTEYECTBEHHOMW armapaTHO-
nporpaMMHOM 1IaTGOpPMbI C HUCIOJIB30BAHUEM METOJOB HCKYCCTBEHHOIO
MHTEJUJIEKTA.

9. Metoar! 3anmThl TexHoiaoruu SDN

10. OGecnieueHre aHTUBUPYCHOM 3aIUTHI ITU(POBBIX CHUCTEM YIPABICHUS
3amacaMi B JIOTUCTUKE TEPMHUHAIbHO-CKIIAJICKUX KOMIUIEKCOB C HCIOJIb30BAHHEM
METOJI0B UCKYCCTBEHHOT'O MHTEJUIEKTA.

11. ObGecneueHue aHTUBUPYCHOM 3amuthl [lemapramenta Jloructuku u
[InaHupoBaHWs KOMIIAHUM 7 C WCHOJb30BAHUEM METOJIOB HCKYCCTBEHHOIO
WHTEJICKTA.

12. ObecnieueHre aHTUBUPYCHOM 3aIUTHI MYJIbTUMO/IAJIbHBIX TPAHCTIOPTHO-
JOTUCTUYECKUX IIEHTPOB C  HCIOJb30BAHUEM METOJOB HCKYCCTBEHHOTO
MHTEIUIEKTA.

13. OGecrnieyueHne aHTUBUPYCHOM 3alIUTHI IEPCOHATBLHOIO KOMITBIOTEPA TIPH
pa3paboTke 1IaTGopMbl HUMHUTAIIMOHHOM MOJENU CKJIAQJICKOTO IIpolecca ¢
MCIOJIb30BAaHUEM METO/I0B UCKYCCTBEHHOTO MHTEIIJIEKTA.

14. OGecnieyeHne aHTUBUPYCHOM 3amUTHI IUPpoBOH MmaThopmbl «JInuHbie
JUAMETPBI» C UCTIOJIB30BAHUEM METOJI0OB MCKYCCTBEHHOTO MHTEIIEKTA.

15. ObecnieueHne aHTUBUPYCHOM 3alllUTHl B OM3HEC MPoIeccax 3aKyMmoYHOMI
JIOTUCTUKHU C UCTOIb30BAHUEM METO/IOB HCKYCCTBEHHOTO MHTEIIJIEKTA.

16. OOecnieueHue aHTHUBUPYCHOM 3amUThl MpuU paboTe omeparopa,
UCIIOIB3YIOMIETO TEXHOIOTHI0 « DU3NYECKUI UHTEPHET.

17. OOecrnieueHre aHTUBUPYCHOM 3alluThl MNpu padboTe omeparopa,
ucrnoib3yromiero nudponyro mwiathopmy ITIT I'TI.

18. OOecnevyeHne aHTHUBUPYCHOM 3alllUThl KOHTEHHEPHOTO TEepMUHAIA
kommnannu «UNIVERSAL LOGISTICS SERVICES» (ULS) ¢ ucnonb3oBaHHEM
METOJI0B UCKYCCTBEHHOT'O MHTEJUIEKTA.

19. Ob6ecnieueHne aHTUBUPYCHOM 3ammThl JlemapraMeHTa yIpaBJICHUS
nepconanom komnanuu III'K ¢ wucnonp3oBaHMEM METOJIOB HCKYCCTBEHHOTO
MHTEJUIEKTA.

20. Opranu3aiys aHTUBUPYCHOM 3alIUThl OT aBTOMATU3UPOBAHHBIX METOIOB
coopa wuHbOpMAMK W3 OTKPHITBIX HHTEPHET-PECYPCOB C HCIOIH30BAHUEM
METOJ 0B UCKYCCTBEHHOI'O MHTEJIEKTA.



5. Ilepeuenp wu3naHwui,

OCBOCHMH JIUCLUUILIUHBI (MOIYJIs).

KOTOpPBhIE PEKOMEHJYETCS HCIOJb30BaTh MpHU

NznarensctBo « IMK Ilpeccy, 2019.- 452 c.- ISBN
978-5-97060-700-8

Ne
i bubnuorpaguueckoe onmcaHue Mecro nocryna
1 | Monamna K.A., AHanu3 BpeIOHOCHBIX IIPOTPaMM. https://e.lanbook.com/book/123709

(mata oOpamienws: nara
obpamenus: 16.03.2025) - Tekct
3JIEKTPOHHBIN.

6e3omacHocTH: YuebHoe nocobue. OpeHOyprekuit
rocyJlapcTBEHHbIN yHUBepcuTeT, 2018.-226¢.- ISBN
978-5-7410-2297-9

2 bammeikoBa A.A., IIpoexktupoBanue u https://e.lanbook.com/book/176534
cTaHJapTH3aIus HHPOPMAIMOHHBIX, (mata oGpamieHus: 1ara
UHGOPMAIMOHHO-BBIYNCITHTEIbHBIX H obpamenus: 16.03.2025) - Texcr
TeIeKOMMYHHKAIMOHHBIX CHCTeM: YuebHoe nocodue, | *CKTPOHHBIA.
MUPDA-Poccuiickuii TEXHOJIOTUYECKUA
yHuBepcurer, 2021.- 69c.

3 | I'Bosmesa T. B., bammon b. A. IIpoexktupoBanue https://e.lanbook.com/book/169810
nH(popManmoHHBIX cucTteM. CTaHIapTU3AIIHSL. (nara oGpamieHus: 1ara
M3narensctBo "Jlanp", 2022.-252¢.- ISBN 978-5- obpamenus: 16.03.2025) - Texcr
8114-7963-4 3JIEKTPOHHBIN.

4 | Cemaxun A. M., Metos! Bepu(hUKAIUU U OLIEHKH https://e.lanbook.com/book/177908
KauecTBa MPOrpaMMHOro obecriedeHus: Y uebHoe (mata oOpamienus: 1ara
nocobue. Kypranckuii rocynapcTBeHHbIH obpamenus: 16.03.2025) - Texer
yauBepcureT, 2018- 150c.-ISBN 978-5-4217-0461-4 SMEKTPOHHBIA.

5 | Pocrosies B.C.VckyccTBeHHBIE HEHPOHHBIE CETH: https://e.lanbook.com/book/447392
VyeOHuK 11 By30B. U3natensctso "Jlans", 2025.- (marta obpamenus: 05.11.2025).-
216¢.- ISBN 978-5-507-50568-5 Teker aneKTpoHHbIH

6 | @orlO. JI. ,CranaapTsl nHGOPMATMOHHON https://e.lanbook.com/book/159804

(mata oOpamieHws: nara
obpamenus: 16.03.2025) - Tekct
3IEKTPOHHBIH.

6. IlepeueHb COBPEMEHHBIX

npodeccruoHaIbHBIX

0a3 [Ha”HHBIX "

UH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAThCS MPHU

OCBOEHUHU JTUCHUIUIMHBI (MOTYJIS).
- Opunmansusiii caitt PYT (MUUT) https://www.miit.ru/
- Ob6pazoBarenbHas mwiardopma «tOpait» https://urait.ru/

- OBC "Jlanp" https://e.lanbook.com/book/




7. llepedyeHb  JNHMIEH3UOHHOTO WU  CBOOOJHO  PacHpoOCTPaHSIEMOro
IPOrpaMMHOr0 OOECHe4YeHHs, B TOM YHCII€ OTEYECTBEHHOrO MPOU3BOCTBA,
HEO0OXOIMMOTO /I OCBOCHHUSI TUCIUTLIIUHBI (MOIYJIs).

- Microsoft Windows
- Microsoft Office
- Nurepuer-Opay3zep (Yandex u nip.)

8. OmnmcaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IJIs
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUTHHE (MOIYJIIO).

VYyeOHast ayauTopuss i NOPOBEACHUS YYEOHBIX 3aHATUN (3aHATUU
JIEKIIMOHHOTO THUIIA, TPAKTUUYECKUX 3aHATUIN):

- KOMIIBIOTEp  IpemnojaBaresisi, pabouue  CTaHIMU  CTYJCHTOB,
MYJITUMEIUMHOE 000pyI0BaHUE, TOCKA.

AyauTopus noakiIro4YeHa Kk cetu « MHTepHeT.

9. ®opMa MPOMEKyTOUHOM aTTECTAINU:

Kypcosas pabota B 3 cemectpe.
DK3aM€EH B 3 ceMecTpe.

10. OnieHouHbBIE MaTEpHUAIbI.

OreHOYHBIE MaTepHUabl, TPUMEHSIEMBIE TTPU MTPOBEACHUH TPOMEKYTOUHOM
aTTeCTAIlMK, pa3padaThIBAIOTCA B COOTBETCTBHM C JIOKAJIbHBIM HOPMAaTHBHBIM
aktom PYT (MUUT).



ABTOpBI:

JOIIEHT, AOIICHT, K.H. Kadeapsbl
«BpruncauTeabHbIe CUCTEMBI, CETH U

nH(popManroHHas 6€30I1aCHOCTHY C.B. Manunckuit
CornacoBaHo:
3asenyromuii kadhenpoit BCCullb b.B. XXenenkon

[Ipeacenarens yueOHO-METOIUIECKOM
KOMUCCUHU H.A. Augpusgnona



