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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

enpro ocBOeHUS yueOHOM NTUCIMIUTUHBI (MOYJIs1) SIBIISIETCA

- (hopMHpOBaHHUE KOMIETEHIIMNA MO OCHOBHBIM pa3jiejlaM TEOPETHUYECKUX U
MPAaKTUYECKUX OCHOB IMPOEKTHUPOBAHUS TMOJICUCTEM AHTUBUPYCHOM 3alUTHI
KOMIIBIOTEPHBIX CHUCTEM C  HCIOJIb30BAHHMEM  METOJ0B  HCKYCCTBEHHOIO
WHTEJUIEKTA.

OCHOBHBIMHM 33JIJa4aMU TUCIUIUIMHBI SIBISIOTCS:

- 03HAKOMJIEHUE C 0OCOOEHHOCTSIMU Pa0dOThI U IPOESKTUPOBAHUS COBPEMEHHBIX
CUCTEM uH(OPMAITMOHHON 0e30MacHOCTH, peanu3yronmx METObI
MCKYCCTBEHHOT'O UHTEJIEKTA;

- W3y4YeHHEe OCOOCHHOCTEH TMPAKTUYECKOTO TMPUMEHEHHUS CPEICTB
AHTUBHUPYCHOM 3alUTHI U €€ aKTyaJIu3allu C UCIOJIb30BAHUEM HCKYCCTBEHHOTO
UHTEIIEKTA,

- U3YUYEHUE TEXHOJIOTUH OOHApY>KEHHUS BUPYCOB B COBPEMEHHBIX CHCTEMax
AHTUBHUPYCHOM 3aIIIUTHI C UCIIOJIb30BAHUEM METOJI0B UICKYCCTBEHHOI'O MHTEJUICKTA;

- U3Y4YEHHE METOJOB IOCTPOCHHUS PELIAIOIINX MPABUI B COBPEMEHHBIX
cuctemMax HWHMOPMAIMOHHONW ©O€30MacHOCTH C HCMHOJIB30BAHHEM METOJOB
MCKYCCTBEHHOT'O MHTEJICKTA;

- W3YYEHHE METOJOB HMCKYCCTBEHHOTO HWHTEUIEKTa M HUX MNPUMEHEHHUS B
COBPEMEHHBIX CUCTEMaxX MH(POPMALMOHHON 0€30M1aCHOCTH.

2. IlnanupyemMble pe3ynbTaThl 00yUeHHS 110 IUCHUTUTHHE (MOYJTIO).

[Tepeuerr GopMHUpyEeMBIX PE3ylabTaTOB OCBOCHHS  0Opa30BaTEIbHOM
nporpamMmbl (KOMIIETEHIINI) B Pe3yJIbTaTe 00yUeHUs M0 TUCIHUILTAHE (MOIYIIIO):

ITK-9 - CiocoOHOCTh UCTIONIB30BATh TEXHOJIOTUU U METOIbI HICKYCCTBEHHOTO
WHTEJIJIEKTA JIJIS 3aIlIUThl KOMIIBIOTEPHBIX CHUCTEM M CETEH OT KHOepyTrpos.

OO0y4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOaraeT, YTo MO0 €ro pe3yJibTaram
oOyuatoruiicst 0yier:

3HATH:
- OCHOBHBIE TEXHOJIOTUH ¥ METObI UCKYCCTBEHHOT'O MHTEJUICKTA JIJIs 3aIIUThI
KOMITBIOTEPHBIX CUCTEM U CETEeH OT KHOEpyrpo3.

Ymern:

- BBIOMpATh, aHATU3UPOBATH W NPHUMEHSITh Ha TMPAKTHKE CYIIECTBYIOIINE
WHTEJUICKTYaJbHBIC PEIICHUS U1l 3allAThl KOMIBIOTEPHBIX CHCTEM M CETeH OT
KuOepyrpo3.

Baanern:



- HaBBIKAMHU BBIOOpAa ¥ TIPUMEHEHHS Ha TMPAKTHKE COBPEMEHHBIX
MHTEJUICKTYaJIbHBIX PEIICHUIN ISl 3alUThl KOMIBIOTEPHBIX CUCTEM M CETeH OT
KHOEepyrpo3.

3. O06beM TUCUMIUTUHBI (MOYJIS).
3.1. O0mas Tpy10eMKOCTh AUCITUTLUIMHBI (MOJTYJIS).

OO6mast TpyHOEeMKOCTh AUCIUIUIMHBI (MOIyJs) cocTaBisieT 6 3.e. (216
aKaJeMHUYeCcKuX yaca(oB).

3.2. O0bem pmucuMIUIMHBL (Monaynsi) B (opMe KOHTAaKTHOW padOThI
oOyyaromuxcsi ¢  M[eJarorM4eckuMu  paboTHUKaMU ¢ (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peajn3aluy 00pa3oBaTeIbHON IPOrpaMMBbl Ha UHBIX YCIIOBUSX,
IPU MPOBEJECHUHN YUEOHBIX 3aHITHI:

KomnuectBo yacos

Tum yaeOHbBIX 3aHATHI
Bcero | Cemectp Ne3

KonTtaktHas paboTa rmpu mpoBeIeHNH yIeOHbBIX 3aHATHH (BCETO0): 48 48
B ToMm uncre:

3aHATHUSA JIEKIIUOHHOTO THUIA 32 32
3aHsATHSI CEMUHAPCKOTO THIIA 16 16

3.3. O0beM aUCHUIUIMHBI (MOIyJisg) B (opmMe caMOCTOSITENbHOW padoThI
oOyyaromuxcs, a Takxke B (QopMe KOHTAKTHOM pabOThl OO0ydYarOIIUXCS C
nearoruaeckuMu paboTHUKAMH U (WIJTH) JIUIIAMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBUSIX, TIPH TPOBEICHUU
MPOMEKYTOUHOM aTTeCTalNK cocTaBisieT 168 akageMuueckux yaca (0OB).

3.4. Ilpu oOy4eHnH 10 MHAUBUAYATFHOMY YIYEOHOMY TIJIaHY, B TOM YHCIIE TPU
YCKOPEHHOM 00yY€HHUH, O0BEM JUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITeNIbHOM paboThl oOyJaroumxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydalOIUXCsl ¢ MEAarorudeckKuMu pabOTHUKAMH U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K pPeasu3aIliu 00pa30oBaTEIbHON MPOTrpaMMBbl HA HHBIX
YCJIOBHSIX, TIPH MIPOBEJCHUHU TIPOMEKYTOUYHOUN aTTECTAIINH.

4. ConepxkaHue JUCHUIUIAHBI (MOIYJIA).

4.1. 3a"HaTH TEKIIMOHHOTO THUIIA.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

UckycctBennsiii naTEIEKT. CHCTEMBI paclio3HaBaHMs 00pa3oB, UX 00yUeHUE U

MIPUMEHEHHUE.

PaccmatprBaemble BOIIPOCH:

- MlckyccTBEHHBIN MHTEIUIEKT U CHCTEMBI PAacliO3HABAHHS BOKPYT HAc: B TEXHHUYECKOH U MEAUIIMHCKON
JIMarHOCTHKE, B 9KOHOMHUKE, YIIPaBJIeHUH; IpodiieMa (opMann3aluy Ipyu HOCTaHOBKE 3a/1aui
pacrno3HaBaHug U MallTMHHOT'O O6yquI/I$[;

- o0111ast CTPYKTypa CUCTEMBI PACIIO3HABAHUS: PELENTOPHI, KiIacchu(pukaTopsbl, 3 dhexTopsr;

- OCHOBHBIE KJIACCHI 33/1a4 paclO3HABAHUS, TEPMUHOJIOTHS: OOBEKTHI, 00pa3bl, KJIACCHl H KJIaCTEPhI;

- oOydeHne U caMOOOyJIECHHE CHCTEM PACIIO3HABAHNS.

HckyccTBeHHbIN nHTEIIEKT. CUCTEMBI paciio3HaBaHus 00pa3oB, UX O0yUYeHUE U

npuMeHeHue (IPoI0JDKEHNE)

PaccMarpuBaeMble BOIIPOCHL:

- 3()()eKTUBHOCTD PACIIO3HABAHUS U €€ OLICHKA;

- 0COOCHHOCTH MPUMEHEHHS CHCTEM PACIO3HABAHMS B 33]1a4aX JUArHOCTUKY M YIIPABICHHUS;
-COBPEMEHHBIE CUCTEMBI BUPTYaJIbHOM U IOTIOJTHEHHOM peanbHOCTH;

- MallIMHHOE 00yUYeHHe U caMOOOyUYeHHE B CHCTEMaX BUPTYaJIbHO U IOTIOJIHEHHOH PeabHOCTH;

- IOKMCK M aHAJIN3 aKTyaJbHOI HH(OPMaIUK O COBPEMEHHBIX CUCTEMaX paclo3HaBaHUs 00pa30B U UX
HCTIOJIH30BaHUH B 33[a9aX WHPOPMALMOHHONW OE€30MaCHOCTH.

Cucremsl HCKYCCTBCHHOI'O MHTCJIJICKTA. I/IH(l)OpMaTI/IBHBIe IMPU3HAKH 1 PEIIAOINE

mpaBujia

PaccmatpuBaembie BONPOCHL:

- KonnuecTBeHHbBIC, KAYECTBEHHBIC M KJIACCH(DUKAIMOHHBIC TIPU3HAKU M OIICHKA X MH()OPMATHBHOCTH;
- Merpuxu @uiepa u lllenHoHa;

- [TocTpoeHre HHPOPMATHBHOIO MPHU3HAKOBOTO IIPOCTPAHCTRA,

- MeTton KOppemsIMOHHBIX TUIEST;

- OcoOeHHOCTH OLIeHKH OWHAPHBIX W KAYeCTBEHHBIX PU3HAKOB,

- PaccTostHIS MexX Ty 0OBEKTaMH M KIIACCAMHU;

- Metpuku EBkmuna, lllennona, MuakoBckoro, MaxananoOwuca;

- PaccTostHMS ONMMKHUX coceNel, JaTbHUX COCEICH, IICHTPOB KIacCOB.

Cucremsnl HCKYCCTBCHHOI'O HHTCJIJICKTA. I/IH(I)OpMaTI/IBHBIe IMMPU3HAKH U PpCIIArOIInC

npaBuia (poI0JIKEHUE)

PaccMatpuBaembie BOMPOCHI:

- Pemarorue mpaBuiia U UX Ki1acCU(pHKAIIHS,

- [TapameTpuueckue 1 HenapamMeTpU4eCKUe METOMBI;
- JuckpuMUHaHTHBIN aHaIU3;

- Metox k-Ommkaimmx cocenei;

- CTaThuCTUYECKUE METObI PACTIO3HABAHHS;

- Pa3paboTka CIIOKHBIX CHCTEM U ICPCBBEB PEIICHH;
- Meron nocneaoBateabHONU AUXOTOMUU;

- JlepeBbs pelieHnit U UX ONTUMHU3ALIUS;

- MeTojbl MOKCKa,

- KadecTBo pacro3naBaHus U €ro OIEHKA;

- OGyyaromasi ¥ mpoBepsIOLIast BRIOOPKH;

- BeposiTHOCTHBIE 1 PKOHOMUYECKHE METOIBI OTICHKH.

CucreMbl HCKYCCTBEHHOTO HHTEIIEKTa. O0ydeHHne «0e3 yUUTEIsD» U KIacTepU3aIus
PaccmarpuBaeMsble BOIpOCHL:

- OOyueHne «0e3 yunuTesns» 1 KIacTepH3aLiis;

- [lonsTHs «KIIaCTEPY, CKIIACCH, KOOBEKTY, BEKTOP MPH3HAKOBY;

- KinacrepHslii ananus 1 ero npuMeHeHue B 3a7a4ax o0ydeHus «0e3 yunrens» u GRID-rexHosornsx:




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

n/m
- MeTomp! peleHust ¥ 3BPUCTHYECKIE TIPOIIETYPHI;
- MeTon mocie1oBaTeNbHBIX CIUSHUI.
6 CucreMsl HCKYCCTBCHHOI'O MHTCJIJICKTA. O6yquI/Ie «0e3 YUUTCIID» U KIIACTCPpU3al A

(mpomoymKeHue)

PaccmatpuBaeMble BOTIPOCHL:

- [Iponienypa Jlybuccona;

- KpuBas TopHzaeiika U OLieHKa BEPOSTHOTO YKCia KJIaCTEPOB;

- Knactepsl-ienouky u ux onpeneneHue;

- [IpumeHeHre epCIeKTUBHBIX METOIOB KJIACTEPHOTO aHAIM3a Mpu pa3padboTke coBpemeHHbIX GRID-
CHCTEM.

NudopmanronHas 6e30nacHOCTh M aHTUBHPYCHAs 3amuTa. Bupycsl u ux

KIaccuukanus

PaccmatpuBaemble BOIIPOCH:

- [IpoGiema 3anTHI IPOrpaMM U JIAaHHBIX;

- UudopmanronHas 1 KubepOe30macHOCTb;

-IIpoGeMa KpuMUHATH3AINA THPOPMAITHOHHOTO IPOCTPAHCTBA;

- BupycHsle aTaku: NOTeHIMAIbHBIC YTPO3bI M METOABI 3AIUTHI;

- Pemienue 3a1a4 aHTUBUPYCHOM 3aIIUTHI HA MUPOBOM YPOBHE;

- [IpuMeHeHne NepCIeKTUBHBIX METOIOB HCCIIEIOBAHMUS U PEIICHNUS MPO(ECCHOHANIBHBIX 3a1a4 IIPH
pa3paboTKe MporpaMM aHTUBHPYCHOH 3aIlUTHI B TOCYIAPCTBEHHBIX 1 KOMMEPYECKHX MPEIANPUITUIX
Poccun.

- BpenoHocHbIe TporpaMMbl: KOMITBEOTEPHBIE BUPYCHI, Y4EPBH, TPOSIHEI U TIP.;

NupopmanironHast 60e30nacHOCTh M aHTUBMPYCHas 3aluTa. Bupycsl u ux

KIaccudukanus (TpoI0KEeHUE)

PaccmaTpuBaemble BOTIPOCHI:

- 3arpy3ouHsbie U (haiiIOBBIC BUPYCHI;

- MakpoBUpYCHI U CKPHUIIT-BUPYCHI;

- HludpoBanue u meramophusm.;

- Uepsu: cereBble, moutoBsie, IM, IRC, P2P;

- TposiHBI: KJIaBUATYPHBIE IIITHOHBI, HOXUTHTEIHU MapOJIeH, yTHINTBI CKPBITOTO yAJICHHOTO YIPaBJICHHMS,
aHOHUMHBIC MMPOKCU-CEPBEPA, YTHIUTHI IO3BOHA, JIOTHUCCKUE OOMOBI, MOIU(UKATOPBI HACTPOCK Opay3epa
- YcnoBHO onacHble mporpammel: Riskware, Peknamubie yrunutsl (adware), Pornware, 31ble 1y Tky.

- Poccwuiickue 6a3bl JaHHBIX BUPYCOB U 3aPErHCTPUPOBAHHBIX HHIUCHTOB M OPraHU3a[HOHHO-TIPABOBbIC
OCHOBBI UX MCIOJIb30BaHUs B CHCTEMaX aHTUBUPYCHOM 3alUThl POCCHUCKUX TOCYJapCTBEHHBIX
opraHu3alui 1 KOMMEPYECKUX MPEITPUATHI.

]

[Ipu3HaKy NPUCYTCTBUS HA KOMIIBIOTEPE BPEJOHOCHBIX MPOIPAMM U METObI 3aIUTHI OT

HHUX.

PaccmarpuBaeMble BOIPOCHL:

- O01Me CBeICHUS U BHIBI IPOSIBJICHUIA: SIBHBIC, KOCBEHHBIC M CKPBITHIC;

- V3amenenue Hactpoek Opaysepa;

- BenupiBaroriye cooOIeHH S

- HecanknmonupoBanHoe oOpainieHue k IHTepHET;

- bioxupoBanue aHTUBHpYCA;

- briokupoBaHue aHTUBUPYCHBIX CalTOB;

- COou B cucTeMe WK B pabOTe IPYTUX MPOTpaMM;

- [TouToBEIE yBETOMIICHHS,

- CKpBITHIE NPOSIBIICHUS: HAJIMYHUE B TIAMSITH IT0{03PUTEIBHBIX IPOLIECCOB; HAJIMYNE Ha KOMITBIOTEPE
TIOJIO3PUTEINBHBIX (PaJIOB; HAJIMYKE TI0I03PUTEIBHBIX KIIF0Uel B cucTeMHOM peectpe Windows;
MOJIO3pUTENbHASI CeTeBas aKTUBHOCTH;

- [IpumeHeHne METOI0B UCKYCCTBEHHOTO MHTEIIIEKTa,




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
- I'me mckath: mporeccsl, aBTO3aImyCcK, CHCTEMHEIH peectp Windows, KOHQHUTypalmoHHbIe (haiiibl, ceTeBas
AKTHBHOCTB;

10 HpI/I3HaKI/I MNPUCYTCTBUA Ha KOMIIBIOTCPEC BPCAOHOCHBIX MTPOTpaMM U METOAbI 3allIUTBI OT

HUX (MPOJOIHKEHUE)

PaccmatpuBaeMble BOIIPOCHL:

- MeTompl 0OHAPYKEHHUS BPEIOHOCHBIX MPOTPAMM U 3aIUTHI OT HUX;

- Opranm3anroHHbIE METOB! (IIpaBHUiIa MTOBEICHHS, IOJIUTHKA O€30IIaCHOCTH);

- Texuudeckue MeTo b1 (OpIHAMAYIPHL, cpencTBa OOPHOBI CO CITaMOM, 3aKJIAAKH U TIp.);

- UepHsle 1 Gemble CIIUCKU aJpecoB;

- basbl JaHHBIX 00pa3LoB craMa;

- Camoo0yueHmue;

- AHamu3 ciryeOHBIX 3aroJIOBKOB;

- [I[puMeHeHre METOI0B NCKYCCTBEHHOTO MHTEIIEKTA,;

- [louck u aHanu3 akTyanbHOW MH(OPMALUK O COBPEMEHHBIX PU3HAKAX MIPUCYTCTBHUS Ha KOMITBIOTEPE
BPEJOHOCHBIX IPOTrPaMMm;

- [IpoekTupoBanue mporpaMM OOHAPY>KEHHUS TPU3HAKOB MPUCYTCTBUSI BPEIOHOCHBIX IPOTPaMM C
UCIIONB30BaHUEM METO0B HCKYCCTBEHHOTO MHTEIUICKTA.

11 |OcHoBBI pabOTHI AHTUBUPYCHBIX MporpaMM. [[puMeHeHrne MeTo0B pacrio3HaBaHUS
00pazoB
OCHOBBI pabOTHI aHTHBHUPYCHBIX MporpaMM. [IpuMeHeHne MeTOIOB paclio3HaBaHHs 00pa3oB.
PaccMartpuBaeMble BOIIPOCHI:
- CUrHaTypHBIC METO/IBI 1 3BPUCTHYCCKUE METOJIBL.;
- CurHatypHsIii aHaIu3;
- OBpUCTHKH;
- [Touck Bupyca, MOX0XKET0 Ha M3BECTHBIC: BEPOSITHOCTD OLIHMOOYHO ONPEACINTh HATU4Ke B (aiiie BHpyca,
HEBO3MOXXHOCTD JICUCHHS, HU3Kast () (HEeKTUBHOCTH;
- [Tonck BHpyca, BEIIOIHAIONIETO OJO3PUTEIBHEBIE NEHCTBUSA: yaaneHue ¢aiina, 3amucek B Gpaiii, 3amich B
OIpeieNieHHbIe 00JIaCTH CHCTEMHOT'O peecTpa, OTKPBITHE OPTa Ha MPOCIYIIHBaHHE, IepEeXBaT JaHHBIX
BBOJIMMBIX C KJIABHATYPbI, PACCHLIKA MUCEM;
- [IpoGsembl: JT0KHBIE cpadaThIBaHKs1, HEBO3MOXKHOCTb JICUCHUSI, HEBBICOKAs 3()(EKTUBHOCTD;

12 |OcHoOBEI pa6OTLI AHTUBUPYCHBIX IIPOrpaMM. HpI/IMeHeHI/IC METOHOB paCliO3HABAHU
00pa30B (MPOIOHKEHHE)
PaccmarpuBaeMble BOIIPOCHL:
- bazoBbie moynn anTuBHpycHOTrO I10: MOmyNIE OOGHOBICHNUS, MOIYJIb INTAHUPOBAHUS, MOTYJIb
YIIPaBJICHHS;
- @yHkimoHan 6iioka yrpasineHus: [logaepixka yaaneHHOTO yIIpaBICHNs U HACTPONKH; - - 3aIuTa
HACTPOEK OT M3MEHEHHUI1, KapaHTHH;
- TectupoBanue paboOThI aHTHBHUPYCA.
- [IpMeHeHne NePCIEKTUBHBIX METOIOB TIPH pa3paboTKe COBPEMEHHBIX aHTUBHPYCHBIX IIPOrPaMM H
cucteM HH(OPMALMOHHON 6e3011acHOCTH Ha 0a3e METO0B HCKYCCTBEHHOTO MHTEILICKTA;
- [IpoekrupoBanue 6a30BbIX MoyJIel aHTHBHUpYycHOTO T10.

13 |CoBpeMeHHBIE METOBI 3AIUTH OT BUPYCOB Ha 0a3e METOIOB UCKYCCTBEHHOTO

HHTCIJICKTa

PaccmatprBaeMble BOIIPOCHL:

- MeTompl, OCHOBaHHBIE Ha aHAIM3€E COACPKUMOTO (paiiioB (kak (GaiIoB JaHHBIX, Tak U (HAHIIOB ¢ KOJZaMU
koMaHp). K 3Toii rpyIme oTHOCATCS CKaHUPOBAHUE CUTHATYP BHPYCOB, a TAKXKE MPOBEPKa LIEIOCTHOCTH H
CKaHMPOBAHHUE ITOJJO3PUTEIILHBIX KOMaH];

- MeTo/pl, OCHOBaHHbIE Ha OTCIIC)KUBAHUK MOBEACHHS IPOIPaMM IPH UX BBITIOJIHEHUU. DTH METO/IBI
3aKJII0YAIOTCS B IPOTOKOJIMPOBAHUM BCEX COOBITUI, YrpoXKaromuXx 6€30IaCHOCTH CUCTEMBI U
MPOUCXOISIIMX JIMOO NPHU PeaIbHOM BBIIIOJIHEHNUH ITPOBEPSEMOTO KO/Ia, JIMOO NMPH €ro MporpaMMHOIA




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
IMYJISILAH;
- MeTopl pernaMeHTanuy mopsika paboTsl ¢ pailllaMu U IporpaMMaMu. DTH METOJIbI OTHOCSTCS K
aJIMHUHICTPATUBHBIM MepaM obecriedeHus OezonacHocti. OuH U3 Hauboliee pacpoCTPaHEHHBIX METOJIOB
9TOH TPYIIIBI COCTOUT B TOM, YTO B CUCTEME (KOMITBIOTEPE TN KOPIIOPATUBHOM CETH) BHITOIHSIOTCS
TOJILKO T€ TIPOTPaMMBI, 3aITUCh O KOTOPBIX MPUCYTCTBYET B CIIMCKE MPOTPaMM, pa3peIIeHHBIX K
BBIITOJIHEHHIO B IAHHOM cHcTeMe. DTOT CITUCOK (POPMHUPYETCs aIMUHUCTPATOPOM CETH M3 POBEPEHHOTO
MPOrpaMMHOI0 00eCIIeUeHus;

14 |CoBpemeHHbIE METO/BI 3aLIUTHI OT BUPYCOB Ha 0a3e METO/I0B UCKYCCTBEHHOTO
WHTEJUICKTA (TIPOJOTIKEHUE)
PaccmatprBaeMble BOIIPOCHL:
-Hanbonee nomynsapHeie aHTUBHPYCHBIE IPOrpaMMBl 1 uX ocobenHocTH. McAfee, Norton, Panda, Avira,
Bitdefender, Bullguard, Heimdal. AatuBupyc Kacmepckoro;
-[IpuMeHeHre METOJ0B HCKYCCTBEHHOTO HHTEJIEKTa B HAaHOO0JIee MOITy ISIPHBIX aHTUBHPYCHBIX
IporpaMMax B COBPEMEHHBIX KOPIIOPATHBHBIX CHCTEMaX KNOEP3aIlnThI.

15 |AnTHBHpYyCHas 3alIMTa JOMAIIHETO KOMIIBIOTEPA U KOMIIBIOTEPHOM CETH C
HCIOJIb30BAHUEM METOJ0B HCKYCCTBCHHOI'O MHTCIIJICKTA
PaccmatpuBaeMble BOIIpOCH:
-AHTUBHUPYCHOE IIPOTpaMMHOE 0OecTieueHHe;
- [IporpamMMBI TS 3aIMTHI OT HECAHKIMOHHPOBAHHOTO IOCTYIIA U CETEBBIX XaKEPCKUX aTaK;
- OUIBTPHI HEXENaTeNbHOH KOPPECIOHICHIINY;
- [IpoBepka B pexxuMe pealbHOro BpEeMEHH;
- [IpoBepka no TpedoBaHMUIO;
- [oaneprxanue akTyaqIbHOCTH aHTUBUPYCHBIX 0a3;
- OubTpaIys HeXKeNaTeNbHbIX IEKTPOHHBIX COOOIICHUIA;
- [lepconanbHas aHTHCIIAMOBAs IPOTrPaMMa;
- [IpuMeHeHne METOIOB NCKYCCTBEHHOT'O HHTEIUICKTa B PACCMOTPEHHBIX IIPOrpaMMax;
- [IpuMeHeHne NepCIEKTUBHBIX METO/IOB TIPH pa3paboTKe aHTHBUPYCHBIX IIPOIPaMM;
- [IpoextupoBanue antuBupycHoro 10 s 3aIIMTHL JOMALIHETO KOMITBIOTEpa Ha 0a3e METOJI0B
NCKYCCTBEHHOT'O MHTEIUICKTA;

16 AHTI/IBI/Ip}/'CHaH 3alluTa 10MalllHCTO KOMIIBXOTEpa U KOMHBIOTepHOﬁ CCTHU C

HCIOJIb30BAHUEM METOJ0B HCKYCCTBCHHOI'O HHTCIIJICKTA (HpOI[OJDKCHI/Ie)
PaccmatpuBaemble BOIIPOCH:

-OCHOBBI IOCTPOEHUS JIOKATEHON KOMITBIOTEPHOM CETH;

- Paboune craHumu 1 ceTeBble CEpBEPHI, TOYTOBBIE CEPBEPHI U LILTIO3bI;

- YpOBHUM aHTHBUPYCHOH 3aI[UTHI: YPOBEHB 3aIUTHI PA0OUNX CTAHINI U CETEBBIX CEPBEPOB, YPOBEHD
3aIIMTHI TOYTOBBIX CEPBEPOB, YPOBEHD 3AIINTHI IUTIO30B;

- lleHTpann30BaHHOE YIIPABJICHUE AHTUBUPYCHOMN 3alIUTOM;

- KoMITOHEHTBI cCHCTEMBI YIaJICHHOTO IEHTPAJIM30BAHHOTO YIPABICHHUS: KIIMEHTCKAsl aHTUBUPYCHAsS
porpamma, cepBep aAMHHUCTPUPOBAHMS, ar€HT aJIMUHUCTPUPOBAHMS, KOHCOJIb aJMUHICTPUPOBAHUS;
- Opranusanusi cOopa CTaTUCTUKU B CUCTEME aHTUBHPYCHOM 3alllUTHI U HCIOJIBb30BaHUE STOM HHPOpMalUu
B MHTEJUIEKTYJIbHBIX CHCTEMaX MH(OPMAIMIOHHOW 0€3011acHOCTH;

- Yepes Caribe - Bpe1oHOCHAsI TporpamMma Jjisi MOOMIbHBIX TeJIC(OHOB;

- AHTHBHPYCHI U1 MOOIIIBHBIX yCTPOMCTB;

- [HonmuTtuku obecnieueHns HHPOPMALMOHHONW OE30MTaCHOCTH IpH paboTe ¢ MOOMIBFHBIMH YCTPOHCTBAMH.
[TonuTHKa «HYIEBOTO JOBEPHSI»;

-Pa3zpaboTka opraHM3aMOHHBIX METOMOB PEANTN3AINHI TTOJUTHKN 0€30MaCHOCTH MPEANIPUSITHS TIPH
MIPOEKTUPOBAHNH CHCTEMbI aHTUBUPYCHOM 3aIINTHI ISl YAAJIEHHBIX pab0OYNX MECT;

-Opranun3zanys 1 yrpasjieHHe KOJUIEKTUBHON pa3paboTKOM CHCTeMbl aHTUBUPYCHOH 3allUThI
KOPHOPaTHBHOW CETH MPEANPUATHS, BKIIIOYAIOIIEH ylaJleHHbIe paboyre MecTa;

[TpumMeHeHne METO0B HCKYCCTBEHHOTO HHTEIJIEKTA.




4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

HpaKTI/I‘IGCKI/IC 3aHATHUA

Tematuka MPAKTUYCCKUX 3aHATHH/ KpaTKO€ COACPIKAHUC

IIpu3Haky IpUCYTCTBHS HAa KOMIIBIOTEPE BPEJOHOCHBIX IIPOTPaMM
B pesynbraTe BBITOTHEHHS MPAaKTHIECKOTO 3a1aHNS CTY ICHT IOJTy4aeT HaBBIKM OOHApYXECHUS IIPU3HAKOB
MIPUCYTCTBUS Ha KOMITBIOTEPE BPEJOHOCHBIX MIPOTPAMM

OcHOBBI paOOTHI AHTUBUPYCHBIX TPOrPAMM
B PE3yIbTATE BBINTOJIHCHUS MPAKTUICCKOIO 3a/laHus CTYACHT MMOJYy4aCT HaBbIKH HaCTpOfIKPI OCHOBHBIX
MOJyJI€ll aHTUBUPYCHBIX IPOrpPaMM.

AHTI/IBI/IpyCHaH 3a1uTa JOMAIIHECTO KOMIIBKOTCPpaA
B pesynbrare BbINOIHEHHS IPAKTUYECKOIO 33aJaHUs CTYJECHT I10JIy4aeT HAaBbIKM YCTAaHOBKHU HA TOMAIHUI

KomrbtoTep anTuBupycHoro [10 u onenkn 3¢hexTHBHOCTH PabOThl OCHOBHBIX MOJIYJIEH YCTaHOBIEHHOTO
I10.

AHTHBHUPYCHAs 3aIIMTa KOMIIBIOTEPHON CETH
B PE3yIbTATE BBITOJIHCHUS MPAKTHUYCCKOIO 3a/laHus CTYACHT MMOJY4YaCT HABbIKM YCTAHOBKU
AHTUBUPYCHOI'O 11O JUIA 34U ThI KOMHLK)TCpHOﬁ CCTH.

KommekcHslii aHanmus y5{3BI/IMOCTCI>'I KOMHBIOTCpHOP'I CECTHU
B pesynbraTe BHIIOTHEHHS TPAKTHYECKOTO 33/1aHHSI CTYJICHT IOJTy4aeT HaBBIKK OOHApYKEHUsI
YSI3BUMOCTEH B KOMIIBIOTEPHOM CETH.

AnTtusupycnoe [10 u ero knaccuduxanus
B PE3YIBTATE BBIMTOJHEHUA MTPAKTUYCCKOTO 3aJaHU CTYACHT IOJIYYAa€T HaBBIKW CPABHUTEIIBHOTO aHaJIN3a
JTOCTOMHCTB M HEOCTAaTKOB aHTHBHpYCcHOTO [10.

AnTtusupycHoe [1O: curHatypHbIii U SBpUCTUYECKUN METObI
B PE3YIbTATE BBINMOJTHCHU S MPAKTUYCCKOTO 3aJlaHus CTYACHT MMOJYYaCT HABbIKM CPABHUTCJILHOI'O aHaIn3a
JOCTOUHCTB U HEAOCTATKOB CUTHATYPHOI'O U 3BPUCTUYCCKOTO MECTOJI0B 06Hapy)1<eHI/m BUPYCHBIX YT'PO3.

Mertoasl 3alUTHI OT BPEJOHOCHBIX POTPaMM

B pe3ynbTaTe BBIIOTHEHHS IPAKTHIECKOTO 3alaHUs CTYICHT [OTy4aeT HaBbIKU B pa3paboTke
OPTaHHU3ALMOHHBIX ¥ TEXHUYECKHX METO/I0B 3aIIUTHI OT BPEAOHOCHBIX TPOTPAMM IIPH PEaTTH3aLuH
MOJUTHKY MH(GOPMAMOHHON 6€30MaCHOCTH NPEIIPHUATHSI.

4.3. CamocrosiTenbHas padoTa 00yJaroIMnXCs.

o/

Bun camocrosTensHO#M paboThI

Pabora ¢ IeKIIMOHHBIM MaTEPHUAIIOM

HOI[I‘OTOBKa K IMPAaKTUYCCKUM 3aHATUAM

W3yuenune BONPOCOB ISl CAMOCTOSITETILHOM JTOTIOIHUTENIEHONW IPOPaOOTKH

Boinonnenue KkypcoBoid paOoTBhI.

[ToaroToBka Kk MPOMEXKYTOUHOM ATTECTAIIUH.

o O | W N|

IToaroroBska k TCKYIIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX pabOT




1. TlepcrieKTMBBI NPUMEHEHUS MAIIMHHOTO OOy4YeHHUs UIsi OOHapy>KEeHHs
BPEIOHOCHBIX IPOIPAMM.
2. NHTennexTyallbHble METO/IbI 3aLIUThI OT aTaK Ha OECIPOBOJAHbBIE CETH.

3. AnrtuBupycHas 3amurta OC cemeiicTBa DIbOpPyC € HCMOIH30BAHUEM
METOZI0OB UCKYCCTBEHHOI'O MHTEJUIEKTA.

4. Metoapl 3ammThl KOH(HUIECHIHATBHON WH(OpPMAMU HpHU MPOBEACHUU
MIEPErOBOPOB B HECIIEIMAIIM3UPOBAHHBIX TOMENIEHUSAX.

5. Hacrtpoiika aHTUBHPYCHOT'O MPOTPAaMMHOTO OOECTedYeHUs ISl 3allUThl
BeO-caiiTa ¢ UCIOJIb30BAHUEM METOJIOB CKYCCTBEHHOTO MHTEIIEKTA.

6. Meroapl 3alUTBl HOBOCTHBIX IOPTAJIOB OT BHPYCHBIX aTaKk ¢
UCIIOJIb30BaHUEM METOJIOB HCKYCCTBEHHOT'O MHTEIUIEKTA.

7. MeTonpl 3alMTBI OT aTaK, CBSA3aHHBIX C CUCTEMHBIMH CTPYKTYypaMH
KECTKUX TMCKOB, C UCIIOJIB30BAaHUEM METOJIOB HCKYCCTBEHHOTO MHTEIIJIEKTA.

8. AntuBupycHas 3anmura MCII/JIH Ha OCHOBE OTEYECTBEHHOW AaIlllapaTHO-
nporpaMMHON miIaT@opMbl C HCHOJIB30BAHMEM METOJIOB HCKYCCTBEHHOTO
MHTEIUIEKTA.

9. Metoasb! 3amuThl TexHooruu SDN

10. ObecnieueHre aHTUBUPYCHOM 3alIUThI HU(POBBIX CUCTEM YNPABIICHUS
3armacamu B JIOTUCTUKE TEPMUHAIbHO-CKIAJACKUX KOMIUIEKCOB C MCIOJIb30BAHUEM
METOJI0B UCKYCCTBEHHOT'O MHTEJIICKTA.

11. ObGecnieuenne aHTHUBUPYCHOM 3amuThl Jlemapramenrta Jloructuku wu
[InanupoBaHusl KOMIIAHMM Z C MCHOJB30BAaHUEM METOJOB HCKYCCTBEHHOIO
WHTEJUIEKTA.

12. ObecnieueHre aHTUBUPYCHOM 3aITUTHI MYJIbTUMOIATLHBIX TPAHCTIOPTHO-
JOTUCTUYECKUX LEHTPOB C  KCHOJB30BAHMEM METOJIOB HCKYCCTBEHHOTO
MHTEJJIEKTA.

13. OGecnieyeHre aHTUBUPYCHOM 3alIUThI EPCOHATBHOTO KOMITbIOTEPA MPHU
pa3paboTke mIaTGopMbl HMHUTALMOHHOW MOJENH CKJIAJCKOro Mpolecca C
WCIIOJIb30BAHUEM METO/I0B HCKYCCTBEHHOI'O MHTEIIJIEKTA.

14. Obecrnieuenre aHTUBUPYCHOU 3aIUTHI IM(POBOH muaTdopmsel «JIuunbie
JMAMETPbD» C UCIOJIB30BAHMEM METOJ0B UCKYCCTBEHHOI'O MHTEIIEKTA.

15. OGecnieyeHne aHTUBUPYCHOM 3alIUTHI B OM3HEC MPOLIECCaxX 3aKyMOYHON
JIOTUCTUKH C UCIIOJIb30BAHUEM METOJ0B UCKYCCTBEHHOTO MHTEIJIEKTA.

16. OOecnedyeHue aHTHUBUPYCHOW 3alUThl Ipu paboTe omeparopa,
UCIIOJIB3YIOUIET0 TEXHOJIOTUI0 «DU3nuecKkuii UHTEPHET.

17. OO6ecnedyeHne aHTUBUPYCHOM 3allUThl TIpu pabore omeparopa,
ucnomap3ytomiero nudposyro miathopmy ITII T'TIL.



18. OOecrneueHre aHTUBUPYCHOW 3alUThl KOHTEHHEPHOTO TEepMHHAJa
kommnannu «UNIVERSAL LOGISTICS SERVICES» (ULS) ¢ ucnons3oBaHHEM
METOJI0B UCKYCCTBEHHOT'O MHTEJUIEKTA.

19. ObecneueHue aHTUBHPYCHOM 3amwuThl JlemapraMeHTa ympaBIICHUS
nepconanom kommnanuu [II'’K ¢ wucnonp3oBaHHeM METONIOB HCKYCCTBEHHOTO
WHTEIUIEKTA.

20. Opranu3zaiusi aHTUBUPYCHOM 3aIlIUThI OT ABTOMATU3UPOBAHHBIX METOJIOB
coopa uHPOPMALMK M3 OTKPBITBIX HHTEPHET-PECYPCOB C HCIOIb30BAHHEM
METOJI0B UCKYCCTBEHHOT'O MHTEJIIEKTA.

5. llepeueHp wu3naHUN, KOTOPBIE PEKOMEHIYETCS UCIIOJIb30BaTh IIPU
OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).

15(_;1 bubnunorpaduueckoe onucanue Mecro nocryna

1 | Monamma K.A., AHanu3 BpeIOHOCHBIX ITPOTPaMM. https://e.lanbook.com/book/123709
Usnarenscto «JIMK Ilpeccy», 2019.- 452 c.- ISBN (mara obpauienus: 02.06.2026) -
978-5-97060-700-8 TEeKCT 3IIEKTPOHHBIN.

2 | banuieikoBa A.A., IIpoextupoBanue u https://e.lanbook.com/book/176534
CTaHapTU3aIMs HHPOPMAIIMOHHBIX, (mata obpamenus: 02.06.2026) -
UH(GOPMAIMOHHO-BBIYUCITUTEIBHBIX U TekcT 51eKTPOHHBIH.
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM: YUeOHOe 1mocodue.

MUPDA-Poccuiickuit TeXHOJIOTUYECKUIMA
yHuBepcureT, 2021.- 69c.

3 I'Boznera T. B., bamon b. A. TIpoektupoBanue https://e.lanbook.com/book/169810
MHPOPMALMOHHEIX cucteM. CTaHapTU3AIMS. (nara obpamenus: 02.06.2026) -
HsnparensctBo "Jlanp", 2022.-252¢.- ISBN 978-5- Tekct 51eKTPOHHBII.
8114-7963-4

4 Cemaxun A. M., Mertonbl BepuduKayu u OIeHKN https://e.lanbook.com/book/177908
KadecTBa NPOrpaMMHOr0 obecredeHus: YueOHoe (mata obpareHus:
noco6ue. Kypranckuii rocy1apCTBeHHBIN https://e.lanbook.com/book/176534
yHuBepcurer, 2018- 150c.-ISBN 978-5-4217-0461-4 (nara obpamenns: 1ata

obpamenus: : 02.06.2026) - Tekct
3NEKTPOHHEIN.) - TekcT
3IEKTPOHHBIH.

5 | PocroBues B.C.MckyccTBeHHbIE HEHPOHHBIE CETH: https://e.lanbook.com/book/447392
Yye6HUK 1115 By30B. M3gatenscTso "Jlans", 2025.- (nata obpaieHus:
216¢.- ISBN 978-5-507-50568-5 https://e.lanbook.com/book/447392

(mata obpamenwus: 05.11.2025).-
TexcT anexTpoHHbIH).- Tekcr
3JIEKTPOHHBIN




6 | @ot 0. JI. ,CrangapTsl ”HPOPMAIIMOHHON https://e.lanbook.com/book/159804
Ge3omacHocTH: YueOHoe nocodue. OpeHOyprekuii (nara obpamenmus: 02.06.2026) -
rocyzapcTBeHHbI yHuBepentet, 2018.-226¢.- ISBN | TEKCT 21€KTpOHHBIH.
978-5-7410-2297-9

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS TIPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

- Odunmanpuseiii caiit PYT (MUUT) https://www.miit.ru/

- Ob6pazoBarenbHas mwiardopma «tOpait» https://urait.ru/

- ObC "Jlanp" https://e.lanbook.com/book/

7. llepeyeHb JMIEH3UOHHOTO ©  CBOOOJHO  PaCHPOCTPAHSIEMOIO
MpPOrpaMMHOTO OOECTICUYeHUsI, B TOM YHCJIE OTEUYECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOIMMOTO /111 OCBOCHHUSI TUCIUILIIUHBI (MOIYJIs).

- Microsoft Windows
- Microsoft Office

- Uarepuer-6payszep (Yandex u np.)

8. OmnucaHue MaTepUaIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOU  IJis
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

YyeOHnast ayauTopus IS TPOBEACHUS YUYEOHBIX 3aHATHN (3aHSATHHA
JIEKIIMOHHOTO THUIIA, MTPAKTUUYECKUX 3aHATUH):

- KOMIIbIOTEp  MpenojaaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MYJIbTUMEIUMHOE 000pyI0BAHUE, TOCKA.

AyauTopus NOAKIIOUEHA K ceTu «AHTepHeT».

9. ®opma MPOMEKYTOUYHOM aTTECTAIIUMU:

KypcoBas pabota B 3 cemectpe.
DK3aMeH B 3 ceMecTpe.

10. OneHouYHBIC MaTEpHUATIBI.

OreHOYHBIE MaTepHUabl, IPUMEHSEMBIE TTPU MPOBEACHUH TPOMEKYTOUHOM
aTTeCTaIMK, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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