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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[lenpto ocBoeHus yueOHOM aucHuIUMHbl «KBaHTOBas kpunrorpadus»
aBisieTcs:  OpMHUpPOBaHUE MPOPECCHOHATBHBIX KOMIETEHIIMH TI0 OCHOBHBIM
pazzenam JUCLUILIAHBIL.

3agauamMu JUCHUILIMHBI SIBJISIOTCS:

- U3y4€HHE METO/I0B KOJIMPOBAHUS B KBAHTOBOW KpuUnrorpaduu;

- U3y4YE€HUE MTPOTOKOJIOB KBAHTOBBIX KOMMYHUKALIUH;

- CTYAEHTBI IOJKHBI HAYYUTHCA IPUMEHSITh METOABI U CPEICTBA KBAHTOBOM
Kpuntorpaduu Mpy arakax Ha 3alIMIIEHHbIC KBAHTOBBIC KAHAJIBI.

2. Ilnanupyemblie pe3ynbTaTbl 00YYEHHS O JUCUUILIMHE (MOIYJIIO).

[lepeyenr GopMHUpyEeMBIX pe3yJbTaTOB OCBOCHHSI  0Opa3oBaTEILHOM
porpamMmbl (KOMIIETEHIIU) B pe3yJibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

IIK-3 - CnocoOHOCTP TPUMEHATH (PU3NYECKHE OCHOBHI IPOIIECCOB,
HCITOJTB3YIOIINXCSI B KBAHTOBBIX TEXHOJIOTHSX JIJIsl IH(POBaHMS HHPOPMAIIHH;

K-8 - CnocobHOCTh y4acTBOBaTh B paboOTax IO pealu3aluu MOJUTHKU
UH(GOPMAITMOHHONW  O€30MacCHOCTH, TPUMEHSTh KOMIUIEKCHBIM MOAXOJ K
obecrieueHn0 UHPOPMAITMOHHON 0€30MaCHOCTH OOBEKTa 3alUThl U MPUHUMATH
y4acTHe B OPTaHU3AIUN U COMTPOBOKICHUH aTTECTAIIMH 00beKTa HHPOpMaTU3ALIUU
1o TpeboBaHUAM 0€30MaCHOCTH UH(POPMaLUK;

IIK-10 - CrnocoOGHOCTh OCYIIECTBISITH MOAOOpP, M3ydeHHWE W 000OIIeHHe
HAyYHO-TEXHUYCCKOW JTUTEPATYPhI, HOPMATUBHBIX U METOJUIYCCKUX MATEPHUAJIOB,
COCTaBJISITH 0030p 10 BoTipocam obecreueHuss HHPOPMAIMOHHON 6€30MaCHOCTH TI0
npoduIito cBoeH NMpoPecCuOHAIBHON AESTENHHOCTH.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJIII0) MPEIOIaraeT, 4To M0 ero pe3yabTaTaM
oOyyaromuiicst Oyier:

3Harth:

- (U3MYECKHE OCHOBBI TPOIECCOB, HCIOJB3YIONIMXCA B KBAHTOBBIX
TEXHOJIOTUAX JJIs udpoBaHus HHDOpPMAITUY;

- METOJIbI KOJIMPOBAHUS B KBAHTOBOW KPUMNTOTPaPuH;

- MPOTOKOJIBI KBAHTOBOTO PACTIPE/ICICHUS KITIOUEH;

- IOJIMTUKY WH()OPMAITMOHHON O€30MaCHOCTH,

- HOpMaTHBHBIC U METOAMYECKHE MaTepHallbl M0 BOMPOCaM OOECTIeueHUs
UH(OPMAITMOHHOW O€30MaCHOCTH.

YMmeTh:
- OIIEHUBATh YPOBEHB 0€30MACHOCTH 0OBEKTA 3aAIUTHI;



- IPUMEHSTH METOJIb KBAHTOBOW KpUTIITOTPa(UK JIsl 3aIUTHI HH()OPMAIIHH.

- MPUMEHATh KOMIUICKCHBIA TOJAX0J K 00ecrmeuyeHu0 HH(POPMaIMOHHOM
0€e30IMacCHOCTH 0OBEKTA 3aIUTHI,

- OCYIIECTBJIATh TOA00p, M3ydeHHE M OOOOIICHHE HAyYHO-TEXHHUYCCKOM
JUTEPATypPhbl, HOPMATUBHBIX ¥ METOJIMYECKUX MATCPHAJIOB;

- COCTaBIATH 0030p MO BompocaM obecreueHus WHOOPMALUOHHON
0€e3011aCHOCTH.

Baaners:

- HaBbIKAMU NPUMEHEHHUS KOMIUIEKCHOM 3allluThl MpPH aTakax Ha OOBEKT
MH(pOpMaTU3aLMK, BKIKOYasi KBAHTOBBIC KaHAJIbI;

- HaBbIKaMU peajin3alliy NOJUTUKU HHPOPMAIIMOHHON 0€3011aCHOCTH;

- HaBBIKAMH TPUMEHEHHUS KOMIUJIEKCHOTO TIOAXoJa K OOecreueHuto
MH(}OpMAIMOHHONW 0€30MacHOCTH OOBEKTA 3AIIUTHI C UCIIOJIB30BAHUEM CPEJICTB
KBaHTOBOW KpHUNTOrpaduu;

- HaBbIKaMHU T0AOOpa M COCTaBJICHUS 0030pa HayYHO-TEXHUYECKOU
JUTEpaTypHlI [0 BollpocaM oOecrieueHns HH(HOPMaLMOHHON 0€30IacHOCTH.

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0umas TpyA0€MKOCTb JUCHUIUIUHBI (MOIYJIA).

OOmast TPyIOEMKOCTh JUCIHUIUIMHBI (MOayJisi) coctaBiser 3 3.e. (108
aKaJeMHYEeCKUX vaca(oB).

3.2. O6bem paucuMIUIdHBL (Monaynsi) B (oOpME KOHTAaKTHOW padOThI
oOyyJarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ©  (WIM)  JIMIAMH,
IPUBJIEKAEMBIMU K peasin3aluy 00pa3oBaTesIbHOM NporpaMMbl Ha UHBIX YCIOBHSIX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ne6

KonrtakTHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 48 48
B ToMm uncne:

3aHATHSA JIEKIIMOHHOTO THITA 32 32
3aHATHS CEMUHAPCKOTO THUIA 16 16

3.3. O6beM auCHMIUIMHBI (MOAYJsl) B (popMe CaMOCTOATENIBHOU pPabOThI
oOydJarormuxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOydYaIOIIMXCS C
MeIarOTMICCKUMH paOOTHUKAMU U (MIIH) JIMIIAMH, IIPUBJICKACMBIMH K PeaTU3aIluu
oOpa3oBaTrenpHON TpOrpaMMbl HAa HWHBIX YCIOBHUSX, TPH MPOBEICHUU
MIPOMEXYTOUHOM aTTecTalu coctapisier 60 akageMudeckux yaca (oB).




3.4. ITpu oOy4eHn¥ 0 MHAUBUAYATFHOMY YI4€OHOMY IIJIaHy, B TOM YHCIIC IPU
YCKOPEHHOM 00Yy4YeHHH, 00BEM JTHUCHMUIUIMHBI (MOJYJISI) MOXKET OBITh peaIn30BaH
MOJTHOCTHIO B (hOpME CaMOCTOATEIHHON paboThl 00yJarommxcs, a Takxke B hopme
KOHTAKTHON pabOThl 00YYaIOIMIMXCS C IMEJarornyecKuMu pabOTHUKAMHU U (WJIH)
JUIaMU, TIPUBIICKAEMBIMH K peai3aIliid 00pa30BaTeILHOM MPOrpaMMbl Ha MHBIX
YCJIOBHSIX, TIPH MPOBEICHUN TPOMEKYTOUHOM aTTECTAIIHH.

4. ConepkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |[METOJbI KOJUPOBAHUS B KBAHTOBOU KPUIITOI'PADGUN

- IOJIIPU3ALIMOHHOE KOJUPOBAHHUE;

- (ha30BOE KOTMPOBAHME;

- 4aCTOTHOE KOAWPOBAHHUE;

- PEISITUBUCTCKAs KBAHTOBAsI KpUNTOrpagus.

2 |TEXHOJIOTMYECKME ITPOBJIEMbI KBAHTOBOU KPUIITOI' PA®UN

PaccMarpuBaeMble BOIIPOCHL:

- HICTOYHHMKH OJAMHOYHBIX (DOTOHOB;
- KBAaHTOBBIC KaHAJIBI;

- IETEKTOPBI OJMHOYHBIX (POTOHOB;
- TCHEPaTOPHI CITyYalfHBIX YUCEIL.

3 |ATAKU HA 3AIIMIIEHHBIE KBAHTOBBIE KAHAJIBI KOMMYHUKALIMA

PaccmarpuBaemble BOIIPOCHL:
- BUJIBI aTaK;
- aTaKa C JieJIeHueM duciia (QOTOHOB.

4 |OCHOBHBIE ITPOTOKOJIBI KBAHTOBBIX KOMMYHUMKAITUN 1 X
OIMMCAHUE

PaCCManI/IBaeMHC BOIIPOCHI:

- KBaHTOBad TeJICIOpTal U,

- CBCPXIUIOTHOC KOAUPOBAHUE,

- KBAHTOBOC pacrpeCJICHUC KJIIOYCH.

5 |OAHOPA3OBBIE KJIFOUH

PaccmarpuBaemblie BOIIPOCHL:

- kputepuii [llenHOHAa aOCOMIOTHON CEKPETHOCTH;

- KBAHTOBO-MEXaHUYCCKHUEC 3alIPETHI HA KOIMTMPOBAHUEC HECU3BECTHOT'O KBAHTOBOI'O COCTOAHUA,
- OCHOBHBIE CTAJMM KBAHTOBBIX IPOTOKOJIOB paclpeAeIeHNs KIoueH.

6 |KBAHTOBOE PACIIPEJAEJIEHUE KJIIOYEN
PaccmaTpuBaeMbie BOIIPOCHL:

- 3aIMTA MOCPEICTBOM HEOPTOTOHATBHBIX COCTOSHHUIL;

- 3aIIATa TOCPEACTBOM MEPETYTHIBAHNSL.

7 |KBAHTOBOE PACIIPEJIEJIEHUE KJIFOUEN C OJJMHOYHBIMU YACTULIAMU

PaccmarpuBaemble BOIPOCHI:




TemaTyka JTEKIMOHHBIX 3aHATUHN / KpaTKOE COJIEpKAHNE

- NOJISIPU30BaHHBIE (POTOHBI;
- CHCTEMBI, KOJJMPOBaHHBIE 110 (aze.

KBAHTOBOE PACIIPE/IEJIEHUE KJIFOUEN C [TOMOILIBIO ITEPEITY TAHHBIX
COCTOSIHUI

PaccmaTpuBaemble BOIIPOCHI:
- KpUTEPUH 3aIHTHI;

- KBaHTOBOE IOJICITyIINBaHUE;
- ICTIPaBJICHUE OIMINOO0K;

- YCHJICHHE CEKPETHOCTH.

OKCIIEPUMEHTAJIbHBIE PEAJIM3ALIA

PaccmarpuBaembie BOIPOCHL:

- KOJIUPOBaHUE NOJIIPU3aLUY;

- KonupoBaHue (asbl;

- KBaHTOBast KpUINITOrpadusi, OCHOBAaHHAS Ha MEPENyTHIBAHUT

10

OCHOBHBIE ITPOTOKOJIbI

PaccmarpuBaeMbie BOTIPOCHL:

- POTOKOJI TTOJTOTOBKY M U3MEPCHUS;

- IPOTOKOJIBI, OCHOBAHHEIC HA 3aITyTAHHOCTH;

- PENIATUBUCTCKOE KBAHTOBOE pacIpe/ieieHue KIIouel yepe3 OTKPHITOE MPOCTPAHCTBO C CUHXPOHU3AINEH
1 0e3 CHHXPOHM3AIIMU YaCOB Ha MPUEMHON U MePearolieii CTOPOHE.

11

ITPOTOKOJI BB84

PaccMarpuBaeMble BOIIPOCHL:

- UCTIONIb3yEMbIC KBAHTOBBIC COCTOSTHHS M KOIMPOBAHUE COCTOSHUIA;
- oOHapy»XeHHe U UCTIPAaBICHUE OIINOOK, OOHapyXCHUE BTOPKCHNUS;
- KpUNTOAHAIN3 MPOTOKOJIA;

- aTaKa pasfe’eHus Yucia GOTOHOB.

12

ITPOTOKOJI BBM92

PaccmarpuBaemble BOIIPOCHL:
- 0COOEHHOCTH;

- aJITOpUTM;

- KpUIITOaHAJIH3.

13

[MPOTOKOJI B92

PaccmarpuBaeMblie BOpOCHI:

- OIHMCaHHUE;

- oOHapy»XeHHEe BTOPKEHUS:

- KPUIITOCTOMKOCTb IIPOTOKOJIA.

14

SALEIUVIEHHBIE COCTOAHUMA. ITIPOTOKOJI E9

PaccmarpuBaemble BOIPOCHL:

- 3aIeTUIeHHBIe COCTOsTHUS yacTull, DI1P-napa;

- HepaBeHCTBO bena, o6o0menHast Teopema bena;
- OnHcaHue U 000CHOBaHUE PabOTHI IPOTOKOJIA;

- KpUIITOAHAIN3 IIPOTOKOJIA.

15

JIPYTUE [IPOTOKOJIBI (SARG04, Lo05 u 1p.)

PaccmarpuBaemble BOIPOCHI:

- omHcaHue ¥ 00OCHOBAaHHUE aJTOPUTMA;
- 0COOEHHOCTH;

- KpUIITOAHAJIH3.

16

ATIITAPATHOE OBECITIEYEHME J1J11 KBAHTOBOM KPUIITOI' PADUN

PaccmaTpuBaemble BOIIPOCHI:
- 0COOEHHOCTH 1 001IHe TpeOOBAHNUS;




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KpaTKOE COJIEpKAHNE

- IpUMEpPHI pabOTAIONINX KBAHTOBO-KPHITOTPA(YHUIECKUX CUCTEM.
- IpOLIEAYPHl HACTPOUKHU YCTPOIMCTBA KBAHTOBOM KpUNTOrpaduu.

4.2. 3aHATUS CEMUHAPCKOTO TUNA.

Hp AKTHYCCKHUC 3aHATHIA

/o

Tematuka MPAKTUYICCKUX 3aHATHH/ KpaTKO€ COACPKAHUC

AHAJIN3 METOJIOB KOJIMPOBAHNS B KBAHTOBOU KPUITTOI' PA®UN

B pe3yabTare paGOTLI CTYACHTOM 6y[lyT HCCJICA0BAaHbl U IPOAHAJIU3UPOBAHbI METOAbl KOAUPOBAHUA U
IMOATOTOBJICH OTYCT.

NCCIIEJOBAHUME BN/10B ATAK HA 3AIIMIIEHHBIE KBAHTOBBIE KAHAJIbBI

B pe3yibTaTe pa6OTLI CTYACHTOM 6y,I[yT HCCJIICAOBAHBI U MPOAHAIN3UPOBAHBI BUABI ATAK U NOATOTOBJICH
OTYCT.

KPUIITOCTOUKOCTD ITPOTOKOJIA BB84

B pe3synbraTe paboThl CTyJeHTOM OyJeT IPOaHATU3UPOBAH KPUNITOAHAIN3 IPOTOKOJIA U IIOJTOTOBIEH
OTYeT.

AJI'OPUTM PATOTBI [IPOTOKOJIA BBM92

B pesynabrate paboThl CTYAEHTOM OyZAET MOATOTOBJICH OTUYET, TAE MPEACTABICH allTOPUTM pabOThI
MPOTOKOJIA.

OITMCAHUE ITPOTOKOJIA B92

B pe3synbraTe paboThl CTyJeHTOM OyeT NOATOTOBICH OTYET ¢ OIHUCAHUEM NPOTOKOIIA.

ITPOTOKOJI E9

B pesynbraTe paboThl CTYI€HTOM OyIET NOATOTOBJIEH OTYET C ONMCAHUEM M 00OCHOBaHUEM PaOOTHI
MPOTOKOJIA.

[MPOTOKOJI SARG04

B pesynbTate paboThl CTYAEHTOM OYyAET MOATrOTOBIIEH OTYET, Te IPEJICTABICH aJTOPUTM paboThI
MPOTOKOJIA.

KBAHTOBO-KPUIITOITPAOUYECKUE CUCTEMBI

B pesysbrare paboThI CTYICHTOM Oy/ICT MOArOTOBJICH OTYET, ¢ POaHaIM3HPOBAHBI KBAHTOBO-
KpHUnTorpaduueckie CUCTEMbI, 1 IPUMEHHM KOMIUIEKCHBIN MO/IX0/1 K 00ecredeHnIo HHPOPMAIIMOHHOH
0€301acHOCTH 00BEKTA 3aI[UTHI.

4.3. CamocrosiTenbHas padoTa 00y4Jarommuxcs.

/o

Bua camocrositensHOM paboThI

W3y4yenne 1ONONHUTENBPHON JIUTEPATYPBI

PaboTa ¢ neKIMoHHBIM MaTepUaIoM

HO}IFOTOBKa K IIPAKTHYCCKUM 3aHATHAM

IIoarororka k HpOMC)KYTOLIHOI\/'I aTTeCTaluu.

gl B W N

IIoarororka k TCKYLIEMY KOHTPOJIIO.




5. IlepeueHp wu3maHMM, KOTOpPBIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU

OCBOCHUU JUCHUIUIMHBI (MOIYJIA).
Ne
/i
1 | «3amuTa HHPOPMAITMOHHBIX CUCTEM. https://e.lanbook.com/book/394544

Kubep6eszonacnocts» (bamanos, A. H. 3amura

nHpopmanoHHbIX cucteM. KnbepoezonacHoCTb :

bubnmorpaduyeckoe onucanue Mecro nocryna

yuebHoe nocobue as By30B / A. H. bananos. —
Cankr-IlerepOypr:Jlans, 2024. — ISBN 978-5-507-
48807-0

2 | bananos, A. H. Kommnekcnas nadopmannonHast https://e.lanbook.com/book/414947
0e30macHOCTh : yueOHoe mocooue st By30B / A. H.
bananos. — Cankrt-IlerepOypr : Jlans, 2024. — 400
c.— ISBN 978-5-507-49250-3. — Tekcr :
3JICKTPOHHBIN // JIaHb : AIEKTPOHHO-OMOINOTEYHAS

cucrema.
3 | Jleontnes, A. C. 3amura nadopmanuu : yaeoHoe https://e.lanbook.com/book/182491
nocobue / A. C. JleoutseB. — Mocksa : PTY
MUPDA, 2021. — 79 c. — TeKcCT : 37eKTPOHHBIIA //
JlaHb : 2IEKTPOHHO-OMOINOTEYHAs CHCTEMA.

4 | Kammpckas, E. H. Kpunrorpaduueckre CHCTEMBI : https://e.lanbook.com/book/182424
yuebHoe nocobue / E. H. Kammpckas, A. I1. Kymnup.
— Mockga : PTY MUPDA, 2021. — 66 ¢. — Teker :
AIIEKTPOHHBIN // JIaHb : 3IeKTPOHHO-OMOIMOTeYHAs

cHuCTEMaA.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BATHCS MPH
OCBOCHUU JUCHUIUIUHBI (MOYJIA).

CDOp}IM CIICIINAJINCTOB 10 I/IH(I)OpMaHI/IOHHI)IM TEXHOJIOTUSAM
http://citforum.ru/
NHTEpHET-yHUBEPCUTET UH(OOPMAITMOHHBIX TE€XHOJIOTUH

http://www.intuit.ru/
Odurmansueiit caiit PYT (MUUT) (https://www.miit.ru/).
Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).
O6pa3zoBarenbHas miathopma «kOpaitt» (https://urait.ru/).
O6mme wHPOPMAIMOHHBIE, CHPABOYHBIE W  TOWCKOBBIE  CUCTEMBI
«Koncynbrant Ilmroc», «I'apanTy.
DIIEeKTPOHHO-0MOIMOTeUHAS crucTema U3aTeIbCTBA «JIanby»

(http://e.lanbook.com/).



7. llepedyeHb  JNHIEH3UOHHOTO W  CBOOOJHO  PacHpOCTPaHSIEMOIO
IPOrpaMMHOr0 00€CIEeYeHUsl, B TOM YMCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOMMOTrO JUIsl OCBOCHUS JUCIIUILIMHBI (MOJTYJIs).

Microsoft Windows.
Microsoft Office.
Nutepuer-Opaysep (Yandex u nip.)

8. OmnucaHue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO MpOolecca MO AUCHUILTHHE (MOIYIIIO).

YyeOnast ayauTopus IS TPOBEACHUS YUYCOHBIX 3aHATHNA (3aHITHHA
JIEKIIMOHHOTO THUIIA, MPAKTUYECKUX 3aHATHM ):

- KOMIIBIOTEP MpeTnoaBaTessi, MyJIbTUMEIUHHOE 000pyAOBaHHUE, TOCKA.

AyauTopus NOAKIOUEHA K ceTu «HTepHeT».

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3auet B 6 cemecTpe.

10. OueHOUHBIE MAaTEpHUAIIBI.

OreHOYHBIE MaTepUaNbl, TPUMEHSIEMBIE TIPU MTPOBEACHUH TTPOMEKYTOTHOM
aTTECTaIluH, pa3padaThIBAIOTCI B COOTBETCTBUH C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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