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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Ilenbto ocBoeHust yueOHOW aucuuIUIMHBL «KBaHTOBas kpunrorpagus»
ABisieTCs (OPMUPOBAHHE NPO(ECCUOHANBHBIX KOMIETEHLIUH 10 OCHOBHBIM
pazzenam IUCLHUILIAHBI.

3ajayaMu AUCIUIUIMHBI SBIISIOTCS:

- U3y4YEHUE METO/I0B KOJMPOBaHUs B KBAHTOBOW KpUITOrpaduu;

- U3y4Y€HHUE MPOTOKOJIOB KBAHTOBBIX KOMMYHHUKAIUH;

- CTYJICHTBI JIOJKHBI HAYYUTHCS IPUMEHSTh METOABI M CPEACTBA KBAHTOBOM
KpunTorpaduu npu atakax Ha 3alllMIICHHbIE KBAHTOBbIC KaHAbI.

2. [Inanupyemblie pe3ybTaTbl 00y4YeHHUS 110 AUCIUIUIMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3yibTaTOB OCBOCHHSI 0Opa30BaTEIbHOM
porpamMmbl (KOMIIETEHLUI) B pe3ybTaTe 00yUYeHUs M0 TUCHMILIUHE (MOIYIIO):

OIIK-3 - CnocoGeH Ha OCHOBaHMHM COBOKYIHOCTH MaTE€MaTUYECKHUX
METOJI0B, (PU3MYECKHUX 3aKOHOB WU MOjeliel pa3pabarbiBaTh, 0OOCHOBBIBaTH U
peaIu30BBIBaTh MPOIEAYPHI PEIICHUS 3a/1ad MPOPEeCCUOHATIBHON IEATEIbHOCTH.

OOy4eHue 1o JUCIUTUTHHE (MOAYITIO) MIPEAIOJIAraeT, YTo IO €ro pe3yJibTaTaM
oOyyaroruiicst Oyner:

3HaTh:

- (U3HYECKHE OCHOBBI MPOLECCOB, HCIOJB3YIONIMXCSI B KBaHTOBBIX
TEXHOJIOTUSX U1 K poBaHus UH(DOpMaALUY;

- METOJbI KOJUPOBAHUS B KBAHTOBOW KpUINITOrpaduu;

- IPOTOKOJIbI KBAHTOBOTO PACTIPECICHUS KITIOUEH;

- IOJIUTUKU MH(OPMAIMOHHON O€3011aCHOCTH;

- HOpMaTHBHBIE U METOJAMYECKHE MaTepHalibl MO BOIpPOcaM OOecTeueHUs
nH(OPMAITMOHHON O€30MTaCHOCTH.

Ymerh:

- OIICHUBATh YPOBEHB 0€30MMaCHOCTH 00BEKTA 3aIHTHI;

- MPUMEHATH METOIbI KBAHTOBOUW KPUMNTOTpapUu IS 3aIIUTHI HHPOPMAIIHIH.

- MPUMEHSATh KOMIUIEKCHBIA TOAXOJ K oOecnedeHnuto HHGOPMaIMOHHON
0€30I1aCHOCTH 0O0BEKTA 3aIlMUTHI;

- OCYIIECTBJIATH TOAOOp, M3yYeHHE M O000O0IIEHHEe HAayIHO-TEXHHUYECKOH
JUTEPaTypbl, HOPMATUBHBIX U METOAUYCCKUX MATCPHAIIOB;

- cocTaBisATh 0030p MO Bompocam obecriedeHuss WHGOPMAIMOHHON
0e30ITaCHOCTH.

Baanern:



- HaBBIKAMH TPUMEHCHHsI KOMIUICKCHOW 3alllMTHl MPHU aTakax Ha OOBEKT
nH(OpMaTU3aIUN, BKITFOYAsi KBAHTOBBIE KaHAJIBI,

- HaBBIKAMU peaTU3aINK MOJTUTUKHA HH(POPMAITMOHHOM 0€3011aCHOCTH;

- HaBbIKAMH TPHUMCHCHHUS KOMIUIGKCHOTO IToAXoJa K OOeCIeYeHUIo
UH()OPMAITMOHHONW 0e301aCHOCTH OOBEKTa 3alllMTHl C WCIOJIb30BAaHUEM CPEJICTB
KBaHTOBOM Kpumnrorpaduu;

- HaBbIKaMH T0a0Opa M COCTaBJIeHHS 0030pa HAayIHO-TEXHHUYCCKOU
JUTEPATYPHI TIO BOMpOcaM obecrieueHuss HHOOPMAITMOHHONW 0€30MaCHOCTH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).
3.1. O0miast Tpy10eMKOCTh AUCITUIUTHHBI (MOIYIIS).

OO6miass TPyIOEMKOCTh JUCHUIUIMHBI (MOayJisi) coctaBiser 5 3.e. (180
aKaJieMUYecKux yaca(oB).

3.2. OObeMm pguctuIUIiHBI (MOayns) B ¢GopMe KOHTAaKTHOM pabOThI
oOydJaronmuxcst ¢  MEeNarorM4ecCKUMH  pabOTHHUKaMu W (WIHM)  JUIAMH,
MPUBJICKAEMBIMU K peaau3aiuu 00pa30BaTeIbHON MMPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
IPY IPOBEJICHUY yUESOHBIX 3aHITHI:

KonnuectBo yacos
Tun y4eOHBIX 3aHATHI Bceero| Cemectp
NelO
KonrakTHas paboTa rmpu npoBeieHHH Y4eOHbIX 3aHATHH (BCEro): 64 64
B ToMm uncie:
3aHATHSA JIEKIIMOHHOT'O THTIA 32 32
3aHATUSA CEMUHAPCKOro THUIa 32 32

3.3. ObveM muctUIUIMHBI (MOAYJs) B (popMe CamMOCTOSITENBHOW pPabOTHI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM paboThl O0O0ydaroIuxcs ¢
nearorudeckuMu paboTHUKAMHU U (M) JTULAMU, IPUBJIEKAEMBIMH K peau3aiiu
oOpa3oBaTeabHOM TpOrpaMMbl Ha HWHBIX YCJIOBHUSIX, NpH NPOBEICHUU
MPOMEKYTOUHOM aTrrecTanuu coctapisier 116 akagemuueckux daca (0B).

3.4. ITpu oOy4yeHnH N0 MHIUBUAYAIbHOMY YUYEOHOMY ILIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4Ye€HHH, 00BEM JTUCIUIUIMHBI (MOJYJIsI) MOXKET OBITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYaromuxcs, a Takxke B (hopme
KOHTAKTHOH paboThl 00YYaIOIIMXCS C MEJarorndyecKuMy paOOTHUKAMHU U (WJIH)
JUIIAMU, TIPUBJIIEKAEMBbIMU K pealii3aliii 00pa3oBaTeIbHONW MIPOrpaMMbl HA MHBIX
YCIJIOBHSIX, IPU MPOBEAEHUU IIPOMEKYTOYHOM aTTECTALINH.




4. ConeprxkaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOT'O THUIIA.
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TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

METO/Ibl KOJVPOBAHMS B KBAHTOBOI KPUIITOT' PAGUU

PaccmaTprBaemble BOIIPOCHI:

- HOJIAPU3ALMOHHOE KOJIMPOBAHNE;

- (hasoBOE KOMpOBaHME;

- YaCTOTHOE KOINPOBaHHE;

- PeJIATHBUCTCKAs KBaHTOBas Kpunrorpadus.

TEXHOJIOT MYECKUE ITPOBJIEMbI KBAHTOBOI KPUIITOI' PAGUN

PaccmarpuBaeMble BOIpOCHI:

- ICTOYHHUKH OJMHOYHBIX (POTOHOB;
- KBAaHTOBBIE KaHAJIbI;

- IETEKTOPBI OJJMHOYHBIX (POTOHOB;
- TEHEPATOPBI CITyJalHBIX YHCEIL.

ATAKU HA 3AIIMIIEHHBIE KBAHTOBBIE KAHAJIbBI KOMMYHUKAILIMUN

PaCCManI/IBaeMI:IC BOIPOCHI:
- BUJIBI aTak;
- aTaka C ACJICHUCM YuClia (bOTOHOB.

OCHOBHBIE ITPOTOKOJIbI KBAHTOBbIX KOMMYHUKALIVI U X
OIIMCAHUME

PaccmatpuBaeMble BOITPOCHI:

- KBQHTOBAs TEJCTIOPTALIHS;

- CBEPXIUIOTHOE KOJUPOBAHHE;

- KBAaHTOBOE PACIpe/ieieHHe KIFOYCH.

OIHOPA3OBbBIE KJIFOU1

PaccmarpuBaemble BOIPOCHI:

- kputepwuii llleHHOHA a0COMIOTHON CEKPETHOCTH;

- KBAHTOBO-MEXaHHYECKHE 3alIPEThl Ha KOMUPOBAHNE HEU3BECTHOIO KBAHTOBOTO COCTOSIHUS;
- OCHOBHBIE CTAJIMM KBAHTOBBIX MPOTOKOJIOB PACHPEACICHUS KIIOUEH.

KBAHTOBOE PACIIPEJEJIEHHME KJIIOYEM

PaCCManl/IBaeMI)Ie BOIPOCKHI:
- 3alIrTa NoCpE€ACTBOM HEOPTOIOHAJIbHBIX COCTOﬂHMﬁ;
- 3alIrUTa NOCPEACTBOM IEPEITYThIBAHUA.

KBAHTOBOE PACIIPEJEJIEHUE KJIIOYEM C OJJMHOYHBIMU YACTULIAMU

PaccmaTpuBaemble BOIIPOCHI:
- NOJISIPU30BaHHBIE (POTOHBI,
- CHCTEMbI, KOJUPOBaHHBIE 110 (haze.

KBAHTOBOE PACIIPEJEJIEHUE KJIFOYEN C TIOMOILIBIO TIEPEITY TAHHBIX
COCTOSIHUI

PaccmatprBaemble BOIIPOCHI:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- KpUTEPUH 3aIIUTHI;

- KBAaHTOBOE TTOJICITyIIINBAHHE;
- UCTIpaBJICHUE OIIHOOK;

- YCUJICHUE CEKPETHOCTH.

OKCIHEPUMEHTAJIBHBIE PEAJIM3ALINN

PaccmaTprBaemble BOIIPOCHI:

- KOJMPOBaHHE MOJISIPHU3ALINY;

- KogupoBaHue (hasbl;

- KBaHTOBas KpUnrTorpadus, OCHOBaHHAs Ha TEPEITy THIBAHUH
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OCHOBHBbBIE ITPOTOKOJIbI

PaccmarpuBaeMble BOIpOCHI:

- IPOTOKOJI OJTOTOBKY M U3MEPEHHUS;

- IIPOTOKOJIbI, OCHOBAHHLIC HA 3aIlyTAHHOCTH;

- PEIATUBUCTCKOE KBAHTOBOE paclpeielIeHUe KIIoUuel 4epe3 OTKPhITOE IPOCTPAHCTBO C CHHXPOHHU3ALUEH
u 6e3 CHHXPOHH3AINY YaCcOB Ha MPHEMHON U IepeIalomieil CTOpOHe.
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ITPOTOKOJI BB84

PaccmaTpuBaemble BOTIPOCH:

- ICHOJIb3yEMble KBAHTOBBIE COCTOSIHUS M KOAUPOBAHUE COCTOSTHUM;
- oOHapy»KeHHe ¥ UCTIPaBJICHUE OIMOOK, 0OHApY)KEHNE BTOPKEHUS;
- KpUIITOAHAIN3 IPOTOKOJIA;

- aTaKa pa3AeNeHus Yuciia (POTOHOB.

12

IMTPOTOKOJI BBM92

PaccmaTprBaeMbIe BOTIPOCHI:
- 0COOEHHOCTH;

- QITOPUTM;

- KPUIITOAHAJIN3.

13

ITPOTOKOJI B92

PaccmaTprBaemble BOIIPOCHI:

- OIIMCAHUE;

- oOHapy’>KeHUE BTOPKCHUS:

- KPUIITOCTOMKOCTB IIPOTOKOJIA.

14

SALEIUVIEHHBIE COCTOSAHMA. ITPOTOKOJI E9

PaccmatprBaeMbie BOTIPOCHI:

- 3aIeTUIeHHbIe COCTOsIHUS yacTull, DI1P-napa;

- HepaBeHCTBO bemna, 0600menHas Teopema bernna;
- onucaHue U 060CHOBaHHE PabOTH IPOTOKOIIA;

- KpUNIITOAHAJIN3 IIPOTOKOJA.

15

JAPYTUE ITPOTOKOJIbI (SARGO04, Lo05 u np.)

PaccmarpuBaeMbie BOTIPOCHI:

- OMKCaHUE U 0OOCHOBAHUE AJITOPUTMA;
- 0COOEHHOCTH;

- KpUIITOAHAJIH3.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

16

ATIITAPATHOE OBECIIEYEHME J1J151 KBAHTOBOI KPUIITOI' PA®UU

PaccmarpuBaeMble BOIPOCHL:

- 0c0OOEHHOCTH U 0011IKe TpeOoBaHNUS;

- IpUMepHI pabOTAIONINX KBAHTOBO-KPUITOTPA(YUIECKIX CUCTEM.
- IPOLIEAYPBI HACTPOHKHU YCTPOICTBA KBAHTOBON KpUITOrpaduu.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

n/n

TemaTrka MpakKTHYECKUX 3aHATHI/KPaTKOE COIepKaHNe

HccnenoBanue kiaccuyeckux MQppoB 3aMeHbl 1 nepectanoBku (Llezaps, Ar6ar,
CkuTana)

B pesynpTaTte paboThl CTYIeHTOM OyIyT UCCIIEAOBAaHbI U MPOAHATU3UPOBAHEI METOBI IMH()POBAHHS
3amenoii (Ilezapp, AtOai) u nepecraHoBkoii (CkuTana), BHIIOJIHEHO MTPaKTHYeCKoe MU(pPOBaHUE U
JemrdpoBaHue TEKCTOB Pa3IMUHOM UIMHBI, IPOBEAEH YaCTOTHBIM aHa M3 A1 BCKphITHs mudpa Llesaps, a
TaKXXe MOATOTOBIIEH OTYET C BBIBOJIAMU O KPUIITOCTOWKOCTH KJIACCHYECKUX AJITOPUTMOB K COBPEMEHHBIM
METO/IaM KPHUIITOAHAIH3A.

Hccnenoanue mudpa Bikunepa 1 METOI0B €ro KpUNTOAHAIN3A

B pesynbrate paboThl cTYyAEHTOM OyAyT MCCIIEAO0BaHbI M MPOaHAIN3UPOBAHBI IIPHHIUITEL padOTHI K pa
Bmxunepa (Tabnuna Bmxunepa, KiroueBoe €10BO), BBIIOIHEHO MH(POBaHKE U ACMIN(BPOBAHNE TEKCTOB C
Pa3IMYHBIMY KITIOYaMH, IIPOBEJCH KPUIITOAHAIN3 C UCTIONIb30BaHUEM MeTona Kacucku (monck
MOBTOPSIIOLIMXCS (PParMEHTOB) M MHJEKCA COBIAACHUM IS OTIPE/IeTICHUS JUTMHBI KITF04a, a TAaKXKe
MOJITOTOBJIEH OTYET C BBIBOIaMH 00 YSA3BUMOCTSIX HOJINaN(aBUTHBIX IU(POB.

HccnenoBanre Moy IbHON apu(METHKH U €€ TPUMEHEHHs B KpUITOTpadun

B pesynbrate paboThl CTYAEHTOM OyAyT MCCIEA0BaHbI U IPOAHAIN3UPOBAHBI AITOPUTMBI MOy JIbHOH
apudMeTHKH (pacIIMPeHHbIH anropuT™ EBKIna T HaX0KASHUS 00OpaTHOTO JIEMEHTa, OBICTpoe
BO3BEJICHUE B CTEICHB 110 MOJIYJIIO, PEIICHUE CPAaBHEHHH IEPBOH CTENEHN, KNTalicKas TeopemMa 00
0CTaTKax), BHIMOJIHEHBI IPAKTHYECKUE BBIYHCIICHHS, HEOOXOJMMBIE JUTS PealU3alii KPUNTOrpahuIecKux
anroput™MoB RSA u Inddu-Xasnmmana, a Takke IMOATOTOBIICH OTYET ¢ IPUMEPaMH PUMEHCHNUS
MO/JIYJIbHBIX BBIYHCIICHHH.

Uccnenoanue anroputma DES (Data Encryption Standard) u ero ys3BuMocTeit

B pesynbTate paboThI CTyIeHTOM OyIyT HCCIIEA0BaHbI U IIPOAHATN3UPOBAHE! CTPYKTypa anroputma DES
(cetp DeticTemns, S-OIOKH, pacHCaHUE KITFOUEH ), BRITIOTHEHA MMPOTpaMMHAs PeaTH3anus I PyIHOH
pacuet oxHOTo payHna DES, mpoBeneH aHamm3 ys3BUMOCTEH (MaJbIii pa3Mep Kiroda 56 OUT, BO3SMOKHOCTD
muddepeHIransHOro KpUNToaHal3a), 8 TAKXKe IMOATOTOBJIEH OTYET C BBIBOJIAMH O TIPHYMHAX 3aMEHBI
DES na AES.

Uccnenoanue anroputma AES (Advanced Encryption Standard)

B pesynbrate paboThl CTYAEHTOM OYyAyT UCCIIEAOBAHbI U IPOAHAIN3UPOBAHBI CTPYKTYPa U BCE ITAIIbI
paynna AES (SubBytes, ShiftRows, MixColumns, AddRoundKey), BbiniosnHeHa peanu3aiusi 0IHOro
payHna AES Ha yueOHbBIX IaHHBIX, IPOBEJICH aHAIN3 reHepanun payHaoBbix kimodei (Key Schedule) u
MCCIIEeI0BaH JaBUHHBIN 3 (EeKT Mpyu U3MEHEHNH OJTHOTrO OKMTa KITF0Ya MM OTKPBITOTO TEKCTA, a TAKKE
MOJITOTOBJICH OTYET C 000CHOBaHMEM KpunrtocTolkocTa AES.




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEep KaHNe

Uccnenoanue pexxumoB mudposanus 61ounbix anroputmoB (ECB, CBC, CFB, OFB,
CTR)

B pesynbrate paboThI CTYAEHTOM OYyAyT UCCIIEIO0BAHbI U IPOAHAIN3UPOBAHBI BCE OCHOBHBIE PEXKHMBI
mr¢poBaHus OJIOYHBIX aJITOPUTMOB, BEIIIOJIHEHO NPAKTHYECKOe MH(poBaHue rpaduuecKoro
n3obpaxenus B pexxume ECB (Bu3yanu3zanust ysi3BUMOCTH — TIPOSIBIICHHE TIOBTOPSIIOINXCS OJIOKOB) U B
pexxume CBC (CKpbITHE MOBTOPSIIOUIUXCS OJI0KOB), TPOBEICH aHAIN3 BIUSHUS OIIMOKM B OJTHOM OJIOKe
mu(ppPOTEKCTa HA pacIn(pPOBaHHBIE OIOKH IS KaXKA0TO PEXNMA, a TAKKE ITOJTOTOBIIEH OTYET C
PEKOMEHIALUSIMH 10 BEIOOPY PEKMMa B 3aBUCHMOCTH OT 00JIaCTH TPUMEHEHHUS.

UccnenoBanue norokoBsix mmdpos (RC4, ChaCha20)

B pesynbrarte paboThI CTYAEHTOM OyAyT UCCIIEA0BAHbI U MPOAHAIN3UPOBAHBI TIPHHIUITEI PA0OTHI
MOTOKOBBIX IH(poB Ha npumepe RC4 (naunmanuzanus S-610Ka, reHeparys IceBA0CIyYaifHOTO
kiroueBoro rnoroka) u ChaCha20 (crpykrypa paynna QR — Quarter Round), Bemmosnneno mmgposanue
TECTOBBIX COOOLICHUIL, TpOBe/ieH aHanu3 ys3BuMocTeit RC4 (cMeleHne nepBhix 0aiToB, IPUMEHUMOCTD B
npotokosie WEP), a Takxe ITOJrOTOBJIEH OTYET CO CPaBHEHUEM IPOU3BOJUTEIBHOCTH U KPUITOCTONKOCTH
RC4 n ChaCha20.

Uccnenosanue konoB ayreHTHQuKanuu coodmenniit (HMAC, CMAC) u pexxumoB
ayreHruduiupoBannoro mudposanus (AES-GCM, ChaCha20-Poly1305)

B pesynbrate paboThI CTYAEHTOM OyAyT UCCIIEAOBAHbI U IPOAHAIN3UPOBAHBI IIPHHIUITEI TOCTPOSHHMS
HMAC na ocHose xaur-¢pynkiuidi 1 CMAC Ha ocHOBe OJIOYHBIX IU(POB, BBITOIHEHBI TeHepanus MAC
JUISl COOOIICHUH Pa3IMYHOM IJTHHBI, @ TAK)KE UCCIIEIOBAHBI PEXKUMBI Ay TEHTH()HUIIMPOBAHHOTO
mmgposanus (AEAD) — AES-GCM u ChaCha20-Poly1305, npoBeneH aHanu3 yCTOHYMBOCTH K aTakam
Ha LEIOCTHOCTh (OMTOBBIE MCKaKEHHS MIN(POTEKCTA), a TAK)KE MOJTOTOBIICH OTYET C BBIBOJAMH O
npumeHeand MAC nu AEAD s obecniedeHust IEOCTHOCTH | MTOUTHHHOCTH JTAHHBIX.

Uccnenoanue nporokona Juddu-Xannmana (Diffie-Hellman) u ataku «yenoBex
MOCEPETUHE»

B pesynbrate paboThl CTYA€HTOM OyAyT UCCIIEAOBAHbI U TPOAHAIN3UPOBAHBl MATEMAaTHYECKUE OCHOBEI
npotokoia Juddu-Xanmmana (3a1a4a JUCKPETHOTO JIorapu(hMUPOBAHUS, BBIOOP MPOCTOTO YUCIIA U
NepBoOOPa3HOr0 KOPHS), BHIIIOIHEHA IIPOrpaMMHasi peasin3aliys BbIpaOOTKM 00IIEro CEKPETHOTo KITtoua
JIByMs1 a0OHEHTaMH, MPOBEJICHA dMYJIALUS aTaku «4eoBek nocepeante» (MITM) Ha
HeayTeHTH(UIMPOBAHHBIN TPOTOKOJ, & TAKXKE MOJrOTOBIICH OTYET C BHIBOJAMH O HEOOXOJMMOCTH
ayTeHTH(HUKALINU CTOPOH MPH HCIob30BaHny DH.
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Hccnenosanue anropurma RSA (renepanus kiatoueit, mmdpoBanue, 1enmppoBaHue)

B pesynbraTte paboThl cTYyA€HTOM OyAyT HMCCIIEI0BaHbI U MPOaHAIN3UPOBAHBI BCE ATANbI anroputMa RSA
(reHepanys NPOCTHIX YUCEN P U ¢, BEIYMCICHHE MOAYJIS n ¥ GyHKIMHK Ditnepa ?(n), BHIOOP OTKPBITOM
9KCIIOHEHTHI €, BBIYMCICHHUE 3aKPBITON 3KCIIOHEHTHI d), BBITIOIHEHBI IPAKTHYECKOE IH(pPOBAHUE U
nemrpOBaHUE YHCIOBBIX COOOIIECHHUH, IPOBEACH aHAIN3 3aBUCUMOCTH KPUITOCTOMKOCTH RSA oT
pasmepa kiroua (512, 1024, 2048 6ur), a TakKe MOJATOTOBJICH OTYET C BHIBOJAMH O (PaKTOpax, BIUIIONIIX
Ha Oe3zomacHOCTs RSA.

11

HccnenoBanue anropurmoB mudpooii moamnucu (RSA-PSS, DSA, ECDSA)

B pesynbrate paboThI CTYAEHTOM OyAyT UCCIIEA0BaHbI U MIPOaHAIN3UPOBAHBI IIPHHIUITEL PAOOTHI
anroputmoB nudposoii noanucu RSA-PSS, DSA nu ECDSA, BbInonHEHBI TeHepanysi KIII0YEBbIX ap,
MOJNMCcCanue cooOIIeHHs (C IpeIBapUTEIbHBIM X3UIMPOBAHUEM) M IPOBEPKA HOAIUCH, TPOBEJICH aHAJIN3
ysizBuMocTi DSA n ECDSA npu noBTOPHOM MCIIOJIb30BaHUHU CIIy4aitHOro yncia k (BO3MOXXHOCTb




n/n

TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEep KaHNe

BOCCTAHOBJICHHUSA 3aKPBITOTO KJHO‘Ia), a TaKK€ MOATOTOBJICEH OTYET CO CPABHEHUEM pa3sMeEpa IOAIINCH,
TIIPOU3BOAUTEIIBHOCTH U obnactu TIPUMEHCHUA KaXXI0r 0 aJiropurMa.

12

Hccnenoanue snuntudeckoit kpuntorpapun (ECC, ECDH, EdDSA)

B pesysbrare pabOTHI CTYICHTOM OYIyT HCCICIOBAHbI U IMPOAHATU3UPOBAHBI OCHOBBI SJUTUITHYCCKON
Kkpunrorpadguu (3JUIMNTHYECKIE KPUBbIE HaJl KOHEYHBIMU MOJISIMHU, OTIEPAIIN CJIOKEHHS U YIBOCHUSI
TOYEK, 3a/1a4a JUCKPETHOT'O JIOrapu(pMHUPOBAHUS HA ILIHNTHYCCKOM KpuBoii — ECDLP), BeimonHeHa
nporpammHas peannzanusi ECDH mns Beipabotku obmero xmoda u EADSA st monnucu cooOmieHuti,
nposexaeHo cpaBHeHne ECC ¢ RSA (pa3mep xirtoya npu 0IMHAKOBOM CTOMKOCTH, CKOPOCTH OIIepaInii), a
TaKXKe IMOATOTOBJICH OTYET ¢ BRIBOaMU 0 npenmytnecTBax ECC mis MOOMIIBHBIX YCTPOUCTB U
BCTPAaNBaEMBIX CHCTEM.
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HccnenoBanue kpunrorpaduyeckux xsm-pynkuuii (MDS5, SHA-1, SHA-256)

B pesynbrate paboThl CTYAEHTOM OyAyT UCCIIEAOBAHbI U IPOAHAIN3UPOBAHBI CBOICTBA
KpunTorpaguyeckux xam-(QyHKIUH (1eTepMUHU3M, JIaBUHHBIH 3 QEKT, yCTOWYUBOCTh K KOJUIU3HUSIM),
BBINOJIHEHO BhruucieHue xamei MDS, SHA-1 u SHA-256 mist TeKCTOBBIX COOOIIEHHA U (aiiioB
pa3TMYHON UTHHBL, IPOBEIEH SKCIIEPUMEHT 0 MOUCKY KoJumu3uil st MDS5 (¢ ucmonb30BaHIEM TOTOBBIX
KOJUTM3UOHHBIX OJIOKOB) M aHAJIN3 JJABUHHOTO 3 dexTa (I3MEHEHHE OTHOTO ONTa COOOIIEHN), a TAKKE
MIOJITOTOBJIEH OTYET C BBhIBOAAaMH 0 HerpuroaHoct MDS n SHA-1 nuist coBpeMeHHBIX KpUITOrpadIecKux
MIPWIOKEHHUH.

14

Uccnenoanue xam-¢pyHkiuu SHA-3 (Keccak) u ataku «JiHel poskIeHUsD

B pesysbrare paboThl CTYICHTOM OYIyT HCCICIOBAHBI U IPOAHATM3UPOBAHBI IPUHITHUITEI padoThl SHA-3
(ryOuarast KOHCTPYKIMS — Sponge construction, pexXuMbl BIUThIBaHUS — absorbing — u omkuma —
squeezing), BBITIOJIHEHO BbIuucieHue xamieir SHA-3 mist TeCTOBBIX COOOIICHHH, MPOBEICH aHATU3 aTaKK
«ITHEW pOXKICHUSD IS TOUCKA KOJUTH3UH (MOICNMPOBAHUE C YMEHBIIIEHHOW pa3psaHOCThIO xa1ra 20-30
OuT), a TaKKe MOATOTOBJICH OTYET C BBIBOJAMH O MUHUMAIIEHO Oe30macHoi JuyrHe Xama (256 6ut u 6oee)
u nenecoodpaszHocTH nepexoaa Ha SHA-3.

15

UccnenoBanue nuappacTpykTyphl OTKpITHIX Kiatouel (PKI) u cepruduxaror X.509

B pesynbrate paboThl CTYAEHTOM OyAyT UCCIIEAOBAHbI U IPOAHAIN3UPOBaHbl KOMIOHEHTH! PKI
(ymocroBepsitoruii nentp CA, peructpannonHsiii nentp RA, penosurtopuii ceprudukaToB), CTpyKTypa
ceprudukara X.509 v3 (mosst subject, issuer, public key, validity, extensions), 1ienmouku 10Bepus
(KOpHEBOH, MPOMEXKYTOUHBIH U KOHEYHBIH CepTU(UKATHI), BBIITOJIHEHA T'eHEepalts CaMOTONUCAHHOTO
ceprudukaTa u 3anpoca Ha ceprudukat (CSR) ¢ ncnons3zoBannem OpenSSL, mpoBeneH aHanms3
mpoTokoyioB oT361Ba cepTrdukaroB (CRL n OCSP), a Takke moAroTOBICH OTYET ¢ BeIBogamu 0 poiu PKI
B oOecnieyeHnH 0e30IacHBIX KOMMYHHUKAIIUH.

16

Uccnenoanue nporokona TLS (pykonoxkartue, aHanu3 Tpapuka U yI3BUMOCTEH )

B pesysbrare paboThI CTYIeHTOM OYyIyT UCCIICIOBAHbI U IIPOAHAIM3UPOBAHBI ATAITbI pyKomoxkatus TLS 1.2
u TLS 1.3 (cormacoBanme mudpos, ayTeHTUHUKAIHS cepBepa, 0OMEH KIF0YaMH, YCTAHOBIICHHE
CECCHOHHOTO KITF04a), BBIIIOJHEH 3axBaT U aHaim3 TLS-tpaduka ¢ momoinpsro Wireshark (maentndukarus
ucnons3yembix CipherSuites, cepTudukaToB, aIrOpuTMOB 0OMEHA KITH04YaMH), IPOBE/ICH aHAIIN3
ys3BuMocTei yerapepmux Bepeuit (SSL 3.0 — araka POODLE, TLS 1.0 — ataka BEAST), a Takxe
MOJITOTOBJICH OTYET C PEKOMEHAALMAMH 110 Oe3omacHoi HacTpoiike TLS mis BeO-cepBepoB.

4.3. CamocrosiTenbHas padoTa 00yJarOIInXCs.




No .
Bun camocrosiTenbHO#M paboTh

/T

1 |M3ydeHue MOMOJHUTEIBHOM JIUTEPATYPhI

2 |Pabota ¢ IEeKIMOHHBIM MaTepHaIOM

3 |[ToaroToBka K MPaKTUYECKUM 3aHATHUSIM

4 | [loarotoBka K MpOMEXYTOYHOU aTTECTALIUH.

5 | IloaroroBka K TEKyIIEMY KOHTPOJIIO.

5. IlepeueHp wu3MaHMM, KOTOPBIE PEKOMEHAYETCS HCIIOIb30BaTh IIPU
OCBOCHMH JIUCLUUILITUHBI (MOIYJIs).
Ne
/o
1 «3ammra nHHOPMALIMOHHBIX CUCTEM. https://e.lanbook.com/book/394544
Kubepbe3zonacHocth» (bananos, A. H. 3ammura

bubnunorpaduueckoe onucanue MecTto nocryna

uHpOpPMaMOHHBIX crcTeM. KubepOe3onacHoCTs :
yuebHnoe mocodue st By3oB / A. H. bananos. —
Canxkr-IlerepOypr:Jlans, 2024. — ISBN 978-5-507-
48807-0

2 bananos, A. H. KommiekcHast nH(pOpMaIiMoHHasT https://e.lanbook.com/book/414947
6e30macHOCTb : yuebHoe mocodue ais By3oB / A. H.
bananoB. — Cankr-IlerepOypr : Jlans, 2024. — 400
c.— ISBN 978-5-507-49250-3. — Texkcr :
AIIEKTPOHHBIH // JIaHb : 2IeKTPOHHO-ONOIHOTEeUHAS

CUCTEMA.
3 | Jleontnes, A. C. 3amura uadopmanuu : yaeoHoe https://e.lanbook.com/book/182491
nocobue / A. C. JleontbeB. — Mocksa : PTY
MUPDA, 2021. — 79 ¢. — TeKcT : 2MeKTpOHHBIH //
JlaHb : 37IEKTPOHHO-OMOINOTEUHAS CHCTEMA.

4 | Kammpckas, E. H. Kpunrorpaduueckie CHCTEMBI https://e.lanbook.com/book/182424
yuebnoe nocooue / E. H. Kammpckas, A. I1. Kymnaup.
— Mocksa : PTY MUPDA, 2021. — 66 c. — TekcT :
3eKTpOHHBIN // JIaHb : 3IeKTPOHHO-OUOIHOTEYHAS

CHUCTCMA.

6. Ilepeuenp coBpeMEHHBIX NPOPECCHOHANBHBIX 0a3 HaHHBIX |
UH(OPMAIIMOHHBIX CIPABOYHBIX CUCTEM, KOTOPbIE€ MOTYT HCHOJB30BAThCS MPHU
OCBOEHUHU JTUCIUIUIMHBI (MOTYJIST).

CDOpyM CIICOHNaJInCTOB 1o I/IH(i)OpMaHI/IOHHLIM TEXHOJIOTUAM
http://citforum.ru/
NHTEpHET-yHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOT U

http://www.intuit.ru/



Odunmansuseiii caiit PYT (MUUAT) (https://www.miit.ru/).
Hayuno-texunueckas oudauorexka PYT (MUUT) (http:/library.miit.ru).
Oo6pa3zoBarenbHas miathopma «FOpaiit» (https://urait.ru/).

OOmue WHPOPMAIIMOHHBIC, CIPAaBOYHBIE W  ITOWCKOBBIE  CHUCTEMBI

«Koncynerant [Lmrocy, «I'apant.
DIeKTPOHHO-0MOIMOTEYHAS cucTemMa W31aTeIbCTBA «JIanby»

(http://e.lanbook.com/).

7. llepeyeHb  JNHMIEH3UOHHOTO W  CBOOOJHO  PacHpoOCTPaHsIEMOro
MpPOrpaMMHOT0 OOECIICUYCHHsI, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIs OCBOCHUSI TUCITUTIIIUHBI (MOIYJIs).

Microsoft Windows.
Microsoft Office.
Hurtepner-Opaysep (Yandex u ap.)

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIIECTBJICHUSI 00Pa30BaTEILHOrO Mpoliecca Mo JUCIUILTHHE (MOIYJIIO).

YuebHas ayautopusi JUisi TPOBEACHUS YUYEOHBIX 3aHATUM (3aHATHUM
JIEKIITMOHHOTO THUTIA, TPAKTUUYECKUX 3aHATUH):

- KOMIIBIOTEP MpernoaaBaTens, MyJbTUMEIUHHOE 000pyAOBaHHE, TOCKA.

AyauTopus NOAKIIOUEHA K ceTu «HTepHeT».

9. ®opma MpOMEKYTOUHOM aTTECTALINU:

Jx3ameH B 10 cemecTpe.

10. OueHouyHbIE MaTepHUabl.

OneHOYHbIE MAaTEPHUAIIBI, TPUMEHSIEMBIE NPU MPOBEICHUHN MTPOMEKYTOUHON
aTTecTall, pa3padaThIBAIOTCA B COOTBETCTBHM C JIOKAJIbHBIM HOPMATHBHBIM

aktom PYT (MUNT).



ABTOpBI:

JIOIIEHT, K.H. Kadeapsl
«BpraucnuTenpbHble CHCTEMBI U
KBAaHTOBBIC KOMMYHUKAITHI)

CoryacoBaHo:

3asenyromuii kadhenpoit BCCullb

[Ipencenarens yueOHO-METOIMUCCKOM
KOMHUCCHH

M. I'ongoBckui

b.B. XKXeneukos

H.A. AnnpusHoBa



