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1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

Juctunnnna «KoMIuieKCHbIE CUCTEMBI 3alIUThl HHPOpPMAIIMK HAa 00BbEKTaX
KEJIE3HOJOPOKHOTO ~ TPAHCIOPTa»  peanu3yeT TpeboBaHud (enepasbHOrOo
roCy/IapCTBEHHOr0 00pa3oBaTeNbHOTO cTaHfapta mno HampasieHuio 10.05.01
«KomnprorepHass  OezomacHocTh».  Llenbpro  mpemnojgaBaHus — TUCHUILIAHBI
«KomruiekcHbIe cUCTeMbl 3aIUThl UHPOpMAIIUU HAa 00BEKTaX JKEJIE3HOJOPOKHOTO
TPAHCTIIOPTa» ABJISIETCS U3JIOKEHUE CTYJEHTAM OCHOBHBIX IPUHIIUIIOB MOCTPOCHHUS
U OpraHu3aiuu (PyHKIIMOHUPOBAHUS KOMIUIEKCHBIX CUCTEM 3aIUThI HHPOPMALIUU
KOMITBIOTEPHBIX CHUCTEM KEJIE3HOAOPOKHOIO TPAHCIOPTA, O3HAKOMIJICHHE C
COBPEMEHHOM TEXHOJOTHEH CO3/1aHusd W BHEJPEHUS KOMIUIEKCHOM CHCTEMBI
3aIIMATHI HA 00BbEKTaX HHPOPMATU3ALMH JKEJIE3HOJOPOKHOI0 TpaHcnopTa. JlaHnHas
JUCUUIUIMHA TPU3BaHA COJIEMCTBOBATH CHUCTEMHOMY MOJIXOMYy K MPOLECCY
pa3pabOTKu M OpraHu3alu (PYyHKIIMOHUPOBAHUS 3AIIMIIEHHBIX KOMITBIOTEPHBIX
cucteM. Bo Bcex paznenax AMCUMIUIMHBI OOJBIIOE BHHUMAHUE YJEISAETCS
NPAaKTUYECKON HANpaBICHHOCTH PacCMaTPUBAEMbIX METOJOB U CPEJCTB 3aAIIMTHI.
3ajauamM JUCHMIUIMHBL SIBISIOTCA: - YETKOE OCO3HaHME HEOOXOOUMOCTU U
BAKHOCTH CHCTEMHOI0 MOAXOAa K mporeccy pa3padoTku 3amuieHHbix KC u
COOJIIOJIEHHE Pa3yMHOI'O KOMIIPOMHUCCA MEXKIY pa3IMYHbIMU MEXaHU3MaMH
3alMTHI; - O3HAKOMJIEHME C OCHOBHBIMM HOPMAaTHUBHO-TIPABOBBIMH U
periiaMeHTHbBIMU JIoOKyMeHTaMu P® B o0nacTu 3amuTbl HHPOpPMALUU; - YMEHUE
pa3pabaTbhiBaTh KOHLEHIHUIO U MOJUTUKU OE30MaCHOCTH KOMIUIEKCHOW CHCTEMBbI
3amutbl uHopmanuu KC; - ymeHue mnpuMmeHsTh S(OPEKTUBHBIC METOIbI
yrapaBjaeHus HWHQPOPMAIMOHHON 0€30MacHOCTH, O00eCIEeUUBAIOIIUE TPEOYEMBIi
YPOBEHb 3aUIUIICHHOCTH; - YMEHHUE BBINOJHATH pPabOThl MO OpraHu3aluu
ApXUTEKTYphl KOMILJIEKCHOM CHCTEMBI 3alUThl OOBEKTOB HH(POpPMATU3ALMH.
Takum 06pazom, nucuuiinHa « KOMITJIEKCHBIE CUCTEMBI 3alUThl HHPOPMALIUK HA
00BEKTaxX K.I. TPAHCIOPTa» SABISIETCS HEOTHEMJIEMOW COCTABHOW YacCTb.
npodeccuonanbHol moaroroBku mo HampasieHuto 10.05.01 «KommbroTepHas
Oe3omacHOCTh». BMmecTe ¢ ApyruMu AMCUMIIMHAMH LUKJA MPOdEeCcCHOHATbHBIX
JTUCITUTUINH U3YYEHUE JAaHHOM JUCITUTUINHBI TPU3BAHO (DOPMHUPOBATH CIICITUATICTA
10 3alluTe HHPOPMAITUH.

2. Ilnanupyemblie pe3ynbTaTbl 00yYeHHS IO JUCHUILIIMHE (MOIYJIIO).

[lepeyerr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI  00pa30BaTEILHOM
porpamMMbl (KOMIIETCHIIUI) B PE3yIbTaTe 00yUCHHUS 110 AUCIUIUINHE (MOTYIIIO):

IIK-19 - Cnocoben pa3pabarbiBaTh, aHAIM3UPOBATh W OOOCHOBBIBATh
aJICKBaTHOCTh MAaTEMaTUYECKUX MOJIENIEH MPOIECCOB, BO3HUKAIOIINX MPU padoTe
MPOTPaMMHO-aNMapPaTHBIX CPEACTB 3alTUTHI HHPOPMAIINH;



IK-22 - CiocoGeH npoBOIUTH TECTUPOBAHUE CUCTEM 3AIUTHI HHPOPMAIUH
aBTOMATHU3UPOBAHHBIX CUCTEM;

IMK-25 - CnocobeH pa3pabarbiBaTh IUIAH MEPOINPUSTUN 10 3allUTe
uHpopManuu B 00beKTax MH(OpMATHU3ALMU Ha 0a3e KOMIBIOTEPHBIX CHCTEM, a
TaK>Ke MPOIECCOB UX MPOCKTHUPOBAHMUS, CO3JJaHUS U MOJICPHU3AIINY;

IIK-26 - Cnocoben mpoBoauTh aHaiu3 3(G(HEKTUBHOCTH CHUCTEM 3aIIUTHI
uHpopMalMu B 00beKkTax MHpOpMaTU3alMKu Ha 0a3e KOMIBIOTEPHBIX CHUCTEM, a
TaK>Ke MPOIECCOB UX MPOCKTUPOBAHUS, CO3JAaHUS U MOACPHU3ALINY;

IIK-27 - CriocobeH yuyacTBOBaTh B CO3/JaHUM CUCTEMBI 3aIlIUThl HHPOpMAITIH
IOPOLECCOB  IMPOEKTHUPOBAHUS, CO3JaHUS U MOJEpPHM3ALMM  OOBEKTOB
nHpopMaTU3aluu Ha 0a3e KOMIBIOTEPHBIX CUCTEM;

ITK-28 - Crioco6en pa3pabaTsiBaTh MPOESKTH HOPMATHUBHBIX MPABOBBIX aKTOB,
PYKOBOISIIUX © METOJUYECKHX JIOKYMEHTOB TMPEANPUATHS, YUPEKICHUS,
OpraHM3aIlfH, PErIaMEeHTHPYIOMINX EATEIbHOCTh MO 3amuTe WHGOpMaIuu B
00beKTax MHPOpMaTU3aLKU Ha 0a3e KOMIIBIOTEPHBIX CUCTEM, a TAKXKE MPOLIECCOB
UX IIPOEKTUPOBAHUSL, CO3AAHUS U MOJICPHU3ALIH.

OO0yueHnue 1o qucCUIUInHE (MOIYII0) IPEANoaraet, YTo Mo ero pe3yibraraM
oOyyaromuiicst Oyer:

Baanern:
PazpabaThiBaeT MareMaTU4eCKUE MOJIETU IPOILIECCOB, BO3HUKAIOIIMX MPHU
paboTe mporpaMMHO- allllapaTHBIX CPEACTB 3aIUTHI HHPOpMAITIH.

YMmeTh:
Pa3pabaTeiBaeT MareMaTH4YeCKUE MOJICTH ITPOIIECCOB, BO3HHMKAIOIIMX IPHU
paboTe mporpaMMHO- allllapaTHBIX CPEJICTB 3aIUTHl HHPOpMAITIH.

Ymersn:

OOOCHOBBIBAE€T aJ€KBAaTHOCTb MAaTEMAaTUYECKUX MOJeNIeld MpOIECCOB,
BO3HUKAIOIIMX TMpU paboTe MpPOrpaMMHO-aNNapaTHbIX CPEACTB  3allUTHI
uH(popMaIuu.

YMeTh:
[TpoBoUT MHAMBUAYATLHOE TECTUPOBAHUE CUCTEM 3aIUTHI HH(OPMAITUH B
0JIOKE aBTOMATH3UPOBAHHBIX CUCTEM.

3HaTh:
3HaTh OCHOBHBIC TIPOILIECCHI TMPOCKTUPOBAHHUS CHCTEM OOCCIICUCHHUS
nH()OpPMaIIMOHHOM 0€30MacHOCTH.

YMeTh:



YMeTh pa3pabaThiBaTh U PEATU30BBIBATH TEXHOJIOTHIO MPOBEIACHUS ayInTa
nH(pOpMaIIMOHHOM 0€30MacHOCTH Ha 00bEKTaX MH(POpMATH3AIINH.

YMmeTh:
YMeTh NPUMEHSITh MHCTPYMEHTAJIbHBIE CPEACTBA aHAIM3a 3AIIUIICHHOCTH
KOMITHIOTEPHBIX CHCTEM Ha 00BhEKTaxX HHPOPMATH3AIUH.

Baaners:
Brnanets HaBbIKaM# pa3paOO0TKU JTOKYMEHTAIIMH TI0 COIPOBOKACHUIO CHCTEM
obecnieueHns HH(GOPMALIMOHHON 6E€30MacCHOCTH Ha 00BEKTaX HH()OPMATHU3AIIHH.

3HaTh:

3HaTh OCHOBHBIE MPUHIUIIBI U METOJbI CO3/IaHUS CUCTEMBI O0OECTeUeHUS
UH(GOPMAITMOHHONW 0E€30MaCHOCTH TMPOIECCOB MPOCKTUPOBAHUS, CO3JIaHUS M
MOJIEpHU3AIMU 00BEKTOB MH(OpMaTh3anuu Ha 0a3e KOMIBIOTEPHBIX CHCTEM B
3aIUIIICHHOM UCIIOJTHEHUHU.

Ymers:

YMeTh co3naBaTh CUCTEMBI 0OecreueHrss HHPOPMALIMOHHON 0€301aCHOCTH
IPOLECCOB  MPOECKTHUPOBAHUS, CO3JaHUS U MOJEpPHM3AIMM  OOBEKTOB
UH(pOpMaTU3aLIUY.

Baagerts:
BrnaneTs HaBBIKAMHM CO3MaHHMS CHCTEM oOecredeHrus HWHPOPMAIMOHHOM
0€30IacHOCTH.

3HaTh:

3HaTh OCHOBHBIE MPUHIUIBLI Pa3paOOTKXM HOPMATHBHO IPABOBBIX AaKTOB,
PYKOBOASIIIMX W METOAWYECKUX JOKYMEHTOB TMPEANPUATUS, YUPEKICHUS,
OpraHu3allvu.

Ymersn:

YMmeTp pa3pabaThiBaTh HOPMATHBHO NPAaBOBBIE AaKThl, PYKOBOJSIIME U
METOJUYECKHE JOKYMEHTHI, PETIIaMEHTUPYIOIINE JIEATETHHOCTh M0 00ECTICUCHHUTO
uH(popMallMoHHOW  Oe3omacHOCTH  OOBEKTOB  MHGpoOpMarh3auumm Ha 0aze
KOMIBIOTEPHBIX CHUCTEM B 3alMIIEHHOM WCIOJHEHHWH M TMPOIECCOB UX
MPOEKTUPOBAHUS.

Baagerts:
BnaneTs HaBbIKaMu pa3pabOTKH HOPMATUBHOMN MIPABOBOM IOKYMEHTAITUH.

3. O6beM AUCIUTLIUHBI (MOIYJIs).

3.1. O0mas Tpy10eMKOCTb JUCHUILIUHBI (MOIYJIA).



OO6mast TPyJIOEMKOCTh AUCHUILIMHBI (Monaynsi) coctaBisier 4 3.e. (144
aKaJeMUYECKUX yaca(oB).

3.2. O06bem gucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM paldOThI
oOyJarommxcss ¢ MEJarorTHYeCKUMH  padOTHHKaMU W (WIM)  JIUIaMH,
MIPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPAMMBI Ha MHBIX yCIIOBUSX,
P MIPOBEJICHUHN yUCOHBIX 3aHITHI:

KomnnuectBo
Tun yueOHBIX 3aHATUI qaCOBCeM
Bcero Nol0
KonTakTHas paboTa mpu poBeIeHUU Y4eOHBIX 3aHATUHN (BCETO): 72 72
B Tom uuce:
3aHATHSA JIEKIUOHHOI'O TUIIA 36 36
3aHATUS CEMUHAPCKOTO TUTIA 36 36

3.3. O6peM auCHUIIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENHFHOM pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH padOThl OOydYAIOUIUXCSA C
nearoruaeckKuMu paboTHUKAMHU U (WITH) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TPU NPOBEIACHUU
POMEKYTOUYHOM aTTECTALIMKU COCTABISET 72 aKaJeMHUeCKUX vaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATIBHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4e€HHUH, 00bEeM NUCIUIUIMHBI (MOIYJIs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POpME CaMOCTOSITENBHON padOThl 00yYaroluXxcs, a Takke B popme
KOHTaKTHOW PabOThl OOYYarOIIUXCSl C MEAAroruuecCKUMu paOOTHUKaMU U (WIJIH)
JUIAMH, TIPUBJIEKAEMbIMH K pealiu3alii 00pa30BaTeIbHON MpOrpaMMbl Ha MHBIX
YCIJIOBHSIX, TPU MPOBEAECHUN TPOMEKYTOUHON aTTECTALIMH.

4. ConepxkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHsATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |BBoanas nexuus

2 |lenu u 3agaun o0y4eHus 1o nporpamMme «KoMIuIeKCHbIe CHCTEMBI 3aIIUTHI
nHpopmaruny / [Ipo6iemsl 3amuThl HHGOPMAIIMK HA COBPEMEHHOM dTare o0paboTKu

nH(pOpMaIIMU B CUCTEMAX U CETAX




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

Cucrema HOPMATUBHBIX U PCIIIAMCHTHBIX JJOKYMCHTOB

KOHI_[CHTyaJ'II)HI)Ie HOPMATUBHBIC TOKYMCHTEI.

[IpouenypHbie HOpMaTUBHBIE TOKYMEHTHI. IHCTpyKIMH, Onpeaesonme nopsIok
JeMCTBUS TOJDKHOCTHBIX JIUL TPU (PYHKIMOHUPOBAHUH CUCTEM 3aIUTHI HHPOPMALIUH.

JKypnausl yuera

6 |OcHOBHBIC HOPMAaTUBHO-TIPABOBBIE TOKyMeHTH PD B 001acTy 3amnThl HHPOpPMALIUU

7 |doktpuHa uHpOpMAIMOHHOI O6e3onacHocTH PO

8 |3akon «O0 uHpopmannu, UHGOPMAITMOHHBIX TEXHOJIOTHIX U 3aIUTe
uH(popManun».OCHOBHBIC MOJIOKCHHS MeXTYHAPOIHOTO cTaHaapTa 6e3onacHoctu ISO
17799 u TunoBas MOTUTHK OE30MMaCHOCTH, OCHOBAaHHAsI HA JAHHOM CTaHAapTe
crangapre ISO 27001

9 |Crparerust HOCTpOEHUSI KOMIIJIEKCHOM cucTeMbl 3amuThl nHGpopmanuu (KC3HM).

10 |Pa3paboTka KOMILUIEKCHOM CHCTeMbI 3aiuThl HHpopmaruu. / [Tonmutuka
uHpOpMaLMOHHOM Ge3omacHocTH. OlleHKa ysI3BUMOCTH M PUCKOB HH(POPMaLUU

11 |Pa3paboTka METOIONIOTHH OIIeHKH prcka. / O0mme TpeboBaHHs K KOMIUIEKCHOW CHCTEME
3amuThl nHGOopManuu. OpraHu3aluoOHHBIC TPEOOBAHUS.

12 |TpeboBanus K MOACUCTEMaM 3alTUThl HHGOpManuK. TpeboBaHUs K Cpeie 3alUThI.
Be10op cpencTB 3amuThl HHGOPMALUU U UX XapaKTUPUCTHK. BHenpeHue cpeacTs
3aIUTHI U UX TECTUPOBAHUE

13 |OcHoBHbIE MPUHLUIIBI TOCTPOCHUS M (PYHKIIMH KOMIUIEKCHOW CUCTEMBI 3aIUThI
uH(popMaluu

14 |ITpunuun xkommuiekcHocTH. [Ipuniun smenonuposanus. I Ipunnun npounoctu. [puHumn
pa3yMHOM JOCTAaTOYHOCTHU. [IpUHIIAIT HEIPEPHIBHOCTH.

15 |O6HapyxeHue u oTpaxeHnue yrpos. Jransl noctpoenus KC3U

16 |CpexacrtBa 1 METOJbI B KOMITJIEKCHOM CHCTEME 3alUThI HH(OPMAIIHH.

17 |Mepsi 3amuThl. / OpraHu3alvoHHO - IpaBoBble. THKEHEpHO-TEXHUUYECKHUE.
NH(popMalilnoOHHO-TEXHOJIOTUYECKHE.

18 |OmnepaTUBHO TEXHOJIOTHMUYECKHE MEPbI 3alIUTHI

19 |TexHonorusi BHEAPEHUSI KOMIIJIEKCHON CHCTEMBI 3allUThl HHPOPMAIUH.

20 |OOBEKTOBBIC UCCIIETOBAHMS TEXHUIECKUX CPENICTB CHCTEMBI Ha TOOOYHBIE
AJIEKTPOMATrHUTHBIE H3ITYUEHHSI ¥ HABOJKH C IENTBIO OTIPEIEIICHUS] COOTBETCTBHS
YCTAaHOBIICHHOH KaTteropud. / Peanu3anus pa3pemmTebHOW CHCTEMBI JOCTYTIa
MoJIb30BaTeNel U sKcIuTyaTaonHoro nepconana MC k oOpabaTeiBaeMoit HHGOpMaIUH.

21 |BxirodeHue ¥ HaCTpPOKa KOMILIEKCA MPOrPAaMMHBIX CPEJCTB 3alUThl HH(QOpMAIIMH B
00111yI0 MpOrpaMMHYI0 cpey cucteMbl. OTpaboTka paboueit TOKyMeHTaluu U
JOJDKHOCTHBIX MHCTPYKIIMH MO SKCIUTYaTallii KOMIUIEKCHOM CUCTEMBI 3alUThI
uH(popMalun

22 |Aynut u ceprudukamnus C u ee KOMIIOHEHTOB 0 TPpeOOBaHUAM WH()OPMAITMOHHOM

0€e30I1aCHOCTH




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

/11

23 |Lenu u 3agaum aynuTa. DTansl IpoBeneHus ayauta. / OTueTHble JOKYMEHTHI. UTo Takoe
ceprudukamnus u arrectanus. [lopsanok ceprudukaruu. [lokazarenu 3amueHHOCTH 1
Ky1accsl 3amuuieHnocta MC.

24 |ApxuTeKTypa M MOCTPOCHHUE CHCTEMBI 3aIUTH HH(GOPMAIUU Ha 00beKTe HHPOpMaLTUH

25 [(MeTojpl, CpeaCTBA M MEPOTIPUSATHUSI CUCTEMBI 3aIIUTHL. / OCHOBHBIC METOIOJIOTUYCCKUE
npununsl nocrpoenuss KC3U. Sapo KC3U, cemupybexHas MOJIENb 3aIUTHI.
VYnpasneHue MeXaHU3MaMU 3a1UThI

26 |OcHOBHBIC MPUHIIUIIBI 3aITUTH HHPOPMAILIMH MTPU XPAHCHUH U UCTIOIh30BaHUN
3JIEKTPOHHBIX U UHBIX JOKYMEHTOB

27 |Opranuzanus paboThl CO CIIy)KeOHBIMH TOKYMEHTaMHU.

28 |OOGcmyxuBaHue U MOJU(PHUKAIMS TEXHUIECKOTO U porpaMMmHoro obecrnieuenust VIC.
Ob6ecrieueHre U KOHTPOJIb PU3NIECKON 11eTOCTHOCTH. OCHOBHBIE MPUHITUTIBI 3aITUTHI
uH(OpPMAIIUK OT HECAHKITMOHUPOBAHHOTO JOCTYIIA
4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

HpaKTI/ILIGCKI/IC 3aHATUA
Ne
i TemaTrka MpakKTUYECKUX 3aHATUN/KPATKOE COJEPIKAHHE
1 |[I131
PaspaboTka nmomutuku b KOHKpeTHOTO 00BEKTa HH(OPMATH3ALIUT
2 [I132
Pa3pabotka momutrku b KOHKpETHOTO 00BeKTa HHPOPMATHZALTUI

3 |I133
PaspaboTka nmonutuku b KOHKpeTHOTO 00BEKTa HH(OPMATH3ALUI

4 1134
Pa3paboTka nmomutuku b KOHKpeTHOTO 00BEKTa HH(OPMATH3ALIUT

5 |II35
[IpakTrka opraHu3ayu ayIuTa THPOPMATHOHHOW 0€30IIaCHOCTH Ha KOHKPETHOM O0BEKTE
HHPOPMATH3AIIH
6 [I136
PaspaboTka cemupyOeXxHOM MOJIENN 3AIMUTHI TSI KOHKPETHOTO 00BeKTa MHPOPMATH3AIIH
7 137
PaspaboTka perimaMeHTHOH noKyMeHTauu 1Mo Vb KOHKpeTHBIX 00BEKTOB HH()OPMATH3AINN
8 [I138
PazpaboTka pernmamMeHTHOH TokyMeHTanuu no b KOHKpeTHBIX 00BEKTOB HH(POPMATH3ALUH
4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.
No
Bun camocrosTensHO# paboTh
/1
1 |CP1

KOHHGHTyaHLHHC HOPMATUBHBIC JOKYMCHTEI.




Bun camocrosiTensHO#M paboThI

2 |CP2

IIpouenypHsle HOpMaTUBHBIE TOKYMEHTHI. UHCTpYKIIMH, ONpeAEsIOnUe NOPSI0K JEHCTBUSL
JIOJDKHOCTHBIX JIUI PY (pYHKIMOHUPOBAHUH CUCTEM 3aluThl HHpopMaryy. JKypHansl yuera

3 |CP3

JoxktpuHa nadopManmonHoi 6e3onacuoctu PO

4 |cp4

3axoH «O06 nHpOpManuH, HHPOPMAINOHHBIX TEXHOJIOTHAX U 3amuTe nHpopManumny. OCHOBHBIE
TIOJIOXKEHUS MEKIyHapoIHOTO cTaHAapTa 6e3omacHoctr [ISO 17799 u TumoBast moTUTHK 6E€30TIaCHOCTH,
OCHOBaHHAs Ha JaHHOM cTaHAapTe u cragmapte [SO 27001

5 |CP5

IIpenpoekTHOE 00CIeMOBaHNEe 00bekTa HHpOpMaTH3anuu. ONMpeeTUTh OCHOBHBIC STAlbI U BUBI padoOT
IPH [IPOBEICHUH MTPEANPOEKTHOTO 00CIE€I0BAHUS

6 |CP6

[IpenpoektHOE 0OcnenoBanne o0bekTa HHpopMaTn3anuu. ONpenenTuTh OCHOBHBIE ATAIBI M BUIIBI padoT
IIPH ITPOBECHNH MTPEANPOSKTHOTO 00CIeI0BaHNS

7 |CP7

IIpenpoekTHOE 00CIemOBaHNEe 00bekTa nHpopMaTH3auu. ONpeaeTuTh OCHOBHBIC 3TAIBI U BHBI PA0OT
IPH [IPOBEICHUH MTPEANPOEKTHOTO 00CIeI0BAHUS

8 |CP8

[ToaroroBka qokymeHTanuu. PazpaboTath perjaaMeHT B 4acTH 3allUThl AJI1 KOMIBIOTEPHONH CUCTEMBI
"3amuTa 0T HeCAaHKIIMOHUPOBAHHOTO JOCTYTA" IS CITY>KOBI SKCIUTyaTallunu

9 |CP9

Meps! 3amuThl. / OpraHu3annoHHO - IpaBoBble. VIHkeHepHO-TexHNYecKue. MHpopMaloHHo-
TEXHOJIOTHYECKHE.

10 |CP10

PazpaboTka mopeneit. PazpaboTtath MOENb 37I0YMBIIIUICHHUKA B COOTBETCBUU C TPEOOBAHUSIMH K
o0ecreyeHHI0 HHPOPMATMOHHOMW 0€30IaCHOCTH

11 |CP11

[Iprumenenne crangapToB. PazpaboTaTh OCHOBHEIC MTOJIOKEHHS U IIOPSIOK MPOBEACHUS ayANUTA TS OLICHKA
coenuuenus 3amuiieHaoct KC.

12 |CP12

Brenpenne KC3U. PackpsITh NPHHIUIIBI HOCTPOCHUS CUCTEMBI 3aIIUTH HA KOHKPETHOM 00BEKTe
HHPOPMATH3AIIH

13 | BeimonHeHue KypcoBOro MpoeKTa.

14 | TlogroToBka K IpOMEXKYTOUHOM aTTECTAIUH.

15 | [loaroroBka K TeKyImeMy KOHTPOJIIO.

4.4. IlpuMepHBIN NEpEYEHb TEM KYPCOBBIX IPOEKTOB

1) OcHoBHble ¢akTopbl ¥ npuHImIbl co3ganus KC3U 2) O6ecneuenue b
CETU KOMITaHUU HA OCHOBE CPEJICTB AHTUBUPYCHOM 3alUThI 3) 3aiinuTa cepBepoB
Ha ocHoBe BHeapeHus cucteMbl SAFE RDP 4) 3amura B MOOUITEHBIX yCTpOMCTBAX
5) Anamu3s puckos u yrpo3bsl KC 6) Cuctemsl nenTpanuzoBaHHoro ynpasienus KC
7) MoaepHu3anus ceTeBoi 0€30MacCHOCTU NMPEANPHITHS HA OCHOBE BITH PEIICHUIA
8) OGecrneyeHue EIOCTHOCTU U COXPAHHOCTHU JIAHHBIX MPU aIMUHUCTPUPOBAHUU



cetu 9) Iloacucrema antuBupycHoil 3amuthl 10) Ilogcucrema pe3epBHOrO
xkonupoBanus 11) [Mogcucrema o6Hapyxenus atak 12) [loacucrema ynpapiieHus
HUb ueHTpamu3oBaHHOTO MOHUTOpPHHTa W ayauta coObituii 13) Ilomcucrema
3alUTHl KaHaloB miepenaund naHHbIX 14) Iloacucrema wuaeHTUGUKAIMN |
ayreHTH(UKanmu mois3oBareneid 15) Ilomcucrema peructpanmmm u ydera 16)
[Toncucrema obecnieuenus nenoctnoctu 17) [loacucrema 3amuTsl HHGOpPMAIUH B
bummanax u gouepanx opranuzanusax 18) [loacucrema amekTpoHHON MOYTHI 19)
CucteMbl BUPTyalIbHBIX JOBYIIEeK 20) 3amuTa nepeaadu rolocoBbIX JaHHBIX B [P-
cetu 21) Opranuzanus 3amura nepumerpa cetu 22) MoaenupoBanue K3CHU 23)
Ob6ecneuenne nHbopmaloHHoN Oe3zonacHocTH Web-npunoxenuit 24) 3ammra
MEPCOHANIBHBIX JaHHBIX U komMepueckoii TailHbl B ACY TP 25) Mndopmarmonnas
0€30IMaCHOCTh XPAaHUJIUI JAHHBIX AHATUTUYECKUX MH(POPMAIIMOHHBIX CHUCTEM

5. IlepeueHp wu3maHMM, KOTOpPBIE PEKOMEHAYETCS MCIIONb30BATh IIPH
OCBOCHUU JUCHUIUIUHBI (MOYJIA).

No
/o

bubnunorpaduueckoe onucanue Mecro nocryna

1 HNudopmannonHas 6€300aCHOCTb U 3allUTa UH(POpMALUU UTB YJIVIIC
B.I1. MensaukoB, C.A. Kneiimenos, A.M. Ilerpakos Kuura | (AGonement FOW); UTh
W3narensckuit nentp "Axanemus" , 2011 YJIVIIC (431 0H)

2 HNudopmanronHast 6€30MacHOCTh U 3alIuTa HH()OPMAIIUU B HTB (yu.4); HTB ($6.);

KOPIOPATUBHBIX CETAX kKeJe3H00poskHoro Tpancnopta B.B. | HTb (u3.1)
Skosnes, A.A. Kopuuenko Ognotromaoe nznanne Y MK
MIIC Poccun , 2002

1 «AHanu3 TeHACHIUNA pa3BUTHUSL TEOPUH NMPAKTUKU

KOMITbIOTEpHOH Oe3zomacHocTu». CO0pHUK TpynoB X1
mwienyma YMO By30B PO no oOpa3zoBazoBaHuIo B 001acTu
Nb Jloce B.I1.,YUepemymikun A.B Camapa: U3n-Bo «YHUBEpC-
['pynm» , 2007

2 «KommnekcHas 3aumTa UHQOpMALMK Ha TIPEITPUITUN

['pubynun B. I'., Uynosckuit B. B U3naTenbckuii neHTp
«Axagemus», M. , 2009

3 «BBenenue B 3amuTy HHOOPMALIMKA B aBTOMATH3UPOBAHHBIX
cucreMax». YueOHoe mocooue Mamok A.A. 2008

4 «Cryx6a 3auThl UHGOPMAIMK: OPraHU3aIUs U
ynpasinenue» ApepueHkos B.U.,PeitoB M.IO. M31-B0 BI'TY ,
2005

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAIIMOHHBIX CIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJb30BaThCS IPHU
OCBOCHUU JUCHUIUIMHBI (MOIYJIA).



- By3oBckue 31eKTpOHHO-OMOINOTEYHbIE CUCTEMBI YUeOHOM TUTEpaTyphl -
baza nmayuno-rexuuueckoit nadopmanuu BUHUTU PAH - UaTtepHeT-pecypcehr:
http://www.fstec.ru - ceppep @CTOK (DenepanbHas ciayx0a M0 TEXHUYSCKOMY H
AKCIIOPTHOMY KOHTPOJItO http://www.itsec.ru - uHpopMamroHHasi 0€30MacHOCTh
http://www.security.lab.ru - wHpoOpManMoHHBIII TIOpTaT B O00JIACTH 3aIIUTHI
undopmaruu  http:// www.fstec.ru — marepuansl caitita dupmbl «Jlaboparopus
Kacnepckoro» DnekTpoHHO-OMOMMOTEUHAsT CHUCTeMa JOJDKHA 00ecIeunBaTh
BO3MOKHOCThH MHAWBUIYATHEHOTO

JOCTyTa 7Sl KaXKA0T0 00ydJaromerocs u3 1ito00il TOYKH, B KOTOPOH HMEETCs
J0CTyM K cetu VIHTepHeT.

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpOCTPaAHSIEMOTO
MpOrpaMMHOr0 OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJI1 OCBOCHUS JUCIUTLIMHBI (MOIYJIs).

He tpeGyrores

8. Ommcanme MaTepHAITBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYILECTBJICHUSI 00pa30BaTEILHOIO Mpoliecca Mo TUCIUIUIMHE (MOIYIIIO).

Opranuzaiusi pabouero Mecta CTyJeHTa B YHHUBEPCHUTETE KOHTPOJIUPYETCS
aAMUHUCTpanKe ydeOHOTO 3aBefeHus.JlJiss JEeKuid W CEMUHApOB HMEETCS
KOMITBIOTEPHBIN KJlacc (JOKaibHas CeTh, cocrosmas u3 20 pabouymx mect
(KOMITBIOTEPOB), CEpBEPaA, KOMIIBIOTEPA MIPENoAaBaTeis, MPOEKTOpa, FJIECKTPOHHAS
JOCKa).

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3auet B 10 cemectpe.
Kypcosoii mpoekt B 10 cemectpe.

10. OueHouHbIe MaTEpHUATIBI.

OueHouHblE MaTepUaIbl, IPUMEHSAEMBIE TPU NPOBEIECHUN MPOMEKYTOUHON
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktomM PYT (MUNT).



ABTODBI

[Ipodeccop, mpodeccop, 1.H. kKadeaps
«YnpaBieHue 1 3aImra
uHbOpMaITUN

JIuct cornacoBaHus

3aenyrommii kaheaport Yu3l

[Ipencenarens yueOHO-METOIUUYECKOM
KOMUCCHUU

Kiennos Muxann
SIkoBIIEBUY

JILA. bapaHos

C.B. Bonoauna



