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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

HucuunnuHa «KoMIUIEKCHBIE CHCTEMBl 3alUThl MH(OpManuu Ha OOBEKTax
KEJIe3HOJIOPO’KHOTO  TPAHCHOPTa»  peanusyer TpeOoBaHus  (enepanbHOTO
rOCyJapCTBEHHOI0 00pa30BaTENbHOrO cTaHAapta mo HampasiaeHuto 10.05.01
«KomnprorepHass ~ Oe3omacHocTh».  Llenbto  mpenonaBaHusl — JUCHUIUIMHBI
«KoMmnekcHble cucTeMbl 3alIMThl HHPOPMAUU Ha OOBEKTaX JKEIE3HOIOPOKHOIO
TPAHCIIOPTa» SIBJSIETCS U3JI0KEHHUE CTYIEHTaM OCHOBHBIX IMPHUHIIMIIOB IOCTPOEHUS
U opraHu3anuu (yHKIMOHMPOBAHUS KOMIUIEKCHBIX CHUCTEM 3alUThl MH(OpMaLuu
KOMIIBIOTEPHBIX CHUCTEM JKEJIE3HOJOPOXKHOIO TPAHCIOPTA, O3HAKOMIICHHE C
COBPEMEHHOW TEXHOJIOTMEN CO3JaHUsl M BHEAPECHHS KOMIUIEKCHOW CHCTEMBI
3alMThl HA 00BEKTaX MH(POPMATH3ALUHU KEIE3HOAOPOKHOIO TpaHcnopTta. JlanHas
JUCUUIUIMHA TpU3BaHA COJEWCTBOBATH CHCTEMHOMY TOJIXOIYy K THPOLECCY
pa3pabOTKM U OpraHu3aluy (PYHKIMOHUPOBAHUS 3AIIUIIECHHBIX KOMIBIOTEPHBIX
cucteM. Bo Bcex pa3znenax [OUCUMIUIMHBI OOJbIIOE BHHUMAaHUE YAEIAETCS
IIPaKTUYECKON HAIIPABJICHHOCTH PAaCCMaTPUBAEMBIX METO/IOB U CPEICTB 3aLUTHI.

3ajauaM JAMCLUMIUIMHBI SIBISIFOTCS: - YETKOE OCO3HaHHE HEOOXOAMMOCTH U
BaKHOCTH CHCTEMHOI0 MOAXOAa K mpoueccy pa3zpabotku 3anuiieHHbix KC u
COOJIIOJIEHNE Pa3yMHOI0 KOMIIPOMHCCA MEXKIAY pa3IMYHbIMH MEXaHHW3MaMu
3allMThI; - O3HAKOMJIEHME C OCHOBHBIMH  HOPMATHUBHO-TIPABOBBIMH U
perjlaMeHTHbIMU JIoOKyMeHTaMu P® B obOnactu 3amuThl MH(OpPMAIMU; - YMEHUE
pa3palaThiBaTh KOHLETLHIO U TOJUTUKH O€30MacCHOCTH KOMILJIEKCHOM CHCTEMBI

samutel uH@opMmanmu KC; - ymenue mnpumeHsITh 3PGEKTUBHBIE METOIbI
ynpaBjeHusT HHGOPMAIMOHHONW O€301acHOCTH, OOCCIIeUMBAIOIIME TPEOYEeMBIH
YPOBEHb 3alTUIIICHHOCTH, - YMEHHE BBIMOJHATH pabOTHl 10 OpTraHU3alNuA

aApXUTEKTYPbl KOMIUJIEKCHON CHCTEMBI 3alIUThl 00BEKTOB MH(popMaTu3auuu. Takum
oOpa3zoMm, auciuruinHa «KoMmmieKCcHble cHCTEMBbl 3alllMThl WH(OpManuu Ha
O0OBEKTaxX K.JI. TPaHCIOPTa» SBJISETCS HEOTHEMJIEMOM COCTaBHOM YacCTh.
npodeccuonanbHoit moaroroBku 1o HampasieHuto 10.05.01 «KomnwrotepHas
Oe3omacHocTh». BMecte ¢ OpyrMMM JIUMCHUIUIMHAMU LMKIA MpodeccrOHATbHBIX
JUCHUIUIMH U3yYEHUE TaHHOW JUCIUIUIMHBI MPU3BaHO (POPMHUPOBATH ClIELUATNCTA
10 3aIuTe UHGOPMAITUH.

2. [Inanupyemble pe3yabTaThl O0yYeHUS MO0 AUCLUILTHHE (MOAYIIO).

[lepeyerr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI  00pa30BaTEILHOM
porpamMmsbl (KOMIIETEHIIUI) B pe3ysibTaTe 00y4eHHUs 10 AUCHUIUIUHE (MOAYIIO):

IIK-19 - Cpoocoben pa3pabaTbiBaTh, aHaIUM3UPOBATh U 0OOCHOBBIBATH
aJIeKBaTHOCTh MaTEeMaTHYECKHX MOJEJEH MpOIeCCOB, BO3HUKAIOMIMX MpHU padbore
IpPOrpaMMHO-aIMaPaTHBIX CPEICTB 3aIUTHI HHPOPMAIUY;



IMK-22 - CnocobeH npoBOauTh TECTUPOBAHME CHCTEM 3alllMThl MH(pOpMau
aBTOMATHU3UPOBAHHBIX CHUCTEM;

IIK-25 - Cnocoben pa3pabarbiBaTh IUIAH MEPONPUATUNA TIO  3aIUTE
uHpopMaluu B 00BEKTaX MH(POpMATH3alUU Ha 0a3e KOMIIBIOTEPHBIX CHUCTEM, a
TaK)Ke MPOIIECCOB UX MPOCKTUPOBAHUS, CO3JJaHUS U MOJACPHUBALINY;

IK-26 - CnocoGeH mpoBoauTh aHaiu3 3(H(HEKTUBHOCTH CHUCTEM 3alllUThI
uHbopMaluu B 00beKTax HHpOpMaTH3alMK Ha 0a3e KOMIIBIOTEPHBIX CHUCTEM, a
TaK)Ke MPOIIECCOB UX MPOCKTHUPOBAHUS, CO3JaHUS U MOACPHU3ALINY;

IK-27 - Cnoco0OeH y4acTBOBaTh B CO3JaHUU CHCTEMBI 3aIlUThl HHPOpMAITUU
IOPOLECCOB  IMPOEKTHPOBAHMS,  CO3JaHUS U MOJEpPHM3aUUU  OOBEKTOB
uH(popMaTu3alnu Ha 0a3e KOMIIBIOTEPHBIX CUCTEM;

ITK-28 - CriocobeH pa3pabaTbiBaTh MPOEKTHl HOPMATUBHBIX IIPABOBHIX aKTOB,
PYKOBOISIIUX W METOJWYECKUX JIOKYMEHTOB TMPEANPHUATHS, YUPEKICHHUS,
OpraHM3aliM, PETIAMEHTUPYIOIUX JEeATeNbHOCTh MO 3aluTe WHGOpMaluu B
0o0BeKTax MHPOpMaTU3AMKU Ha 0a3e KOMIBIOTEPHBIX CUCTEM, a TAKXKE MPOLECCOB
UX MIPOEKTUPOBAHMSI, CO3JaHUS U MOJICPHU3ALIUY.

OOyueHue 1O JUCHUIUIHHE (MOJYJI0) TMperoiaraeT, 4YTo IO €ro
pe3yabTaraMm oOydJaromuiics OyeT:

3Harth:

- OCHOBHBIE  TIPOIECCHI  TPOEKTUPOBAHUSA  CHUCTeM  oOecredeHus
MH(OPMAITMOHHOW O€301TaCHOCTH.

- OCHOBHBIE TIPHUHIIMIBI WM METOJbl CO3JaHHMS CHUCTEMBI OOeCredYeHUs
MHPOPMAllMOHHOM 0€30MacCHOCTU MPOILIECCOB MPOEKTUPOBAHUS, CO3JAHUS U
MOJICpHU3AIMN OO0BEKTOB HMH(POpMaTH3alMu Ha 0a3e KOMIBIOTEPHBIX CHCTEM B
3aIUIEHHOM HCTIOJTHEHUH.

- OCHOBHBIC TPUHIIUIIBEI pa3pabOTKM HOPMATHBHO TIPABOBBIX aKTOB,
PYKOBOISAIINX W METOAWYECKUX JTOKYMEHTOB TMPEANPHUITHS, YUPEKICHHS,
OpraHU3aIHH.

Ymern:

- Pa3zpabarbiBaTh MaTeMaTH4eCKHE MOJEIH IMPOLIECCOB, BO3HUKAIOIIUX MPU
paboTe MporpaMMHO- anmapaTHBIX CPEACTB 3aIUTHI HH(OPMALIUH.

- [IpoBOIUTH MHIMBUYaTbHOE TECTUPOBAHUE CUCTEM 3aILUThHI HH()OPMALIUU B
OJIOKE aBTOMATHU3UPOBAHHBIX CHCTEM.

- paspabaThiBaTh H pEANTM30BBIBATH TEXHOJOTHIO TIPOBEACHHS ayAHTa
MH(OPMAIMOHHOW 0€30MaCHOCTH Ha 00bEKTaxX MHPOPMATHU3AIUY.

- [PUMEHSITh MHCTPYMEHTAJbHbIE CpPEJCTBA aHANW3a 3alUIICHHOCTH
KOMITBIOTEPHBIX CHCTEM Ha 00BhEKTaX HHPOPMATU3AIIH.



- CcO3JaBaTh CHUCTEMbl obOecrieueHus: WHGOPMAIMOHHONW O€30MacCHOCTH
IPOIIECCOB  MPOCKTHPOBAHHS,  CO3MAaHHS WM MOJEpHU3AIMU  OOBEKTOB
uH(pOpMaTH3AIINY.

- pa3pabarbiBaTh HOPMATUBHO IPABOBBIC  aKThl, PYKOBOISIINEC |
METOAMYECKUE TOKYMEHTHI, PEriIaMEHTUPYIONIHE ACSITeIbHOCTh M0 00ECIICYCHHUIO
uHPOPMAIIMOHHONW ~ 0€30MacHOCTH  O0BEKTOB  MHOpMaTh3amuu Ha  0ase
KOMITBIOTEPHBIX ~CHCTEM B 3allWIIEHHOM HWCIOJHCHHM H TIPOIIECCOB X
POCKTHPOBAHHUS.

Baanern:

- HaBBIKAMH pPa3pabOTKH JOKYMEHTAllMd TI0 COMPOBOXKICHHUIO CHCTEM
obecnieueHuss MHPOPMAITMOHHOM 6€301TaCHOCTH Ha 00bEKTaX HHPOPMATHU3AIINH.

-  HaBBIKAMH  CO3JaHHS  CHCTeM  oOecredeHuss  MHGOPMAIMOHHON
0€30MacHOCTH.

- HaBBIKAMH pa3pabOTKH HOPMATHUBHOM MPABOBOW TOKYMEHTAITHH.

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIUHBI (MOYJIA).

OO6miast TpyAOEMKOCTh JUCHUMIUIMHBI (MOIyJisa) cocTtaBiaser 4 3.e. (144
aKaJeMU4YecKux yaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4eckuMu  paboTHUKaMU ©  (WIM)  JIMIAMH,
MPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPaMMbI Ha MHBIX YCIIOBHUSX,
IIPU MIPOBEJICHUHN yUEeOHBIX 3aHITHI:

KonmuectBo yacos
Tun yueOHBIX 3aHATHI Bcero| Cemectp
NelO
KonTtakTHas paboTa mpu NpoBeieHNH yUeOHBIX 3aHATUH (BCET0): 64 64
B ToMm uncne:
3aHATHSA JIEKIHOHHOTO THIIA 32 32
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O0beM AUCHUIUIMHBI (MOIYJisA) B (OpME CaMOCTOSTEIbHON paboThI
oOyyarommxcsi, a Takke B (¢(opMe KOHTAKTHOM paboThl O0O0y4YaroIMXCs C
MeJarornaecKuMy paboTHUKAMH U (WJIH) JTUIIAMU, TIPUBJICKAEMBIMHU K peaTn3alun
oOpa3oBaTeNbHOM  MpPOTPpaMMBI  HA  HHBIX  YCJIOBHSX, TP  TMPOBEIACHUU
MPOMEKYTOUHOM arrectanuu coctapisieT 80 akageMuueckux vaca (OB).

3.4. Ilpu o0y4yeHuu 1Mo UHAUBUIYAILHOMY Y4€OHOMY IJIaHy, B TOM YKCIIE IPU



YCKOPEHHOM OO0y4YeHHUH, 00bEeM NHUCIMIUIMHBI (MOIYJISI) MOXET OBITh peaan30BaH
MIOJTHOCTBIO B (hOpME CaMOCTOATEIBLHONU paboThl 00yJarommxcs, a Takke B Gopme
KOHTAKTHOM paboThl OOyYaroOmUXCA C MEJarornuyecKuMU paOOTHUKAMU M (HJIH)
JIMIIAMH, TIPUBIIEKAEMBIMHU K pean3aliii 00pa3oBaTeIbHON MpOTrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBEJCHUN TIPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHsaTus JIEKIIUOHHOTO THIIA.

/ TemaTuka NEKIIMOHHBIX 3aHATHH / KpaTKOC COACPIKAHUC
/11

1 |BBoanas nexuus

PaCCManI/IBaCMLIe BOIIPOCHI:

- L[CJ'II/I H 3aa49u 06y‘IeHI/I$I [0 nmporpaMme «KoMrIuiekcHbIE CUCTEMBI 3alIUThI HH(bOpMaHHH))

- [IpoGmemsl 3amnTH HHPOPMAITIH Ha COBPEMEHHOM 3Tare 00paboTku HHPOPMAIIUH B CHCTEMaX U CETAX

2 Cucrema HOPMATUBHBIX U PCIIIaMCHTHBIX JOKYMCHTOB.
PaccMarpuBaeMble BOIIPOCHL:
- KonnenryansHble HOpMaTUBHBIE JOKYMEHTHL.

3 Hpouez[ypHLIe HOPMAaTUBHBIC TOKYMCHTHI.

PaccmarpuBaeMble BOIIPOCHL:

- MHCTpyKIMu, onpeaessioniye MopsaoK IeHCTBHS JOJDKHOCTHBIX JIMI TP (yHKIIMOHUPOBAaHUHU CHCTEM
3aMIUTH HHGOPMAIHH.

- Kypnainsl yuera

4 |OcHOBHbIE HOPMATUBHO-IIPABOBbIE TIOKYMEHTHI PD B 0651acTH 3a1IMThI MHQOpMaLIUK
PaccmarpuBaemble BOIPOCHL:

- OcHOBHBIE HOPMATHBHO-TIPaBOBbIE JOKyMeHThI PD B 06nacTH 3amuThl HHOpMALUU

- loxtpuna uHpopMaImoHHoOH O0e3omacHoctd PD

- 3akoH «O6 nHdpopmanny, HHGOPMALMOHHBIX TEXHOJIOTHIX U 3aIIUTE HHHOPMALIHIY.

- OCHOBHBIE MTOJIOKEHUS MEXKIyHApOHOTO cTaHaapTa 6e3onacHocty SO 17799 u TnoBasi mOMUTHK
0e30MmacHOCTH, OCHOBaHHAsI HA TaHHOM cTaHaapte U cragnapre SO 27001

5 |Crparerus mocTpoeHus: KOMIUIEKCHOM cucTeMbl 3amuThl nHpopmanuu (KC3N).
PaccmarpuBaeMbie BOIIPOCHL:

- Pa3paboTka KOMIUIEKCHOW CHCTEMBI 3alUThl HHQOPMALIHH.

- ITonuTrka nHGOPMALMOHHO Oe30macHOCTH.

- OLeHKa YSI3BUMOCTH M PUCKOB HH(pOPMALUK

- Pa3paboTka METOI0I0THH OLICHKH PHCKA.

- O6mue TpeGoBaHMS K KOMIUIEKCHOM CHCTEME 3aIIUThl HH(OPMAIIHH.

- Opraau3aiMoHHbIe TpeOOBaHUSI.

6 |TpeboBaHUs K MOACHCTEMAM 3aIUTHI HH(POPMAIIHH.
PaccMaTpuBaembie BOTIPOCHT:

- TpeboBaHuUs K cpelie 3aIIUTHL

- BoiGop cpecTB 3amuThl HHYOPMAIHH U UX XapaKTHPHCTHK.
- BHeipeHue CpeICTB 3allUThl ¥ UX TECTUPOBAHUE

7 |OCHOBHBIE IPUHIUIBI TIOCTPOEHUS U (DYHKIIMHM KOMITJIEKCHON CHUCTEMBI 3aIUThI
uHpopMaun

PaCCManI/IBaCMLIC BOIIPOCHI:

- HpI/IHHI/IH KOMIIJICKCHOCTH.




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

- [IpyHIUN S1IETOHUPOBAHUS.

- [IpuHIUI IPOYHOCTH.

- [IpuHnun pa3yMHOU JOCTaTOYHOCTH.
- [IpuHIUN HENIPEPBIBHOCTH.

OOGHapyXeHHe U OTPaKEHUE YTpo3.
PaccmarpuBaeMble BOIIPOCHL:

- 0COOCHHOCTH OOHAPYKEHUE U OTPAKEHHE yTPo3.
- Oramsl noctpoerns KC3U

CpenctBa v METOJIbI B KOMITJICKCHOM CUCTEME 3aIUTH HHPOPMAIIHH.
PaccmarpuBaeMblie BOpOCHI:

- Mepsl 3a1uTsl.

- Opranu3anyoHHO - IPaBOBbIE.

- IH>xeHEepHO-TEXHUYECKUE.

- UndopmMannoHHO-TEXHOJIOTHYECKHE.

- OnepaTUBHO TEXHOJIOTUYECKHE MEPBI 3aIIHUTBI

10

TexHOoNOoTHs BHEIPCHHSI KOMITJICKCHOW CHCTEMBI 3alTUTHl HH(POPMAITUH.

PaccMarpuBaeMbie BOIIPOCHL:

- OGBEKTOBBIC HCCIIEIOBAHMS TEXHUIECKHX CPEICTB CHCTEMBI HA TODOYHBIC SIEKTPOMATHUTHBIC U3IYYCHHS U
HABOJIKH C [[EJIbI0 OTPEICICHHsI COOTBETCTBUS YCTAHOBICHHON KaTETOPHH.

- Peanuzanust pasperunTeabHO# CHCTEMBI OCTYIa [OIb30BaTelIel U AKCILTyaTalonHoro nepconana NC
o0pabaTpiBaeMOi HH(pOPMAIHH.

11

KommiekcHbBIe CHCTEMBI 3allINThI I/IHq)OpMaHI/II/I.

PaccmaTpuBaemble BOTIPOCH:

- Brimtouenne u HacTpoiika KOMIUIEKca IPOrPaMMHBIX CPEJICTB 3aIIUTHI HH(GOPMAIHU B OOIIYIO
MPOTPaMMHYIO CpPEILy CHCTEMBI.

- OtpaboTka paboyeil JOKyMEHTalUH U JOPKHOCTHBIX MHCTPYKIMH 110 KCIITyaTallui KOMIUIEKCHON
CHCTEMBI 3aIIUTHl HHpOpMaINU

12

Aymut u ceprudukanms C u ee KOMIIOHEHTOB 110 TpeOOBaHUAM UH(POPMALMOHHOM

0€30MacHOCTH

PaccmaTpuBaeMbie BOIPOCHL:

- Lenu u 3anaun ayaura.

- DTaIsl IpOBEICHUS ayIuTa.

- OT4eTHBIC TOKYMEHTEHI.

- YUro Takoe cepTUPHUKAINS U aTTECTAIH.

- opsinok cepTuduramnmy.

- [Toka3zaTenu 3aIIUIEHHOCTH U KJIAcCHI 3amumieHHocTH VC.

13

ApPXUTEKTYpa U OCTPOECHUE CUCTEMBI 3allUThl HH(POpMaIuK Ha 00beKTe HHPOPMALIUU
PaccmarpuBaemble BOIPOCHL:

- MeTompl, cpeicTBa U MEPOTIPHUATHS CHCTEMBI 3aIIUTHI.

- OCHOBHBIE METOAONIOTHYECKHE TPUHIUITE TocTpoerns KC3U.

- Snpo KC3U, cemupy0OexHas MOJIENb 3alUTHI.

- YopaBneHne MeXaHU3MaMHU 3aIIUThI

14

[TpuHIMIIBI 31U TH HTHPOPMALUH

PaCCManI/IBaCMLIe BOIIPOCHI:

- OCHOBHEIE TIPUHIHUIIBI 3AIUTHI I/IHq)OpMaHI/II/I IpU XpaHCHUU U UCTIOJIb30BAHUU BJICKTPOHHBIX U MHBIX
JIOKyMEHTOB

15

Pab6ota co CJ'Iy)KC6HBIMI/I JOKYMCHTaMHU.
PaccmarpuBaemble BOIPOCHI:
- Opranusanus paboThl CO CITY>)KEOHBIMH JJOKYMEHTaMH.




/ TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE
n/n

16 |Texuuueckoe u nporpammuoe obecreuenue MC.

PaccMarpuBaeMble BOIIPOCHL:

- O6cnyxuBaHKe U MOTU(HUKALNS TEXHHYECKOTO U IporpaMmHoro obecneuenus NC.
- ObecnieyeHue U KOHTPOJIb (PU3NYECKON LIEITOCTHOCTH.

- OCHOBHBIE IPUHIIUIIEI 3AIMUTHL HHQOPMAIMY OT HECAHKIIMOHUPOBAHHOTO IOCTYIa

4.2. 3aHATUS CEMUHAPCKOTO TUNA.

[IpakTrueckue 3aHATHS

/ Tematuka IMPAKTUYCCKUX 3aHATHH/ KpaTKO€ COACPIKAHUC
/11

1 |[Tonutuka b koHKpeTHOrO 00BbEKTa HHPOPMATU3ALIUU
B pesynprare paboThI CTyIEHT MOTyYaeT HaBBIK pa3paboTku moautuku b KOHKpeTHOTO 00BeKTa
HHPOpPMAaTH3AIIH

2 |[Tomutuka b koHKpeTHOrO 00BEKTa HHPOPMATHU3ATIHI
B pesynbraTe paboThl CTYJACHT MONMYyYaeT HABBIK pa3padoTku monutuku b KoHKpeTHOro 00bheKTa
uHpopmaruzanuu

3 |Opranuzanus ayauTta UHQOPMAIIMOHHON 0€30MacHOCTH
B pesynbTate paboThl CTYACHT yYUTCS Ha MPAKTUKE OPTaHU3ALNK ayAnTa HH(POpManMoHHOH 6e30macHoCTH
Ha KOHKPETHOM 00BEKTE HH(POPMATH3ALNH

4  |Mogenu 3a1UThl
B pe3ynpTaTte BRIMOTHEHHUS MPAKTHYECKOTO 33JaHUS CTYICHT MTOydaeT HaBBIK Pa3pabOTKH ceMUpyOeKHOM

MOJIEIIH 3aIUTHI AJIs1 KOHKPETHOI'O 00beKTa HH(POPMAaTH3ALUH

4.3. CamocrosiTenbHas padoTa 00y4aroIuXCs.

/ Bun camocrositensHoOM paboTh
n/n

W3yuenue nONnOoIHUTENBHON JINTEPaTypHl.

IToaroroBka k MPAKTUYCCKUM 3aHATUIM.

Boinonnenue kypcoBoit paboThI.

Brinonaexnue KYpCOBOT'O ITPOCKTA.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

o O] M WO N|

[ToaroroBka Kk TeKymeMmy KOHTPOJIIO.

4.4. ITpumepHbIi TepeYeHb TEM KYPCOBBIX TPOEKTOB
1) OcHoBHbIe hakTophl U puHIUTHL co3nanus KC3U

2) OGecnieuenue Mb ceTm KOMIaHUM HAa OCHOBE CPEJCTB AHTUBUPYCHOMU
3aIUTHI
3) 3ammTa cepBepoB Ha ocHOBe BHeaApeHus cuctembl SAFE RDP

4) 3anuTa B MOOMIIBHBIX YCTPOMCTBAX

5) Ananu3 puckoB u yrpo3sl KC



6) Cucremsl HeHTpan30BaHHOrO yrpaiaeHus KC

7) MopnepHuzanusi ceTeBOM O€30MaCHOCTH MPEANpPUSITHS HAa OCHOBE BIIH

pelLIeHUN

8)  OOecrieyeHue  LETOCTHOCTH M COXPAHHOCTH  JAaHHBIX  IpHU

aAMUHHACTPUPOBAHUU CETH

9) [loacucrema aHTUBUPYCHOM 3aILIUTHI
10) IMoacucrema pe3epBHOIO KOMMUPOBAHUS
11) I[Toncucrema oOHapyKeHUs aTaKk

12) Tloncucrema ympasienus Wb 1eHTpaIn30BaHHOTO MOHHUTOPUHTA U

ayiuTa COObITUI

13) I[Toncucrema 3amuThl KaHAJIOB MEPeIaun JaHHBIX

14) Tloacucrema HACHTH(OUKALMN M ayTCHTHU(PHUKAIIMA TI0JIh30BaTEICH
15) Iloacucrema perucTpalyy U yuera

16) Ilogcucrema obecriedeHust IETOCTHOCTH

17) Tlomcucrema 3ammthl uHOpMaMu B Guiuazax W JOYEPHUX

OpraHu3alusIX

18) IToacucrema 31€KTPOHHON MOYTHI

19) CucteMbl BUPTYAIbHBIX JIOBYIIICK

20) 3amnuTa nepeaayu rojoCOBbIX JaHHBIX B [P-ceTu

21) Opranuzanus 3aiura nepuMeTpa ceTu

22) MonenupoBanue K3CHU

23) ObecneueHue nHGopMaoHHOM 0e3omacHocTH Web-pritoxeHuit
24) 3ammTa nepCcoHaNbHBIX JaHHBIX H KOMMepYecKoi Taiiael B ACYTP

25) HNudopmanmonHass 0€30MaCHOCTh XPAHWIHIL JAHHBIX aHAJTUTHYECKHUX

UH(OPMAITMOHHBIX CUCTEM

5. llepeueHb wu3AaHWN, KOTOPHIE PEKOMEHIYETCS MCIOJb30BATh IMPHU

OCBOCHMH TUCUHUILITUHBI (MOIYJIS).

13.; bubnuorpaduueckoe onucanue Mecto noctyna

1 HNudopmannonnas 6e3onacHoOCTh U 3amuTa nHbpopmarmu B.IT. | UTB YJIVIIC
Mensnukos, C.A. Kneiimenos, A.M. Ilerpakos Kaura (Abonement ION); UTH
Usnatensckuii nenTp "Axanemus" , 2011 VIIVIIC (Y31 ION)

2 HNudopmanronHast 6e30MacHOCTh U 3alIuTa HH(HOPMAIIUU B HTB (yu.4); HTB ($6.);
KOPIIOPATUBHBIX CETAX JKEIEe3HOJOPOKHOTO TpaHcnopTa B.B. HTB (u3.1)

SAxoBnes, A.A. Kopanenko Onnoromuoe usnganue Y MK MIIC




Poccun , 2002

1 «AHanu3 TeHACHIUNA pa3BUTUS TEOPUU NTPAKTUKU
KOMIBIOTEpHOU Oe3omacHocTry. COopHHK TpynoB X1 mieHyma
YMO By30B P® no obpazopazoBanuto B obaactu b Jloch
B.I1.,Yepemymikun A.B Camapa: U3a-Bo «YHusepc-I'pynmn» ,
2007

2 «KommuiekcHas 3amuTa HHGOpMAIMK Ha P PUATHI
I'pubynun B. I'., Uynosckuii B. B M3naTenbckuii LeHTp
«Axagemus», M. , 2009

3 «BBeaenue B 3amuTy HHOOPMAIIMHA B aBTOMATH3UPOBAHHBIX
cucremaxy. YueOHoe nocooue Mairok A.A. 2008

4 «Ciyx0a 3amuThl ”HGOPMAIIMH: OPTaHU3ALNS U YIIPABICHHUE)
AgepuenkoB B.U.,PeitoB M.IO. U3n-Bo BI'TY , 2005

6. IlepeueHb COBpPEMEHHBIX MPOPECCHOHANBHBIX 0a3 JIaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIIOJL30BATHCS MPH
OCBOCHMH JTUCUUILIUHBI (MOIYJIS).

Odurmansueiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuuueckas oubnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pazoBartenbHas mnatdopma «kOpaitty (https://urait.ru/).

O6mue  wuHPOPMALIMOHHBIE, CIPABOYHBIE W  IOUCKOBBIE  CHCTEMBI
«KoncynwranT [Tnrocy, «["apanty.

DIIeKTPOHHO-0MOIMOTEUHAS cucTeMa U31aTeIbCTBA «JIanby»
(http://e.lanbook.com/).

DneKTpoHHO-0MOmoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIo
IpPOrpaMMHOr0 00€cleyeHus, B TOM YHCIE OTEYECTBEHHOTO IPOU3BOJICTBA,
HEO0OXOIMMOTO JIJIs1 OCBOCHMS JUCIUTIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (vsin npyroit 6paysep).
Onepanonnas cucrema Microsoft Windows.
Microsoft Office.

8. OmmcaHue MaTepuUaJbHO-TEXHUYECKOW O0a3pl, HEOOXOJAMMOM IS
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCHUILTMHE (MOIYJIIO).

YueOHble ayauTOpuM JIsI TPOBEACHUS Y4YEOHBIX 3aHSATHUN, OCHAILCHHbBIC
KOMITBIOTEPHON TEXHUKON 1 HAOOpaMH IEMOHCTPAILIMOHHOTO 000PY10BaHUS.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:



3auet B 10 cemecTtpe.
Kypcogoii npoekt B 10 cemectpe.

10. OueHouHbIE MaTEPHAIIBI.

OueHouHblE MaTepHalibl, IPUMEHIEMBbIE MPU MPOBEACHUH IMPOMEKYTOUHOU
aTTecTalluy, pa3padbaThIBalOTCS B COOTBETCTBUU C JIOKAIbHBIM HOPMAaTUBHBIM aKTOM
PYT (MUUT).



ABTOpBI:

npodeccop, npodeccop, A.H. Kadeapbl
«Y1npaBlieHHE U 3a1uTa UH(HOpMAII)

CoracoBaHo:

3aenyromuii kadeaport Yu3l

[Ipencenarens yueOHO-METOIUIECKON
KOMHCCHUU

M. KnenoB

JILA. bapaHosB

C.B. Bonoaun



