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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

[enpto mpenogaBaHus OUCUHUIUIMHBI «KOMIUIEKCHBIE CHCTEMBI 3allUTHI
uHpopMaluu Ha OOBEKTAaX IKEJIE3HOJIOPOKHOTO TPAHCIOPTa»  SABIISETCS
M3JI0KEHUE CTYACHTAM OCHOBHBIX MPHUHIMUIIOB IOCTPOCHUS M OpTraHU3aLUU
(YHKITMOHUPOBAHUS KOMIUIEKCHBIX CUCTEM 3aIUThl HHHOPMAIIUK KOMITbIOTEPHBIX
CUCTEM KEJE3HOJOPOKHOIO TPAHCIOPTa, O3HAKOMIIEHHE C COBPEMEHHOU
TEXHOJIOTHEH CO3/JaHus U BHEAPECHUS KOMILJIEKCHOM CHCTEMBI 3aIIUThI HA 00bEKTax
nHpOpMaTH3alMK  KEJE3HOJOPOXKHOTO  TpaHcmopra. JlaHHas  JUCHUILIUHA
MpU3BaHAa COACHCTBOBaTh CHCTEMHOMY IOJXOIYy K TMPOIECCY pa3padOTKu H
opraHu3anuu GyHKIIMOHUPOBAHMS 3alTUIIIEHHBIX KOMITBIOTEPHBIX cucTeM. Bo Bcex
pasnmenax  JAUCHUIUIMHBI  OOJBIIIOC BHUMAHUE  YACISIETCS  MPAKTHYECKOM
HaIPaBJICHHOCTH paccMaTPUBAEMbIX METOJOB U CPEACTB 3AIUTHI.

3ajayamMu TUCHMIUIMHBI SIBISIOTCA: - YETKOE€ OCO3HAHHME HEOOXOIUMOCTU U
BOXHOCTH CHCTEMHOTO TOAXOJa K Tporleccy pa3paborku 3amuiieHHbx KC u
coOJII0/ICHUE Pa3yMHOTO KOMIIPOMHCCA MEXIY pa3IMYHBIMH MEXaHU3MaMHU
3aIIUTBI; - O3HAKOMJIEHUE C OCHOBHBIMH HOPMAaTHUBHO-TIPABOBBIMU U
perjiaMeHTHBIMU JIOKyMeHTaMu P® B obnacTu 3amuThl uHQOpMAIUK; - YMEHUE
pa3pabaThiBaTh KOHUEHIIMIO U MOJUTHUKA O€30MacCHOCTH KOMILJIEKCHON CUCTEMBI
samuTel uHpopmaruu KC; - ymeHue mnpuMmeHsTh S()PEKTUBHBIC METOIBI
yrpasiieHus: UHPOPMAIMOHHON 0€30MacHOCTH, OOecleurBaroIre TpeOyeMblit
YPOBEHb 3alIUIICHHOCTH; - YMEHHE BBINOJHATH pPabdOThl MO OpraHU3AUU
APXUTEKTYPhl KOMIUIEKCHOM CHCTEMbl 3alllUThl OOBEKTOB WH(OpMAaTHU3aAIIUM.
Takum o6pazom, nuctuurinHa « KOMITJIEKCHBIE CUCTEMBI 3aIIIUTHI UHPOPMAIIUU Ha
O0BEKTaxX JK.J. TPAHCIOPTa» SBISETCS HEOTHEMJIEMOW COCTAaBHOW YacCTh.
npodeccronansHoit moaroroBku mo HampasiaeHuio 10.05.01 «KommbroTepras
6e3omacHOCThY. BMecTe ¢ ApyruMHM ITUCHUIUIMHAMHA IUKIIA TPOQECCHOHATBHBIX
JUCLUIUIMH U3YYEeHHUE JaHHOW TUCIUIUIMHBI TPU3BAHO (OPMHUPOBATH CIICIIUATUCTA
10 3aluTe UHPOPMAIUH.

2. [Inanupyemsble pe3ysibTaTbl O0y4EeHHUs 110 AUCHUIUIMHE (MOAYJIIO).

[lepeuenb GopmupyembiX pe3ysbTaTOB OCBOCHHS 00pa3oBaTEIbHOU
IporpamMmsl (KOMIIETEHLIUI) B PE3yJbTaTe 00yUYEHUs 110 JUCHUIUIMHE (MOAYJIIO):

OIIK-1 - CmocoOeH oreHuBaTh poiib HHPOpMAIUK, WHOOPMAITMOHHBIX
TEXHOJIOTUA U WH(OPMAITMOHHONW 0€30MacCHOCTH B COBPEMEHHOM OOIIECTBE, UX
3HAYEHUE I 00eCredeHUs] O0BEKTUBHBIX MOTPEOHOCTEN TUIHOCTH, OOIIECTBA U
rocyAapcTBa;



OIIK-6 - Cnoco0eH NpUMEHATH METONIbl HAYYHBIX HCCICAOBAHUU MpPH
MIPOBEJICHUU Pa3pabOTOK B 00JIacTH oOecrieueHusi 0€30MacCHOCTH KOMITbIOTEPHBIX
CUCTEM U CETEM.

OOyueHue 1Mo JUCIUILINHE (MOJIYIIFO ) TIPEJIIoIaraet, 4To 1o ero pe3ybraraM
oOyuyarommiics Oyier:

3HaTh:

- Merononoruto pa3paboOTKu, aHanu3a W OOOCHOBaHUS aJEKBATHOCTHU
MaTEeMaTHYECKUX MOJIEJICH MPOIIECCOB PaOOTHI MPOTPAMMHO-AIIITAPATHRIX CPEICTB
3alUThl HTHPOPMALIUH.

- MeTtoauku 1 THCTPYMEHTAJIbHbIE CPEJICTBA TECTUPOBAHUS CUCTEM 3aIUTHI
uH(OpMAIIMN aBTOMATU3UPOBAHHBIX CUCTEM.

- CTpyKTypy H COAep>KaHUE IJIaHA MEPOTIPUATHI 110 3a1uTe nHpopmaIuu B
oObekTax WHGOPMATH3AIlMK, BKIIOYAs JTalbl MPOCKTUPOBAHUS, CO3JAHHS H
MOJICpHU3AITUH.

- Kputepun u metonuku mpoBeacHHS aHamu3a 3(G(OEKTUBHOCTH CHCTEM
3aIUTHl MHPOPMAITUU B 00BEKTaX HHPOPMATHU3AIINH.

- IlpuHOMIBI OpraHW3allMM ¥ O3Tambl CO3JaHUS CUCTEMBI  3alUTHI
uH(OPMAITUU MIPOIIECCOB MPOCKTUPOBAHMS, CO3TaHUS U MOJICPHU3AINH 00BEKTOB
nH(popMaTH3auu Ha 0a3e KOMITBIOTEPHBIX CHCTEM.

- TpebGoBanus k pa3pabOTKe MPOCKTOB HOPMATHBHBIX TMPABOBBIX AaKTOB,
PYKOBOJSIINX U METOJIUYCCKUX JOKYMEHTOB, PETJIAMEHTUPYIOIINUX JEATCILHOCTD
10 3a1uTe UHPOPMAIUH.

Ymers:

- Pa3pabaTeiBaTh MaTeMaTH4eCKHE MOJIEIH MPOIIECCOB, BO3HUKAIOIINX MPH
paboTe mporpaMMHO-aMNIMapaTHbIX CPEJCTB 3aIIUThl HH(OPMALIUH, U OLIEHUBATh UX
a/IeKBaTHOCTb.

- IlpoBoguTh  TEcTUpOBaHME  CHCTEM  3alIUTHl  WH(pOPMaLUU
aBTOMATHU3UPOBAHHBIX CHCTEM C HCIIOJIb30BAHUEM COOTBETCTBYIOIIUX METOAMK H
UHCTPYMEHTOB.

- PaspabaThiBaTh W peaju30BbIBATh IUIAaH MEPOINPUSTUN 10 3alluTe
nHpopMaru Ha 00bEeKTax HHOOPMATU3AIIUH.

- IlpumeHsTh HHCTpYMEHTAJIbHbIE CPEACTBA aHANIM3a 3allULIICHHOCTH
KOMIIBIOTEPHBIX CUCTEM JIJIsl OLIEHKH 3()(PEKTUBHOCTU CUCTEM 3aILUTHI.

- YyacTBOBaTh B CO3/JaHUU CHUCTEMBI oObOecreueHus: WHGOPMAIMOHHON
0€301acHOCTH MPOLIECCOB MPOSKTHUPOBAHHUS, CO3TAHMS U MOJIEPHU3AIIUN OOBEKTOB
uH(pOpMaTU3ALIUH.



- Pa3pabaTbiBaTh IPOEKTHl HOPMATUBHBIX IIPABOBBIX AKTOB, PYKOBOISAIINX H
METOIMYECKUX JOKYMEHTOB B 00JaCTH 3alUThl HH(OpMAIUH.

Baaners:

- HaBbikamu pa3paboTKu U aHAIM3a MAaTEMATUYECKUX MOJIENEH ISl OICHKU
3alUIIEHHOCTH UH(POPMAIIUH.

- HaBbikamu mipoBeieHUS TECTUPOBAHUS U OLICHKU d(P(HEKTUBHOCTH CHCTEM
3aIUTHl HHPOpMAITUH.

- HaBbikamm pa3pa®oOTKH TOKYMEHTAIMH 110 TUTAHHUPOBAHUIO MEPOTPUSTHN
0 3aIIUTe HHPOPMALIUKA Ha 00BbEKTaX NH(POPMATU3ALIHH.

- HaBeikamMu co3gaHMs W CONPOBOXKICHHUS CHUCTEM oOecreueHus
nH(popMaIMOHHOM 0€30MacHOCTH Ha 00bEKTax HH(POpMATU3AIIUH.

- HaBbikamu pa3paOOTKM HOPMATHBHOW IPABOBOM M METOAUYECKOU
JIOKyMEHTAITUU B 00JIaCTH 3alIUThI HHPOPMAIIUH.

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OO6miasi TpyHOEMKOCTh JUCHUIUIMHBI (MOayJisi) coctaBiser S5 3.e. (180
akaJeMHUYEeCKHUX Jaca(oB).

3.2. O6bem aucuMIUidHbL (Monaynsi) B (opMe KOHTAaKTHOM paboOThI
oOyyJarormuxcst ¢ MEeNaroru4yecKuMu  paboTHHUKaMu W (WIM)  JUIAMH,
IPUBJIEKAEMBIMH K peajiu3aluu o0pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBMSIX,
IPU IPOBEICHUH YUEOHbIX 3aHATUH:

KonnyectBo wacos
Tun y4eOHBIX 3aHATHI Beero| Cemectp
NelO
KonrakTHast paboTa rmpy npoBeieHUH Y4eOHBIX 3aHSTHH (BCET0): 64 64
B toM uncae:
3aHATHS JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO THITA 32 32

3.3. O0beM aUCHUIIUHBL (MOIyJNsA) B (opmMe caMOCTOSITENbHOW paboThI
oOyyaromuxcs, a Takxke B (opMe KOHTAKTHOM paboThl O0ydaroumxcs ¢
nearoruaecKuMu paboTHUKAMK | (WJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTi3aIiu
oOpa3oBaTeIbHOM TPOrpaMMbl Ha HWHBIX YCJIOBHUSAX, TPH TPOBEICHUU
MIPOMEKYTOUHOM aTTecTaluu cocrapisier 116 akagemuyeckux yaca (0B).

3.4. Ilpu oOy4eHnu Mo MHAUBUAYAILHOMY Y4€OHOMY IIJIaHY, B TOM YHCIIE TIPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET OBITh pean30BaH




MOJTHOCTBHIO B (hOpME CaMOCTOATEIBHON paboThl 00yJarOmIMXCs, a TakxKe B popme
KOHTaKTHOM paboOThl 00ydaloIUXCs ¢ NeAarortdecKuMu pabOTHUKAMH U (WJIH)

JMgaMu, IpUBJICKACMbIMHU K pCaiu3aliu O6pa3OBaTCHBHOﬁ IMporpaMmMbl Ha MHBIX

YCIOBUAX, ITPU IIPOBCACHUU HpOMG)KYTO‘IHOﬁ aTTCcCTallnu.

4. ConeprkaHue TUCIHUTIIAHBI (MOTYJIsA).

4.1. 3aHATHA TEKIUOHHOT'O THUIIA.

n/n

TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

BBoanas nekmust

PaccmaTprBaemble BOIIPOCHI:

- Henu n 3amaumn o0yyenus o nporpamme « KOMIUIEKCHBIE CHCTEMBI 3aIUThI HHPOPMALIUI»

- [Ipo6emsl 3amKTH HHPOPMAITIH HAa COBPEMEHHOM 3Tane 00padoTku HHPOPMAITUH B CHCTEMaX U CETAX

Cucrema HOPMAaTUBHBIX U PCTIIAMCHTHBIX JOKYMCHTOB.
PaCCManI/IBaGMBIG BOIPOCHI:
- KOH]_IGHTyaIILHBIe HOPMATUBHBIC JTOKYMCHTBI.

IIpouenypHble HOpMaTUBHBIE JOKYMEHTHI.

PaccmatprBaemble BOIIPOCHI:

- MHcTpyKimu, onpeessioniye mopsa0K IeHCTBHS JOKHOCTHBIX JIUIL TPH ()YHKIIMOHUPOBAHUU CUCTEM
3aIIUThl HHPOPMAIHH.

- XKypnanel yuera

OcHOBHBIE HOPMATHUBHO-TIPAaBOBbIE TOKYMEHTHI PD B 065actu 3amuTel HHGOpMAIUU
PaccmarprBaeMbie BOTIPOCHI:

- OCHOBHEIC HOPMATHUBHO-TIPAaBOBBIC TOKYMEHTHI PD B 00acTu 3ammThl HHGOpMAIIUN

- Joktpuna nadopmalmonHoi 6e3onacHoctu PO

- 3akoH «O0 nHdopmanny, HGOPMALMOHHBIX TEXHOJIOTUSIX U 3aluTe HHQOpMALIUI.

- OCHOBHBIC TOJIOKCHUS MEKIYHAPOIHOTO cTaHaapTa 6e3omnacHocT [SO 17799 u THMOBas MOIUTHK
0e301acHOCTH, OCHOBaHHAsl Ha IaHHOM cTanjaapre u crangapre ISO 27001

CrpaTerust HocTpoeHHUsI KOMIJIEKCHON cucTeMbl 3amuThl nHpopmanmu (KC3H).
PaccMarpuBaeMble BOIIPOCHL:

- Pa3paboTka KOMIUIEKCHON CHCTEMBI 3aIIUTH HH()OPMAIIHH.

- TTonutrka nHGOPMALHOHHOM O€30MaCHOCTH.

- OreHKa ysI3BUMOCTH W PUCKOB HH(OPMALNK

- Pa3paboTKa METO0JIOTHH OLIEHKH PHCKa.

- O6ume TpeOoBaHMs K KOMIIEKCHON CHCTEME 3aIlUThl HH(pOPMAIHH.

- Opranu3zannuoHHbIe TpeOOBaHUSL.

TpeboBanus K MOJACUCTEMAM 3alUTH HHPOPMAIIUH.
PaccmarpuBaembie BONPOCHL:

- TpeboBaHus K cpene 3aIInTHL

- Be1bop cpenctB 3ammTh HHPOPMALIUU U UX XaPAKTHPUCTHUK.
- BHereHI/IC CPCACTB 3alllMThl U UX TCCTUPOBAHHNC

OCHOBHBIE PUHIIMIIBI TOCTPOSHUS U (PYHKIIMY KOMILJICKCHON CHCTEMBI 3aIUTHI
uHpOpMaun

PaccmarprBaeMbie BOIIPOCHI:

- HpI/IHHI/IH KOMIIJICKCHOCTH.

- [IpuHIMT S1IETOHUPOBAHUSI.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [IpyHIMO IPOYHOCTH.
- [IpuHuun pa3yMHOM JOCTaTOYHOCTH.
- [IpyHIMT HEMPEPBIBHOCTH.

OOHapy>keHue U OTpa’keHHE yrpo3.
PaccmarpuBaeMbie BOTIPOCHL:

- 0COOCHHOCTH OOHAPY)KEHUE U OTPAKECHUE YIPo3.
- Oransl noctpoenus KC3U

CpenctBa U METO/Ibl B KOMIUIEKCHOW CUCTEME 3alllUThl HH)OPMALIUH.
PaccmarprBaeMbie BOTIPOCHI:

- Mepsl 3auThl.

- Oprasu3aioHHO - IPaBOBEIE.

- lmxeHepHO-TeXHUYECKHE.

- Ua(opMaIiMOHHO-TEXHOIOTUICCKHUE.

- OnepaTUBHO TEXHOJIOTHUECKUE MEPHI 3aIUThHI

10

Texnomorus BHCAPCHUA KOMIUIEKCHOM CHCTEMBI 3alIUThI I/IH(bOpMaI_II/II/I.

PaccmatpuBaeMble BOIIpOCH:

- OGBEKTOBBIC HCCIEOBAaHUS TEXHUUECKUX CPEACTB CHCTEMBI Ha IOOOYHBIE JJICKTPOMArHUTHEIE
W3JTyYeHHs 1 HaBOJKH C IIEJIBI0 ONPEIEICHHS COOTBETCTBHUS YCTAHOBICHHON KaTErOPHH.

- Peanm3zanus pa3pemTensHON CHCTEMBI IOCTYIIA TONb30BaTeNel 1 SKCIuTyaTanuoHHoro nepconana MC
o0OpabaTriBaeMOit HH(DOPMAITHH.

11

KomrrekcHbIe cCUCTEMBI 3allIUThI I/IH(I)OpMaI_II/II/I.

PaccmarpuBaeMbie BOTIPOCHI:

- BrittoueHue 1 HacTpolika KOMILIEKCa IPOrPaMMHBIX CPENICTB 3aIlUThl MHPOPMAIIUHU B OOIILYIO
MIPOTPAMMHYIO CPEIly CHCTEMBI.

- OTpaboTka pabodel JOKyMEHTAUH U JODKHOCTHBIX HHCTPYKIHNH MO 3KCILUTyaTallny KOMITIEKCHON
CHCTEMBI 3aIIUTHI HHPOPMAINU

12

Aynaut u ceprudpukanus UC u ee KOMIOHEHTOB MO TpeOOBaHUIM UHPOPMAITHOHHOM

0e30macHOCTH

PaccmartprBaeMbie BOTIPOCHI:

- lHenwu u 3amaum ayaura.

- DTaImsl NpoBeIeHHS ayInuTa.

- OT‘{CTHI:.IG }IOKyMeHTBI.

- Yro Takoe cepTu(UKaLUs U aTTECTaIHS.

- opsmok cepruduranum.

- [Tokazarenu 3aIMIIEHHOCTH U Kiacchl 3amuiennocta VC.

13

ApXUTEKTYpa U MOCTPOCHUE CHUCTEMBI 3aIIUThl HHPOPMAIMH Ha 00beKTe HH(DOpMAIUn
PaccmarpuBaeMble BOIPOCHL:

- MeToapbl, cpeacTBa U MEPOIIPUSATHUS] CUCTEMBI 3allUTHI.

- OcHOBHBIE MeTOAONOTHYEeCKHEe MpUHIMIIEI TocTpoeHus KC3U.

- SInpo KC3U, cemupy6exHas MOJIEINb 3alHUTHI.

- YrpapieHnue MEXaHU3MaMH 3aIUThI

14

[TpuHLIMIIBI 3a1IMTHI UHQOPMALUH

PaccmarpuBaembie BONPOCHL:

- OCHOBHEBIE MPUHIUIIBI 3aIUThI I/IH(I)OpMaHI/II/I Ipyu XpaHCHUU U UCTTOJIb30BAHUU JJICKTPOHHBIX U UHBIX
JAOKYMCHTOB

15

Pabora co ciykeOHBIMU TOKYMEHTAMH.
PaccmatprBaemble BOIIPOCHI:
- Opranmszanus paboTHI CO CITy>KeOHBIMH JOKYMEHTaMH.

16

TexHndeckoe u mporpamMmmuoe odecrieuenue MC.
PaccMarpuBaeMbIe BOIIPOCHL:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- O6cmy>kuBaHUe M MOAN(DUKAINS TEXHIIECKOTO U IiporpaMMHoro obecriedenns NC.
- ObGecrieueHne 1 KOHTPOIh (PU3NIECKOH ETOCTHOCTH.
- OCHOBHBIE IPUHIUITEI 3aIIUTH HHPOPMAIUHU OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

HpaKTI/ILIeCKI/Ie 3aHATHA

n/n

Tematuka MPAKTUYCCKUX 3aHSATHI/ KpaTKO€ COACPIKAHUC

AHanu3 HOPMATUBHO-TIPABOBOM 0a3bl B 00JIACTH 3alIUTH HH(OPMAIIH

B PE3YIBbTATE BBINTOJTHECHUA MPAKTUYCCKOIO 3aJlaHus CTYACHT U3Yy4a€T OCHOBHBIC HOPMATHUBHO-ITPABOBLIC
nmokyMeHTHl PO ([loktprna 1B, 3akon «O6 napopmanuu...», crangaptsl ISO 17799, 27001) u ux
npuMeHerne pu noctpoenun KC3U.

Pa3zpaboTka nmonutrku nHGOpMaIIMOHHOM 0€30MacHOCTH ISl 00BbeKTa HH(pOpMATH3AITIHI
B pesynbrare paboTHI CTyIEHT TTOTyYaeT HaBbIK pa3paboTku monutuku Ub aiis KOHKpeTHOTO 00BeKTa
nHdopMaTuzauu (Ha mpuMepe NpeArpUsITHS XK. /1. TPAHCIIOPTa).

OreHka ysI3BUMOCTEH U pUCKOB MH(OpMaIUK
B PE3YIBbTATE BBINTOJTHECHUA MPAKTUYCCKOI0O 3aJlaHus CTYACHT OCBAUBACT MCTOJO0JIOTHIO OIICHKH PUCKOB,
YUUTCA BBIABIIATE YA3BUMOCTU U ONIPEACTIATH KPUTUYHOCTD I/IH(l)OpMaL[I/IOHHI)IX aKTHBOB.

dopMupoBaHre TPeOOBAHMI K TIOJICUCTEMAaM 3aITUTHI U BBIOOP CPEICTB 3aITUTHI
B pesynbrare paboThl cTyeHT yuauTcs GOpMyITHpOBaTh TPEOOBAHIS K CpeJie 3alUTHl H BEIOUPATh
COOTBETCTBYIOIINE CPECTBA 3aLIUTHI HHHOPMAIIMH Ha OCHOBE aHAIIN3a PUCKOB.

Pazpabotka apxutexktypsl KC31
B PE3YIbTATE BBINMOJTHCHUS MPAKTUYCCKOTO 3a/laHus CTYACHT MMOJYy4YacT HAaBbIK pa3pa60T1<M
MHOFOpy6e)KHOI7[ MOACIN 3alIUTHL JJI1 KOHKPETHOT'O 00BeKTa I/IH(i)OpMaTI/I?,aHI/II/I.

Opranu3zaiys ¥ MpoBeJACHNUE ayIuTa HHPOPMAITMOHHOHN 0€30MacHOCTH
B pesynbrarte paboThl cTyIeHT W3ydaeT dTamnbl poBeacHus ayaurta b Ha o0pexTe, ocBanBaet
COCTaBJICHHUE OTYCTHBIX JOKYMCHTOB 10 pE3yJibTaTaM ayauTa.

[TnanupoBaHre MEPOTIPUATHIL 1O 3anIUTe HH(DOPMALIUU
B pe3yabTaTe pa6OTBI CTYACHT pa3pa6aTLIBaeT IJ1aH MepOHpI/IHTI/Iﬁ I10 3aIIUTEC I/IH(l)OpMaIII/II/I JUIA o0beKTa
I/IH(l)OpMaTI/I?)aHI/II/I, BKJIrO4asi 3Taribl BHCAPCHUSA, KOHTPOJISI U MOJACPHU3AIIUU.

Pa3pa60TI<a OpFaHI/ISaHHOHHO-paCHOpHHHTCHBHOﬁ AOKYMCHTallUN
B pesynbrare BHIMOTHEHHUS IPAKTUYECKOTO 3a/IaHUs CTYJEHT MOIy9daeT HABbIK Pa3pabOTKH UHCTPYKIIHA,
pEraMeHTOB U MPHKa30B, periameHTupyommx padory ¢ KC3U u cinykeOHBIME JOKYMEHTaAMHU.

4.3. CamocrosTenbHas paboTa 00yJarOInXCs.

n/n

Bun camocrosTensHOM paboThI

N3yueHne nONOIHUTENBHON JINTEPATYPBI.

HOI[FOTOBKa K IIPaAKTUYCCKUM 3aHATHUAM.

Brimonnenue KYpCOBOI'O ITPOCKTA.

IToaroroBka kK IPOMEKYTOUYHOHN aTTECTALUU.

gl | W] N

[ToaroToBka K TEKylemMy KOHTPOJIIO.

4.4. [IpuMmepHbIi IEpEeUYEHb TEM KYPCOBBIX POEKTOB




1) OcHoBHbIe pakTopsl U puHIHUIEI co3nanus KC3U

2) OGecneuenrne B cetn KOMIIaHMM Ha OCHOBE CPEJICTB AHTHBHPYCHOM
3aIIUTHI
3) 3amura cepBepoB Ha ocHOBE BHeaApeHus cucteMbl SAFE RDP

4) 3amuTa B MOOMJIBHBIX YCTPOHCTBAX
5) Ananu3 puckoB u yrpo3sl KC
6) Cucrembl HeHTpaIn30BaHHOTO yrpaBieHus KC

7) MopaepHuzanusi ceTeBoil 0€30MaCHOCTH MPEANpPUSITHS HAa OCHOBE BITH
peIICHU

8) OObecrneyeHne  IETOCTHOCTU W COXPAHHOCTH  JIaHHBIX  TpHU
aJIMUHUACTPUPOBAHUH CETH

9) [loacucrema aHTUBUPYCHOM 3aLTUTHI

10) [ToxcucreMa pe3epBHOTO KOMTMPOBAHUS
11) IMoxcucrema 0OHAPYKCHHS aTak

12) Tloncucrema ympaienuss Wb 1eHTpann30BaHHOIO MOHUTOPHWHIA U
aynuTa cOObITUI
13) Iloacucrema 3amuThl KaHAJIOB MEpeaavYr JaHHBIX

14) IToacucrema uneHTUGUKAIIUA U ayTeHTU(UKAITUN TT0JIh30BaTeNIeH
15) [loncucrema peructpanuu v yuera
16) Iloncucrema obecrniedeHust 11eTOCTHOCTH

17) Tloacuctema 3ammuThl uHOpMANMU B (QuiMagax © JOYEPHUX
OpraHu3aIusIxX
18) Iloncucrema 371€KTPOHHON MOYTHI

19) CucreMbl BUPTYaJbHBIX JOBYIIEK

20) 3amuTa epenayu rojaoCcoBbIX JaHHbBIX B IP-cetn

21) Opranu3zaiius 3anura NepuMeTpa CeTu

22) Monenuposanne K3CHU

23) ObGecneuenne nHGOpMaIIMOHHON Oe3omacHOCTH Web-npuioxeHui
24) 3amuTa NepCOHAIbHBIX JaHHBIX U KOMMepuecKoil TaitHbl B ACY TP

25) NudopmanmonHass 6€30MaCHOCTh XPaHWIMI JTAHHBIX aHATUTHYECKHUX
UH(OPMAIIMOHHBIX CUCTEM

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS HCIIOJIb30BaTh IIPH
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).



y bubnunorpaduueckoe onucanue Mecro nocryna
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1 | 3ammra nHGOpMaLIUK B KOMIBIOTEPHBIX https://reader.lanbook.com/book/182299#2
nHpopmanmoHHbIx cucteMax [lyrun B.B.,
['onyOnunuas E.1O., JIabana C.A. Yuebnoe
nocobue Camapa: [II'YTH, - 119 c. , 2018
2 WudopmanmonHas 0€30MacHOCTD U 3allluTa https://reader.lanbook.com/book/156494#2
uH(POPMAIIUU: CTICIIHATU3UPOBAHHBIC

aTTECTOBAaHHBIE ITPOrPaMMHBIE U IPOrPAMMHO-
anmapathsle cpeacta @omun /[.B.
Meroanueckue ykazanus biaropemeHck:
Amypckuii roc.yH-T, - 240 c. , 2017

6. IlepeyeHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
UH(GOPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJB30BaThCSA IMPHU
OCBOCHMH JIUCLUUILITUHBI (MOIYJIs).

Odunmaneueiit cait PYT (MUUT) (https://www.miit.ru/).

Hayuno-texunueckas 6ubnuorexa PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBartenbHas matdopma «kOpaitr» (https://urait.ru/).

OOmme uHPOpPMAIMOHHBIE, CIOPAaBOYHBIE W  IOHMCKOBBIE  CHCTEMBI
«Koncynsrant I[lmoc», «I'apanm.

DJIEKTPOHHO-OUOIMOTEYHAS cucrema U3/1aTeNIbCTBA «JIanb»
(http://e.lanbook.com/).

DINeKTpOHHO-0MOImoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. llepeueHb  JNHUIICH3UOHHOTO W  CBOOOJHO  PacCIpPOCTPaHSIEMOTO
MPOrPaMMHOTO OOECTICYeHHs, B TOM YHCIIE OTEUYECTBEHHOTO MPOU3BOCTBA,
HE0OXOIMMOTO JIJIsl OCBOCHUSI TUCIUTITUHBI (MOYJIs).

Microsoft Internet Explorer (unu npyroi 6paysep).
Omnepannonnas cucteMa Microsoft Windows.
Microsoft Office.

8. Omnucanne MaTepUaIbHO-TEXHUUYECKON 0a3bl, HEOOXOAUMOMN  JjIst
OCYIIECTBICHUST 00pa30BaTEIHLHOTO MPOIIecca MO MUCIUTLTHHE (MOIYIIIO).

YyeOHble aynuTOpUM JUISI TPOBEACHHUS YYEOHBIX 3aHSATUN, OCHAIEHHBIC
KOMITBIOTEPHON TEXHUKON ¥ HAOOpamMu IeMOHCTPAITMOHHOTO 000PYT0BaHMS.

9. ®opma NpOMEKYTOUYHOM aTTECTALIUMU:

3ayet B 10 cemecTtpe.



Kypcosoii mpoekr B 10 cemectpe.

10. OueHouHble MaTEpHUAIIBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMbIE MPU MPOBEICHUN MPOMEKYTOUHOU
aTTecTalluM, pa3padaThIBAIOTCS B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTHUBHBIM
aktom PYT (MUNT).



ABTOpBI:

npodeccop, mpodeccop, A.H. Kadeapbl
"HHTEenneKkTyanbHOe YIIpaBIeHUE U
uH(popmaImonHasi 6e30MacHOCTh B
BBICOKOABTOMATH3NPOBAHHBIX
TPaHCIOPTHBIX cucremax' MHcTUTyTa
KEJIE3HOIOPOKHOTO TPAHCTIOPTA

CoryiacoBaHo:

3aseayromuii kapeapoit UYullb
3aBenyromuii kadenpoi Yu3U

[Ipencenarens yueOHO-METOIUUECKOM
KOMHUCCHU

M.4l. KnenoB

JILA. bapanos
JILA. bapanos

H.A. AunpusHoBa



