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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto mpenogaBaHusi AUCHUIIIMHBI «KOMIUIEKCHBIE CHUCTEMBI 3allUTHI
uHpopMa Ha O0OBEKTAX IKEJIE3HOJOPOKHOTO TPAHCIOPTa»  SIBISETCS
U3JIOKEHHUE CTYyJCHTaM OCHOBHBIX MPHUHIIMIIOB IIOCTPOCHHS U OpraHHU3alluu
(G YHKITMOHUPOBAHHUS KOMITJIEKCHBIX CUCTEM 3allIUThl UH(POPMAITUH KOMITBIOTEPHBIX
CHUCTEM KEJIE3HOJOPOKHOIO TPaHCIOPTa, O3HAKOMJIEHHE C COBPEMEHHOU
TEXHOJIOTHEH CO3AaHMs ¥ BHEAPCHUS KOMITJICKCHON CHCTEMBI 3aIlIUTHl HA 00BEKTaX
nH(pOpMATU3AIMKA  KEJIE3HOJIOPOKHOTO TpaHcmoprta. JlaHHas  aucCIUIUIMHA
MpU3BaHa COJEHCTBOBaTh CHUCTEMHOMY IMOAXOJYy K IIPOIECCy pa3pabOTKu u
opraHu3anuu GyHKIIMOHUPOBAHUS 3alTUIIIEHHBIX KOMITIBIOTEPHBIX cucTeM. Bo Bcex
paszjienax JUCHUIUIMHBI  OOJIBIIIOE BHUMAHHE  YIENACTCS  IPAKTHYECKOM
HaIMpaBJIECHHOCTH PACCMATPUBAEMBIX METOJIOB U CPEJICTB 3aIIUTHI.

3amauyamMy JUCHMINIMHEI SBJISIOTCS: - YETKOE OCO3HAHHME HEOOXOIMMOCTH U
BOXXHOCTH CHCTEMHOIO MOJAXOJa K Mpoleccy pa3pabotku 3amuiieHHbix KC u
COOJIIOZICHUE Pa3yMHOTO KOMIIPOMHCCA MEXAY pa3IMYHbIMH MEXaHU3MaMU
3allUThI, - O3HAKOMJIEHME C OCHOBHBIMH HOPMATHUBHO-TIPABOBBIMU U
perinamMeHTHBIMU JAokymMeHTamu P® B obnactu 3ammTel HHOOPMALIUK; - YMEHHE
pa3pabarpiBaTh KOHIEMINIO U MOJUTHKH 0€30MacHOCTH KOMILJIEKCHON CHCTEMBbI
samuTel MHPopmarmu KC; - ymeHue mpuUMEHATh 3(G(PEKTUBHBIE METOJIbI
ynpaBjieHus HWHQPOPMAIMOHHON 0€30MacHOCTH, O00eCIeUHUBAIOIIUE TPEOYEMBIid
YpPOBEHb 3alUIIEHHOCTH; - YMEHHE BBIMIOJHATH pPabdOThl MO OpTraHU3AUN
APXUTEKTYpPhl KOMIUIEKCHOW CHCTEMBI 3alllUThl OOBEKTOB WH(POpMATH3AILINH.
Takum 00pazom, guctuiinHa « KoMIjIeKCHbIE CUCTEMBI 3allluThl HHGOPMAIU HA
00BbEKTax JK.JI. TPAHCIOPTa» SBISACTCS HEOTHEMJIEMON COCTaBHOM YacTh.
npodeccronansHoil moaroroBku mo HampasieHuiro 10.05.01 «KommnberotepHas
Oe3omacHoCThY. BMmecTe ¢ apyruMu TUCHMIUIMHAMU LHUKJIA TPO(EcCHOHaTbHbBIX
JTUCHUTUIMH U3YYeHHUE JaHHOMN TUCIMIUTMHBI TPU3BaHO (DOPMUPOBATH CIICIIHAIIMCTA
10 3amuTe HHGOpPMaIUH.

2. Ilnanupyembie pe3ynbTaTbl 00yYEHHS MO JUCHUILIMHE (MOIYJIIO).

[Tepeyerr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHS  0Opa3oBaTEIbHOM
porpamMMbl (KOMITETEHIIU) B PE3yJIbTaTe 00yUEHHUS 10 JUCITUTUTMHE (MOIYJIIO):

OIIK-1 - Cnoco0OeH oneHuBaTh poJib MHPOPMALMH, HWHPOPMAIMOHHBIX
TEXHOJIOTUH W MH(POPMAITMOHHON O€30IaCHOCTH B COBPEMEHHOM OOIIECTBE, UX
3HaYCHUE I 00ecriedeHNs 0ObEKTUBHBIX MOTPEOHOCTEH TUIHOCTH, OOIIECTBA U
rocyJ1apcTBa;



OIIK-6 - CnocobeH NpUMEHSTh METOJbl HAyYHBIX HCCIEIOBAaHUN MpHU
MIPOBEICHUH Pa3pabO0TOK B 00JacTH oOecredeHus: 6€30MacHOCTH KOMITBIOTEPHBIX
CHCTEM U CETEMU.

OOyueHue 1Mo JUCIUTLIMHE (MOJTYIIIO ) IPEIIoIaraet, 4To 1o ero pe3yibTaTaM
oOyuJarormumiicst Oyier:

3HaTh:

- Metononoruto pa3paboTKH, aHanu3a M OOOCHOBAaHHUS aJleKBaTHOCTHU
MaTEeMaTHYECKUX MOJIEJIEH MPOLeCCOB pabOThI MPOTPAMMHO-ANNAPAaTHBIX CPEJCTB
3aImuTHl THGOPMAIIHH.

- MeToauKk 1 UHCTPYMEHTAIIbHBIE CPEICTBA TECTUPOBAHUS CUCTEM 3aILUTHI
MH(pOpMaIUU aBTOMaTU3UPOBAHHBIX CUCTEM.

- CTpyKTypy U coiepKaHH€ IJIaHa MEPONPUATUI 10 3alluTe HHPOpMaUU B
oObekTax HH(pOpMATU3aLMK, BKJIKOYAs STalbl NPOCKTUPOBAHUSA, CO3JaHUS U
MOJIEpHU3ALUH.

- Kpurepun u meTonuku mnpoBeAeHUs aHaiu3a 3()(PEKTUBHOCTH CHCTEM
3aIIUTHl THPOPMALIMK B 00BbEKTaX MH(POPMATH3ALUH.

- IlpuHUMOBI OpraHu3allMM M 3Tambl CO3JAaHUS CUCTEMBI  3alUTHI
MH(pOpPMAIMHU MIPOLECCOB IPOEKTUPOBAHUS, CO3/IaHUS U MOJEPHU3ALNN 0OBEKTOB
uHpOopMaTU3alnu Ha 0a3€ KOMIIBIOTEPHBIX CUCTEM.

- TpeboBanus K pa3pabOTKe MPOEKTOB HOPMATUBHBIX IPABOBBIX AaKTOB,
PYKOBOJSIINX U METOJUYECKHUX JOKYMEHTOB, PETJAMEHTUPYIOIINUX AEATEIbHOCTb
10 3amuTe HHGOpPMaIUH.

Ymern:

- Pa3zpabaTpiBaTh MaTeMaTUYECKUE MOJEIN MPOLECCOB, BOSHUKAIOIIUX MPH
paboTe mporpaMMHO-aInapaTHbIX CPEACTB 3aUIUThHI HH(OPMAIIH, U OLIEHUBATh UX
aJIeKBATHOCTb.

- IlpoBomuTh  TEcTHUpOBaHME  CHUCTEM  3alUThl  MH(pOpPMaLUU
ABTOMAaTU3HPOBAHHBIX CHCTEM C UCIOJIb30BAHUEM COOTBETCTBYIOIIMX METOIMK U
UHCTPYMEHTOB.

- PaspabaTeiBaTh M peanu30BbIBATH IUIAH MEPONPUATUNA MO 3alIUTe
uH(popMaIi Ha 00bEKTax HHPOPMATU3ALUH.

- IlpuMeHST, HMHCTpYMEHTaJbHBIE CpEACTBA aHaIM3a 3alUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM JJIsl OLIEHKH 3()(PEKTUBHOCTH CUCTEM 3aILUTHI.

- YuyacTBOBaTh B CO3JaHMM CHUCTEMBI oOOecreueHus HH(OpPMALMOHHON
0€30MMacHOCTH MPOLIECCOB MPOESKTUPOBAHUS, CO3JaHUS U MOICPHU3ALUU OOHEKTOB
uH(pOpMaTU3ALIUY.



- Pa3pa6aTBIBaTI> IMPOCKThI HOPMATUBHLIX IIPABOBLIX dAKTOB, PYKOBOIAIIUX U
MCTOJAUYCCKHUX NOKYMCHTOB B obmacTu 341U ThI I/IH(I)OpMaI_[I/II/I.

Baaners:

- HaBblkamu pa3pabOTKu M aHaau3a MaTEMaTUYECKUX MOJEIEH ISl OLEHKH
3aIIUIIEHHOCTH UH(POPMAIIUH.

- HaBbikamu nipoBesieHHsI TECTUPOBAHUS U OLIEHKU 3(P(HEKTUBHOCTH CUCTEM
3aIUThl THHOPMALIHMH.

- HaBbikamu pa3paboOTKu AOKYMEHTAIMM 10 TUIAHHUPOBAHUIO MEPONPUATUN
10 3aIuTe HHPopMaIK Ha 00beKTax MH(POpPMATU3AIIH.

- HaBbikamMu co3maHusi W CONPOBOXKICHHUS CHUCTEM  OOecreueHus
nH(GOPMaIIMOHHON 06€3011acCHOCTH HA 00BbEKTaX MH(OPMATU3ALINH.

- HaBpikamu pa3pabOTKM HOPMATHUBHOM TIPABOBOM M METOIMYECKOU
JOKYMEHTAIMU B 00JIaCTH 3alUThl HHPOPMAIIH.

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O0mas Tpy10€MKOCTb JUCHUILUIUHBI (MOTYJISI).

OO6mast TPyIOEMKOCTh AUCHUIUIMHBI (MOIyJist) coctaBisieT S5 3.e. (180
aKaJeMHYEeCKuX Jaca(oB).

3.2. O6bem pgucuMIUIAHBL (MoOayisi) B (opMe KOHTAKTHOW paboOThI
oOyyarommxcsi C  MeJarorM4eckuMu  paboTHUKaMU ©W  (WIM)  JIMIAMH,
IPUBJIEKAEMBIMH K peain3aiun 00pa3oBaTesIbHOM MporpaMmbl Ha MHBIX YCIOBHSX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUH:

Konmuectso yacos
Tun y4eOHBIX 3aHATHI Bcero| Cemectp
NelO
KonTtakTHas paboTa mpu npoBeieHNH yUeOHBIX 3aHATHH (BCET0): 64 64
B tom uucne:
3aHATHSA JIEKIHOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 32 32

3.3. O0bemM mucHUIUIMHBL (MOIYJiA) B (OpME CaMOCTOSITEIIBHOW padOThI
oOydJaroruxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOyYaromMXCS C
MearOrn4eCKUuMU pabOTHUKAMHU U (WIJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
o0pa3oBaTeNbHOM MpOTpaMMbl HA HWHBIX yCIOBUSIX, TMPH TPOBEIACHUU
IPOMEKYTOUHOM aTTecTaluu cocrapisier 116 akagemuyeckux yaca (0B).

3.4. ITpu oOy4eHHH 110 MHAUBUAYATLHOMY YU4€OHOMY IIJIaHY, B TOM YHCIIC IIPH
YCKOPEHHOM 00Yy4YeHUH, 00BEM JUCITUTUTHHBI (MOIYJIsI) MOXKET OBITh peasii30BaH




MOJIHOCTBIO B (DOPME CaMOCTOSITeNIbHON paboThl 00yJaronuxcs, a Takke B hopme

KOHTaKTHOW padOThl OOy4YaIOMIMXCA C MEJAroru4ecKuMu pabOTHUKAMHU U (WJIN)

JIMaMu, IpHUBJICKACMBbIMU K pCaJIn3alilun O6p330B3TCJ'IBHOI>i IporpaMmMbl Ha UHBIX

YCJIOBUAX, IIPU ITPOBCACHUN HpOMG)KyTO‘IHOfI aTTeCcranuu.

4. ConeprxaHue JUCHUIUIAHBI (MOIYJIA).

4.1. 3aHsaTus JIEKIIUOHHOTO THIIA.

/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

BBoanas nexnus

PaccmaTtpuBaeMble BOIIPOCHI:

- HGJ'II/I H 3aa49u 06y‘ICHI/IH IO nmporpaMmme «KoMIuiekcHbIE CUCTEMBI 3alIUThI I/IH(I)OpMaI_lI/II/I»

- [IpoGiremsI 3amuTH HHPOPMAIIH HAa COBPEMEHHOM 3Tare 00padoTKH HHOOPMAITHH B CHCTEMaxX M CETIX

Cucrema HOPMATUBHBIX U PECIrIIaMCHTHBIX JOKYMCHTOB.
PaccmarprBaeMble BOIIPOCHI:
- KonnenrtyansHble HOpMaTUBHBIE JJOKYMEHTHI.

Hpouez[ypHLIe HOPMAaTUBHBIC TOKYMCHTEI.

PaccmaTtpuBaeMble BOIIPOCHI:

- MHCTpyKIMK, ONpeaessioniue Mops0K JeUCTBHS TOJDKHOCTHBIX JIHL IPH (YHKIIHOHUPOBAHUH CUCTEM
3aMIUTH HHPOPMAIHH.

- Kypnaines! yuera

OcHOBHBIC HOPMATHBHO-IIPABOBBIE JJOKYMEHTHI PD B 001acTy 3aiuThl HHPOPMAITUU
PaccmarprBaeMbie BOTIPOCHI:

- OCHOBHbIE HOPMATHBHO-TIPaBOBbIE JOKyMeHThI PD B 005acTH 3amuThl HHPOpMAIUU

- Jloktpuna urpopmaImoHHou 06e3omnacuoctu PD

- 3akon «O6 uHpopmanuu, HHGOPMAIIMOHHBIX TEXHOJIOTHUAX U 3alIUTE HH()OPMAIHI.

- OCHOBHBIE MOJIOKEHHS MEXKIYHAPOHOTO cTaHaapTa 6ezonacHocty ISO 17799 u TumoBas moauTUK
6e30macHOCTH, OCHOBaHHasI Ha IaHHOM cTaHaapte u cragaapre ISO 27001

Crparerust moCTpOeHHUsI KOMIUIEKCHOM cucTteMbl 3amuThl nHpopmanmu (KC3N).
PaccmarprBaeMble BOIIPOCHI:

- Pa3paboTKa KOMIIIEKCHOW CHCTEMBI 3alUThl HHQOpPMALHH.

- [Nonmutuka MHGOPMAIMOHHON GE30MACHOCTH.

- OreHKa ysI3BUMOCTH M PUCKOB HH(pOPMALNK

- Pa3paboTka METOI0I0THH OLICHKH PHCKA.

- O6ume TpeOoBaHMs K KOMILIEKCHON CHCTEME 3allUThl HH(pOPMAIHH.

- Opra"u3aiMoHHbIe TpeOOBaHUSI.

TpebGoBanus K MOJCUCTEMAaM 3aLUTHI HH(OPMALIUH.
PaCCManHBaGMLIC BOIPOCHI:

- TpeboBaHus K cpelie 3aIIUTHL

- BeiGop cpezncTB 3amuThl HHGOPMAIIMK B UX XapaKTHPHCTHK.
- BHe,upeHHe CPCACTB 3allIMThl U UX TECCTUPOBAHHNC

OCHOBHBIE NMPUHOUIIBI TIOCTPOCHUSA U (I)YHI(I_II/II/I KOMIIJIEKCHOM CHCTEMBI 3alIUThI
uHpopMauu

PaccmarpuBaembie BOIPOCHL:

- IIpuHIMI KOMIUIEKCHOCTH.

- HpI/IHHI/IH SIICJIOHUPOBAHUAA.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- [IpuHIMO IPOYHOCTH.
- IIpuHnun pa3yMHOU JOCTaTOYHOCTH.
- IIpuHIUN HENPEPHIBHOCTH.

OOHapyKeHHUE U OTPAKECHHUE YIPO3.
PaccmarpuBaembie BOIIPOCHL:

- 0COOCHHOCTH 0OHAPYKEHUE U OTPAKEHHE yTPO3.
- Oramsl noctpoerns KC3U

CpenctBa ¥ METOJIbI B KOMITJICKCHOM CHCTEME 3aIIUTHI HHPOPMAIIHH.
PaccmaTpuBaeMble BOTIPOCHI:

- Mepsl 3a1uThL.

- OpraHu3anyoHHO - IPaBOBbIE.

- HxeHepHO-TeXHUYEeCKue.

- MadopManmoHHO-TEXHOJIOTHYECKHE.

- OnepaTHBHO TEXHOIOTUYECKHUE MEPHI 3aIUTHI

10

TexHOoJIOTHS BHEIPCHHSI KOMITJICKCHOW CHCTEMBI 3alTUTHl HH(POPMAITUH.

PaccMarpuBaeMble BOIIPOCHL:

- OGBEKTOBBIC HCCIIEIOBAHMS TEXHUUECKHUX CPEACTB CHCTEMBI HA OOOYHBIE JICKTPOMATHUTHBIE
M3IIy4YCHHS M HABOJKH C LSO OMPEICIICHUS COOTBETCTBHS YCTAHOBICHHON KATETOPHH.

- Peanuzanust paspernnteabHO# cucTeMbl 10CTyNa MOJIb30BaTelIel U AKCIUTyaTaloHHoro nepcorana NC
o0pabaTpiBaeMOi HH(pOPMAIHH.

11

KomrekcHbIe CHCTEMBI 3allINThI I/IHq)OpMaLII/II/I.

PaccmaTtpuBaeMble BOIIPOCHI:

- Brimtouenne u HacTpoiika KOMIUIEKca IPOrPaMMHBIX CPEICTB 3aIIUTHI HHPOPMAIMHU B OOIIYIO
MPOTPAaMMHYIO CPEILy CHCTEMBI.

- OtpaboTka paboyeil TOKyMEHTaIMH U JOPKHOCTHBIX MHCTPYKIMH IO KCIITyaTaIllii KOMIUIEKCHON
CHCTEMBI 3aIIUTHI HHpOpMaNU

12

Aynut u ceprupukanus UC u ee KOMIOHEHTOB 1O TpeOOBaHUSIM UHPOPMAIIMOHHOM

0e30MacHOCTH

PaccmarpuBaembie BOIPOCHL:

- Henu u 3anaun ayura.

- DTanbl IpOBEACHUSI ayANTA.

- OT4eTHBIC TOKYMEHTHI.

- Uro Takoe cepTU(HKAIHS U aTTECTAIH.

- [Topsinok cepruduxamnmy.

- [TokazaTeny 3alUIEHHOCTH U KJIAcChl 3amuiieHHoctd NC.

13

ApPXUTEKTYpa U IIOCTPOCHUE CUCTEMBI 3alIUThl HH(POpMaIMK Ha 00bEeKTe HHPOPMALIUU
PaccmarpuBaembie BOIPOCHL:

- MeTozpl, cpecTBa U MEPONIPHUATHS CUCTEMBI 3aIUTHI.

- OcHOBHBIE METOHONIOTHYECKHE TPUHIUITE TocTpoerns KC3U.

- SIapo KC3U, cemupyOesxHast MOJIENb 3alTUTHI.

- YnpaBneHne MeXaHU3MaMH 3aIIUTHI

14

[TpuHIMIIBI 321U TH HHPOPMALUH

PaCCMa’IpI/IBaGMLIC BOIPOCHI:

- OCHOBHEIE MMPUHIUIIBI 3alIUTHI I/IH(l)OpMaIII/II/I IpU XpaHCHUU U UCTIOJIb30BAHUU 3JICKTPOHHBIX U MHBIX
JIOKYMEHTOB

15

Pab6oTa co CJ'Iy)KC6HLIMI/I JOKYMCHTaMHU.
PaccmarpuBaemble BOIPOCHL:
- Opranmszanus paboTHI CO CITy>)KeOHBIMH JOKyMEHTaMH.

16

Texuunueckoe u mporpamMmmHoe obecreuenue MC.
PaCCMa’I‘pI/IBaCMLIC BOIPOCHI:




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- OGcmy>kuBaHHe U MOAN(DHUKAI TEXHUIECKOTO U IIporpaMMHoro obecrieuenus MC.
- ObecnieyeHue U KOHTPOJIb PU3NIECKON IETOCTHOCTH.
- OCHOBHBIE IPUHLUIIBI 3aIIUTH HHPOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA

4.2. 3aHATHS CEMHUHAPCKOTO TUIIA.

[IpakTrueckue 3aHATHS

/o

Tematuka MPAKTUYICCKUX 3aHATHH/ KpaTKO€ COACPKAHUEC

AHan3 HOpMaTUBHO-TIPABOBOM 0a3bl B 00JIaCTH 3aIIMTHl HH(DOpMAIUN

B pesynbraTe BBIOTHEHHUA NPAKTHIECKOTO 3aIaHNS CTYJCHT H3y4aeT OCHOBHBIE HOPMAaTHBHO-TIPABOBBIC
nmokymeHTsl PO (okrpuna 1B, 3akon «O06 urdopmarum...», cranmgaptel [SO 17799, 27001) u ux
npuMeHeHue npu nocrpoennn KC3U.

Pa3zpaboTtka monmutuku nHOOPMAIIMOHHONW OE30MACHOCTH TSl 00beKTa HH(DOPMATH3AIHH
B pesynbraTe paboThI CTYJCHT HOTy4aeT HaBbIK pa3paboTku nonuTuku b nia koHkpeTHOro o0bekTa
nHpopmaruzauuy (Ha NpuUMepe NPEIIPHSITUS XK.l TPAHCIIOPTA).

OreHka ysi3BUMOCTEH U PUCKOB HHPOPMAIHH
B PE3YJIbTATC BBIMIOJIHEHUSA NPAKTUYCCKOTO 3aJaHUs CTYJCHT OCBAaMBA€T METOJOJIOTUIO OLEHKU PHUCKOB,
YUUTCA BBIABJIATH YA3BUMOCTHU U OIIPEACIIATh KDUTHUIHOCTD I/IH(I)OpMaLII/IOHHLIX AKTHUBOB.

dopmupoBaHue TPEOOBAHUIA K MTOJACUCTEMAM 3aIIUTHI M BBIOOP CPEACTB 3aIIUTHI
B pesynbrate paboThl CTYAEHT yuuTcst GOPMyNIMpPOBATH TPEOOBAHNUS K CPEAE 3alUTHI U BEIOMpATh
COOTBETCTBYIOIINE CPEACTBA 3ANUTH HHPOPMAIIMK HA OCHOBE aHAIN3a PUCKOB.

Pa3pabotka apxurexkrypsr KC3U
B PE3YJIbTATC BBIMIOJTHCHUA NPAKTUYCCKOTO 3aJaHUs CTYACHT MOJIYyYacT HaBbIK pa3pa60TKH
MHOTOPYOEKHOM MOJENHN 3aIUThI JJIsl KOHKPETHOIO 00BeKTa HH(OPMATH3ALIUH.

Opranu3zanus u NpoBeAeHUE ayIuTa HHHOPMAITMOHHOM 0€30MacHOCTH
B pesynbrate paboThI CTYICHT W3ydaeT JTallbl IpoBeacHus ayaurta b Ha o0bekTe, ocBanBaeT
COCTABJICHUEC OTUCTHBIX JOKYMCEHTOB I10 pE3yJIbTaTaM ayJauTa.

[InanupoBanue MeponpusTUH MO 3alIUTe HH(DOPMaLUU
B pesyinbrate paboThl CTYACHT pa3pabaThiBaeT IUIaH MEPONIPUATHH 110 3amuTe nHGopManuu il 00beKTa
UH(GOPMATU3ALIHY, BKIIOYAs STAIlbl BHEAPSHUS, KOHTPOJIS U MOJEPHHU3AIHUN.

Pa3pa60TI<a OpFaHI/I3aI_II/IOHHO'paCHOpHﬂHTeHBHOﬁ AOKYMCHTallUU
B pe3symnprare BRINOTHEHUS MPAKTHYECKOTO 33JaHUS CTYIEHT MTOJy4YaeT HaBBIK Pa3pabOTKH HHCTPYKINH,
peryIaMeHTOB M IPHKa30B, periaMeHTupytonux padory ¢ KC3U u cimyxeOHBIMU TOKyMEHTaMH.

4.3. CamocrosiTenbHas padboTa 00y4darOIuXCs.

/o

Bun camocrosTensHO# paboThI

W3yuenne 1ONOTHUTEIBHON JIUTEPATYPBHI.

HO}IFOTOBKa K IPAKTUYCCKHUM 3aHATHAM.

Brmmonnenue KYpCOBOTI'O ITPOCKTA.

IIoarororka k HpOMC)ICYTOQHOI‘;I aTTeCTaluu.

gl Bl W N

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.

4.4. IlpuMmepHbIN NTEpEYEHb TEM KYPCOBBIX POEKTOB




1) OcHoBHbIe hakTOphl U pUHIUIIBI co3aanus KC31U

2) O6ecnieuenne b ceTnm KOMIIaHUM HAa OCHOBE CPEIICTB aHTHBHPYCHOM

3aIUThI
3) 3amura cepBepoB Ha ocHOBe BHenpeHus cuctemMbl SAFE RDP

4) 3anuTa B MOOMJIBHBIX YCTPOMCTBAX
5) Ananu3 puckoB u yrpo3sl KC
6) Cucrembl LEeHTpaIn30BaHHOTO yrpasieHus KC

7) MonepHu3zanus ceTeBol 0€30MacHOCTH MPENNpPHUSITHs Ha OCHOBE BITH
peleHn

8) OOecneueHne ILEIOCTHOCTH M COXPAaHHOCTH  JAHHBIX  IpHU
aJIMMHHUCTPUPOBAHUU CETU

9) [loacucrema aHTUBUPYCHOM 3aILUTHI

10) Iloxcucrema pe3epBHOTO KOMMUPOBAHUS
11) IMoxcucTemMa OOHAPYIKEHUS aTakK

12) Iloacucrema ymnpasienus Wb neHTpaau30BaHHOIO MOHUTOPHHIA WU
ayauTa COOBITUI
13) IloacucreMa 3alUThl KaHATIOB MEpelauk JaHHBIX

14) Iloncucrema uaeHTU(UKAIUU U ayTEHTU(PHUKALMN TTOJIb30BaTENEH
15) [logcucrema peructpaluu U yyera
16) Iloacucrema obecrieueHus 1ETOCTHOCTH

17) Tlomcucrema 3anuThl uHOpMauu B QuIKalax ©W JOUYEPHUX
OpraHu3aInsIX
18) [loacucrema 3J€KTPOHHOW MOYTHI

19) CucteMbl BUPTYaJIbHBIX JIOBYIIEK

20) 3ammTa nepegaun roJoCOBbIX JaHHBIX B IP-ceTn

21) Opranuzanus 3amura NepuMeTpa CeTu

22) MopnenupoBanue K3CHU

23) OGecneuenue nHopMalMoHHOM Oe3omacHocTH Web-npritokeHnit
24) 3ammTa nepcoHalbHBIX JaHHBIX U KOMMepueckoil TaitHbl B ACY TP

25) MudopmanrionHas 0€30MaCHOCTh XPaHWIMIL JAHHBIX AHATUTUYECKUX
UH(OPMAIIMOHHBIX CUCTEM

5. llepeueHb wu3AaHUN, KOTOPHIE PEKOMEHIYETCS WCHOJIb30BaTh IIPH
OCBOEHUU JUCUUIUIAHBI (MOAYJIA).



/ bubnmorpaduyeckoe onucanue Mecto gocryna
n/n

1 | 3ammTa nHGOpPMAIMK B KOMITBIOTEPHBIX https://reader.lanbook.com/book/182299#2
nHpopmanmonHbix cucremax [lyrun B.B.,
INonyonnuas E.1O., Jlabana C.A. YueOHoe
nocobue Camapa: [II'YTH, - 119 ¢., 2018
2 NudopmarnmonHas 6€301macHOCTh M 3aIUTa https://reader.lanbook.com/book/156494#2
uH(pOPMAIIUHU: CIICIIHATU3UPOBAHHBIE

aTTECTOBAHHBIE IIPOIPaMMHBIE U ITPOrPAMMHO-
anmnapatisle cpeacrsa ®omun /[.B.
Mertonnyeckue ykazaHus biarosenieHck:
Amypckuii roc.yH-T, - 240 c. , 2017

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIB30BAaThCS IPH
OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

Odurmaneuseiii caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuunueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miardopma «¥Opaitt» (https://urait.ru/).

O6mue UHPOPMAIMOHHBIE, CIPABOYHBIE U  TMOUCKOBBIE  CUCTEMBI
«Koncynpsrant [lmtocy, «["apanty.

DJIEKTPOHHO-OUOIMOTEYHAs cucrema U3/1aTeNIbCTBA «JIaHb»
(http://e.lanbook.com/).

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIO
IpPOrpaMMHOr0 00€creyeHus, B TOM YHCIE OTEYECTBEHHOTO IPOU3BOJICTBA,
HEOOXOMMOTrO ISl OCBOCHUS JUCIIUIUIMHBI (MOJTYJISA).

Microsoft Internet Explorer (vsin npyroii 6paysep).
Oneparrionnas cucrema Microsoft Windows.
Microsoft Office.

8. OmmcaHne MarepUaJbHO-TEXHUYECKOW O0a3pl, HEOOXOJAMMOM IS
OCYIIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUTUTHHE (MOIYIIIO).

YueOHble ayIUTOPUU ISl MPOBEACHUS YUYEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMITHIOTEPHOW TEXHUKOW M HaOOpaMu IEMOHCTPALIMOHHOTO 000PYI0BaHMUSI.

9. ®opMa NpoMeKyTOUHOW aTTECTAIUU:

3auet B 10 cemectpe.
Kypcosoii mpoekt B 10 cemectpe.



10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepuabl, IPUMEHSIEMbIE MIPU MPOBEACHUH MPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktomM PYT (MUUT).



ABTOpBI:

npodeccop, mpodeccop, 1.H. kKadheaps
«VHTeIIeKTyaIbHOE YIIpaBJICHUE U
nH(popMarmoHHas: 6€3011acHOCTh B
BBICOKOABTOMATH3UPOBAHHBIX
TPAHCIIOPTHBIX CUCTeMax» MHCTHTYTA

JKEJIE3HOJOPOKHOT'O TPAHCTIOPTA M.4. Knenuos
CornacoBaHo:
3asenyromuii kadenpoit UYullb JILA. bapaHos

[Ipencenarens yueOHO-METOIUUECKOM
KOMUCCHUHU H.A. AunpusHoBa



