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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

[enssMu ocBoeHust yueOHON TuCHUIUIMHBI « KOMIIbIOTEpHBIE CETU» SBIISIOTCS
dbopMUpOBaHHE KOMIIETEHIIM TIO0 OCHOBHBIM pa3jiefiaM TEOPETHUECKUX U
NPaKTUYECKUX  OCHOB  MapUIpyTH3allUM B  JIOKaJIbHBIX U  IJI00AJIbHBIX
KOMITBIOTEPHBIX CETAX, @ TAK)KE U3y4YeHHE padOThl MapLIPYTU3aTOPOB U MOJTYyYEHUE
HaBBIKOB ITPOEKTUPOBAHUS KOMITBIOTEPHBIX CETEH.

CTyneHTbl JOJKHBI HAYYUTHCS MPOEKTUPOBATH KOMIIBIOTEPHBIE CETH C
HCIIOJIb30BAaHUEM COBPEMEHHOTO CETEBOTO O0O0OpYIOBaHHS B COOTBETCTBHHM CO
CTaHJapTaMU U BBIMOJHATH 3aJla4d 10 HACTPOMKE O00OpYIOBaHUS U TOMJIEPIKKE
paboTOCTIOCOOHOCTH CETH.

OCHOBHBIMM 33JJa4aMH TACHUIUIMHBI SIBISIOTCS:

* O3HakOMJICHME C TMPUHIUIAMHA CETEBOIO B3aUMOACHCTBHS Ha OCHOBE
mozenu OS] u cTeka TeeKoMMyHUKAIIMOHHBIX poTokojioB TCP/IP.

* PaccMoTpenne TexHoIoruii nepejaun JaHHbIX Ha (PU3MUEeCKOM YPOBHE.

* 1I3y4eHune nNpoTOKOJIOB JIOKAIBHBIX CETEH.

* N3yuenune texnonorun Ethernet.

* N3yuyennsa npuaimnos npoexktupoBanus CKC.

e H3ydyeHue mOpUHIMIOB pabOThl KOMMYTaTOPOB U TEXHOJIOTMH UX
MIPUMEHCHMUSL.

* 13yuyenne agpecanny Ha CETEBOM YPOBHE.

* U3yuenue npotokonos cereoro ypoBHs: [P, DHCP, ARP, ICMP.

* 3yyeHune npuHIMIOB pabOThl MapIIPYyTU3aTOPOB U UX OCHOBHBIX 3ajau.

* 3yuyenue cnoco00OB MapuIpyTH3aLUH.

* N3yuyenne nporokonos mapmpyruzanuu RIP, EIGRP, OSPF, BGP.

* M3yueHne JONOJHUTENBHBIX BO3MOKHOCTEN MapmipyTu3artopoB: NAT, PAT,
pe3epBUPOBAHUE LIITKO30B.

* O030p TEXHOJOTHI II100aTBHBIX CETEH.

* 13yyeHune npoToKoIOB KaHAJIBHOTO YpoBHSI WAN.

* I3yuenue npaBuil MPOEKTUPOBAHUS KOPIIOPATUBHBIX CETEM.

2. Ilnanupyemsble pe3ynbTaThl 00y4eHHs 110 AUCHUIUTHHE (MOJYJIIO).

[lepeyens (GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI  0Opa3oBaTEIbHOM
porpamMmsbl (KOMIIETEHIINI) B pe3ysibTaTe 00y4eHHUs 10 AUCLUIUIMHE (MOAYIIO):

OIIK-1.3 - Cnocoben oOecrnieunBaTh 3anuTy WH(pOpManuu mpu padote C
0a3zaMu JaHHBIX, TIPH TTepeaade 1Mo KOMIBIOTEPHBIM CETIM;

IIK-1 - cnocoOHOCTBIO BBHIMOJHATH PaOOTHI MO YCTAaHOBKE, HACTPOMKE U
OOCTY)KMBAaHUIO MPOTPAMMHBIX, MPOTPAMMHO-ANIMAPATHRIX (B TOM  YHCIIE
KpUNTorpaduuecknx) U TEXHUUECKUX CPEICTB 3alTUThI UH(POpMAITUY ;



ITK-10 - cnocoOHOCTHIO MPOBOANTH aHANHU3 UH(DOPMALIMOHHON O€30MacCHOCTH
OOBEKTOB M CHCTEM Ha COOTBETCTBHE TpPEOOBAHMUSM CTAaHIAPTOB B 00JacTH
nH(pOopMaITMOHHOM 6€301TaCHOCTH .

OOyuenne 1O [UCHUILIHHE (MOMYJIO) TMpeAroiaraeT, dYTo IO €ro
pe3ynpTaTam o0yyaromnuiics Oyner:

3HATh:

- 00mmMe TPUHIUIEI (PYHKIIMOHUPOBAHMS aMMapaTHBIX, MPOTPAMMHBIX U
MIpOTrpaMMHO-aNMapaTHbIX CPEJCTB AIMUHUCTPUPYEMON CETH;

- apXUTEKTYpy allllapaTHBIX, MPOrPAMMHBIX W IPOrpaMMHO-anmapaTHbIX
CPEACTB aMUHUCTPUPYEMOM CETH;

- IPOTOKOJIbI KAaHAJILHOTO, CETEBOT0, TPAHCIIOPTHOTO U MPUKIAJAHOTO YPOBHEHN
MOJIEIN B3aUMOJCHCTBUS OTKPBITHIX CUCTEM;

- mozienb ISO s ynpanenust ceteBbiM Tpadukom, mojaenu [EEE;

- MoJcucTeMbl HHGOPMAIMOHHOMW OE30MACHOCTH KOMIIBIOTEPHBIX CETEH,
yIpO3bl 0€30MaCHOCTH, PEKUMBI IIPOTHUBOICHCTBUS.

Ymersb:

- OpraHu30BBIBaTb M MOJJEPKUBATh BBIIIOJIHEHUE KOMIUIEKCA Mep IO
obecnieueHuto HHGOPMAIMOHHON OE30MTaCHOCTH;

- ONpenessiTh COCTaB W TMOPAJOK aIMHUHHCTPUPOBAHUS IOJICHCTEMBI
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

- ynpaBisaTh TpaduKOM [JIsl 3alIUMThl MHGOpMalUu mpu padore ¢ Oazamu
JaHHBIX, [IPH TepeIaye N0 KOMIBIOTEPHBIM CETSIM;

-OCYILIECTBIISITh MOHUTOPUHT aJIMUHUCTPUPYEMBIX CETEBBIX YCTPOMCTB IUIf
OLIEHKH YPOBHS 0€30MMaCHOCTH KOMITBIOTEPHBIX CETEH.

Baaners:

- HaBbIKAMU OpraHU3allMd U TMOAJAEPKKUA BBIIIOJIHEHHUS KOMIUIEKCA MEp IO
o0ecTieYeHU0 uH(pOpMaIIMOHHOM 0€301acHOCTH, MOHUTOPHUHTA
(YyHKIMOHUPOBAHUS MOJACUCTEM MH(POPMALIMOHHON 0€30MacHOCTH KOMIIBIOTEPHBIX
ceTel;

- HaBBIKAMU OIICHKH YPOBHsI 0€30MaCHOCTH KOMIIBIOTEPHBIX CETEH, B TOM
YHClie B COOTBETCTBUHM C HOPMAaTUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAHUSIMH.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OO6miass TpyAOEMKOCTh AUCHUILIMHBI (MoayJisi) coctaBisier 10 3.e. (360
aKaJIeMUYECKHUX yaca(oB).



3.2. O0bem gucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJaromuxcsi C  MeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMU K peain3aiuy 00pa3oBaTeIbHON MPOTrpaMMbl Ha UHBIX YCIIOBHSIX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KonngectBo yacos
Tun yaeOHBIX 3aHITHI Cemectp
Bcero

Ne6 | Ne7

KonrakTHas paboTa Ipu NpoBeIeHNN YUeOHBIX 3aHATHI (BCEro): 176 | 96 80
B tom uucane:

3aHATHSA JIEKIIHOHHOTO THIIA 80 48 32

3aHATHS CEMUHAPCKOTO TUTIA 96 48 48

3.3. O0beM AMCHMIUIMHBI (MOIYJsA) B (OpME CaMOCTOATEIbHON padOThI
oOyyarommxcsi, a Takxke B (opMe KOHTAKTHOM pabOThl O0O0ydYaronmxcs ¢
NEeAarornYecKUMU pabOTHUKAMH U (WJIH) JHUIIAMH, TTPUBJICKAEMBIMU K pealli3aliu
o0pa3oBaTeNpbHOM TPOrpaMMbl  HA  HHBIX  YCJIOBHSIX, TMPU  IPOBEICHUU
IPOMEXYTOUHOM arTecTanuu coctaBiser 184 akaneMuyeckux yaca (OB).

3.4. Ilpu oOydeHnu o UHIMBUYaJIbHOMY y4€OHOMY IJIaHy, B TOM YHCIIE TIpU
YCKOPEHHOM OOYY€HUHU, 00BEM TUCHMIUIMHBI (MOIYJsI) MOXKET OBITh peaTn30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM pabOThl 00y4aroIIuXxcs, a Takke B popme
KOHTaKTHOM paboThl OOyYaromMxcsl ¢ MeAarornyecKuMu pabOTHUKAMH M (HJIN)
JULAMH, TPUBJIEKAEMBIMU K peaM3ali 00pa3oBaTEIbHOM MPOrpaMMbl Ha WHBIX
YCIJIOBHSIX, IPU MPOBEAEHUN IPOMEKYTOUYHOM aTTECTALNH.

4. ConepskaHue JUCIUATUIMHBI (MOIYJIS).

4.1. 3aHITHA JTEKIUOHHOTO THUIIA.

/ TemaTuka JEKITMOHHBIX 3aHATUM / KPATKOE COJEPIKaHNE
/T

1 |6 cemecTp BBeneHue B ceTeBbIe TEXHOIOTHUU

-ITonsiTue — ceTu.

-OnncrIBaeTCsl HCTOPHS MOSBICHUS U PAa3BUTHS CETEH.

'PaCCManI/IBaIOTCﬂ OCO6CHHOCTI/I JIOKAJIBHBIX, FJ'IO6aJ'lBHBIX n FOpO]lCKI/IX CCTeﬁ, OTJINYUA JIOKAJIbHBIX U
TI100aJIbHBIX CETEMH.

-IIpuBoasTCS XapaKTEPUCTUKH CETEH OTAEIO0B, KAMITYCOB U KOPIOpPAIUil.

2 |BBeneHwue B ceTeBbIC TEXHOJIOTUH(TIPOIOKEHHUE)
PaCCManI/IBaCBLIC BOIIPOCHI:
'Tpe60BaHI/I5{ K BBIYUCJIMTCIBHBIM CCTAM.

'PaCCManI/IBaIOTCSI Tpe6OBaHI/I${, MPEABABIIACMBIC K BBIYUCITUTCIBHBIM CETAM.




TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

-IIpon3BOAUTENBHOCTE, HAJIGHKHOCTD, OE30IIACHOCTD, IPO3PAYHOCTb.

BBeneHue B ceTeBble TEXHOJIOTHU(ITPOIOIKCHHE )

PaccmarpuBaeBbie BOIPOCHI:

-Mogens OSI.

-«OTKpBITas CUCTEMAY.

-CranmapTu3alis.

-PaccmarpuBaercst B3aumoeiictBue « OTKPBITBIX CHCTEMY, MHOTOYPOBHEBBIH MMOX0/T, IEKOMITO3HIIHUS. ---
OmnwuceiBaercs moaens OSI u ee ypoBHH, a Tak e AT OIaroB HHKATICYIISIINH.

BBenenue B ceTeBbie TEXHOIOTUU(ITPOIOIKEHHE)

PaccmaTpuBaeBbie BOIIPOCHI:

-CTexH TeneKOMMYHHUKAIIMOHHBIX IPOTOKOJIOB.

-[IpuBonsiTCS IPUMEpPHI CTEKOB KOMMYHHUKAIIMOHHBIX TIpoTokooB: crek OSI, crek TCP/IP.
-PaccmarpuBaroTcsi Ha3HaYCHUE W TPUHIMITBL paOOTHI NPOTOKOJIOB TpaHcnopTHoro ypous TCP u UDP.

BBeneHue B ceTeBbIe TEXHOJIOTUU(ITPOIOIKEHHE)

PaccmaTpuBaeBbie BOIPOCHI:

-CrangapTusanys U CTPYKTypHU3alys CETEH.

-IIpuBOAATCS OCHOBHBIE HCTOYHHUKH CTAHJAPTOB U OCHOBHBIE YPOBHU CTaHIAPTOB.

-CTpyKTypH3anus Kak OCHOBA OCTPOEHHUS BEIYUCIUTEIbHBIX CETEH.

-IIpuBOAATCS MPUHIUIBI CTPYKTYPH3AMK KaK OCHOBBI IIOCTPOEHUS BEIUUCIUTENBHBIX ceTei. OnuchpIBaloTCs
TOIIOJIOTUH CETEBBIX HHPPACTPYKTYP.

-PaccmarpuBaercs usnyeckas ¥ norudeckas CTpyKTypHU3alus CETH.

Pu3nyeckuil ypoBeHb

PaCCManI/IBaGBHG BOIPOCHI:

-KaOenbHbIC THHHUH.

-OMUCHIBAIOTCS TUIIBI KAOCIBbHBIX JIMHHI AJIA Iepeaadn JaHHbIX, UX KOHCTPYKIUA U XapAKTECPUCTUKH.
-OnuceIBarOTCS MCETOJbI NIepeaadn NTUCKPECTHBIX JaHHBIX, dHAJIOTrOBasi MOAYJIALIAA.
-PaCCManI/IBaIOTCH METOAbI L[I/I(I)pOBOFO " JIOTHYECKOIr'0 KOAUPOBAHM.

Ouznyeckuil ypoBeHb(ITPOJOIHKEHHE)

PaCCManI/IBaeBLIe BOITPOCHKI:

-Panuokananel.

-OmHCBIBAIOTCST OCHOBHEBIE TMPUHIAIIBI UCTTIOJIB30BAHUA palOKaHAIOB CHyTHHKOBOﬁ M Ha3€MHOM CBS3H JJIs
OpraHu3anuu ceTer nepeaayun JaHHbIX, IApaMETPbl CUTHAJIOB U arlnaparypa nepeaaiu JaHHbIX. -
PaccmatpuBaroTCs CTPYKTYpHI MOCTPOSHHS CeTel 0(hHCOB.

-ONHCBIBAIOTCS MCETOJAbI KOAUPOBAHUS JAaHHBIX, IIEPEAABACMBIX 1TIO paIHOKaHaJIaM U OCHOBHBIC BOIIPOCHI
6e3omacHocTH.

KanaybHbIll ypOBEHB

PaccmaTpuBaeBbie BOIIPOCHI:

-MeTozbl fOCTyIIa K CpeAie TepeJaun JaHHbIX.

-OmnuceiBaeTcs ABa criocoda JOCTyNa K cpeie Nepeiadn JaHHBIX — JeTCPMUHUPOBAHHBIH (Ha IprMepe
texnonoruit TokenRing m FDDI) u BepositHOCTHBIH (Ha mpuMepe Texnonoruu Ethernet).
-PaccmarpuBaroTcs mpuMepsl TOIOJIOTHH, IPEUMYILIECTBA U HEOCTATKH.

KananbHbIN ypOBEHB(TIPOIOIIKEHHE)

PaCCManI/IBaCBLIe BOIIPOCHI:

-Cnoco0sI nepeaayn JaHHbIX Ha KaHaJIbHOM YPOBHE.

-OnKUCHIBAIOTCS MECTOJIbI IEPEAAYN TaHHBIX Ha KaHAJIbHOM YPOBHEC, aCHHXPOHHAA U CHHXPOHHAA n€peaaya.




TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

/1
-PaccmarpuBaroTcsi CHMBOJIBHO-OPHEHTHPOBAHHbIE M ONT-OpPHEHTHPOBAHHbBIE IPOTOKOJIBI M IIEpeiada ¢
YCTaHOBJICHHEM U 0€3 YCTaHOBJICHHSI COSINHEHUSL.

10 |KaHanbpHBIN ypOBEHB(TIPOIOIKEHNE)
PaccmaTpuBaeBbie BOIIPOCHI:
-O0HapyxeHHe OIUOOK U KOMIPECCHs! JaHHBIX Ha KaHAJbHOM yPOBHE.
-PaccmarpuBaroTcsi MeXaHU3MBI peanu3anyi OOHAPYKEHHUSI 1 KOPPEKIUH OIIMOOK Ha YPOBHE KaJpa Ha
npuMepe KOHTpoIs 1o maputety u pacuera CRC.
-I[IpuBosATCS METOBI KOMIIPECCHSI JAHHBIX I HEPeIaddl IT0 HU3KOCKOPOCTHBIM KaHAJIaM CBSI3H.

11 |JlokanbHble ceTn
PaccmaTpuBaeBbie BOIIPOCHI:
-1IpOTOKOIBI TOKAIBHBIX CETEH.
-PaccMaTpuBaroTcst MPOTOKOJIBI JIOKAJIBHBIX CeTel UX 3aaul, cTpykTypa cranaapros IEEE 802.X.
-[Tonpo6HO paccmarpuBaetcst mpotokoa LLC (802.2) u tumnsl npouenyp yposus LLC.

12 |JlokanbHble CETU(TIPOIOIKEHUE)
PaccmaTpuBaeBbie BOIIPOCH:
-Texnomorus 802.3 (Ethernet).
-OnucrIBatOTCS MPUHIUIBL PadoThI TexHOJorun 802.3, Tonmonorus, meton gocryna CSMA/CD. -
PaccmaTpuBaroTcst 3Tansl TOCTyNa K Cpejie epeiaun JaHHBIX, BOSHUKHOBEHHE KOJIIIM3HH, BPEMS IBOHHOTO
obopora.
-Brimonnsercs ouenka npousBoautenbHocTH Ethernet.
-PaccMaTpuBaroTcst mapaMeTpbl 1 OCOOCHHOCTH MCIONb30BaHusl (pusndeckoii cpensl Ethernet B cooTBeTCTBUM
co crangapramu 10Base-5, 10Base-2, 10Base-T, ontoBosiokonHoro Ethernet.
-OnuceiBaeTest JoMeH kosutusuil. [TpuBoautcest pacuet koHdurypamnuu cetu Ethernet, ctpykrypa MAC-
azpeca, opmatsl Kagpos cetu Ethernet.
FastEthernet.

13 |JlokanbHbie ceTH(TIPOIOIHKEHHUE)
PaccmaTpuBaeBbie BOIIPOCH:
-Peanuzanus ¢pusnueckoro yposus texuosoruu FastEthernet
-PaccmaTpuBaroTcs 0COOEHHOCTH peanu3anuu Gusnideckoro ypoBHs Texnonoruu FastEthernet mpu
noctpoenuu cetu Ha 100Base-FX, 100Base-TX, 100Base-T4.
- OnuceIBatoTcs npasuia nmocrpoenus cetu FastEthernet.

14 |JloxanbHble ceTH(IPOIOJKEHUE)
PaccmaTpuBaeBbie BOIPOCH:
-Peanuzanus ¢pusndeckoro yposus texuonoruuGigabitEthernetu 10GigabitEthernet.
-PaccMaTpuBaroTcst 0COOCHHOCTH peanu3anuy GU3nIeckoro ypoHs TexHonorun GigabitEthernet n
-10Gigabit Ethernet, ncrmonb30BaHIe ONTHIESCKOTO KaOENsl U BUTOH Mapbl, 0COOCHHOCTH MOTU(DUKAIIHN
KaHaJIbHOTO YPOBHSL.

15 |JlokasnbHble ceTH(IPOIOKEHNUE)
PaccMaTpuBaeBbie BOIPOCHI:
-becnpoBOHbBIE TEXHOJIOTUY JIOKAIBHBIX CETEH.
-PaccmaTpuBaercs cemelictBo cranaapTa 802.11, atansl focTyna K cpesie nepenadn, CTpyKTypHast
OpTaHM3aIys CETH.

16 |CtpykTypHupoBaHHas KabeabHas CUCTEMa

PaccmaTpuBaeBbie BOIPOCHI:

-OmnmceiBaeTcs cTpykTypupoBaHHas kabenpHas cuctema (CKC) u ee mpenMymiecTsa.

-IIpuBomgutcs nepapxust CKC. ITonpo6Ho paccmarpusatorcs 3nemeHTs! CKC: ropu3oHTanbHAS MOACHCTEMA,
BEPTHKAaJIbHAS MOJICHCTEMA, MarucTpaibHasl MOJCUCTEMA, TI0ICUCTeMa paboyuero Mecra.

-OnmceiBatores stansl pazpadbotkn CKC u TpeboBaHus K ee dleMeHTaM: o0ecredeHre SHeProCHA0KEeHMS,
YCTaHOBKA Pa3beMOB U PO3ETOK, MPOKJIAJIKa U MOHTaX Kabellsi, BBI0Op MECT pa3MelleHH s
pacnpeenuTeabHbIe IUTH 1 KOMMYTAIIMOHHBIC TTAHEIH.




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

17

CrpykTypupoBaHHas kabelibHasi cucTemMa(IpoI0JKEHUE)

PaCCManI/IBaeBLIe BOIIPOCHI:

-Jloxymentuposanue CKC.

-PaccmarpuBarorcs mpasmiia oopmiIeHHs JoKyMeHTanuu 1 akcruryatanna CKC

.-IIpuBonsTCs TpeOOBaHMS, IPEIBABISIEMbIC IIPU TECTHPOBAHUH CTPYKTYPUPOBaHHOW KaOelbHOI ceTn,
000pyIOBaHUE [T TECTUPOBAHHMS.

18

KommyTaTops! TOKaJIbHBIX CETEH.
-KoHcTpyKkTHBHOE HCTIONHEHNE W IPUHIUIBEI pa0OTH KOMMYTATOPOB.
-OnuceiBaroTcst GyHKIUH KOMMYTaTOPOB, HX YCTPOWCTBO M IPUHIIUIIEI PAOOTHI.

19

KoMMyTaTophI JIOKAJIbHBIX CETeH(IPOA0TIKEHUE)
PaccmatpuBaeBbie BOPOCHI:
-HacTpoiika KOMMyTaTOpOB.

-PaccmarpuBaroTcsi cnoco0bl MOJKITIOYEHUs JJIsl HACTPOMKH KOMMYTaTOPOB M OCHOBHBIE PEKHMBI PabOTHI Ha

npumepe kommyraropa Cisco.
- IlpuBoATCsI WATH 10 KOHPUTYPUPOBAHHIO M HEOOXOAUMBIC KOMAHIbL.

20

KommyTtatopsl ToKanbHBIX ceTel(TIPOI0IKEHKE)

PaccmarpuBaeBbie BOIIPOCHL:

-Bo3MOXHOCTH KOMMYTaTOPOB.

-PaccMaTpuBalOTCst JOMOIHUTEIBHBIC BO3MOXKHOCTH KOMMYTATOPOB: HACTPOiika 6e30I1aCHOCTH Ha IIOpTax
KOMMYyTatopa, (yHKIMH 1 aJITOPUTM paboThl mpoTokoia “SpanningTree”.

21

KoMMmyTaTopsl TOKaNbHBIX ceTei(MpoI0KEeHNE)

PaccmarpuBaeBbie BOIIPOCHI:

-Anroput™ padotsl nmpotokona “RapidSpanningTree”.

-PaccMaTpuBaroTcst QyHKIIMH U anropuT™ paboTsl mpoTokona “RapidSpanningTree”.
-OnwHchIBaeTCs BO3MOXKHOCTh 00BEIMHEHHUS IOPTOB KOMMYTaTopa B oauH kanan EtherChannel u ero
KOH(HTYpHpOBaHUE Ha npumepe kommyratopa Cisco.

22

KoMMmyTaToph! TOKaNbHBIX ceTeil(Tpoa0KEeHNE)

PaccmaTpuBaeBbie BOIIPOCHI:

-Opranusanus BupTyansHsIx cetei (VLAN) Ha KoMMyTaTOpax.

-OnuceiBatoTcs 3a1a4n BupTyansHeIx ceter (VLAN), ocHOBHBIE KOHIIETIINH, TIPoTOoKoJs! 802.1q.
-OnucpIBalOTCS KOMaH/bl, He0OXoauMble aJist HacTpoilku VL AN 1 mpuMepbl HaCTPOIKH.
-PaccmaTpuBaercs pabdora nporokona VTP u ero koHpuUrypamms.

23

CereBoil ypoBEHb

PaccmaTpuBaeBbie BOIIPOCH:

-Anpecanys Ha CETEBOM ypPOBHE.

-3ama4n CETEBOTO YPOBHSL.

-OnmceIBaeTCs MPOTOKON MEXCeTeBOTo B3anmoaencTeust [IPv4. PaccmarpuBaercs popmat cooOmmeHmi,
Ha3Ha4YeHUe MOoJIEH.

24

CereBoil ypoBeHb(ITPOJOIHKEHUE)

PaccmarpuBaeBbie BOIPOCHI:

-Anpecanys Ha CETEBOM ypPOBHE.

IP agpec.

- BBoautcs nonsitue knaccos IP agpecos.

-OnuceiBaeTcs OeckiaccoBas ajipecanys, Macka MOJICETH U ee pacyer.
-Haznauenue IP anpecon

-PaccmatpuBaercs nopsinok HazHadeHus [P agpecos, mporoxon DHCP.
-IIpoTokomsl MexceTeBoro B3anmoeictaust (IP).
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-PaccmaTpuBaercs pabora cuctemsl moMeHHBIX nMeH (DNS).

-PaccmarpuBaercs paboTta npotokosoB pazpenienus aapecos: ARP u RARP.

-[IpuBonutcst popmar cooOuieHnit 1 OCHOBHBIE 3HAYECHUS MToJied. ONHUCHIBAaETCsl IPOTOKOJ Mepeiadn
KOHTPOJbHEIX coodiienuit ICMP, kozpl.

25

7 cemectp Mapmpyruzanus

PaccmatpuBaeBbie BOIIPOCHT:

-MapupyTu3aTopsl.

-OyHKIMA ¥ IPUHIUATEL Pa0OTHL

-Cnoco0BI MapIIpyTU3AINH U IPHUHINAIEL pa0OTH IPOTOKOJIOB JHHAMHYECKOW MapIIpyTH3AIHH.

26

Mapuipyruzanuus(rpoaonKeHHue)

PaccmaTpuBaeBbie BOIIPOCHI:

-JluCTaHIIMOHHO-BEKTOPHBIHM MpoTOKONI MapuipyTu3anuu RIPv1.

-[IpuHIMIBI paOOTHI, METPUKHU, MEXaHU3MBI HCKIIFOUESHHUS MTETEb MapIIPyTH3aIi1, BPEMsl KOHBEpPIeHIINH,
NOPSAJOK HACTPOUKH.

-J{MCTaHIMOHHO-BEKTOPHBINA MPOTOKOJ Mapipytusanuu RIPv2.

-[IpuHIMIEI paOOTHI, METPUKH, MEXaHU3MBI HCKITIOUCHHUS NTETETb MapIIPyTH3aIii, BpeMsl KOHBEPTeHIINH,
HOPSIIOK HACTPOMKH.

27

Mapuipytuzanus(rnpooKeHHue)

PaccmarpuBaeBblie BOIIPOCHI:

-JlucTaHIIMOHHO-BEKTOPHBIH poTokon Mapuipytusanuu EIGRP.

-IIpuHIuns! paGoThl, METPUKU, MEXaHU3MBI UCKIIIOUCHUS IIeTeIb MApUIPYTU3alluy, BpeMs KOHBEPTCHIIHH,
NOPSAJOK HACTPOUKH.

28

MapipyTtu3zanus(npoaomrKeHue)

PaccmaTpuBaeBbie BOIIPOCH:

-IIpoTokon mapuipyTtuzanuu coctosaus auauu OSPF.

-[IpuHIMITEl PAaOOTHI, METPUKH, MEXaHN3MBbI HCKITIOUESHUS MTETEb MapIIpyTH3alui, BpeMsl KOHBEPTeHIINH,
MOPAJOK HACTPOHKH.

29

MapmpyTtuzanus(npoomKeHue)

PaccMaTpuBaeBbie BOIIPOCHI:

-Bo3moxnOCTH MacurTabupoBanus nporokoia OSPF.

-Pabota B HeCKOJIBKHX 007acTAX, paboTa B ITMPOKOBEIIATEIIEHOM JOMEHE.

30

JlononHUTENbHBIE BO3MOKHOCTH UCIIOJIB30BAHUS MapIIPYTHU3aTOPOB.
PaccmatpuBaeBbie BOIPOCHT:

-BosamosxkHocTu ucnonb3osanust [P agpecos.

-PaccMaTpuBaroTCst JOMOTHUTEIBHBIE BO3SMOXKHOCTH IO PACIIMPEHHIO aIPECHOTO IIIaHA C TOMOIIIBI0
texHosoruit NAT, PAT u ux xoHdurypupoBaHue.

31

I[OHOJ'IHI/ITCJ'H:HBIC BO3MOXXHOCTH HCIIOJIb30BaHUA MapI_Hp}ITI/IBaTOPOB(HPOIIOH)KCHI/IC)
PaccmatpuBaeBbie BOIPOCHT:

-YcTaHOBKa JOTIOTHATENBFHBIX aJpecoB Ha HHTepdericax

-PaccmarpuBaroTcsi BO3MOXKHOCTD YCTAHOBKH JOTIOJIHUTENIFHBIX aJIPeCOB Ha HHTepdercax MapupyTH3aTopa ¢
noMolnelo nporokona 802.1q.

32

JlonomHUTEIFHBIE BO3MOKHOCTH HCIIOIH30BaHUS MAPIIPYTH3aTOPOB(MPOAOTIKEHUE)
PaccmaTpuBaeBbie BOIPOCHI:

-Pe3epBupoBanue numo3a

-IIporoxox HSRP

-PaccMaTpuBatoTcst MpoOTOKOIIEI pe3epBrpoBaHms MuTi0308 HSRP.

-AnroputMa paboThI, POJIM MapIIPYTHU3aTOPOB, HACTPOWKA TPy, OaTaHCUPOBKA 3arpy3KH, HACTPOIKa
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pEaKIuy Ha COCTOSHNE BEPXHEW JIMHUM CBS3H.

33 |/lomoaHUTEIbHBIC BO3MOXKHOCTH UCIIOJIB30BAHUS MAPIIPYTHU3aTOPOB(IIPOTOTHKCHHE)
PaccmarpuBaeBble BOIPOCHI:
-PesepBupoBanue nuro3a
-IIporokon VRRP
-PaccmaTpuBaroTcs MpoTOKOJIbI pe3epBUpOoBaHus 1110308 VRRP.
-AnroputMa paboThL, POJIM MapIIPYTH3aTOPOB, HACTPOWKA TPYIIIEI, OaTaHCHPOBKA 3arpy3KH, HACTPOHKa
peaKIuy Ha COCTOSHUE BEPXHEH JIMHUM CBS3H.

34 |donoaHHUTEIbHBIE BO3MOXXHOCTH UCIIOIB30BAHUS MapIIPyTU3aTOPOB(IIPOI0JKEHHUE)
PaccmarpuBaeBble BOIPOCHL:
-PesepBupoBanue muro3a
-IIporoxon GLBP
-PaccmaTpuBaroTcs mpoTOKoIbI pe3epBupoBanus 1ut0308 GLBP.
-AnroputMa paboThl, POJIM MapLIPYTU3aTOPOB, HACTPOWKA IPYIITEI, OaJaHCHPOBKA 3arpy3KH, HACTPOHKa
pEaKIMy Ha COCTOSHUE BEPXHEH JIMHUM CBA3H.

35 |donoiHuUTENbHBIE BO3MOXHOCTH HCIIOIB30BAHUS MapIIPyTH3aTOPOB(IIPOI0IKECHHIE)
PaccmarpuBaeBbie BOIIPOCHL:
-CyMMupoBaHH€e MapIIpyTOB.
-PaccmarpuBarorcs mpaBuiia cyMMUpoBaHus MapiupyToB. KoHpurypupoBanue cyMMapHbIX MapLIpyTOB B
npotokonax RIP, EIGRP, OSPF.

36 |/lomonaHUTETBHBIE BOZMOXKHOCTH MCIIOJIb30BAHUS MapIIPYTU3aTOPOB(TIPOAOKEHNUE)
PaccmarpuBaeBbie BOIIPOCHL:
-ObecrieueHne 6€30MacHOCTH Ha CETEBOM YPOBHE C MOMOIIBIO CIIUCKOB JOCTYIA.
-PaccmarpuBaroTcs 001IMe IPUHIMIBI 00ECIIeYeHHs OE30IIACHOCTH HA CETEBOM YPOBHE C IIOMOLIBIO CIIUCKOB
JOCTyIa, aHaJIM3UpPyeMbIe MapaMeTphl, HOPSI0K (OPMHUPOBAHHS.

37 |donoiHHUTENBHBIE BO3MOXXHOCTH HCIIOB30BAHUS MapIIPYTH3aTOPOB(IIPOIOJKEHNUE)
PaccmarpuBaeBble BOIPOCHIL:
-PaCHII/IpeHHI)Ie " CTaHJAAPTHBIC CIIMCKU JOCTYIIA.
-PaccmaTpuBaroTcst MpUHIUIIB (OPMHUPOBAHUS PACIIMPEHHBIX M CTAHIAPTHBIX CIIUCKOB AOCTYIIA,
aHaJIM3UpPyEMbIe TapaMeTphl, HOPSIJOK GOPMUPOBAHUS U TPUMEHEHHSI.

38 |/lomoHUTETHHBIC BOZMOKHOCTH HCIIOJIB30BAHUS MaPIIPYTHU3aTOPOB(TIPOIOKEHIE)
PaccmarpuBaeBbie BOIIPOCHL:
-TlepepacupeneneHue MapIIpyTOB.
-PaccmarpuBaroTcss BO3MOXKHOCTH TIepepacpeielieHisi MapLIpyTHOH HH(OpMAILWH, TTOPSIIOK
B3aMMOAEHCTBHSA IPOTOKOJIOB MapIIPyTH3AIUHU, EPEPACIIPEACIICHUS MapIIPyTa 10 yMOTYaHHIO,
OrpaHUYEHUS IIPH TIepepacipeieNIeHUH MapLIPyTOB.

39 |['mobGansubie cetu (WAN)
PaccmarpuBaeBbie BOIPOCHL:
-Tumer kanamoB WAN 1 0030p MPOTOKOJIOB.
-OnuceiBaroTes rnodasbHbie ceti (WAN), THIBI KaHATOB: BBIICIICHHBIC JIMHAH, COSANHEHHE C KOMMYTalUen
KaHAJIOB, COCANHEHHE C KOMMYTallHel aKeTOB.
-PaccmarpuBaercst nepapxnueckasi CTpYKTypa paclpe/ieJIeHHON CeTH.
-Mapumpytuszanus B WAN.
-IIporoxon mapmpyruzanuu BGP.
-OnucrIBalOTCS MPUHIHMIEI PaboThI poTokosa BGP, atpubyTs! 1 X Ha3HauEHHE.

40 |Mapmpytuzanus [Pvo

PaCCManI/IBaeBHe BOIIPOCHI:
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-OnrcrIBaeTCs MPOTOKON MEKCETEBOTO B3anMoaercTsus [IPv6, popmat coobmennii, Ha3HaUCHNE TTONEH.
-PaccMarpuBarotes Tumsl aapecos IPV6 1 MOPSIOK UX Ha3HAUCHUSL.
-JlMCTaHIMOHHO-BEKTOPHBIN NTPOTOKOJI Mapiupyrusanuu RIPng
-IIpuHIMIEL pabOTHI, METPUKH, MEXaHU3MBI HCKIIFOYCHHUS EeTeNNb MapUIPyTH3aIuH, BpeMsl KOHBEPIeHIUH,
HOPSIIOK HACTPOMHKH.
-JlucTaHIIMOHHO-BEKTOPHBIH npoTokon mapuipytusanuu EIGRPv6
-IIpuHIUIEl paboTHI, METPUKH, MEXaHM3MBI HCKJIIOUCHUS [IETeNIb MapIIPYTH3AINH, BPEMsl KOHBEPI CHIIUH,
MOPSAOK HACTPOUKH.
-IIporoxon mapmpyruzannu coctossHust THHUA OSPFV3.
-IIpuHIUIEL paboTHI, METPUKH, MEXaHU3MBI HCKIIIOUSHHUS IIETeb MapLIPYTHU3aLlH, BPeMs KOHBEPTCHIIHH,
MOPSAOK HACTPOUKH.
4.2. 3aHATHS CEMUHAPCKOTO THIIA.
JlabopaTopHbie paboThI
Ne
i HanmenoBanwue 1ab0opaTopHBIX paboT / KpaTKoe CoJepKaHue
1 |6 cemectp YpoBuu moaenu OSI
B PE3YIbTATC BBINIOJTHCHUSA pa6OTLI CTYACHT NOJIYYUT NOHUMAHHUE O MOPAJAKE U IMpaBUjiax B3aHMOI[eI>iCTBHH
YCTPOWCTB B CETH MpH Nepeade nHGopManu B COOTBETCTBHU ¢ ypOBHEBO Mozeibio OSI.
2 |Yposau mozaenu OSI(mpomonkeHue)
B pesynbTaTe BBIIOMHEHHS PaOOTHI CTYJCHT IOJYYUT HOHUMAHHE O MOPSAKE U MPABHIIAX B3aUMOACHCTBUS
YCTPOMCTB B CETH NPH Iepefade HHOOPMAIUKCIOMOLIBI0 CTAaHAAPTHOIO CTEKa TEIICKOMMYHHKALOHHBIX
npotokonos TCP/IP.
3 |Mertoabl KOAUPOBAHHS
B pe3ynprarte BRIIOIHEHUS pabOTHI CTYIEHT MOTYYIHUT MPAKTHYECKHUE HABBIKH 110 HCIIOJIB30BAHUIO METOIOB
1 (pOBOro KOAMPOBAHMUS JIAHHBIX Ha (PU3UUECKOM YPOBHE.
4 |Metoabl KOAMPOBAHUA(TIPOIOJIKEHHE)
B pe3ynbTaTe BBIIOMHEHHS PaOOTHI CTYCHT HOIYYHT NPAKTHYSCKUE HABBIKU M0 HCIOJIB30BAHUIO METOIOB
U30BITOYHOTO KOJAMPOBAHMSA M CKPEMOIMPOBAHHUS JAHHBIX Ha (PM3UYECKOM YPOBHE.
5 |Butas mapa. O0xum xabdens
B pe3ynbTarte BRIIOIHEHUS pabOTHI CTYICHT MOJYYHUT NPAKTHUECKNUE HABBIKH 10 MOJITOTOBKE (DHU3NYECKOI
Ccpepl [T nepefads HHpopManuu.
6 |Pacuer paboTocnocoOHOCTH ceTH
B pesynprarte BRIIOIHEHUS pabOTHI CTYIEHT MOJYYHT NPAaKTHUYECKNUE HABBIKHU 110 OIIEHKE pab0TOCTIOCOOHOCTH
CETH Ha dTalle €€ MPOSKTUPOBAHMS C HCIIOJIL30BAHUEM PA3INYHBIX CPE IIepeadun HHPOPMALIUH.
7 |Pacuet paborociocoOHOCTH ceTU(TIPOAOTKEHNE)
B pesynbTaTe BEIONHEHUS PaOOTHI CTYACHT HOJYYHUT MPAKTHYECKHUE HABBIKH IT0 NPOCKTHPOBAHUIO
JOKAJILHOM CETH M OPTaHU3AIUI B3aNMOICHCTBHS CETEBBIX YCTPOHCTB Ha (hPH3UUECKOM YPOBHE.
8 |CrpykTypupoBaHHas KabelbHas cuCTeMa
B pesynprarte BRIIOTHEHUS pabOTHI CTYIEHT MOJMYYIHT NpaKTHIECKNe HaBBIKH 1Mo mpoekTuposannio CKC.
9 |CrpykrypupoBaHHas KabelbHas cucTeMa. (MPOoJOHKEHHUE)
B pesynbTaTe BEIONHEHUS PaOOTHI CTYACHT HOJYYHUT MPAKTHYECKHE HABBIKH I10 IOPSAKY (OPMUPOBAHHUS
TEeXHUYECKOH JokyMeHTanuu mpu npoektuposanuu CKC.
10 |ba3oBast HacCTpoiiKa U aHaJIN3 pabOTHl KOMMYTAaTOPOB

B PE3YIbTATC BBINIOJIHCHUA pa6OTI)I CTYACHT HOJIYUYUT NPAKTHUICCKUEC HABBIKU 10 06a30Boi HaCTpOﬁKG
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CETEBOTO 000PYIOBaHMS KAHAIFHOTO YPOBHS (KOMMYTaTOpa) M aHATN3Y €ro paboThI ¢ UCTIOIh30BaHUEM
IpOTrpaMMHOM MoJIeNH.

11 |ba3oBas HacTpolika 1 aHaJIU3 pabOThl KOMMYTATOPOB. (TIPOIOJKEHNUE)

B pesynbTate BeIOIHEHHS PaOOTHI CTYACHT HOIYYUT NPAaKTHYECKUE HABBIKH 110 0a30BOIl HAacTpoiiKe
(U3MYECKOTO CETEBOI0 000PYJOBAHHS KAHAILHOTO YPOBHS (KOMMYTATOpPa) U aHAJIM3Y €ro paboTHL.

12

KonTtpons nocryna. Hactpoiika 6e30nacHOCTH Ha MOPTax KOMMYTaTopa
B pesynprare BRIIOTHEHUS paOOTHI CTYIEHT MOTYYUT MPAKTUISCKAE HABBIKH 110 YCTAHOBIICHHIO KOHTPOIIS
JIOCTYTIA K CeTH Ha KaHAJIFHOM ypPOBHE B pEXXHME static secure

13

KonTpons nocryna. Hactpoiika 6€30macHOCTH Ha MOPTax KOMMYTATOPa(IIPOI0JKEHHE)
B PE3YIbTATC BBINIOJTHCHUA paGOTLI CTYACHT NOJIYUYUT NPAKTHUUICCKUEC HABBIKU IO YCTAHOBJICHUIO KOHTPOJIA
JIOCTYIa K CETH Ha KaHaJIbHOM ypOBHE B pexxume dynamic secure.

14

KonTpons nocryma. Hactpoiika 6e30macHOCTH Ha mOpTax KOMMYTaTopa(IIpoJ0HKEHHE)
B PE3YJIbTATC BBINIOJTHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKHUC HABBIKU 10 YCTAHOBJICHUIO KOHTPOJIA
JIOCTYTIA K CeTH Ha KaHAJIILHOM ypOBHE B pexkuMe sticky secure.

15

Hacrtpoiika STP u ETHER CHANNEL na kommyTtarope

B PE3YyIbTATC BBINIOJHCHUSA pa6OTLI CTYACHT HOJYYUT NPAKTUYCCKUC HABBIKU 10 ITOCTPOCHUIO CCTH C
M30BITOYHBIMH CBSI3SIMH Ha KaHAJILHOM YpOBHE.

16

Hactpoiika STP u ETHER CHANNEL Ha komMmyTaTope(poI0KEHUE)
B pesynbraTe BhINONHEHHS paOOTHI CTYJEHT HOIYYHUT MPAKTHUECKUE HABBIKH MO TIOCTPOEHUIO CETH C
obecrieueHrEM pe3epBUPOBAHNS U 0ANaHCUPOBKH 3arpy3KH Ha KaHAJIbHOM YPOBHE.

17

Nsyuenne n Hacrporika VLAN u VTP

N3yuenue u HacTpoiika VLAN Ha 01HOM KOMMYTaTOpe

B pesynbTate BeIITOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAaKTHIECKNE HABBIKH 10 Pa3JeJICHHUIO CETH Ha
normyeckue cerMeHTH (VLAN) ¢ ncnonp30BaHHEeM KOMMYTATOpPOB.

18

N3zyuenue u Hactpoiika VLAN u VTP(nponomkenue)

N3yuenne u HacTpoiika VLAN Ha ogHOM KOMMyTaTope

B pe3ynpTare BEINOIHEHUS paObOTHI CTYIEHT MOTYYHUT MPAKTHYECKHUE HaBBIKH 110 Pa3eeHUIO CETH Ha
noruueckue cermeHTsl (VLAN) u ynpasnenuto konpurypanuein VLAN.

19

N3yuenne u nHactpoitka VLAN u VTP (nponomxenue)

N3yuenue u HacTpoiika VLAN Ha HECKONBKUX KOMMYTAaTOpax C MCII0JIb30BaHHEM IpoTokosa DTP.

B pesynbTate BeIITOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAaKTHIECKHE HABBIKH 10 Pa3JIETICHUIO CeTH Ha
normyeckue cerMeHTH (VLAN) ¢ ncnonp30BaHHEeM KOMMYTATOPOB H yIIpaBleHUIO KoHpuryparmeir VLAN.

20

N3zyuenue u Hactpoitka VLAN u VTP. (mponomxenue)

W3yyenue u HacTpoiika VTP.

B pesynprarte BRIIOITHEHUS paObOTHI CTYIEHT MOTYYHUT MPAKTHIECKHUE HaBBIKH 10 ynpasieHnio VLAN c
oMo1IbIo TpoTokosa VTP ¢ ucnonb3oBaHueM rpyrmmn KOMMYTaTOPOB.

21

Uzyuenue u Hactpoiika VLAN u VTP. (mponomxeHue)
B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJIYUYHUT MPAKTUYCCKUEC HABBIKU 10 ITOCTPOCHUIO CETU C
M30BITOYHBIMHI CBA3SIMU Ha KaHAILHOM YPOBHE C pa3zerneHreM MapupyTtoB mo VLAN.

22

IP anpeca. Knaccsl. Cets. Iloacers
B PEIYNbTATE BBITIOJTHECHUA pa60T1)1 CTYACHT HOJIYYUT NMPAKTHYCCKUEC HABBIKU 110 PACUCTY MACKU NOACCTH JJIA
3aJaHHOI'O KOJJHYC€CTBA XOCTOB 1 HO}ICGTGI\/'I.

23

IP anmpeca. Knaccel. Cets. [loaceTs(mpogomkeHue)
B PE3YIbTATC BBINIOJIHCHUSA pa6OTI)I CTYACHT HOJIYUYUT NPAKTHUICCKHUEC HABBIKU 110 PACUETY a/IpECHOTO IJIaHa
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CETH NMPEANPHUATHS C UCTIOJIB30BAHINEM MAaCKH (DUKCUPOBAHHOM JJIHHBI.

24

IP anpeca. Knaccel. Cetsb. [Toacets. (mpoaomkeHue)
B PE3YIbTATC BBINIOJTHCHUSA paGOTLI CTYACHT HNOJIYUYUT NPAKTHUUICCKHUEC HABBIKU IO PACYCTYy aIpCCHOTO IJIaHa
CCTHU NPCANPUATHA C UCTTIOJIB30BAHUEM MaCKU HepeMeHHOﬁ JJIUHBI.

25

7 cemecTp YCTpoCcTBO MapuipyTuzaTopa. bazoBas HacTpolika

B pesynbTate BBITOTHEHHUS PaOOTHI CTYACHT HOMYYUT NPAaKTHIECKUE HABBIKH 10 PabOTE C MapIIpyTH3aTOPOM

IIPH €T0 NIEPBOM BKJIIOUCHUH U BBINTOJHEHUIO 0a30BON HACTPOHKH.

26

Hacrpoiika quHamudeckoro pacmupeneneHus ip-aapecon. [Iporokox DHCP.

(mponomxeHue)
B pesynbTate BBINOIHEHHS PAOOTHI CTYACHT HOIYYUT IPAKTHYECKUE HABBIKK MO KOH(GUTYPHPOBAHUIO
aBTOMaTH4YecKoi cucTeMsl pucBoeHus IP-agpecos ¢ nomoursio nporoxona DHCP.

27

CraTtnueckas MapmpyTtu3anus.Mi3ydenue Tabaui MappyTu3anuu
B pesynbTaTe BRITIOTHEHHUSA PaOOTHI CTYACHT HOIYyYUT IPAKTHIECKUE HABBIKH MO HACTPOHKE CTATHUECKOM
MapIIpyTU3aliy B CETH U aHAIN3Y COAEPKUMOTO TaOJInI] MapIIpy TH3ALHH.

28

Craruueckas mapupytusanus.Mzyduenue Tabiui MmapupyTu3anuu(Ipo10JnKeHne)
B pesynbraTe BhIMONHEHHUS pabOThI CTYJCHT HOJIYYHUT IPAaKTHUECKUE HABBIKK [0 HACTPOHKE CTATUYECKOTO
MapuipyTa Mo YMOJUaHHUIO B CETH U aHAIHU3Y COJEP>KUMOTO TaOIHIl MapIIpyTU3AIUH.

29

JlucTaHUIMOHHO-BEKTOPHBIN MPOTOKOJ Mapuipytuzauuu RIPv1
B pesysnbraTe BhINONHEHUS! pabOTHI CTYJICHT IOJIYYHT MPAKTUUECKHE HABBIKK 110 KOH(PUTYPUPOBAHUIO
JUCTAaHIIMOHHO-BEKTOPHOTO MPOTOKOIa MappyTtu3amuu RIPv] u aranu3y ero paboTs.

30

JIucTaHIIMOHHO-BEKTOPHBIN NPOTOKOI MapiipyTuzanuu RIPv2

B pe3ynprarte BRIMOTHEHUS paOOTHI CTYIEHT MOTYYHUT MPAKTUISCKHUE HABBIKH 110 KOH(PHUTYPHUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MTPOTOKOIA Mapiupytusanuu RIPv2 u aHamu3y ero paboThl B pesxuMe
ABTOCYMMUPOBAHUA.

31

JlMcTaHIIMOHHO-BEKTOPHBII MpoTokoa MapupyTuzauuu RIPv2. (mponomkenue)

B pesynbpTaTe BBIIOIHEHUS PAOOTHI CTYJEHT IOJIYYHUT IPAKTUYECKUE HABBIKU 110 KOH(DUTYPHPOBAHHIO
JUCTaHIIMOHHO-BEKTOPHOTO NMPOTOKOIa MapipyTtusanuu RIPv2 u ananu3y ero paboTsl B pexxume ¢
OeckaccoBOM aipecartue.

32

JlucTaHIMOHHO-BEKTOPHBIN NpoTokoa Mapiipytuzanuu EIGRP

B pe3ynprarte BRIOTHEHUS paOOTHI CTYICHT MOTYYHUT MPAKTHICCKHAE HABBIKH 110 KOH(PHUTYPHUPOBAHHIO
JICTaHIIMOHHO-BEKTOPHOTO MpoTokoina Mapmpyrusamu EIGRP u ananmsy ero paboter 6e3 Hammaus
pE3EPBHBIX MApUIPYTOB.

33

JlcTaHIIMOHHO-BEKTOPHBIH npoTokoa Mapupytuzanuun EIGRP(nponomxenue)

B pe3ynprare BRIIOITHEHUS paOOTHI CTYIEHT MOTYYHUT MPAKTHIECKHUE HABBIKH 110 KOH(PUTYPHUPOBAHHIO
JIMCTAaHIIMOHHO-BEKTOPHOTO MpoToKkoia MapmpyTu3anuu EIGRP u ananmusy ero paboTel ¢ pe3epBHBIMU
MapHIpyTaMH.

34

IIporokon mapmpyruzanuu coctostHus TuHUU OSPF
B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJIYUYUT NPAKTUICCKUEC HABBIKU 110 KOH(i)I/IprI/IPOBaHI/IIO
MPOTOKOJIA MAPIIPyTH3anuu cocTossHus kaHana OSPF u aHanmu3y ero paGoTsl B OHOM 001aCcTH.

35

ITporoxon mapumpyTtuzanuu cocrossHus tuHuu OSPFE. (mponomxenue)

B pe3ynprare BRIIOTHEHUS paObOTHI CTYIEHT MOTYYHUT IPAKTHIECKHAE HABBIKH 110 KOH(PHUTYPHUPOBAHHIO
MPOTOKOJIA MapIIpyTH3anuu coctosHus kanana OSPF u ananm3y ero paboTsl IpH MacIITabOUPOBaHUH Ha
HECKOJILKO 00JacTeil.

36

[Tporoxon mapupytuzanuu cocrosiHus tuauu OSPF(npopomkenue)
B PE3YIbTATC BBINIOJTHCHUSA pa60TI)I CTYACHT HOJYUYUT NPAKTUICCKUEC HABBIKU 110 KOH(i)I/IprI/IPOBaHI/IIO




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

MPOTOKOJIA MapUIpyTH3aun cocTostHns kanana OSPF u anann3y ero paboTsI B MIMPOKOBEIATEIEHOM
JOMEHE.

37

Texnomorus Tpancisiuu aapecoB NAT, PAT(nponomkeHue)
B PE3YIbTATC BBINIOJTHCHUSA pa60TLI CTYACHT NOJIYUYUT NPAKTHUUCCKHUEC HABBIKU 110 UCIIOJIB30BAHUIO
TCXHOJIOTMU TPAHCIALINU aIpECOB NAT IpU MMOCTPOCHUU CCTU.

38

Texnonorus tpancasauuu aapecoB NAT, PAT(mmponomxenue)
B pesynbTate BEITOTHEHHUS PaOOTHI CTYAEHT HOTYYUT NPAKTHIECKUE HABBIKH 110 UCTIOIb30BAHHIO
TEXHOJIOTMH TpaHcisiuuu aapecoB PAT npu noctpoenuu cetu

39

[MogbuTHEpdEICH HAa MAPIIPYTU3ATOPE
B pesynbTare BEINOIHEHUS pabOTHI CTYIEHT MOJMYYHUT MPAKTUYECKUE HaBBIKHU 110 HACTpOiike
NOABUHTEP(HEHCOB Ha MapIIpyTU3ATOpE VISl YIPaBICHHUs TpahHUKOM NpH nepepade Mexay pasubimu VLAN.

40

Pe3epBupoBanue nuio3a
B pe3ynprarte BRINOTHEHUS pabOTHI CTYICHT MOMYIHUT MPAKTUIECKUE HaBBIKH IT0 CO3TaHUIO PEe3ePBHBIX
MOJIKJIFOUEHUH IS BBIXOJIa B APYTYIO CETh € MOMOLIBI0 TpoTokosaa HSRP

41

PesepBupoBanue nuit03a(Ipo10KeHHE)
B pe3ynprarte BRINOTHEHUS pabOTHI CTYICHT MOMYIHUT MPAKTUIECKUE HaBBIKH IT0 CO3TaHUIO PEe3ePBHBIX
MOAKJIIOYEHUN 1Sl BBIXOJA B APYTYIO CETh C OMOIIBI0 IpoTokona VRRP

42

PezepBupoBanue 1mumro3a(Iipo10nKeHre)
B PEIYIbTATC BBINIOJTHCHUSA pa6OTLI CTYACHT NOJIYUYUT NPAKTHUUCCKHUEC HABBIKU 110 CO3AaHUIO PE3CPBHBIX
MOJIKJTFOUCHHH TS BBIXOZA B APYTYIO CETh U OATaHCUPOBKH 3arpy3KH ¢ MOMOIIBIO mpoTokosia GLBP.

43

CymMmupoBaHue MapuIpyToB
B pesynbTate BeITOTHEHHS PaOOTHI CTYAEHT MOJTYYUT MPAKTHYECKHAE HABBIKHU 110 ONTHMHU3ALMN TAOIIHIL
MapIIpyTU3aLKU C IOMOIIBIO CyMMUpPOBaHus MapuipyToB B npotokonax EIGRP u OSPF.

44

OGecneyeHune 6€30MaCHOCTH Ha CETEBOM YPOBHE C MOMOIIBIO CITUCKOB JI0CTYTIa
B pesynbTate BbINOJIHEHHS PaOOTHI CTYACHT MOJIYYUT NPAKTHYECKUE HABBIKH 110 YIIPABJICHHIO TpaQHUKOM Ha
CETCBOM YPOBHE C MOMOIIBIO CTAHAAPTHBIX CIIMCKOB KOHTPOJIA A0CTYyIA.

45

ObecneueHne 6e30MaCHOCTH Ha CETEBOM YPOBHE C TIOMOIIBIO CIIMCKOB
JOCTYTA(TIPOIOKEHHE )

B pe3ynprare BRIOTHEHUS paOOTHI CTYICHT MOMYYHUT MPAKTHICCKHE HABBIKY 110 YIPABJICHUIO TPAPUKOM Ha
CCTCBOM YPOBHE € TOMOIIBIO PACHIMPEHHBIX CIIMCKOB KOHTPOJIA AOCTYIIA.

46

[Tepepacnpenenenue MapmpyTHOM UHPOPMALTUH
B pesynprare BRIIOIHEHUS paObOTHI CTYIEHT MOTYYIHUT MPAKTHYECKHE HABBIKM TI0 00ecIIeueHHI0 0OMeHa
MapuIpyTHOH HH(pOpMaIue MeX 1y pa3IMuYHBIMU IPOTOKOJIAMU MapIIPyTH3AIHH.

47

[Iporokon mapupyruzauuu BGP
B pesynbTaTe BBIIOIHEHHS PaOOTHI CTYJEHT IOJIYYHUT IPAKTHYECKUE HABBIKU 110 KOH(GUTYPHPOBAHHIO
npoTtokosia Mapupytuzanuu BGP n ananu3y ero paboTsl.

48

Hacrpoiika mapmpyruzanuu [IPv6
B pe3ynbrate BeINOIHEHHS PAOOTHI CTYAEHT HOIYYUT IPAKTHIECKUE HABBIKK MO KOH(MHUTYPHPOBAHUIO
nportokosioB Mapupyrusaiuu RIPng, EIGRPv6, OSPFv3 u ananu3y ux paboTsl.

4.3. CamocrosiTenbHas padoTa 00y4JaroImmuXCs.




No .
W Bun camocrositensHOM paboTh
1 |Pa3pabotarhb ceTh nepesayu JaHHbIX ¢ Ucnoiab3oBanreM npotokosoB RIP, EIGRP, HSRP.
2 |[ToaroToBka K 1abOpaTOpPHBIM padoTaM
3 | BollmostHEHHE KypCOBOTO MPOCKTA.
4 [ToaroroBka K IpOMEXKYTOUHOU aTTECTAIIUU.
5 | [loaroToBka K TeKyIleMy KOHTPOJIIO.
4.4. ITpumepHbII IEpEUYECHb TEM KYpPCOBBIX TPOEKTOB
1. Pa3zpaboTaTh ceTh mepeayu AaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
EIGRP, HSRP.
2. Pa3paborath ceTh nepenaun JaHHBIX C HUCIOJb30BaHUEM MpPOTOKOJIOB RIP,
OSPF, HSRP.
3. Pa3zpaboTaTh ceTh nepenaun JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
BGP, HSRP.
4. Pa3paboTaTh ceTh Mepeaaun JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
EIGRPVRRP.
5. Pa3paboTaTh ceTh mepeadu JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
OSPF, VRRP.
6. Pa3paboTaTh ceTh mepeauu JaHHBIX C UCIIOJIb30BaHUEM MPOTOKOJIOB RIP,
BGP, VRRP.
7. PazpaboTaTh ceTh nepeaud JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
EIGRPGLBP.
8. PazpaboTtarh ceTh nepejauu JaHHBIX C UCIOJIb30BaHWEM MPOTOKOJIOB RIP,
OSPF, GLBP.
9. Pa3paboTaTh ceTh mepeayu JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,
BGP, GLBP.

10. Pazpaborath ceTh mnepenauu

JaHHBIX C HCIOJBb30BAHUCM IIPOTOKOJIOB

EIGRP, OSPF, HSRP.
11. Pa3zpabortath
EIGRP, OSPF, HSRP.
12. PaspaGoraTh
EIGRP, OSPF, VRRP.
13. Pazpaborath
EIGRP, OSPF, VRRP.
14. Pa3zpabortath
EIGRP, OSPF, GLBP.
15. Pa3zpaborath
EIGRP, OSPF, GLBP.

CCTh

CCTb

CCTb

CCTh

CCTh

nepeaadn

nepeaayn

nepeaayn

nepeadun

nepeaadyn

JaHHBIX

JTAaHHBIX

JTAaHHBIX

JaHHBIX

JaHHBIX

HUCIIOJIB30BaHHUCM

HCIIOJIB30BaHHUECM

HCIIOJIB30BaHHUECM

HUCIIOJIB30BaHUEM

HUCIIOJIB30BaHUEM

IIPOTOKOJIOB

MIPOTOKOJIOB

MIPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB



16. Paszpabortarh ceTh mepefauyd JaHHBIX C HCIIOJIB30BAHHUEM TIPOTOKOJIOB
EIGRP, BGP, HSRP.
17. Pa3zpabotarh ceTh mnepefaud JaHHBIX C HCIIOJIB30BAHUEM MPOTOKOJIOB
EIGRP, BGP, VRRP.
18. Paspaborarh ceTh mepefadyd AaHHBIX C HCIIOJIB30BAHUEM IIPOTOKOJIOB
EIGRP, BGP, GLBP.
19. Paspabortarh ceTh mepefadyd AaHHBIX C HCIIOJIB30BAHUEM IIPOTOKOJIOB
OSPF, BGP, HSRP.
20. Pa3pabortarh ceTh mnepegayd JaHHBIX C HCIOJIb30BAaHUEM MPOTOKOJIOB
OSPF, BGP, VRRP.

5. IlepeueHp wu3MaHMM, KOTOpPHIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU

OCBOCHUHU JUCHUILUIMHBI (MOIYJIA).

IJI\;-?I bubnmorpaduueckoe onucanue Mecro nocryna
1 Cxksopuona, T. . KomnbroTepHbie https://e.lanbook.com/book/163825 (nara
KOMMYHUKAI[MU U CETH : YUeOHO- obpauenns 30.04.2025
Meroandeckoe rmocoowue / T. . CkBoprioBa. —
Mocksa : PTY MUPDA, 2020. — 223 ¢. —
Texcr : anexTpoHHbI // JIaHb : 2TIEKTPOHHO-
OmOIMoTEeUHAs CUCTEeMa.
2 Kenenkos b.B., OCHOBEI ceTeBBIX http://library.miit.ru/bookscatalog/metod/04-

TEXHOJIOTUN. PU3NYECKUN YPOBEHD : METO/.
yka3. k 1a0. pa6. no aucu. "Ceru DBM u
TeneKoMMYyHuKauu" 11 ctya. IV kypca
crell. "BeaucnuTenbHbIC MAIIMHEL,
KoMIuiekchl, cucteMbl U cetn" MUUT. Kad.
"BrrunciauTenbHbie CUCTEMBI U ceTH'. - M. :
MUUT, 2007. - 43 c.

78203.pdf (nata ooparmenus 30.04.2025)

XKenenkor b.B. Pa6ota kommyraTopoB Cisco B
JIOKAJIbHBIX CEeTsX : yuel. mocobue ans cryn. 4
Kypca crenl. "UHdpopmaruka u
BBIUMCIIUTENbHASA TeXHUKA" 110 aucl. "CeTtn
OBM u tenekommynukanuu" / b.B. Kenenkon
; MUUT. Kad. "BoraricnurenbHble CHCTEMBI U
ceru". - M. : MUUT, 2007. - 92 c.

http://library.miit.ru/bookscatalog/upos/04-
35255.pdf (nata ooparenus 30.04.2025)

Kenenkos b.B., KananbHblil ypoBEeHb MOI€TIH
OSI: metoa. ykas. k 1a0. pa6. mo aucu. Cetu
OBM u TenekoMMyHHKAIUU AJs CTyA. 4 Kypca
crell. BerarcnuTenbHbIe MalTuHBL,
KOMIUJIEKCBI, CUCTEMBI M CETH, Harp.
WNnpopmarrka v BEIYUCIUTENbHAS TEXHUKA /;

http://library.miit.ru/bookscatalog/metod/03-
41547.pdf (nata ooparuenus 30.04.2025)




MUUT. Kad. BoruncnurenbHble CUCTEMBI U
cetu. - M.: MUUT, 2011. - 50 c. : a-um. -
bubnuorp.: c. 49.

5 Tonposckuiisl.M., Xenenkos B.B., Ilpiranosa | http:/library.miit.ru/bookscatalog/metod/DC-
H.A. MapiupyTusaius B KOMIbIOTEPHbIX 407.pdf (nara obpawenus 30.04.2025)
ceTsax: YueOHnoe nmocodue. - M.: PYT (MUUT),
2017.— 114 c.

6. IlepedeHb COBpPEMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUU JUCHUILIUHBI (MOYJIA).

Hayuno-texandeckas 6ubmmorexka PYT(MUWUUT) http://library. miit.ru/
Odunmaneueiil cailT no noanepxke pemennid Cisco https://www.cisco.com/
®opyM CHEUANIUCTOB 110 UH(HOPMALIMOHHBIM TeXHOJIorusAM http://citforum.ru/
WuTepHeT-yHUBEpCUTET MHDOPMAITMOHHBIX TexHoorui http://www.intuit.ru/
Temarnueckuii dopym 1o UH(POPMAITMOHHBIM TEXHOJIOTHSIM

http://habrahabr.ru/

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIo
IPOrpaMMHOr0 OOecnedYeHusi, B TOM YHCIE€ OTEYECTBEHHOIO IPOU3BOJCTBA,
HEOOXOMMOTO JUIsl OCBOCHMSI JUCIUIUIMHBI (MOIYIIS).

- OC Windows
- Microsoft Office
- UaTepHet-6pay3ep (Yandex u ap.)

8. OmnucaHue MaTepuUaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOMN it
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILUIMHE (MOIYIIIO).

-YueOHast aynutopus JUisi TPOBEACHUS yYEeOHBIX 3aHITUN  (3aHATHI
JICKITMOHHOTO THUTIA, TPAKTUYECKUX 3aHATUH):

- KOMIBIOTEp  TMpenojaBarens,  pabodyue  CTaHIMU  CTYACHTOB,
MYJIBTUMEIUMHOE 000pYyI0BaHUE, TOCKA.

AyauTtopus oAKIOUeHA K cetu «HTepHeT».

9. ®opma MpoOMeKYTOUHON aTTEeCTALNH:

3ayer B 6 cemecTpe.
KypcoBoii mpoekt B 7 cemecTpe.
DK3aMeH B 7 cemecTpe.

10. OueHouHbIe MaTEpUATIBI.



OueHouHblE MaTepHalibl, IPUMEHSIEMBbIE NPU MPOBEACHUH MPOMEKYTOUHOU
aTTecTalluy, pa3padbaTbIBalOTCs B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTUBHBIM aKTOM
PYT (MUUT).
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