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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[enssmMu ocBoeHMs yueOHOM AUCHUIUIUHBI « KOMIIBIOTEpHBIE CETH» SBIISIIOTCS
dopMupoBaHHE KOMIETEHLIMHA TI0 OCHOBHBIM pa3feliaM TEOPETHYECKUX U
MPAaKTUYECKUX OCHOB MApPUIPYTH3ALMK B  JIOKAJBHBIX W  TJIOOAIBHBIX
KOMITBIOTEPHBIX CETSAX, @ TAK)KE H3yUYEHHUE padOThl MAPUIPYTU3ATOPOB U MOIYUECHHUE
HAaBBIKOB ITPOEKTUPOBAHUS KOMITBIOTEPHBIX CETEM.

CTyneHTbl JNOJKHBI HAYYUTHCS MNPOECKTUPOBATh KOMIIBIOTEPHBIE CETHU C
UCIOJIb30BAHUEM COBPEMEHHOI'O CETEBOT0 OOOpYJOBaHUS B COOTBETCTBUU CO
CTaHJapTaMHU U BBIMOJHATH 3aJa4M [0 HACTPOHKEe 000pYIOBaHUS U TMOIJICPIKKE
paboTOCTIOCOOHOCTH CETH.

OCHOBHBIMM 33JJa4aMH TACLIUIUIMHBI SIBJISIOTCS:

* O3HAaKOMJIEHHME C MPUHLOMIIAMU CETEBOTO B3aMMOJCHUCTBUS HAa OCHOBE
mozenu OS] u cTeka TeneKOMMyHUKaMOHHBIX MTpoTokoios TCP/IP.

* PaccMoTpenue TexHooruil nepesadr JaHHbIX Ha (PU3MYECKOM YPOBHE.

* MI3y4yeHue NpoTOKOJIOB JIOKAIBHBIX CETEH.

 Nzyuenue texnonoruu Ethernet.

 N3yuenusa npuHumunos npoektupoBanus CKC.

* l3ydeHuwe MNPUHLUUIIOB pabOTBl KOMMYTaTOPOB M TEXHOJOTHMU HUX
MIPUMEHECHUSL.

* 3yuenue agpecannn Ha CETEBOM YPOBHE.

* N3yuyenue npotokoiio cereBoro yposus: [P, DHCP, ARP, ICMP.

* 3yueHue npuHIUIIOB pabOTHI MAPIIPYTU3aTOPOB U UX OCHOBHBIX 3a7ad.

* M3ydyenue crmocoO0B MapIipyTH3aIUH.

 N3yuyenue nportokonos mapmpyrtusanuu RIP, EIGRP, OSPF, BGP.

e V3ydeHue MOOMOJHUTENBHBIX BO3MOXKHOCTEN MapuipyTtu3atopoB: NAT,
PAT, pe3epBrupoBaHue HITIO30B.

* O030p TEXHOJOTHI rI100ATBHBIX CETEH.

* M3ydeHne NpoTOKOJI0B KaHaIbHOro ypoBHS WAN.

* lI3yuenue npaBui NpOEKTUPOBAHKS KOPIIOPATUBHBIX CETEM.

2. Ilnanupyemblie pe3ynbTaTbl 00y4eHHS IO JUCHUILUIMHE (MOIYJIIO).

Ilepeuenp (GopMUpPYyEMBIX pe3yJbTAaTOB OCBOCHHMS  00pa3oBaTeNbHOU
porpamMmbl (KOMITETCHIIUM) B PE3yIbTaTe 00yUCHHUS 110 AUCIUIUINHE (MOTYIIIO):

OIIK-1.3 - CnocobeH obecrieunBaTh 3allUTy UHGOPMAIMU MPU padboTe C
0a3zaMu JaHHBIX, TIPH TIepeave Mo KOMITBIOTCPHBIM CETSIM;

IIK-1 - crnocoOHOCTHIO BBHIMOJMHATH PAaOOTHI MO YCTAHOBKE, HACTPOMKE M
O0OCTY’>)KMBAaHUIO TPOTPAMMHBIX, MPOTPAMMHO-ANMNAPATHBIX (B TOM 4YHUCIE
Kpunrorpauuecknx) U TEXHHUECKUX CPEICTB 3alTUThI HH(pOpMAIuy ;



ITK-10 - ctocoOHOCTHIO MPOBOANTH aHATN3 HH(POPMAITMOHHOM 6€30MacHOCTH
OOBEKTOB W CHCTEM Ha COOTBETCTBHEC TpPEOOBAHUSAM CTAaHIAPTOB B O0OJACTH
uH(pOpMaIIMOHHOM 0€30MaCHOCTH .

OOyueHnue 1Mo JUCIUIUTIHE (MOTYIIIO ) TIPEIIToIaraeT, 4YTo 1Mo ero pe3yabTaTaM
oOydaromuiics: Oyaer:

3HaTh:

- o0mme NpUHIUIBl (PYHKIIMOHUPOBAHUS amMapaTHBIX, MPOTPaAaMMHBIX U
IPOrPaMMHO-AIIIAPATHBIX CPEACTB aIMUHUCTPUPYEMOM CETH;

- ApPXMUTEKTypy allllapaTHbIX, IPOrPAMMHBIX M IMPOTrPaMMHO-aNIapaTHBIX
CPEICTB aIMUHUCTPUPYEMOM CETH;

- MPOTOKOJBbl KAHAJIBHOIO, CETEBOI0, TPAHCIOPTHOIO W MPHUKIAJTHOIO
YPOBHEN MOJENN B3aUMOJEHCTBUS OTKPBITBIX CUCTEM;

- moJienb [SO nnst ynpasienus cereBbIM TpadukoM, mojaenu IEEE;

- moJcucTeMbl MH(OPMAIMOHHONW O€30MaCHOCTH KOMIIBIOTEPHBIX CETEM,
yTpo3bl O€30MaCHOCTH, PEKUMBI IPOTUBOACHCTBHUSL.

Ymersb:

- OpraHU30BBIBaTh W MOJJAECPKUBATh BBINOJIHEHUE KOMIUIEKCA Mep 110
obecrnieueHuto HHGOPMAIMOHHON OE30MaCHOCTH;

- OMpeneNaTh COCTaB W TOPSAOK aIMHUHHCTPUPOBAHUS TIOJCHUCTEMBI
nH(pOpMaITMOHHOM 0€30MaCHOCTH;

- YHpaBisiTh TpadUKOM [Jisi 3alMThl MH(OpManuu npu padborte ¢ Oazamu
JaHHBIX, [IPU Nepeaye M0 KOMIbIOTEPHBIM CETSIM;

-OCYILLECTBISITh MOHUTOPUHI aJMUHUCTPUPYEMBIX CETEBBIX YCTPOWCTB IS
OLICHKH YPOBHS 0€30MaCHOCTH KOMITBIOTEPHBIX CETEH.

Baagern:

- HaBBIKAMHU OPTaHU3AIMH W TIOJACPKKH BBIMOJHEHUS KOMIUIEKCa Mep IO
obecrieYeHu o nH(pOpMAITMOHHOM 0€30MacHOCTH, MOHUTOPHUHTA
(GYHKIMOHUPOBAHUS OJACUCTEM UH(OPMAIMOHHOM 0e30macHOCTH

KOMITBIOTEPHBIX CETEM;
- HaBBIKAMHU OIICHKU YPOBHSI 0€30MacCHOCTH KOMITHIOTEPHBIX CETEH, B TOM
YHCJI€ B COOTBETCTBUY C HOPMATUBHBIMUA U KOPIIOPATUBHBIMU TPEOOBAHHSIMU.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. Ob6mas Tpy10eMKOCTb TUCITUTUTMHBI (MOTYJIS).

OO6miast TPyIOEMKOCTh JUCHUIUIMHBI (MOayJis) coctaBiser 10 3.e. (360
aKaJIeMUYeCKUX yaca(oB).



3.2. O6bem pguctuIUIMHBL (MOAydsl) B (opMe KOHTAKTHOM paboThI
oOyJaromuxcsi C  MeJarorM4ecKuMM  paboTHUKaMu HW  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMU K pean3aiuy 00pa3oBaTeIbHON MPOTrpaMMbl Ha HHBIX YCIIOBHSX,
P MIPOBEJICHUHN yUCOHBIX 3aHITHI:

KonngectBo yacos
Tun yaeOHBIX 3aHITHI Cemectp
Bcero

Ne6 | Ne7

KonrakTHas paboTa Ipu NpoBeIeHNN YUeOHBIX 3aHATHI (BCEro): 176 | 96 80
B tom uucane:

3aHATHSA JIEKIIHOHHOTO THIIA 80 48 32

3aHATHSI CEMUHAPCKOTO THUIIA 96 48 48

3.3. O0beM auCHMIUIMHBI (MOAYJsl) B (PopMe CaMOCTOATENbHOU pPabOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYArOUIUXCSA C
MearOrHIeCKUMHU PaOOTHUKAMHU | (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K PeaTi3aIiu
oOpa3oBaTenpHON TporpaMMbl  HA HWHBIX YCIOBHSAX, TP  IPOBEIACHHUH
IPOMEKYTOUHOM aTTecTanuu coctapisieT 184 akagemuyeckux vaca (0OB).

3.4. ITpu oOy4eHnu 0 UHAUBUAYATLHOMY Y4EOHOMY IIJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4e€HHH, 00bEeM MUCIUILIMHBI (MOIYJIs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POpME CaMOCTOSITENBHOU padOThl 00yYaroOIUXCs, a TaKkKe B (hopme
KOHTaKTHOU pabOThl 00Yy4YarOIIUXCSl C MEJarormueCKuMU pabOTHUKaMU U (WJIN)
JULAMH, MIPUBJIEKAEMBIMH K peaiM3aluy 00pa30BaTEIbHOM MPOrpaMMbl Ha UHBIX
YCIIOBUSAX, IPH POBEAEHUHU POMEXYTOYHOM aTTECTALINN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/T

1 |6 cemecTp BBenenue B ceTeBbie TEXHOIOTUH

-ITonsiTue — ceTn.

-OnuChIBaCTCSI HCTOPHS MTOSIBIICHUS U PA3BUTHSI CETCH.

-PaccMaTpuBaroTCst 0COOCHHOCTH JIOKAIbHBIX, III00IBHBIX U TOPOJICKUX CETEH, OTINYNS JIOKATBHBIX U
r7100abHBIX CETEH.

-[IpuBOATCS XapaKTEPUCTUKH CETEH OTAEIOB, KAMITYCOB ¥ KOPIIOPAITHiA.

2 |BBeneHue B ceTeBbIe TEXHOJIOTHH(ITPOIOKCHHE)

PaCCManI/IBaeBLIC BOIPOCHI:
'Tpe60BaHI/I${ K BBIYUCJIIMTCIIBHBIM CCTAM.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE
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'PaCCManI/IBaIOTCSI Tpe6OBaHI/IH, MPEABABIIACMBIC K BBIYUCIIUTEIIBHBIM CETAM.
'HPOI/I?)BO)II/ITCJ'H)HOCTL, HaJACXKHOCTD, 6630H3CHOCTL, MMPpO3pavHOCTh.
3 |BBeneHwue B ceTeBbIe TEXHOJIOTUU(TIPOIOIDKEHNE)

PaccmarpuBaeBbie BOIPOCHI:

-Mogens OSI.

-«OTKpBITAsE CHCTEMAY.

-CranmapTH3alis.

-PaccmarpuBaercst B3aumoieiictBue « OTKPBITBIX CHCTEMY, MHOTOYPOBHEBBIH MMOX0/, IEKOMITO3HIIHUS. ---
OmnwuceiBaercst moaens OSI 1 ee ypoBHH, a Tak e AT MIaroB HHKATICYIISIIIHN.

BBenenue B ceTeBbie TEXHOIOTUU(TTPOIOIKEHHE)

PaccMarpuBaeBble BOIIPOCHL:

-CTexH TeneKOMMYHHUKAIIMOHHBIX IPOTOKOJIOB.

-[IpuBonsiTCS IPHMEpPHI CTEKOB KOMMYHHUKAIIMOHHBIX TIpoTokooB: crek OSI, crek TCP/IP.
-PaccmarpuBaroTcsi Ha3HaYCHUE W IPUHIMITBL paOOTHI NPOTOKOJIOB TpaHcnopTHOro ypous TCP u UDP.

BBenenue B ceTeBbie TEXHOIOTUU(TTPOIOIKEHHE)

PaccmatpuBaeBbie BOIPOCHT:

-CTaHmapTH3aIys U CTPYKTYPHU3AIHS CETCH.

-IIpuBOSATCSI OCHOBHBIC HCTOYHHUKH CTAHIAPTOB U OCHOBHBIC YPOBHU CTaHIAPTOB.
-CTpyKTypH3alys Kak OCHOBa MOCTPOCHUS BHIYMCIUTENBHBIX CETEH.

-IIpuBOAATCS MPUHIUIIBI CTPYKTYPU3ALIUK KaK OCHOBBI IOCTPOCHUS BEIUUCITUTEIBHBIX CETEH.
OnuCHIBarOTCS TOMOJIOTHUHU CETEBBIX HHQPACTPYKTYP.

-PaccmaTpuBaetcs ¢puznyeckas u JIOTHYeCcKasi CTpYKTypU3allus CETH.

®PusnuecKkuil ypoBeHb

PaCCManI/IBaGBHG BOIIPOCHI:

-KaOenbHbIE THHUH.

-OMUCHIBAIOTCS TUIIBI KAOCNBbHBIX JIMHHI AJIA Iepeaadn JaHHbIX, UX KOHCTPYKIUA U XapAKTECPUCTUKH.
-OnuceIBarOTCS MCTOJbI NIepeaadn NTUCKPECTHIX JaHHbBIX, dHAJIOTrOBasi MOAYJIALIUS.
-PaccMaTpuBaroTcst METO bl IU(MPOBOTO U JIOTHYECKOTO KOIUPOBAHUSL.

Ouznyeckuil ypoBeHb(ITPOJOIKEHHE)

PaCCManI/IBaeBLIe BOITPOCHKI:

-Panuokanansl.

-ONHUCBIBAIOTCST OCHOBHBIE MPUHIHUIIBI UCIIOJIB30BAHNA PA/IMOKAHATIOB CHyTHPIKOBOﬁ M HAa3eMHOH CBSI3H JUIA
OpraHu3anuu ceTer nepeaavyun JaHHbIX, MIapaMETPbl CUTHAJIOB U arlnaparypa nepeaaiyu JaHHbIX. -
PaccmaTpuBaroTCs CTPYKTYpBI TOCTPOEHHS ceTei 0hucoB.

-ONHUCBIBAIOTCS METOJbI KOAUPOBAHUS JAaHHBIX, IIEPEAABACMbIX 11O paJlHiOKaHaJIaM U OCHOBHBIC BOIIPOCHL
6e3omacHocTH.

KananpHblil ypoBeHB

PaccmatpuBaeBbie BOIPOCHT:

-MeTosl oCTyNa K Cpefie mepeaadn TaHHbIX.

-OmnmceiBaeTcs Ba crocoba JOCTyma K cpejie epeadn JaHHBIX — JeTePMUHUPOBAHHEIHN (Ha puMepe
texHonorui TokenRing u FDDI) u BepositHOCTHBIH (Ha pumepe TexHosorun Ethernet).
-PaccMaTpuBaroTcst mpUMephI TOMOJIOTUH, MPEUMYIIECTBA U HEAOCTATKU.

KananbHbIl ypoBeHb(ITPOIOTIKEHHE)
PaccmarpuBaeBbie BOIPOCHI:
-Crioco0sI Tiepeiavyn TaHHBIX Ha KaHAITLHOM YPOBHE.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

/1
-OmnuchIBalOTCS METO/IBI TIEPENaYl JAHHBIX HAa KaHAIBHOM YPOBHE, aCHHXPOHHAS M CHHXPOHHAS Iepeaaya.
-PaccmarpuBaroTcsi CMMBOJIBHO-OPUEHTHPOBAaHHbIE 1 OMT-OpPUEHTUPOBAaHHbBIE IPOTOKOJIBI U Iiepeiaya ¢
YCTaHOBIJICHHEM U 0€3 YCTaHOBJICHHS COSINHEHUSL.

10 |KananpHBIA YpOBEHB(IPOAOTIKEHHUE)
PaccmaTpuBaeBbie BOIIPOCHI:
-O0Hapy>xeHre OmMO0K U KOMIIPECCHS JaHHBIX Ha KaHAJFHOM YpOBHE.
-PaccmarpuBaroTcsi MeXaHU3MBI peasiu3anni 0OHapYKEHHUS U KOPPEKIUH ONTMOOK Ha ypOBHE KaJpa Ha
npuMepe KOHTpoIrs 1o maputety u pacuera CRC.
-IIpuBosATCS METOBI KOMIIPECCHSI JAHHBIX I HEpeady 110 HU3KOCKOPOCTHBIM KaHAJIaM CBSI3H.

11 |JloxanbHblE cETH
PaccmaTpuBaeBbie BOIIPOCHI:
-IIpOTOKOIBI TOKAIBHBIX CETEH.
-PaccMaTpuBaroTcs MpOTOKOJIBI JIOKAJIBHBIX CeTel UX 3a1aul, cTpykTypa crannapros [EEE 802.X.
-[Tonpo6HO paccmarpuBaetcst mpotokon LLC (802.2) u tunsl npouenyp yposus LLC.

12 |JloxanpHbIC CETH(IIPOIOIKCHHE)
PaccmaTpuBaeBbie BOIIPOCH:
-Texnomorus 802.3 (Ethernet).
-OnucrIBatOTCS MPUHIUIB paboTh! TexHOoJIorun 802.3, Tonmonorus, meton gocryna CSMA/CD. -
PaccmarpuBaroTcs aTansl JOCTyNa K cpejie nepeiaud JaHHBIX, BOSHUKHOBEHUE KOJUIU3UH, BPEMsI JIBOIHOTO
obopora.
-Brimonnsercs ouenka npousBoautenbHocTH Ethernet.
-PaccMaTpuBaroTcs mapaMeTphl 1 OCOOCHHOCTH HCIOJb30BaHus (husndeckoii cpensl Ethernet B
cooTBeTcTBUM co cTtanmaptamu 10Base-5, 10Base-2, 10Base-T, onroBosokonnoro Ethernet.
-OnmcriBaetcst noMeH kosumusuii. [IpuBoantes pacuer koHpurypamuu cetu Ethernet, ctpykrypa MAC-
azpeca, hopmarsl Kaapos cetu Ethernet.
FastEthernet.

13 |JlokanmbHBIE ceTH(TIPOJOIIKEHHE)
PaccMaTpuBaeBbie BOIIPOCHI:
-Peanuzanus ¢pusnueckoro yposus texuosoruu FastEthernet
-PaccMaTpuBaroTCst 0COOCHHOCTH peanu3aiuu Gu3nIeckoro yposHs texunosoruu FastEthernet mpu
noctpoenuu cetu Ha 100Base-FX, 100Base-TX, 100Base-T4.
- OnuceIBatoTcs npasuia nmocrpoerus cetu FastEthernet.

14 |JloxanbHbIe ceTU(MPOIOKEHHE)
PaccmaTpuBaeBbie BOIIPOCH:
-Peammzanms ¢pusndeckoro ypoHs texnosornnGigabitEthernetu 10GigabitEthernet.
-PaccmarpuBarorcst ocodeHHOCTH peann3anun Gpusndeckoro yposss rexnosorun GigabitEthernet n
-10Gigabit Ethernet, ncrionp30BaHne ONTHYECKOTO Kabemst M BUTOH Tapbl, 0COOEHHOCTH MOTU(PUKALIUN
KaHaJIbHOTO YPOBHSIL.

15 |JlokanbHble ceTH(TIPOJOKEHHE)
PaccMaTpuBaeBbie BOIPOCHI:
-becnpoBoiHBIE TEXHOIOTMH JTOKABLHBIX CETEH.
-PaccmaTpuBaercs cemelictBo ctanaapTa 802.11, atansl 1ocTyna Kk cpesie nepefadu, CTpyKTypHast
OpTaHM3aIys CETH.

16 |CrpykrypupoBaHHas KaOelbHas CHCTEMa

PaccMaTpuBaeBbie BOIPOCHI:

-OmnmcriBaeTcst cTpyKTypupoBaHHas kabenpHas cuctema (CKC) u ee mpenMymiecTsa.

-ITpuBoautcs uepapxust CKC. ITogpo6no paccmarpuBarotcs anemeHTsl CKC: ropu3oHTanbHast
MOJICUCTEMa, BEPTUKAIbHAS [IOJICUCTEMA, MarHCTpalIbHAS TTOACUCTEMA, MTOICHCTeMa pabodyero MecTa.
-OnmceiBatotes stanbl pazpadbotkn CKC u TpeboBaHUs K ee dJIeMeHTaM: o0ecriedeHre YHEPTOCHAOKEHHS,




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

yCTaHOBKA Pa3beMOB M PO3ETOK, IIPOKIAJKA U MOHTaX KaOels, BBIOOP MECT pa3MEIICHHA
pacrpeienuTenbHble IUTH 1 KOMMYTallUOHHbIE TaHETH.

17

CtpyKkTypHupoBaHHas KaOellbHAas cucTeMa(IpOa0IKEHNUE)

PaccmaTpuBaeBbie BOIIPOCHI:

-Jloxymentuposanue CKC.

-PaccMaTpuBaroTcs mpaBmiia opopMIICHHS JOKyMEHTaImu U 3kciuryatanun CKC

-IIpuBomsTcs TpeboBaHus, IPENbIBIICMbIC IPU TECTUPOBAHUU CTPYKTYPUPOBAHHOM KaOeJIbHOW ceTH,
000pyIOBaHHE VIS TECTUPOBAHMS.

18

KommyTaTops! TOKaJIbHBIX CETEH.
-KoHcTpyKTHBHOE HCIIOTHEHHE ¥ TPUHIUIIEI PA0OTH KOMMYTaTOPOB.
-OnuceIBaloTcsA QyHKIMH KOMMYTaTOPOB, UX YCTPOMCTBO U MIPUHIUIIB PAOOTEL.

19

KOMMYTaTopBI JIOKaJIBbHBIX CGTGﬁ(HpO,I[OJ'I)K@HHG)

PaccmarpuBaeBbie BOIPOCHL:

-Hactpoiika KoMMyTaTOpOB.

-PaccmarpuBaroTcst cnocoObl MOJKITIOYEHUS 11 HACTPOMKH KOMMYTaTOPOB 1 OCHOBHBIE PEKHUMBI PaOOTHI
Ha mpuMepe koMmmyraropa Cisco.

- [IpuBoasTCs mark Mo KOHPUTYPUPOBAHUIO U HEOOXOIUMbIE KOMAHIBI.

20

KoMMyTartops! JIokanbHbIX ceTel(Ipoa0IKEeHNE)

PaccmaTpuBaeBble BOIIPOCHL:

-B03M0KHOCTH KOMMYTaTOpPOB.

-PaccmarpuBaloTcs 1ONONHUTEIBHBIE BO3MOXKHOCTUH KOMMYTAaTOPOB: HACTPOKKa O€30IIaCHOCTH Ha IIOPTax
KOMMYyTaropa, GyHKIMH 1 aJITOPUTM paboThl npoTokoia “SpanningTree”.

21

KommyTtaTops! T0KanbHBIX ceTel(TIPOI0IKEHNE)

PaccmaTpuBaeBbie BOIIPOCH:

-Anroput™ padotsl nmpotokona “RapidSpanningTree”.

-PaccMaTpuBaroTcst QyHKINH U anropuT™ paboTsl mpoTokona “RapidSpanningTree”.
-OnuceIBaeTCsl BO3MOXKHOCTh 00BEIUHEHHS TOPTOB KoMMyTaTopa B oauH kanan EtherChannel u ero
KOH(pUTypHpoBaHKe Ha npuMepe kommytaTopa Cisco.

22

KomMyTaTopsl J0KaIbHBIX CETEH(IPOI0JIKEHNE)

PaccmaTpuBaeBbie BOIPOCHI:

-Opranu3zanus BuptyansHbIX ceteil (VLAN) Ha KoMMyTaTopax.

-OnuceiBatoTes 3a1a4u BUPTYyalbHbIX ceTeid (VLAN), oCHOBHbIE KOHIENINH, TPOToKoib! 802.1q.
-OmnuchIBatoTCs KOMaH/1bl, He0OX0quMBbIe [T HacTpolikn VLAN 1 npuMepsl HacTpOHKH.
-PaccmarpuBaercs paborta nporokosna VTP u ero konguryparus.

23

CerteBoil ypoBEHb

PaccmatpuBaeBbie BOIPOCHT:

-Anpecariisi Ha CETEBOM ypPOBHE.

-3ama4n CETEBOTO YPOBHSL.

-OnmceIBaeTCs MPOTOKON MEXKCeTeBOTo B3anmoaencTeust IPv4. PaccmarpuBaercs popmat cooOmmeHmiH,
Ha3Ha4YeHHe TOJIeH.

24

CeTteBoil ypoBeHB(TIPOIOIKEHNE)

PaccmarpuBaeBbie BOIPOCHI:

-Anpecaryisi Ha CETEBOM YPOBHE.

IP ampec.

- Bronutcs nonstue kinaccos [P aapecos.

-OmnmcriBaeTcst GeckiiaccoBasi afpecaltiisl, MacKka IOJICETH U €€ PacyerT.
-Haznauenwne IP anpecon
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-PaccmatpuBaercs nopsinox HazHadeHus [P agpecos, mporoxon DHCP.

-IIporokoisr MexcereBoro B3anmoeiictus (IP).

-PaccmarpuBaercs paboTa cuctembl foMeHHbIX MeH (DNS).

-PaccmarpuBaercst paboTta npotokosioB pazpenienust aapeco: ARP u RARP.

-[IpuBonutcst popmar cooOuieHnit 1 OCHOBHBIE 3HaYECHUS MoJied. ONKUCHIBAaETCSl IPOTOKOJI Mepeaadn
KOHTPOJIbHBIX coobenuit ICMP, koapl.

25

7 cemectp Mapupyrusanus

PaccmarpuBaeBbie BOIPOCHL:

-MapupyTu3aTopsl.

-OyHKIMA ¥ IPUHIUATHL Pa0OTHL

-CriocoObl MapIpyTU3aluy U IPUHIKIEI PA0OTHI POTOKOJIOB JUHAMUYECKOW MaplIpyTH3aIUH.

26

MapipyTtuzanus(npoaomKeHue)

PaccMarpuBaeBble BOIIPOCHL:

-JluCTaHIIMOHHO-BEKTOPHBIH MpoTOKOI MapuipyTusanuu RIPv1.

-[IpuHIUIBI paOOTHI, METPUKH, MEXaHU3MBI HCKITIOUCHHUS NTETETh MapIIPyTH3aIlii, BpeMsl KOHBEPTeHIINH,
MOPAJOK HACTPOHKH.

-J{MCTaHIMOHHO-BEKTOPHBINA MPOTOKOJ MapipyTusanuu RIPv2.

-IIpuHIMITEL paOOTHI, METPUKH, MEXaHU3MBI HCKITIOUECHHUS NTETETb MapIIpyTH3alu, BpeMsl KOHBEPTeHIINH,
MOPAJOK HACTPOHKH.
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MapipyTtu3zanus(npoaomKeHue)

PaccmarpuBaeBbie BOIIPOCHL:

-JlucTaHIIMOHHO-BEKTOPHBIH poTokon Mapuipytusanuu EIGRP.

-IIpuHIKIIEI pabOTHI, METPHUKH, MEXaHU3MBI HCKITIOUEHNUS TIETENb MapIIPyTHU3aAIiH, BpeMsl KOHBEPTeHIINH,
HOPSIIOK HACTPOMKH.

28

Mapuipytuzanus(rnpooKeHHe)

PaccmaTpuBaeBbie BOIIPOCH:

-IIpoTokon mapuipyTtuzanuu coctosaus auauu OSPF.

-IIpuHIKITEI PabOTHI, METPHUKH, MEXaHU3MBI HCKIIOUSHHS NIeTeTh MapIIPyTH3alliH, BpeMs KOHBEPI €HIUH,
HOPSJOK HACTPOUKH.
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MapmpyTtuzanus(npoomKeHIe)

PaccmaTpuBaeBbie BOIIPOCHI:

-Bo3moxrOCTH MacmTabuposanus nporokona OSPF.

-PaboTa B HeckoIbKHMX 001acTsIX, paboTa B IIMPOKOBEIATEILHOM JOMEHE.

30

JlonomHUTENpHBIE BO3MOKHOCTH MCIIOJIB30BAHUS MapIIPyTHU3aTOPOB.
PaccmaTpuBaeBbie BOIPOCHI:

-Bo3smoskHocTu ucnonb3oBanust [P anpecos.

-PaccMaTpuBaroTCs JOMOTHUTENBHBIE BO3SMOXHOCTH 0 PACIIMPEHUIO aIPECHOTO TUTaHA C TOMOIIBIO
texHonoruit NAT, PAT u ux xoHduryprupoBaHue.

31

I[OHOJ'IHI/ITCJ'ILHBIC BO3MOXXHOCTH HCIIOJIB30BaHUA MapI_LIpyTI/I3aTOpOB(HpO,Z[OJ'DKCHI/Ie)
PaccmaTpuBaeBbie BOIPOCHI:

-YcTaHOBKa JIOTIOJTHUTENLHBIX aJjpecoB Ha nHTepdeiicax

-PaccmarpuBaroTcsi BO3MOXKHOCTb YCTAaHOBKH JOTIOJIHUTENBHBIX a/[pecoB Ha MHTepdeiicax
MaplIpyTu3aTopa ¢ IoMouibio nporoxona 802.1q.

32

JlonomHUTEIbHBIE BO3MOKHOCTH MCIIOIH30BaHUS MAPIIPYTH3aTOPOB(MPOAOTIKEHUE)
PaccmarpuBaeBbic BOIPOCHI:

-PezepBupoBanue numo3a
-ITIporokon HSRP




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

-PaccMaTpuBaioTCst MpOTOKOIEI pe3epBUpoBaHm MuTi030B HSRP.
-Anropurma paboThl, PO MapUIPYTU3aTOPOB, HACTPOWKA IPYIIIBI, OaJlaHCUPOBKA 3arpy3KH, HACTPOiKa
peaxIMy Ha COCTOSHUE BepXHEH JIMHUU CBSI3U.

33

JlonoHUTEIbHBIE BO3MOYKHOCTH HCITOJIB30BaHUS MAPIIPYTHU3aTOPOB(MPOAOIKEHUE)
PaccmaTpuBaeBbie BOIIPOCHI:

-Pe3epBupoBanue muto3a

-IIporokon VRRP

-PaccmaTpuBaroTcs MpoTOKOJIBI pe3epBUpoBaHus 10308 VRRP.

-AnroputMa paboThL, PO MapIIPYTH3aTOPOB, HACTPOWKA TPYIIITEI, OaTaHCUPOBKA 3arpy3KH, HACTPOIKa
PEaKIiK Ha COCTOSIHUE BEPXHEH JIMHUH CBSI3H.

34

I[OHOHHI/ITCJILHBIG BO3MOXXHOCTH HCIIOJIb30BaHUA MapI_Hp}ITI/BaTOpOB(HpOI[OJ'I)KCHI/Ie)
PaccmarpuBaeBbie BOIPOCHL:

-Pe3epBupoBanue 1u103a

-IIporoxon GLBP

-PaccmaTpuBaroTcs mpoTokoJibl pe3epBupoBanus 110308 GLBP.

-Anropurma paboThI, POJIM MapIIPYTH3aTOPOB, HACTPOWKA TPYIIIEI, OaTaHCUPOBKA 3arpy3KH, HACTPOHKa
PEaKIiK Ha COCTOSTHUE BEPXHEH JIMHUH CBSI3H.

35

JlonomHUTEIbHBIE BO3MOXKHOCTH UCTIOIB30BAHUSI MAPIIPYTU3ATOPOB(TIPOIOIKEHNE)
PaccmarpuBaeBble BOIPOCHL:

-CyMMupoBaHH€e MapIIpyTOB.

-PaccmarpuBarorcs mpaBuiia cyMMupoBaHus MapiupyToB. KoHpurypupoBanue cyMMapHbIX MaplIpyTOB B
npotokonax RIP, EIGRP, OSPF.

36

I[OHOJ'IHI/ITCJ'ILHI)IG BO3MOXXHOCTH HCIIOJIb30BAHHA MapH_Ip}ITI/I3aTOpOB(HpOI[OJ'DKeHI/Ie)
PaccmaTpuBaeBbie BOIIPOCH:

-Ob6ecneueHne 6€30aCHOCTH Ha CETEBOM YPOBHE € TIOMOIIBIO CITMCKOB JIOCTYIIA.

-PaccmarpuBarorcs o0mmue npuHIMIB 00ecTedeHus 6€30I1aCHOCTH Ha CETEBOM YPOBHE C IIOMOIIBIO
CIIMCKOB J0CTYTIA, aHATU3UPYEMbIe TTApaMeTPHI, MOPSIOK (OPMUPOBAHUSL.

37

I[OHOJ'IHI/ITCJ'ILHI)IG BO3MOXXHOCTH HCIIOJIb30BaHUA MapI_HI)YTI/BaTOPOB(HPOI[OJ'DKeHI/Ie)
PaccmaTpuBaeBbie BOIIPOCHI:

-Pacupennsle U cTaHAapTHBIE CIIUCKH JOCTYIIA.

-PaccmaTpuBaroTcst MpUHIUIIB (OPMHUPOBAHUS PACIIMPEHHBIX M CTAHIAPTHBIX CIIUCKOB JOCTYIIA,
aHAIM3MpPYEMBbIE TapaMeTphl, HOPIIOK GOPMUPOBAHUS U TPUMEHEHHUSI.

38

JlonomHUTEIFHBIE BO3MOKHOCTH MCIIOIH30BaHUS MAPIIPYTHU3aTOPOB(MPOAOTIKEHUE)
PaccmaTpuBaeBbie BOIPOCHI:

-[lepepacnpenenenne MapuIpyTOB.

-PaccmarpuBaroTcsi BO3MOXKHOCTH Tiepepacipe/ieieH st MapIIpyTHOH HH(BOPMAIUH, TTOPSI0K
B3aMMO/ICHCTBHS TIPOTOKOJIOB MapIIPyTH3AINH, TIEpepacIpeIeTICHNS MapIIPyTa 10 YMOITYaHHIO,
OTpaHUYEHUS TIPH MepepacipeelCHIH MapIIpyTOB.

39

I'mo6ansubie cetrt (WAN)

PaccmarpuBaeBbie BOIPOCHT:

-Tumer kanamoB WAN 1 0030p MPOTOKOJIOB.

-OnuceiBatorcs rinodanbabie ceTi (WAN), THITEI KaHAIOB: BBIJCIICHHBIC JTMHUHU, COCTHHEHUE C
KOMMYTalHeH KaHaJI0B, COCIMHCHHUE C KOMMYTAIIHEH ITaKEeTOB.

-PaccMaTpuBaeTcs uepapxudeckas CTpyKTypa pacipeIeiecHHON CeTH.

-Mapmpyruzamms 8 WAN.

-ITpoToxon mapmpyru3aru BGP.

-OnmchIBalOTCS MIPUHIMITEI paboThI poTokoina BGP, arpuOyTsl 1 MX Ha3HAYCHHE.
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Mapupyruzanus [Pvo

PaccmatpuBaeBbie BOIPOCHI:

-OmnuckIBaeTCs NPOTOKOJ MEXCeTeBOro B3anmoieiicteus [Pvo, Gpopmar coobuienuii, Ha3HaUEHHE TOJIEH.
-PaccmaTpuBatoTcs Tunsl agpecos IPv6 1 mopsaok ux Ha3HaYeHUS.

-JlMCTaHIMOHHO-BEKTOPHBINA NIPOTOKOJI Mapiupyruszanuu RIPng

-[IpuHIMIIBI PaOOTHI, METPUKH, MEXaHU3MBbI HCKITIOYCHUS MTETEIb MapIIpyTH3allii, BpeMsi KOHBEPTreHIINH,
MOPSAOK HACTPOUKH.

-JlncTaHIIMOHHO-BEKTOPHEIH poTokon Mapmpytusanuu EIGRPv6

-IIpuHIMITEI paOOTHI, METPUKH, MEXAaHU3MBI HCKITIOYECHUS TTETETbh MapIIpyTH3alii, BpeMsl KOHBEPTeHIINH,
MOPSAOK HACTPOUKH.

-IIporoxon mapmpyruzanuu coctossHust THHIHA OSPFV3.

-[IpuHIMIBl paOOTHI, METPUKHU, MEXaHU3MBbI HCKITIOYECHUS METEIb MapIIpyTH3ali1, BpeMsi KOHBEPTeHIINH,
NOPSAJOK HACTPOUKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie paboThI

/o

HaumenoBanue nabopaTopHbIX paboT / KpaTKoOe cofepKaHue

6 cemectp YposHH Monenu OSI
B pesynbTaTe BBITOTHEHHUS PaOOTHI CTYACHT HOIYyYUT HOHUMAaHKE O MOPSIIKE W TPaBHIIAX B3aUMOACHCTBUS
YCTPOKCTB B CETH MPH Nepeaade HHPOPMALUU B COOTBETCTBHHU C YPOBHEBOH Monenpio OSI.

Yposuu moaenu OSI(mpoaonkeHue)

B PE3YIbTATC BBINIOJHCHUSA pa6OTH CTYACHT HOJYYUT NOHUMAHHE O MOPAJAKE U IpaBUJIaX BSaHMOﬂeﬁCTBHﬂ
YCTPOMCTB B CETH MPH Nepeaade HHPOPMAIUUCIIOMOIIBIO CTAHIAPTHOTO CTEKA TEIIEKOMMYHHUKAIIMOHHBIX
nportokosoB TCP/IP.

MGTOI[BI KOAUPOBaHUA
B pe3ynprarte BRIIOITHEHUS pabOTHI CTYIEHT MOTYYIHUT MPAKTHYECKHE HABBIKH 110 HCIIOJIB30BAHUIO METOIOB
I (pOBOTO KOAMPOBAHNUS JAHHBIX Ha (PU3UUECKOM yYpPOBHE.

Metoas! KoaupoBaHUs(IIPOIOJKEHUE)
B PE3YIbTATC BBINIOJTHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKHUEC HABBIKU 110 UCIIOJIB30BAHNUIO MECTOJ10B
HM30BITOYHOTO KOAUPOBAHUA U CKpCM6J’II/IpOBaHI/IH JaHHBIX Ha (1)I/I3I/I‘IGCKOM YPOBHE.

Buras nmapa. O6xxum kabens
B pesynprarte BRIIOIHEHUS paOOTHI CTYIEHT MOIYYIHT MPAKTUYECKNE HaBBIKU TI0 TIOATOTOBKE (PH3MUECKON
cpenbl sl epeaadn HHPOpMaIim.

Pacuet paboTococoOHOCTH ceTH

B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJIYUYUT NPAKTUICCKUEC HABBIKU 11O OLICHKE
pa6OTOCHOCO6HOCTI/I CCTH Ha 3TAllC €€ NPOCKTUPOBAHUA C UCIIOJIBb30BAHUCM PA3JIMIHBIX Cpea epeaadun
nH(OpMaLH.

Pacuer paboTocrnocoOHOCTH CETH(TIPOIOKEHHE)
B PEIYNbTATE BBITIOJTHECHUA pa6OTBI CTYACHT HOJIYYUT NPAKTHUCCKUEC HABBIKU 110 IIPOCKTUPOBAHUIO
JIOKAJHHOM CEeTH W OPTaHU3aIH B3aUMOJICHCTBUS CETEBBIX YCTPOUCTB Ha (PM3NIECKOM YPOBHE.

CrtpykTypupoBaHHas KabelbHas CUCTEMA
B PE3YIbTATC BBINIOJHCHUSA pa6OTLI CTYACHT HOJIYUYUT NPAKTUICCKHUEC HABBIKU 110 TPOCKTUPOBAHUIO CKC.
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CrpykTypupoBaHHas KabeibHas cUucTeMa. (IIPOJI0KEHUE)
B PE3YIbTATC BBINIOJIHCHUSA pa60TI)I CTYACHT NOJIYUYUT NPAKTUUICCKHUEC HABBIKU IO NOPAAKY q)OpMI/II)OBaHI/IH
TEeXHUYECKOI qokyMeHTauu npu npoextupoanuu CKC.

10

bazoBas HacTpoiika U aHaM3 PabOThl KOMMYTAaTOPOB

B pesynbTate BeIOIHEHHS PaOOTHI CTYACHT HOIYYUT NPAaKTHYECKUE HABBIKH 110 0a30BOIl HacTpoOiiKe
CETEBOTO 000PYIOBaHMS KAaHAIIFHOTO YPOBHS (KOMMYTATOpa) M aHAIH3Y €T0 PadOTHI C HCIIOIB30BAHUEM
MIPOrpaMMHOMN MOJEIH.

11

basoBas HacTpolika 1 aHaINU3 padOThl KOMMYTATOPOB. (IIPOIOJIKEHUE)
B pesynprarte BRIOTHEHUS paObOTHI CTYIEHT MOTYYIHNT MPAaKTHIESCKHE HaBBIKH 110 0a30BOI HACTPOMKe
(hU3UUECKOro CeTeBOro 000PYA0BaHMsI KAHATBHOTO YPOBHS (KOMMYTAaTOpPa) U aHAIH3Y €r0 paboThI.

12

KOHTpOJ‘IB AOCTYIIA. HaCTpOﬁKa 0€e30IacHOCTH Ha IIopTax KOMMYyTaTopa
B pesynbrate BhInoNHEHUS paOOTHI CTYJEHT MOJIYYHUT MPAKTUUECKHE HABBIKU TI0 YCTAHOBJICHHUIO KOHTPOJIS
JIOCTYTIA K CeTH Ha KaHAJIbHOM YPOBHE B peXXUMeE static Secure

13

KonTpons nocryna. Hactpoiika 6€30macHOCTH Ha MOPTax KOMMYTATOPa(IIPOI0JDKEHUE)
B PE3YyIbTATC BBINIOJTHCHUSA pa6OTLI CTYACHT HOJYYUT NPAKTHUICCKHUC HABBIKHU 10 YCTAHOBJICHUIO KOHTPOJIA
JA0CTYyIa K CETH Ha KaHAJIbLHOM YPOBHC B PCIKUME dynamic securce.

14

KonTpons nocryna. Hactpoiika 6e30macHOCTH Ha MOpTaX KOMMYTAaTOpa(IIpoJ0IKEHHE)
B pesynbraTe BhIMONHEHHUS pabOThI CTYJCHT HOIYYHUT IPAKTHUECKUE HABBIKH [0 YCTAaHOBJICHUIO KOHTPOJIS
JIOCTYIa K CeTH Ha KaHaJIbHOM ypOBHE B pexxume sticky secure.

15

Hacrpoiika STP u ETHER CHANNEL Ha kommyTarope

B PE3YIbTATC BBINIOJTHCHUSA pa6OTLI CTYACHT HOJYUYUT NPAKTHUICCKUEC HABBIKHU 110 NOCTPOCHUIO CETHU C
M30BITOYHBIMH CBSI3SIMH Ha KaHAJILHOM YpOBHE.

16

Hacrtpoiika STP u ETHER CHANNEL na kommyTaTtope(poaoiKeHue)
B PE3YIbTATC BBINIOJHCHUA pa6OTLI CTYACHT HOJYUYUT NPAKTUICCKHUEC HABBIKU 110 NOCTPOCHUIO CETHU C
obecrieueHrEM pe3epBUPOBAHUS U 0ANaHCUPOBKH 3arpy3KH Ha KaHAJIbHOM YPOBHE.

17

N3yuenue n Hactpoiika VLAN u VTP

N3yuenne u HacTpoiika VLAN Ha ogHOM KOMMyTaTope

B pe3ynbTate BeINOIHEHHS PaOOTHI CTYAEHT HOTYYUT NPAKTUYECKUE HABBIKH 10 PA3/IEIICHUIO CETH Ha
normyeckue cerMeHTH (VLAN) ¢ ncnonp30BaHHEM KOMMYTATOpPOB.

18

Nzyuenue n nactpoitka VLAN u VTP(npogomkenue)

W3yuenue n Hactpoiika VLAN Ha 0qHOM KOMMYyTaTOpE

B pesynbTate BBIIIOTHEHHS PaOOTHI CTYAEHT HOIYYUT NPAKTHYECKUE HABBIKH 10 Pa3JIeJICHUIO CeTH Ha
noruyeckue cermeHTs! (VLAN) u ynpasnenuro konpurypammeir VLAN.

19

N3yuenne n Hactpoitka VLAN u VTP (nponomxenue)
MN3yuenue u HacTpoiika VLAN Ha HECKONBKUX KOMMYTAaTOpax ¢ UCHOJIb30BaHUEM NpoTOKona DTP.
B pe3synbTaTe BBIIOMHEHHS PaOOTHI CTYJSHT HOJIYYHUT MPAKTUUECKUE HABBIKY 10 pa3/ieNICHUIO CETH Ha

nornueckure cermeHTsl (VLAN) ¢ ucronp3oBaHreM KOMMYTAaTOPOB U YIIPaBJIeHUIO KOHUTyparmeit
VLAN.

20

Uzyuenue u Hactpoiika VLAN u VTP. (mponoinkeHue)

W3yuenue u HacTpoiika VTP.

B pesynprarte BRINOIHEHUS paObOTHI CTYIEHT MOTYYHUT MPAKTHIECKHUE HaBBIKH 10 ynpanieHnio VLAN c
oMo1IbIo TTpoTokosa VTP ¢ ucnonp3oBaHueM rpynmn KOMMYTaTOPOB.




/o

HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

21

N3yuenue n Hactpoiika VLAN u VTP. (nmponomxeHue)
B PE3YIbTATC BBINIOJHCHUA paGOTLI CTYACHT MOJYUYUT NPAKTUICCKUEC HABBIKU IO TOCTPOCHUIO CETHU C
M30BITOYHBIMH CBSI3SIMH Ha KaHAJILHOM YpPOBHE C pa3gCJICHUEM MaplIpyTOB 11O VLAN.

22

IP angpeca. Kitaccel. Cetb. [loncers
B PE3YIbTATC BBINIOJIHCHUSA pa60TLI CTYACHT HOJIYUYUT NPAKTHUUCCKHUEC HABBIKU IO PACUYETY MACKU IOACCTU
IS 3aJJAaHHOT'O KOJIMYECTBA XOCTOB U ITOJICETEMN.

23

IP appeca. Knaccel. Cets. [loacers(npoaomkeHue)
B pesynprarte BRIIOTHEHUS pabOTHI CTYIEHT MOJIYIHT MPaKTHIEeCKHE HaBBIKH 1I0 pacyeTy aIpecHOro IiaHa
CETH TPEATIPHATHS C HCTIOIH30BAHNEM MACKU (PMKCHUPOBAHHOM JITHHEI.

24

IP anpeca. Knaccel. Cets. [Toacets. (mpoaomkeHue)
B pesynbraTe BhINONHEHHS paOOTHI CTYJEHT HOIYYUT IMPaKTHUECKUE HABBIKU MO PacyeTy aJpecHOro MiaHa
CCTHU NPECANPUATHA C UCTIOJIB30BAHUEM MaCKU nepeMeHHoﬁ JJIUHBI.

25

7 cemecTp YCTpoicTBO MapuipyTu3zaTopa. bazoBast HacTpolika
B PE3YyIbTATC BBINIOJIHCHUSA pa6OTLI CTYACHT HOJYUYUT NPAKTUICCKHUC HABBIKH 11O pa60Te C
MapIIpyTU3aTOPOM TP €r0 IEPBOM BKITIOUCHUH U BHITIONIHCHUIO 0a30BOI HACTPOMKH.

26

Hacrpotiika quHamugeckoro pacrpeneicaus ip-aapecos. [Iporoxkonr DHCP.
(mponomxeHue)

B pesysnbraTe BHINONHEHUS! pabOTHI CTYJICHT IOJIyYHT MPAKTUUECKHE HABBIKK 110 KOH(PUTYPUPOBAHUIO
aBTOMaTH4YecKoi cucTeMsl pucBoeHus [P-anpecos ¢ nomoursio nporoxona DHCP.

27

CraTtuueckas MapI_Hp}/TI/II%aI_II/IH.I/ISy‘IeHI/Ie Ta6J'II/II_[ MapuipyTu3anuu
B pesynbrate BeITIOTHEHHS PAOOTHI CTYAEHT MOJIYYUT MPAKTHIECKNE HABBIKH 110 HACTPOWKE CTaTHYECKON
MapIIpyTU3alMy B CETH M aHAJIN3Y COJAEPKUMOTO TaOJInI] MapIIpyTH3ALHH.

28

Craruueckas mapupyrusanus.Mzyuenue Tabiui] MmapupyTu3anuu(mpo10JnKeHre)
B PE3YIbTATC BBIIIOJHCHUSA pa6OTLI CTYACHT HOJIYUYUT NPAKTUICCKUEC HABBIKU I10 HaC’I‘pOﬁKe CTaTHYECCKOI'O
MapIuipyTa 1o YMOJIYaHHUIO B CETH M aHAIHU3Y COJAEPKUMOT0 TabIUI] MapIIPyTH3AIHIH.

29

JIMCTaHIIMOHHO-BEKTOPHBIN IPOTOKOI MapuipyTusanuu RIPvl
B pe3ynprare BRIIOITHEHUS paOOTHI CTYIEHT MOTYIHUT MIPAKTHYECKHUE HABBIKH 110 KOH(PUTYPHUPOBAHHIO
JUCTaHIIMOHHO-BEKTOPHOTO NMPOTOKoIa MapiipyTusauu RIPv] u ananu3zy ero paboTs!.

30

JIucTaHIIMOHHO-BEKTOPHBIN MPOTOKOI MapiipyTuzanuu RIPv2

B pe3ynprarte BRIOTHEHUS paOOTHI CTYIESHT MOTYYHUT MPAKTHICCKHAE HABBIKH 110 KOHPUTYPHUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MPOTOKOIa Maprupytusanuu RIPv2 u ananu3y ero paboTsl B pesxkxume
aBTOCYMMHPOBAHUA.

31

JlMcTaHIIMOHHO-BEKTOPHBII MpoTokoa Mapuipytuzauuu RIPv2. (mponomkenue)

B pe3ynprarte BRIIOTHEHUS paObOTHI CTYIEHT MOTYYHUT MPAKTHIECKHAE HABBIKH 110 KOH(PHUTYPHUPOBAHHIO
JTUCTAaHIIMOHHO-BEKTOPHOTO NMPOTOKOIa Mapuipytu3auu RIPv2 u ananu3y ero paboTsl B pexxume ¢
OeckiraccoBoit agpecaruei.

32

JlucTaHIIMOHHO-BEKTOPHBIN MpoToKoa MapiipyTuzanuu EIGRP

B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJIYUYUT NPAKTUICCKUEC HABBIKU 110 KOH(i)I/IprI/IPOBaHI/IIO
JMCTaHIMOHHO-BEKTOPHOTO npoTokoia Mapupytuzaiuu EIGRP n ananusy ero paboTsl 6e3 Hamuuust
PE3EPBHBIX MApLIPYTOB.

33

JlrcTaHIIMOHHO-BEKTOPHBIHN npoTokoa Mapupytuzauun EIGRP(nponomxkenue)

B pesynprarte BRIIOIHEHUS pabOTHI CTYIEHT MOJIYYIHUT MPAaKTHIECKHUE HaBBIKH 110 KOHOUTYPUPOBAHUIO
JIUCTAaHIIMOHHO-BEKTOPHOTO MTpoTokoia MapmpyTtu3anuu EIGRP n ananuzy ero paboTsl ¢ pe3epBHBIMU
MapupyTaMH.
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[IpoTokon mapupyTtuzauuu coctosiHust uHUUA OSPF
B PE3YIbTATC BBINIOJIHCHUSA pa60TLI CTYACHT NOJIYUYUT NPAKTHUICCKHUEC HABBIKU 10 KOH(i)I/IprI/IpOBaHI/IIO
MPOTOKOJIAa MapuIpyTH3anuu coctosiHus kanana OSPF u ananuzy ero paboTsl B 0/1HO# 001acTH.

35

[Tporokon mapmpyruzanuu coctostaust tuHu OSPF. (mpogoimkenue)

B pe3ynbTaTe BEIOIHEHUS PAOOTHI CTYACHT HOJYYHUT MPAKTHYECKHUE HABBIKK 11O KOHGHUI'YPHPOBAHUIO
MPOTOKOJIA MapIIpyTH3anun coctossHus kanaiaa OSPF u ananmzy ero paGoTs! py MacIITaOMPOBaHUH Ha
HECKOJIBKO 00JacTei.

36

[Iporokon mapupytuzauuu cocrosiHus nauu OSPF(nponomkenue)

B pesynprarte BRIIOTHEHUS paOOTHI CTYIEHT MOTYIHUT MPAKTHISCKHAE HABBIKH 110 KOH(PHUTYPHUPOBAHHIO
IMMPOTOKOJIa MaplIpyTHU3aluu COCTOAHUSA KaHalla OSPF u aHaJiu3y €ro pa60T1,1 B IIUPOKOBCHIATCIIBHOM
JOMCHC.

37

Texnomorus tpancisaiuu aapecoB NAT, PAT(npoxomkeHue)
B pesynbraTe BhINONHEHHUS pabOThI CTYJCHT HOIYYHUT MPAaKTHUECKUE HABBIKU [0 UCIIOIb30BaHUIO
TEXHOJIOruH TpaHcisiuuu aapecoB NAT npu noctpoeHuu ceTu.

38

Texnonorus Tpancisiiuu aapecoB NAT, PAT(npoxomkenue)
B PE3YyIbTATC BBINIOJITHCHUSA pa6OTLI CTYACHT HOJYYUT NPAKTHUICCKHUC HABBIKHU 110 UCIIOJIB30BAHNUIO
TCXHOJIOIMU TPAHCIIAINH aIPECOB PAT IIpHU IOCTPOCHHUHU CCTU

39

[TonsuTHEpDEIich HA MapUIPYTU3ATOpPE
B pesynbTaTe BhINONHEHUS paOOThI CTYIEHT MOJIYYUT IPAKTUUECKUE HABBIKM IO HACTPOIKE

NOABUHTEP(EHCOB Ha MapIIpyTH3aTOpE VISl YIPaBICHHs TpapUKOM IPH Nepeiaue MEXy Pa3HbIMH
VLAN.

40

PesepBupoBanue numo3a
B pe3ynprate BRINOTHEHUS paOOTHI CTYIEHT MOTYIHUT MPAaKTHICCKUE HABBIKU 110 CO3JJAHHUIO PE3CPBHBIX
MOJIKJIFOUEHUH 1711 BBIXOJIa B APYT'YIO CETh ¢ NOMOMUIbI0 poTokoia HSRP

41

Pe3epBupoBanue nu1r03a(poJ0HKEHUE)
B pe3ynbrare BeIMOITHEHHUS PAOOTHI CTY/IEHT MOIYYHUT MPAKTUYECKHE HABBIKM MO CO3JIaHUIO PE3EPBHBIX
MOAKJIIOYEHUHN TSl BBIXOJA B APYTYIO CETh C MOMOIIBI0 TpoTokona VRRP

42

Pe3epBupoBanue nu1r03a(poJ0HKEHUE)
B pesynbTate BBITOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHIECKNE HABBIKH 110 CO3JJAHUIO PE3EPBHBIX
MOAKIIIOYEHHUH JUTA BBIXO/IA B IPYTYIO CETh M OaTaHCUPOBKH 3arpy3Ku ¢ OMOIbIo mpoTokoia GLBP.

43

CyMMHpOBaHHE MApUIPYTOB
B pesynbTate BeITOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 ONTHMHU3AINH TaOJInI]
MapIIpyTHU3aIHH ¢ TTOMOIIBI0 CYMMHPOBaHUs MapmpyToB B mpotokoiax EIGRP u OSPF.

44

OO0ecneueHue OE30IMaCHOCTH HA CETEBOM YPOBHC C TIOMOIIBIO CITUCKOB JOCTYyIIa
B pesynprarte BEIIOTHEHUS pabOTHI CTYIEHT MOJMYYHT MPAaKTUIECKNE HaBBIKH 110 YIPABICHUIO TPaQHKOM
Ha CETEBOM YPOBHE € ITIOMOIBIO CTAHIAPTHBIX CIIUCKOB KOHTPOJISI JOCTYyIIA.

45

ObecnieueHne 0€30MaCHOCTH Ha CETEBOM YPOBHE C ITOMOLIBIO CITUCKOB
JOCTYTA(TIPOIOKEHHE )

B PE3YIbTATC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJIYUYUT NPAKTUICCKUEC HABBIKU 110 YIIPABJICHUIO Tpa(bI/IKOM
Ha CETCBOM YPOBHE C TOMOIIBIO PACHIMPEHHBIX CIIMCKOB KOHTPOJIA A0CTYIA.

46

[epepacnpenenenue MapmpyTHOi HHGOpMaIK
B pesynprarte BRIIOTHEHUS paOOTHI CTYIEHT MOTYYUT MPAKTHIECKHE HaBBIKH 110 00ecreueHIIo oOMeHa
MapuIpyTHOH HH(pOpMaIHe MeX Iy Pa3TUIHBIMU IIPOTOKOJIAMA MapIIPyTH3AIIHH.
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47 |[Iporokon mapuipyruzauuu BGP
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT NOJIYUYUT NPAKTHUICCKHUEC HABBIKU 10 KOH(l)I/IprI/IpOBaHI/IIO
npoTtokoisia Mapupytuzanuu BGP un ananusy ero paGoTsl.

48 |Hactpoiika mapmpytu3zanuu [Pvo
B pe3ynbTaTe BHIIOIHEHUS PAOOTHI CTYACHT HOJIYYHUT MPAKTHYECKHUE HABBIKK 110 KOHMHUI'YPHPOBAHUIO
npoTokonio Mapupyruzanud RIPng, EIGRPv6, OSPFv3 u anannzy ux paboTsl.

4.3. CamocrosiTenbHas padoTa 00y4Jarommuxcs.

/ Bua camocrositensHOM paboThI
/1

1 |Pa3zpaboraTh ceThb mepenadyu JaHHBIX ¢ Ucroib3oBanueM npotokoiioB RIP, EIGRP,
HSRP.

[ToaroroBka k 1a0OPaTOPHBEIM paboTamM

Breinmonnenue KypCOBOTI'O ITPOCKTA.

IToaroroBska k HpOMe)I(YTO‘IHOﬁ aTTcCTallu.

g B~ WO N

[ToaroroBka Kk TeKymeMmy KOHTPOJIIO.

4.4. ITpuMepHbI IepeYeHb TEM KYPCOBBIX MPOCKTOB

1. PazpaboTaTh ceTh nepeauu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
EIGRP, HSRP.

2. Pa3zpaboTaTh ceThb nepeiauu JaHHBIX ¢ UCTIOJIb30BaHUEM MPOTOKOJ0B RIP,
OSPF, HSRP.

3. Pa3zpaboTaTh ceTh epeauu JaHHBIX C UCIIOJIb30BaHUEM MTPOTOKOJIOB RIP,
BGP, HSRP.

4. Pa3zpaboTaTh ceTh Mepeiau TaHHBIX C UCIIOIh30BaHUEM MPOTOKOJI0B RIP,
EIGRPVRRP.

5. Pa3zpaboTaTh ceTh nepejauu JaHHBIX C UCIOJIb30BaHUEM MPOTOKOIOB RIP,
OSPF, VRRP.

6. Pa3zpaboTaTh ceTh nepeauu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
BGP, VRRP.

7. Pa3paboTaTh ceTh nepeavn JaHHBIX C UCIOJIb30BaHUEM NPOTOKOIOB RIP,
EIGRPGLBP.

8. Pa3zpaborarh ceTh mepeaavu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOIOB RIP,
OSPF, GLBP.

9. Pa3zpaboTaTh ceTh niepeiauu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
BGP, GLBP.

10. Pa3paboTaTh ceTh mepemayu JAaHHBIX C HMCIOJIH30BAHMEM IPOTOKOJIOB
EIGRP, OSPF, HSRP.



11. Pa3zpaboTaTth ceTh mepenauu

EIGRP, OSPF, HSRP.

12. Pa3zpaboTaTh ceTh Mepenadu

EIGRP, OSPF, VRRP.

13. Pa3zpaboTaTh ceTh mepenauu

EIGRP, OSPF, VRRP.

14. Pa3zpaboTtaTh ceTh mepenayu

EIGRP, OSPF, GLBP.

15. Pa3paboraTh ceTh mnepenadu

EIGRP, OSPF, GLBP.

16. PazpabGoraTh ceTh Inepenadu

EIGRP, BGP, HSRP.

17. Pa3pabGotaTh ceTb mepenayu

EIGRP, BGP, VRRP.

18. PazpabotaTh ceTh mepenauu

EIGRP, BGP, GLBP.

19. PazpabotaTh ceTh nepenayu

OSPF, BGP, HSRP.

20. PazpabotaTh ceTb mepenayu

OSPF, BGP, VRRP.

5. llepeueHp wu3HaHUN, KOTOPBIE

OCBOCHUU JUCUUIUIUHBI (MOYJIA).

JaHHBIX C

JaHHBIX C

JAHHBIX C

JTAaHHBIX C

JaHHBIX C

JaHHBIX C

JTAaHHBIX C

JAHHEBIX C

JaHHBIX C

JTAHHBIX C

HCIIOJIb30BAHUCM IIPOTOKOJIOB

HCIIOJIB30BAHUCM IIPOTOKOJIOB
HCIIOJIB30BAHUCM ITPOTOKOJIOB
HCIIOJIb30BAHUCM IIPOTOKOJIOB
HCIIOJIB30BAHUCM IIPOTOKOJIOB
HCIIOJIB30BAHUCM IIPOTOKOJIOB
HCIIOJIb30BAHUECM IIPOTOKOJIOB
HCIIOJIB30BAHUCM ITPOTOKOJIOB
HCIIOJIB30BAHHUCM IIPOTOKOJIOB

HCIIOJIB30BAHUCM ITPOTOKOJIOB

PEKOMEHIYETCS MCMOJIb30BaTh IPH

11\;.(_1)1 bubnuorpaduyeckoe onucanue Mecto noctymna
1 CxksoprioBa, T. U. KommnbroTepHbie https://e.lanbook.com/book/163825 (mara
KOMMYHMKAI[MU M CETH : y4eOHO- obpamenms 30.04.2025
meroandeckoe nmocodue / T. Y. CkBopiosa.
— Mocksa : PTY MUPOA, 2020. — 223 c.
— TekcrT : anekTpoHHbIH // JlaHs :
3IIEKTPOHHO-OMOJINOTEYHAsI CHCTEMA.
2 KenenkoB b.B., OCHOBBI ceTeBBIX http://library.miit.ru/bookscatalog/metod/04-

TEXHOJOTHI. PUZNUECKUNA YPOBEHD : METOI.

yKa3. k 1a0. pad. mo auci. "Ceru 9BM u
TeIeKOMMYHUKauu" uist cTyd. IV kypcea
crerl. "BeraucnuTeabHbIe MAlIMHEI,

KoMIUTeKCh, cucteMbl u cetn" MUUT. Kad.
"BrIruncanTenbHbIE CUCTEMBI U ceTH'. - M. :

MUUT, 2007. - 43 c.

78203.pdf (nata oopamenus 30.04.2025)




3 | Kenenkos b.B. Pabota koMMyTaTopoB http://library.miit.ru/bookscatalog/upos/04-
Cisco B IOKaNbHBIX ceTAX : y4eb. mocodue | 35255.pdf (nara obpamenus 30.04.2025)
s cTya. 4 kypea cren. "MHpopmatuka u
BBIYHCIIUTENbHAA TexHuKa" 1o nuct. "Cetun
OBM u tenekommynukanun" / b.B.
Kenenkos ; MUUT. Kad.
"BriuncianTenbHble CUCTEMBI U ceTH'. - M. :
MUUT, 2007. - 92 c.

4 Kenenkos b.B., KananbHblil ypOBEHb http://library.miit.ru/bookscatalog/metod/03-
moznemu OSI: MeTon. ykas. k 1ab. pa6. 1mo 41547.pdf (nata obpamenus 30.04.2025)
quct. Cetn 9BM U TeeKOMMYHUKALUU IS

cTyn. 4 Kypca cnenl. BeraucnurenbHbie
MAaIIUHbI, KOMILIEKChI, CHCTEMBI U CETH,
Hanp. MudopMaTuka u BEIYUCIUTETbHAS
texnuka /; MUNT. Kad. Beraucnurenbuoie
cHCTeMEBI U ceTd. - M.: MUMT, 2011. - 50 c.
: a-wi. - bubmuorp.: c. 49.

5 I'onmoeckuiifl.M., Keneunkor b.B., http://library.miit.ru/bookscatalog/metod/DC-
Lpiranosa H.A. MapmpyTtusaius B 407.pdf (nata obpamenus 30.04.2025)
KOMIIBIOTEPHBIX CETAX: YuebHoe nocodue. -
M.: PYT (MUUT), 2017. - 114 c.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(GOPMAILIMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJIB30BaThCS IPH
OCBOEHUU JIUCUUIUIMHBI (MOZYJIS).

Hayuno-texauueckas oudauoreka PYT(MUUT) http://library.miit.ru/

OdurmansHblil caliT o noanepxke pemennit Cisco https:// www.cisco.com/

CDOpyM CIICIINAJINCTOB 10 I/IH(i)OpMaHI/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/

HMHTEpHET-YHUBEPCUTET MH(}OPMAIMOHHBIX TEXHOJOTUI
http://www.intuit.ru/

TemaTnueckuii dbopym 1o uH(OPMAIIMOHHBIM TEXHOJIOTHUSIM
http://habrahabr.ru/

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpOCTPaAHSIEMOTO
MpOrpaMMHOr0 OO€CIeUYeHus, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOT0 JIJI1 OCBOCHUS JUCIUTIIMHBI (MOTYJIs).

- OC Windows
- Microsoft Office
- UnTepuer-6payzep (Yandex u ap.)



8. Omnucanne MaTepuagbHO-TEXHUYECKOW 0a3bl, HEOoOXOmMUMOW ISt
OCYIIIECTBICHUS 00pa30BaTEIBLHOTO MPOIlecca Mo AUCIUILIINHE (MOJIYIIIO).

-YueOHass ayauTopus i1 TPOBEACHHS Y4YEOHBIX 3aHATUN (3aHSITHHA
JIEKIIMOHHOTO THUIIA, MPAKTUYECKUX 3aHATHUM ):

- KOMIIBIOTEp  MpemojgaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MYJIBTUMEIMHHOE 000pyI0BaHUE, TOCKA.

Aynutopus OAKIIOYEHA K ceTh «HTepHEeT».

9. ®opma nMpoMeKYTOUHOU aTTECTaIUU:

3auer B 6 cemecTpe.
KypcoBoii ipoekT B 7 cemecTpe.
DK3aMeH B 7 ceMecTpe.

10. OueHOUHBIE MAaTEpHUAIIBI.

OreHOYHBIE MaTepPHUANTBI, TPUMEHSIEMBIE TIPH TIPOBEICHUH TTPOMEXKYTOTHOM
aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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