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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enssmMu ocBoeHMSI YIeOHON AUCIMIUIMHBI « KOMITBIOTEPHBIEC CETH SBISIFOTCS
dbopMHpOBaHWE KOMIIETEHIIMA [0 OCHOBHBIM pa3feliaM TEOPETHUECKUX U
NPAKTUYECKUX OCHOB MAapUIPYTU3AallMM B  JIOKAJbHBIX U  TJIOOAJIBHBIX
KOMITBIOTEPHBIX CETSIX, a TAKKE U3yUeHHEe paOOThl MAPIIPYyTU3aTOPOB U MOJIyUECHHE
HaBBIKOB MTPOEKTUPOBAHUSI KOMITBIOTEPHBIX CETEH.

CTylneHTbl JOJIKHBI HAYYUTHCS MNPOCKTUPOBATH KOMIIBIOTEPHBIE CETU C
HCIIOJIb30BAaHUEM COBPEMEHHOTO CETEBOr0 OOOpYIOBaHUS B COOTBETCTBUHU CO
CTaHJApTaMH W BBIMOJHATH 3aJa4M 10 HACTPONKE 000PYIOBAaHUS M IOIJICPIKKE
paboTOCIIOCOOHOCTH CETH.

OCHOBHBIMM 33J]Ja4aMHU JTUCIUIUINHBI SIBJISFOTCS:

* O3HAaKOMJIEHHWE C MPUHIMIAMU CETEBOTO B3aMMOJCHCTBUSI HAa OCHOBE
mozenu OS] u cTeka TeIeKOMMYHUKAIMOHHBIX MPoToKoJ0B TCP/IP.

* PaccMoTpeHure TeXHOIOTUH Nepelauu JaHHBIX Ha (PU3UYECKOM YPOBHE.

* M3yuyeHure npoTOKOJIOB JIOKAIBHBIX CETEH.

* N3yuenne texnosoruu Ethernet.

 N3yuyenusa npunnunos npoektupoBanus CKC.

e l3ydeHwe MNPUHLIUIOB pPabOTBl KOMMYTAaTOPOB U TEXHOJOTHUU HUX
IPUMEHEHMUSL.

* 3yuyeHue agpecanuu Ha CETEBOM YPOBHE.

 N3yuenune nportokonos cereBoro yposus: [P, DHCP, ARP, ICMP.

* M3yuyenure npuHIMUIOB pabOThl MapIIPyTU3aTOPOB U UX OCHOBHBIX 3aj1ay.

* M3yuyenue crnocoOoB MapiipyTHU3aIUU.

 N3yuenue npotokonos mapupytusanuu RIP, EIGRP, OSPF, BGP.

* H3yuyeHue MONMOJHUTENBHBIX BO3MOXHOCTEW MapuipyTu3zatopoB: NAT,
PAT, pe3epBrupoBaHu€ MITIO30B.

* O030p TEXHOJOTHI IIT00ATBHBIX CETEH.

* 13yuyeHne npoToKoI0B KaHAIBHOTO YpoBHSI WAN.

* M3yuyenue npaBuil NPOEKTUPOBAHUS KOPIIOPATUBHBIX CETEH.

2. [Inanupyemble pe3yabTaTbl 00yUeHUs MO0 AUCHUILTUHE (MOAYIIO).

[Tepeyenr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI  00pa30BaTEILHOM
nporpamMmbl (KOMIIETEHIIUI) B pe3ysibTaTe 00yUYeHus M0 AUCUMIUTMHE (MOIYIIO):

OIIK-2 - Crnoco0eH TMOHMMATh YCTPOMCTBO U HCTOPHIO Pa3BUTHS
TPAHCIIOPTHOMN CUCTEMBI;

YK-3 - CnocobGen opranu3oBaTh paOOTy KOMAaHIbl JJsi JOCTHXKEHUS
[MOCTaBJIEHHOM IIEJIN.



OOyueHue 1o JUCHUIUTAHE (MOYIIO) MIPEIOJIAraeT, YTo MO €ro pe3yibTaTaM
oOydaroruiicst Oyner:

3HaTh:

- o0mue mpUHOUIBI (PYHKITMOHHUPOBAHUS AamNMapaTHBIX, MPOTPAMMHBIX H
IPOrpaMMHO-aNMNapaTHBIX CPEACTB aIMUHUCTPUPYEMON CETH;

- ApXUTEKTYpy anmnapaTHbIX, MPOTPAMMHBIX W MPOrpaMMHO-aNIapaTHBIX
CPEACTB aAMUHUCTPUPYEMOU CETH;

- mojienb [SO nnst ynpasnenus cereBbiM Tpadukom, Mmoaenu [EEE;

- TPOTOKOJBl KAHAIBHOIO, CETEBOTO, TPAHCHOPTHOTO M MPHUKIATHOIO
YPOBHEN MOJIEIN B3AUMOJEHUCTBUS OTKPBITBIX CUCTEM;

- METOJIbl ¥ TEXHOJIOTUU NPOCKTUPOBAHUSI, MOACIUPOBAHUS, UCCIEIOBAHUS
CUCTEM 3aIUThl UHPOpMALIUU

- KpUnTorpaguueckue mpoOTOKOJIbI, IPUMEHIEMbIE B KOMITBIOTEPHBIX CETAX

- TojJcucTeMbl WH(MOPMAIIMOHHONW O€30MaCHOCTH KOMITBIOTEPHBIX CETEH,
yIpo3bl 0€30MMaCHOCTH, PEKUMBI TIPOTUBOJACHCTBUS.

Ymern:

- OpraHM30BBIBaTh M TOJACPKUBATH BBIMOJTHECHHE KOMIUIEKCA MeEp TIO
obecnieueHut0 HHGOPMAIIMOHHON O€30MaCHOCTH;

- ONpeAeNsATb COCTaB W TOPANOK aAJMUHUCTPUPOBAHUS TOJCUCTEMBI
uH(GOPMAITMOHHON O€301aCHOCTH;

- TPOEKTHUPOBATh M  PEAIM3OBBIBATH  MOJUTHKY  O€30MaCHOCTH
BBIYHMCIIUTEIBHBIX CETEH

- OCYIIECTBJIATh MOHUTOPHUHT aJMHUHUCTPUPYEMBIX CETEBBIX YCTPONCTB IS
OIICHKH YPOBHS 0€30MaCHOCTH KOMITBLIOTEPHBIX CETEH.

- aHaJM3UpPOBaTh  OCHOBHBIC  XAPAaKTEPUCTHKH H  BO3MOXKHOCTH
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM I10 Tiepeiaue HHGOPMAITHH

- IPUMEHSITh METO/bl aHau3a 3AlIUIICHHOCTH KOMIIBIOTEPHBIX CHUCTEM H
cereu

- YIpaBJsATh TpadUKOM IJisi 3alUThl MH(OpMaIuu mpu padborte ¢ O6azamu
JAHHBIX, TIPH TIepeave Mo KOMITBIOTEPHBIM CETSIM;

Baagern:

- HaBBIKaMHU KOH(GUTYPUPOBAHUS TIPOTPAMMHBIX M IPOTPAMMHO-aITIapaTHBIX
CPEIICTB aIMUHHUCTPUPYEMOH CETH, BBIOOpA M HACTPONKH MTPOTOKOJIOB KaHAIIBHOTO
U ceTeBoro ypoBHsa moaenu OSI;

- pa3pabOTKHU U UCCIICIOBAHUS MOJIEICH KOMIBIOTEPHBIX CETEH U MOJACUCTEM
0e30macHOCTH

- HaBBIKAMHU OPTaHMW3allMd W TOJJICPKKH BBITIOJHEHUS KOMILJIEKCa Mep TI0
obecrneyeHuo nH(pOpMAITMOHHOM 0€30MacHOCTH, MOHUTOPHUHTA



(GyHKIMOHUPOBAHUS MOJACUCTEM uH(OPMAITMOHHON 0e30macHOCTH
KOMIIBIOTEPHBIX ~ CETEW; - HaBbIKAMU OIEHKM YpPOBHS  0€30MacHOCTHU
KOMIIBIOTEPHBIX CETEH, B TOM UYHCI€ B COOTBETCTBUU C HOPMATUBHBIMU U
KOPIIOPAaTUBHBIMU TPEOOBAHHSIMU.

- HaBBIKAMH aHaliM3a IApaMETPOB MPOU3BOJUTEIBHOCTH W COCTOSIHUS
0e30MacHOCTH aJIMHUHHCTPUPYEMOW CETH 3a YCTAaHOBJICHHBIM mepuoj (CyTKH,
HeJeNsl, Mecdll, KBapTaj, rojl); CpaBHEHHsS MapaMeTpPOB MPOU3BOIUTEIHLHOCTU
aIMUHUCTPUPYEMOM CETH 3a YCTAHOBJICHHBIM Mepuoja (CyTKH, HeAels, MecHll,
KBapTaJ, roj), COCTaBJICHUSI OTYETOB O MPOU3BOJAUTEIHHOCTH aIMUHUCTPUPYEMOI
CeTH;

3. O6beM TUCITUILIUHBI (MOTYJIs).
3.1. O0mas Tpy10€MKOCTb JUCHUILUIUHBI (MOTYJISI).

OO6mast TPYJIOEMKOCTh AUCIHUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJIeMHUYECKHUX yaca(oB).

3.2. O06bem gucHUIUIMHBL (MOAYJsi) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU ©W  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peanu3alii 00pa30BaTeIIbHON MMPOTpaMMbl Ha HHBIX YCIIOBHUSX,
P TIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tur yqeOHBIX 3aHIATHI
Bcero | Cemectp Ne7

KonrtaktHas paboTa mpu npoBeIeHIH YUeOHBIX 3aHATHH (BCETO): 64 64
B ToMm uncne:

3aHATHS JEKIIHOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO TUMA 32 32

3.3. O6veM mgucHUIIMHBI (MOAYJs) B (hOpMe CaMOCTOSITENHFHOW pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYarOMIUXCS C
MeJaroru4eckuMu paboOTHUKAMU U (M) JTULAMU, IPUBJIEKAEMBIMU K pean3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TPU NPOBEACHUU
MIPOMEXKYTOUHOM arTecTauu coctapisieT 80 akageMuueckux vyaca (OB).

3.4. IIpu 0Oy4eHuu o MHAMBUAYAIbHOMY Y4eOHOMY ILIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00Yy4Y€HHH, 00BbEeM TUCHMIUIMHBI (MOYJIsI) MOXKET ObITh peaTn30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl 00yJaronuXxcs, a Takxke B (hopme
KOHTaKTHOM pabOThl 00YyYalolMXCsl ¢ MEAArorHuecCKUMu pabOTHUKaMHU U (MIIH)
JUIAMU, MIPUBIIEKAEMBIMH K peain3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCJOBHSIX, TPU NPOBEAECHUN IPOMEKYTOUYHON aTTECTALMH.




4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHsaTus JISKIIUOHHOTO THIIA.
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Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

6 cemecTp BBejieHne B CETEBbIE TEXHOJIOTHUU

-ITonsiTe — ceTn.

-OmnuceIBaeTcs UCTOPHS TOSIBICHUS M Pa3BUTHS CETEH.

-PaccmarpuBaroTcsi 0COOEHHOCTH JIOKAIIBHBIX, INI00ATBHBIX M TOPOJCKUX CETEH, OTIINYMS JIOKAIBHBIX U
rII00aIbHBIX CeTel.

-IIpuBOAATCS XapaKTEpPUCTUKH CETEH OTAEIOB, KAMILyCOB M KOPIIOpalUil.

BBenenue B cereBble TEXHOIOTUU(TTPOIAOHKEHUE)
PaCCManHBaeBBIe BOIIPOCHI:

'Tpe60BaHI/I$I K BbIYUCJIIMTCIIbHBIM CCTAM.

'PaCCManI/IBaIOTCSI TpC6OBaHI/IH, NPEABABIACMBIC K BBIYUCIIUTCIBHBIM CCTAM.
'HPOI/ISBO,I[I/ITCHBHOCTB, HaaACKHOCTB, 6630H3CHOCTB, MIpO3pPavHOCTh.

BBeneHue B ceTeBble TEXHOJIOTUU(ITPOIOIKEHHE)

PaccmaTtpuBaeBble BOIPOCHL:

-Mopens OSI.

-«OTKpbITas CHCTEMAY.

-CranaapTuzanusi.

-PaccmarpuBaercs B3aumopeiicTBue «OTKPBITBIX CHCTEM», MHOTOYPOBHEBBIH MTOX0/, AEKOMITO3HUIIUS. ===
OmnuceiBaercst Mogens OSI u ee ypoBHH, a Tak ke MATh [IaroB HHKAICYJISIHH.

BBenenue B ceTeBbie TEXHOIOTUU(TTPOIOTKEHHE)

PaccmarpuBaeBbie BOIIPOCHI:

-CTexu TeneKOMMYHHUKAIIHOHHBIX IPOTOKOJIOB.

-IIpuBosTCS IPHUMEPHI CTEKOB KOMMYHHUKAIIMOHHBIX TIpoTokouoB: crek OSI, crek TCP/IP.
-PaccMaTpuBaroTcst Ha3HaUYEHHE U IPUHIMITEI PaOOTHI MPOTOKOJIOB TpaHcHopTHOTOo ypoBHs TCP u UDP.

BBeI[CHI/IC B CCTCBBIC TeXHOJIOFI/II/I(HpOILOJDKeHI/Ie)

PaccmarpuBaeBbIe BOIPOCHT:

-CraHmapTH3aIys U CTPYKTYPHU3AIHS CETCH.

-IIpuBOIsATCSI OCHOBHBIE HCTOYHHKH CTAHIAPTOB U OCHOBHBIC YPOBHH CTaHIAPTOB.
-CTpyKTypH3anus Kak OCHOBa IOCTPOCHHUS BBIYUCIUTEINBHBIX CETEH.

-IIpuBOASATCS NPUHIUIBI CTPYKTYPH3ALUU KAK OCHOBBI IOCTPOEHUSI BEIUNUCIIUTENBHBIX CETEH.
OMnUCHIBAIOTCS TOTIOJIOTHHU CETEBBIX HHQPACTPYKTYP.

-PaccmaTpuBaercs ¢pu3ndeckas ¥ JOTHUECKasi CTPYKTYPHU3AIHS CETH.

®du3nuecKuil ypoBeHb

PaCCManHBaGBBIe BOIIPOCHI:

-KabenbHbIE THHUH.

-OIUCHIBAIOTCS THIILI KAOCNBbHBIX JIMHHI JJIA mepeaadn JaHHbIX, UX KOHCTPYKIUS U XapaAKTECPUCTUKH.
-OnuceIBarOTCS METO/JbI N€peaAaun NUCKPECTHLIX NJaHHBIX, dHAJIOIrOBast MOAYJIALIUA.
-PaCCMa’IpI/IBaIOTCH METOAbIL III/I(l)pOBOFO " JIOTUYECKOr'o KOAUPOBAHM.
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TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

®usnueckuil ypoBeHb(IIPOI0KEHHE)

PaccmarpuBaeBbie BOIIPOCHL:

-Panuoxanaiiel.

-OmnuCchIBalOTCS OCHOBHBIE MPUHIMIIBI HCIOJIB30BAHUS PaJOKaHAIOB CIIyTHUKOBOM W HA3EMHOM CBSI3H IS
OpraHM3alliy CeTel nepesadn JaHHbIX, TapaMeTphbl CUTHAJIOB U alapaTypa rnepeiadn JaHHbIX. -
PaccMaTpuBaroTCs CTPYKTYpBI TOCTPOEHUS ceTeil 0ucos.

-OmnuceIBalOTCS METO/IBI KOJUPOBAHHUS JTaHHBIX, IIEPEJaBaeMbIX 1O paJfHOKaHaIaM H OCHOBHBIE BOIIPOCHI
6e3omacHoCTH.

KananbHblil ypoBeHB

PaccmarpuBaeBbie BOIPOCHL:

-Metozpl mocTyna K cpejie nepeaunl AaHHBIX.

-OnuceIBaeTcs gBa crocoba JoCTyna K cpefe Iepeaadyn JaHHbIX — JeTepPMUHUPOBAHHbIH (Ha IpuMepe
texHonoruit TokenRing u FDDI) u BepositHOCTHBIN (Ha pumepe TexHosiorun Ethernet).
-PaccmarpuBatoTcs nmpuMepsl TOMOIOT Ui, TPEUMYIIECTBA U HELOCTATKH.

KananpHb1il ypoBeHb(IIPOLOKEHNUE)

PaCCManI/IBaeBBIe BOIPOCHI:

-Cnoco0sl nepeaayn JaHHbIX Ha KaHAaJIbHOM YPOBHC.

-OnuceIBarOTCS MCTOJbI NIE€pEaadn JaHHbIX Ha KaHAJIbHOM YPOBHC, aCHHXPOHHAA U CHHXPOHHAA Iepeaada.
'PaCCManI/IBaIOTCH CHMBOJIBHO-OPUCHTHUPOBAHHBIC U 6I/IT'0pI/IeHTI/IpOBaHHLIC IIPOTOKOJIBI U Iepeaiaia €
YCTaHOBJIEHHEM U 0€3 yCTaHOBJICHUS COSIUHEHUSI.

10

KananbHbIl ypoBEHB(TIPOIOIKEHHE)

PaccmaTtpuBaeBble BOIPOCHL:

-O0Hapy xeHHe OIUOOK U KOMIIPECCHsl JaHHBIX Ha KaHAaJbHOM YPOBHE.

-PaccmarpuBaroTcsi MeXaHU3MBI peasin3anyi 0OHapyKEHHs M KOPPEKINH ONTMOOK Ha YpOBHE Ka/pa Ha
puMepe KOHTpoJis 1o naputety u pacuera CRC.

-I[IpuBosATCS METOIBI KOMIIPECCHSI AAHHBIX JUIS Hepeladdl 10 HU3KOCKOPOCTHBIM KaHAJIaM CBSI3H.

11

JloxanbpHbIE ceTH

PaccmarpuBaeBbie BOIIPOCHL:

-IIpOTOKOJIBI TOKAIBHBIX CETEH.

-PaccMaTpuBaroTCs MPOTOKOJIBI JIOKAJIBHBIX CeTel UxX 3aaa4n, CTpykrypa cranaaptoB IEEE 802.X.
-ITogpoGHO paccmarpusaercs npotokox LLC (802.2) u tuns! npouenyp yposas LLC.

12

JlokanbHble ceTH(IPOAOIKEHNE)

PaccmarpuBaeBbIe BOIIPOCHT:

-Texnomorus 802.3 (Ethernet).

-OnucrIBalOTCS MPUHIUIB PaboTh! TexHOoJorun 802.3, Tonmonorus, meton gocryna CSMA/CD. -
PaccmarpuBaroTcs 3Tamsl JOCTyNa K cpefe Iepeaadd TaHHBIX, BOSHIKHOBCHHE KOJUTH3HH, BPEMS TBOMHOTO
obopora.

-BrmonHsiercs oreHka nponsBoanTensHocTH Ethernet.

-PaccmaTpuBaroTcs mapameTpbsl 1 0COOCHHOCTH HCIIONIb30BaHus Gu3ndeckoi cpensl Ethernet B
cooTBercTBUM co cTtanmaptamu 10Base-5, 10Base-2, 10Base-T, onroosiokornoro Ethernet.
-OmnmcriBaetcst noMeH koutu3ni. [IpuBoantcs pacuet koHuryparmu cetu Ethernet, ctpykrypa MAC-
azapeca, popmartsl kaapos cetu Ethernet.

FastEthernet.

13

JlokanbHble ceTH(IPOAOIKEHNE)

PaccmarpuBaeBble BOIPOCHI:

-Peanmmsamms ¢pusngeckoro yposHs texHosorun FastEthernet

-PaccmaTpuBatoTcst 0cOOEHHOCTH peanu3anun pusndeckoro yposHs texnonorun FastEthernet mpu
noctpoennu cetu Ha 100Base-FX, 100Base-TX, 100Base-T4.

- OmmuceiBatoTes mpasuia moctpoenns cetu FastEthernet.
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14 |JloxanbHble ceTU(MPOIOKEHHE)
PaccmarpuBaeBbie BOIIPOCHL:
-Peanmzanums ¢pusnyeckoro yposHs texnosnornnGigabitEthernetu 10GigabitEthernet.
-PaccmarpuBarorcst ocobeHHOCTH peanu3anuu Gpusndeckoro ypoBHs Texnosorun GigabitEthernet n
-10Gigabit Ethernet, ncronb30BaHie ONTHYESCKOTO KaOENsl U BUTOM Mapbl, 0COOCHHOCTH MOTU(DHKAIINA
KaHAJIBHOTO YPOBHSI.

15 |JlokanbHble CETH(IIPOIOIKEHHE)
PaccmarpuBaeBbie BOIPOCHL:
-becnpoBoHBIE TEXHOTIOTHHU JIOKAIBHBIX CETEH.
-PaccmaTpuBaercs cemetictBo ctanmapta 802.11, sTamsl mocTyma K cpejie nepeiadn, CTPYKTypHast
OpraHU3alys CeTH.

16 |CtpykTypupoBaHHas KaOeinbpHas CUCTEMA
PaccmaTtpuBaeBble BOIPOCHL:
-OnuceiBaeTcs cTpyKTypHupoBaHHas kabenpHas cuctema (CKC) u ee npenMyecTsa.
-ITpuBomurcs nepapxus CKC. ITogpo6HO paccmarpuBatores snemeHTs! CKC: ropu3oHTambHAS
HOJICHCTEMa, BEPTHKAIbHAS ITOJCUCTEMA, MarHCTpaJlbHas MTOJCUCTEMa, OICKHCTeMa pabodero Mecra.
-OnwcpiBaroTcs dtamnsl pa3padoTkn CKC u TpeGoBaHus K ee 31eMeHTaM: 00eCIieueHHe SHSPrOCHA0KECHUS,
YCTaHOBKa Pa3beMOB H PO3ETOK, IIPOKJIAKa U MOHTAX KaOeJIs, BEIOOp MECT pa3MeILeHUS
pacrpeaenuTeNnbHble IUTH i KOMMYTalHOHHBIC aHEIH.

17 |CrpykrypupoBaHHas kabenbHas cucTeMa(Ipoa0KEeHHe)
PaccmaTtpuBaeBble BOIPOCHL:
-Jloxymentuposanue CKC.
-PaccMaTpuBaroTcs mpaBuia 0popMIICHHS JOKyMEHTaIMu U 3kciutyataiuu CKC
-IIpuBogsTCs TpeOOBaHUs, IPENBSBIIEMbIC IPU TECTUPOBAHHU CTPYKTYPUPOBAHHO KaOeJIBHOU ceTH,
000pyJOBaHHE UL TECTUPOBAHHS.

18 |KoMMyTaTOpBI JIOKAIBHBIX CETEH.
-KoHCTpyKTHBHOE MCTIOJTHEHHE W IPUHLMUIIEL PA0OTHl KOMMYTAaTOPOB.
-OnuceiBatoTCs PYHKIMH KOMMYTAaTOPOB, HX YCTPOWCTBO M MPHHLIUIIBI PaOOTHI.

19 |KoMMmyTaTOpBI JIOKAJIBHBIX CETEH(ITPOAOKEHHE)
PaccmarpuBaeBbie BOIIPOCHL:
-Hactpoiika koMMyTaTopos.
-PaccmarpuBaroTcs ciocoObl OIKITIOYEHHUS U1l HACTPOHKH KOMMYTAaTOPOB M OCHOBHBIE PEKHMBI PabOTHI
Ha ipuMepe kommyTtaropa Cisco.
- [IpuBonsTCS MIATH 10 KOHQUTYPHPOBAHHIO H HEOOXOANMBIE KOMaHIBI.

20 [KoMMyTaTophl JIOKATBHBIX CeTeH(TPOT0IKEHNE)
PaccmarpuBaeBbie BOIPOCHIL:
-Bo3mokHOCTH KOMMYTaTOpOB.
-PaccmarpuBaroTcs TONOIHHUTEIBHBIE BOSMOKHOCTH KOMMYTATOPOB: HACTPOWKa 0€30IaCHOCTH Ha MOPTax
KOMMYTaTopa, QyHKIHH U aNTOpuTM paboThl mpoTokona “SpanningTree”.

21 [KoMMyTaTophl JIOKATBHBIX ceTeH(TPOI0IDKEHNE)

PaccMaTpuBaeBbie BOIIPOCHI:

-Anroputm paboTsl npotokona “RapidSpanningTree”.

-PaccmarpuBarorcs GpyHKIMM 1 anroput™ padoTsl mporokosna “RapidSpanningTree”.

-OmnuchiBaeTcs BO3MOKHOCTh 00BEIMHEHHS OPTOB KOMMYyTaropa B ojuH kaHain EtherChannel u ero
KoHpHUTrypHupoBaHne Ha npumepe kommyTtaropa Cisco.
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KoMMyTaTops! JiokaiabHbIX ceTel(IIpoa0IKEHUE)

PaccmarpuBaeBbie BOIIPOCHL:

-Opranunzanus BupTyanbHbeix ceterd (VLAN) Ha koMMyTaTopax.

-OmnuceiBatoTes 3a1a4u BUPTyalbHbIX cetei (VLAN), ocCHOBHBIE KOHIENIUH, TPOTOKoJb! 802.1q.
-OmnuckIBaloTCs KOMaH/1bl, He00X0UMBbIe Tt HacTpolikn VLAN 1 npumeps! HaCTPOHKH.
-PaccmarpuBaercs pabota nporokona VTP u ero koHpuryparms.

23

CereBoil ypoBEHb

PaccmarpuBaeBbie BOIPOCHL:

-Anpecariiisi Ha CETeBOM yPOBHE.

-3amaun ceTeBOro YpOBHSI.

-OmnuchIBaeTCs NPOTOKOJ MeXceTeBoro B3anmoeiicteus [IPv4. PaccmarpuBaercs ¢popmat cooOrieHui,
Ha3HA4YCHUE IOJICH.

24

CereBoil ypoBeHb(ITPOJOHKEHUE)

PaccmaTtpuBaeBble BOIPOCHL:

-Azpecainys Ha CETEBOM YPOBHE.

IP anmpec.

- BBoautcs nonstue knaccos IP agpecos.

-OnmcriBaeTcs OecKiIaccoBasi aipecaltiisl, MacKa IOJICETH U €€ Pacyer.
-Haznauenue IP anpecos

-PaccmatpuBaercs nopsiiok HazHadeHus IP agpecos, nporoxon DHCP.
-IIpoToxomnsl MexceTeBoro B3aumoeictaus (IP).

-PaccmarpuBaercs paboTa cuctembl foMeHHbIX uMeH (DNS).
-PaccmatpuBaetcs paboTta mpoTOKOJIOB paspemnicHus aapecos: ARP u RARP.
-[IpuBonutcst popmar cooOleHNT 1 OCHOBHBIE 3HaYeHUS 1oJied. OMUChIBaETCs IPOTOKOJ IIEpeaadn
KOHTPOJBHBIX coobmenuit ICMP, kozpr.

25

7 cemectp Mapupytusanus

PaCCManI/IBaeBBIe BOIIPOCHI:

-MapipyTH3aTophl.

-OyHKIMK ¥ IPUHLIUIIBL PAaOOTHI.

-Crioco0sI MapUIpyTHU3AIMK U IPUHIKIIE PAOOTH IPOTOKOJIOB JHHAMUYECKOH MapIIpyTH3aIHH.

26

Mapmpytuzanus(npoomKeHe)

PaccmarpuBaeBblie BOIIPOCHL:

-JlMCTaHUMOHHO-BEKTOPHBIN MPOTOKOJ MapiipyTuzauuu RIPv1.

-IIpuHIMITBI pPaOOTHI, METPUKH, MEXaHN3MBbI HCKITIOUESHHUS MTETEIb MapIIpyTH3aliy, BpeMsi KOHBEPTeHIINH,
HOPSIOK HACTPOMKH.

-JlMCTaHUMOHHO-BEKTOPHBIN MPOTOKOJ MapiipyTuzauuu RIPv2.

-IIpuHIMITBI PaOOTHI, METPUKH, MEXaHN3MBbI HCKITIOUESHHUS MTETEIb MapIIpyTH3aliy, BpeMsi KOHBEPTeHIINH,
HOPSJOK HACTPOUKH.

27

Mapuipytuzanus(npo1oHKeHue)

PaccmarpuBaeBbie BOIPOCHI:

-JlMCTaHIIMOHHO-BEKTOPHBIH poTokon Mapmpytu3aiun EIGRP.

-IIpuHIMITBI paOOTHI, METPUKH, MEXaHU3MBI HCKITIOUESHUS MIETEIb MapIIpyTH3ally, BpeMsi KOHBEPTeHIINH,
HOPSII0K HACTPOMKH.

28

Mappytuzanus(npoaorKeHne)

PaccMaTpuBaeBble BOIIPOCHI:

-IIporokon mapmpyTtu3anuu coctossHust TuaEnn OSPF.

-IIpuHIUIBl PaOOTHI, METPUKH, MEXAaHU3MBI HCKITIOUEHUS NIE€TEIb MApIIPyTU3aIUU, BPEMsI KOHBEPTeHLINH,
MOPSAIOK HACTPOUKH.
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Mapuipytuzanus(rpoaoKeHHe)

PaccmarpuBaeBbie BOIIPOCHL:

-BosmorkHocTi MacmrabupoBanus npotokoia OSPF.

-Pabora B HeckonbKHX 00/IACTAX, Pab0Ta B IIMPOKOBELIATEIEHOM JOMEHE.

30

I[OHOJ'IHI/ITGJ'IBHI)IG BO3MOXHOCTHU HUCIIOJIb30BAHUA MApIIPYyTU3aTOPOB.
PaccmaTpuBaeBbie BOIIPOCH:

-BosmoxxHocTH ucnonb3oBanus [P agpecos.

-PaccmarpuBaroTcsi ONMOIHUTETBHBIE BOZMOXKHOCTH IO PACIIMPEHUIO aJPECHOTO IJIaHA C TIOMOIIBIO
texHonoruit NAT, PAT u nx xorduUrypupoBaHue.

31

JlonoHUTEIbHBIE BO3MOYKHOCTH HCITOJIB30BaHUS MAPIIPYTU3aTOPOB(TIPOIOIKEHUE)
PaccmaTtpuBaeBble BOIPOCHL:

-YcTaHOBKa IOTIOITHUTENBHBIX aJpecoB Ha nHTepdelicax

-PaccmarpuBaroTcsi BO3MOXKHOCTh YCTAaHOBKH JOTIOHUTENBHBIX a/IpecOB Ha MHTepdeiicax
MaplIpyTH3aTopa ¢ HoMolbio npotokona 802.1q.

32

JlonomHUTEIbHBIE BO3MOKHOCTH MCIIOIB30BaHUS MAPIIPYTU3ATOPOB(TPOIOTIKEHUE)
PaccmatpuBaeBbie BOIPOCHT:

-PesepBrpoBanme numro3a

-ITporokon HSRP

-PaccmaTpuBaroTcs mpoTOKOIBI pe3epBrupoBanus 10308 HSRP.

-Anropurma paboThl, POJI MapUIPYTH3aTOPOB, HACTPOWKA IPYIIIbI, OalaHCUPOBKA 3arpy3KH, HACTPOMKa
PpCaKu Ha COCTOAHHUC BerHeﬁ JIMHUU CBA3H.

33

I[OHOJ'IHI/ITGJ'ILHBIe BO3MOXXHOCTH HCIIOJIb30BaHUA MapI_Hp}/'TI/ISaTOpOB(HpOI[OJ'I)KeHI/IC)
PaccmaTpuBaeBbIe BOIIPOCH:

-PesepBupoBanne numosa

-ITporokon VRRP

-PaccmaTpuBaroTcs MpoTOKOJIbI pe3epBUpoBaHus L0308 VRRP.

-Anropurma paboThI, PO MapHIPYTH3aTOPOB, HACTPOWKA IPYTITBI, OaaHCUPOBKA 3arpy3KH, HACTPOHKa
peaxuy Ha COCTOSHUE BEpXHEH IMHUU CBS3U.

34

I[OHOJ'IHI/ITCJ'ILHI)IG BO3MOXXHOCTH HCITIOJIb30BaHUA MapI_Hp}/'TI/ISaTOpOB(HpOILOJ'DI(eHI/Ie)
PaccmarpuBaeBbie BOIIPOCHL:

-PesepBupoBanue muo3a

-ITIporokon GLBP

-PaccmaTpuBaroTcs mpoToKoJibl pe3epBupoBanus 110308 GLBP.

-Anropurma paboThl, PO MapIIPYTH3aTOPOB, HACTPOWKA IPYTITBI, OaaHCUPOBKA 3arpy3KH, HACTPOMKa
PEaKIiK Ha COCTOSIHUE BEPXHEH JIMHUH CBSI3H.

35

I[OHOJ'IHI/ITCJ'H:HBIC BO3MOXXHOCTH HCITIOJIb30BaHUA MapmpmiaTopOB(nponomerHe)
PaccmarpuBaeBbie BOIIPOCHT:

-CyMMupoBaH#e MapIIpyTOB.

-PaccmaTpuBaroTcst mpaBuia CyMMHUpPOBaHHUS MapipyToB. KoHGUTypHpoBaHHe CyMMapHBIX MapIIpyTOB B
npotokosax RIP, EIGRP, OSPF.

36

JlonomHUTEIFHBIE BO3MOKHOCTH MCIIOIB30BaHUS MAPIIPYTU3aTOPOB(TIPOIOTIKEHHUE)
PaccmarpuBaeBble BOIPOCHIL:

-ObecneueHue 6€301aCHOCTU HAa CETEBOM YPOBHE C IIOMOILBIO CIIUCKOB JOCTYIIA.

-PaccmarpuBarotes o0mue npuHIKIEL 00eceueHHs 0€30I1aCHOCTH Ha CETEBOM YPOBHE C IIOMOLIBIO
CIHCKOB JOCTYTIA, aHATM3UPYEMbIEC ITAPAMETPBI, MOPSIOK (POPMUPOBAHUSL.
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JononHuTeabHbIe BO3MOKHOCTH MUCIIOIB30BaHUS MAPIIPYTU3aTOPOB(TPOIOIIKEHUE)
PaccmarpuBaeBbie BOIIPOCHL:

-Pacumipennsle v cTaHAapTHBIE CIIUCKH JOCTYTIA.

-PaccmarpuBaroTcs mpuHIMIIBL JOPMUPOBAHUS PACIIMPEHHBIX U CTAHAAPTHBIX CIIMCKOB JI0CTYTIA,
aHAIM3UPYyEMBbIE ITapaMeTpbl, HOPSI0K GOPMUPOBAHUS U TPUMEHEHHUSI.

38

JononHuTeIbHbIE BO3MOKHOCTH MCIIOIB30BaHUS MAPIIPYTU3ATOPOB(TPOIOTIKEHUE)
PaccmaTpuBaeBbie BOIIPOCH:

-ITepepacnpeneneane MapIIpyTOB.

-PaccmarpuBaroTcsi BO3MOXKHOCTH HIEpEPacIpeACICHISI MapIIpyTHOH HH(OPMAIUH, MOPSIIOK
B3aMMO/ICHCTBUSI IPOTOKOJIOB MapIHIPYTH3ALMH, IEPEPacTIpeNeIICHIS] MapIIPyTa 0 YMOTYaHUIO,
OTpaHUYEHUs NIPH NepepactpeesIeHHH MapIIpyTOB.

39

I'mo6anbubie cetn (WAN)

PaccmaTtpuBaeBble BOIPOCHL:

-Tumer kanamoB WAN 1 0030p MPOTOKOJIOB.

-OmuceiBatores riaobanpabe cetd (WAN), THITB KaHAIOB: BBIJICJICHHBIC JIMHUHN, COSANHEHUE C
KOMMYyTalueil KaHaJIoB, COSMHEHNE ¢ KOMMYTallleH TaKeTOB.

-PaccmarpuBaercst nepapxndeckasi CTpyKTypa paclpeelIeHHON CeTH.

-MapupyTtuzanus B WAN.

-IIpoTokon mapupyTtuzanuu BGP.

-OmnuckIBalOTCs MPUHIUIEBI paboThl poTokoia BGP, atpuOyThl 1 MX Ha3HAuUCHHE.

40

MapupyTtuzauus IPv6

PaccmaTtpuBaeBble BOIPOCHL:

-OnuchIBacTCs MPOTOKOJ MEXKCETEBOTO B3auMoaeucTBus IPv6, popMat cooObieHmii, Ha3HAYCHUE TIOJICH.
-PaccmatpuBatotces Tunsl agpecoB [Pv6 v mopsaaok MX Ha3HAYEHHUS.

-JlMCTaHUMOHHO-BEKTOPHBIN MPOTOKOJI MapipyTuzauuu RIPng

-IIpuHIMITBI pPAaOOTHI, METPUKH, MEXaHN3MBbI HCKITIOUESHUS METEIb MapIIpyTH3aIiy, BpeMsl KOHBEPTeHIINH,
MOPAJOK HACTPOHKH.

-JlMCTaHUMOHHO-BEKTOPHBIN MpoTokos Mapuipytuzauud EIGRPv6

-IIpuHIKITEL pabOTHI, METPHUKH, MEXaHU3MBI HCKIIIOUESHNUS TIETENNb MapIIpyTU3aIliH, BpeMs KOHBEPTEHIINH,
NOPSJOK HACTPOUKH.

-IIporokon MapmpyTu3auuu coctossHust THHUH OSPFv3.

-IIpuHIUITEL PabOTHI, METPHUKH, MEXAHU3MBI HCKIIOUEHNUS TIETENb MapIIpyTU3AIIH, BpeMsl KOHBEPTeHITNH,
HOPSJOK HACTPOUKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie paboThI

/o

HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe coepikaHue

6 cemectp YpoBHu mozenu OSI
B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTI)I CTYACHT NOJYYUT NOHUMAHHUE O MOPSAJAKE U MpaBUIaxX BBaHMOJICﬁCTBHH
YCTPOMCTB B CETH NpH Nepeade nHpopManum B COOTBETCTBUHU ¢ YPOBHEBOH Mozenbio OS|.

Ypouu mozaenu OSI(rpogomkenue)

B PE3YIbTATE BBITIOJTHEHUA pa6OTI:.I CTYACHT NOJIYYUT MOHUMAHHUE O MOPAJIKE U IIpaBUIax BSaHMO}ICﬁCTBHH
YCTPOUCTB B CETH TIpH Tepeade HHOOPMAIMUCIIOMOIIHIO CTAHAAPTHOTO CTEKa TEIEKOMMYHHUKAITMOHHBIX
npotokosios TCP/IP.
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Merozapl KOIUpOBaHUS
B PE3yJIbTATC BBINIOJIHCHUSA pa6OTLI CTYACHT NOJIYYUT NPAKTHUUICCKHUEC HABBIKU IO UCIIOJIB30BAHNIO METOJ0B
III/I(I)pOBOI‘O KOAUPOBAaHUA JaHHBIX Ha (IJI/I3I/I‘IGCKOM YPOBHE.

MeTtoapl KoaupOBaHUA(TIPOAOIKEHUE)
B pesynbTaTe BBIIOIHEHHS PaOOTHI CTYJEHT HOIYYUT MPAKTUUECKUE HABBIKY 110 UCIIOJIb30BAHUIO METOIOB
M30BITOYHOTO KOIUPOBAHHS U CKPEMOIMPOBaHUS JaHHBIX Ha (PU3NUECKOM ypOBHE.

Buras nmapa. O6xxum xabens
B pesynbrarte BRINOTHEHUS paOOTHI CTYIEHT MOIYYHUT MPAaKTHIEeCKHE HaBBIKU 110 TIOATOTOBKE (PH3MUECKON
cpensl s epenadd HHOpMAaIIHH.

Pacuet paboTocnocoOHOCTH ceTH

B PE3YyJIbTATC BBINIOJIHCHUA pa6OTLI CTYACHT NOJYYUT NPAKTHUICCKUEC HABBIKU 11O OLICHKE
pa6OTOCHOCO6HOCTI/I CCTH Ha 3TAIlC €€ NPOCKTUPOBAHUA C UCIIOJB30BaHUCM PA3JIMYHBIX CPEI I€peaadun
nHbopMaLuH.

Pacuer paboTocnocoOHOCTH ceTH(TIPOIOIHKEHHUE)
B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTLI CTYACHT HNOJYYUT NPAKTHUICCKHUC HABBIKU 110 IPOCKTUPOBAHUIO
JIOKQJIBHOM CEeTH B Oopranmuzanuun B3211/IMOZ[€I7[CTBPI$[ CCTCBBIX YCTpOﬁCTB Ha (I)I/ISI/I‘IGCKOM YpPOBHEC.

CtpykTypupoBaHHas KabelbHas CUCTEMA
B pe3ynbraTe BhIMONHEHU pabOThI CTYICHT HOJIYYHUT IpaKTHUECKUE HaBBIKH o mpoekTuposanuio CKC.

CtpykTypupoBaHHas KabenbHasi cUCTeMa. (MPOI0JKEHUE)
B pesynbraTe BhINONHEHHS! paOOTHI CTYICHT TOJIYYHUT IPAKTUYECKUE HABBIKH MO MOPSAAKY (GOpMUPOBaHHS
TEXHUYECKOH TOKyMeHTauuu npu npoekrupoBanuu CKC.

10

ba3oBas HacTpolika u aHaJIu3 pabOThl KOMMYTAaTOPOB

B pe3ynbrarte BRINOIHEHUS paOOTHI CTYICHT MOMYYHUT MPaKTUICCKUE HaBBIKH IO 0a30BOU HacTpOIKe
CETEBOT'O O60pyZ[OBaHI/IiI KaHAaJIbHOT'O YPOBHA (KOMMyTaTOpa) 1 aHaJlin3y ero pa6OTBI C UCIIOJIb30BAHUEM
IIPOrpaMMHOMI MOJEIIN.

11

bazoBas HacTpoiika 1 aHaTU3 pabOThl KOMMYTATOPOB. (IIPOIOJIKEHUE)
B pesyibTate BbINOIHEHHS PaOOThI CTYACHT HOIYYUT HPAKTHYECKUE HABBIKHU 10 0a30BOM HACTpOiike
(hU3UIECKOTo CeTEeBOr0 000PYA0BaHMSI KAHAIBHOTO YPOBHS (KOMMYTAaTOpa) U aHAIHU3Y €ro PabOThI.

12

KonTponas nocryna. Hactpoiika 6e30nacHOCTH Ha OpTax KOMMYyTaTopa
B PE3yJIbTAaTC BBINIOJTHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKHUEC HABBIKU 10 YCTAHOBJICHUIO KOHTPOJIA
JA0CTYylla K CETH Ha KaHAaJIbHOM YPOBHC B PCIKUME static secure

13

Kontpons nocryna. Hactpoiika 6e3omacHOCTH Ha HOPTaxX KOMMYTaTopa(Ipo0KeHHIE)
B pesynbTaTe BBIIOIHEHUS PAOOTHI CTYJEHT IOJIyYUT NPAKTUYECKUE HABBIKY [0 YCTAaHOBIEHHUIO KOHTPOJLT
JOCTyIIa K CeTH Ha KaHAaJbHOM ypOBHE B pexxuMe dynamic secure.

14

KonTtpons nocryna. Hactpoiika 6e30nacHOCTH Ha MOPTax KOMMYTaTopa(Ipo0KeHHE)
B PE3yJbTAaTC BBINIOJTHCHUSA pa6OTI)I CTYACHT NOJYYUT NPAKTHUICCKUEC HABBIKU 10 YCTAHOBJICHUIO KOHTPOJIA
JA0CTYyla K CETH HAa KaHAJIbLHOM YPOBHE B PEIKUME StiCky secure.

15

Hacrtpoiika STP u ETHER CHANNEL Ha kommyTaTope

B PE3yJbTAaTC BBINIOJHECHUSA pa6OTI)I CTYACHT HNOJYYUT NPAKTUICCKUEC HABBIKU 110 NTOCTPOCHUIO CETHU C
M30BITOYHBIMU CBSI3SIMH Ha KaHAJIbLHOM YPOBHE.

16

Hacrpoiika STP u ETHER CHANNEL Ha koMMyTaTope(IpoaoKeHHe)
B pesynprare BRIIOTHEHUS paObOTHI CTYIEHT MOMYYHT MPAKTUIECKHE HaBBIKH 110 TOCTPOSHHIO CETH C
obecrieuyeHnEeM pe3epBUPOBAHNUS U OAJTAHCHPOBKHU 3arPy3KH HAa KaHAJIFHOM YPOBHE.
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17

N3yuenue u Hacrpoiika VLAN u VTP

W3yuenue u HacTpoiika VLAN Ha 01HOM KOMMyTaTope

B pesynbrare BHINOIHEHUS pabOTHI CTYIEHT MOJYUYHUT MPAaKTUYECKUE HAaBBIKH 110 pa3felIeHUI0 CETH Ha
noruueckue cermeHTsl (VLAN) ¢ HcIons30BaHUEM KOMMYTAaTOPOB.

18

Uzyuenue u Hactpoiika VLAN u VTP(nponomkenue)

N3yuenne u HacTpoiika VLAN Ha ogHOM KOMMYyTaTOpe

B pesynbTaTe BBIIOTHEHHS paOOThI CTYJCHT HOIYYHT MPAKTHUSCKUE HABBIKY 110 Pa3/eNICHUIO CETH Ha
normyeckue cermeHTH (VLAN) u ynpasienuro koHpuryparmeir VLAN.

19

N3yuenue u Hactpoiika VLAN u VTP (nponomxenue)
M3yuenue n HacTpoiika VLAN Ha HECKOJIBKHX KOMMYTaTOpax ¢ UCHOJIb30BaHUEM IpoTokosa DTP.
B pesynbrare BHINOIHEHUS pabOTHI CTYIEHT MOJYYHUT MPAaKTUUYECKUE HABBIKH 10 pa3felIeHUI0 CETH Ha

nornueckue cermeHTsl (VLAN) ¢ ucronp3oBaHreM KOMMYTAaTOPOB U YIIPaBJICHUIO KOH(UTyparmeit
VLAN.

20

Wsyuenue u nacrpoiika VLAN u VTP. (mponomxenue)

N3yuenue u Hactpoiika VTP.

B pesynbrate BeITOTHEHHU PaOOTHI CTYACHT HOIYyYUT NPAaKTHIECKUE HABBIKH 110 yrpaBieHmo VLAN ¢
nomobto npotokosa VTP ¢ ncmons3oBaHueM rpymin KOMMYTaTOPOB.

21

Wzyuenue u Hactpoiika VLAN u VTP. (mponomkeHue)
B pesynbraTe BhINONHEHHUS paOOThI CTYJEHT HOIYYHUT NPaKTHUECKUE HABBIKH MO MOCTPOCHUIO CETH C
M30BITOYHBIMHU CBSA3SIMU Ha KaHAJIILHOM YPOBHE C paszeieHreM MapupyToB 1o VLAN.

22

IP anpeca. Kitaccel. Cetb. [loncers
B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTBI CTYACHT MOJYYHUT MPAKTUICCKUC HABBIKU 10 PACYCTY MACKHU MMOACCTH
I 3aJaHHOI'O KOJIMYECTBA XOCTOB U HOHCGTeﬁ.

23

IP anpeca. Knaccer. Cets. [loacers(npoaomkeHue)
B PE3yJIbTAaTC BBINIOJHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTHUICCKHUEC HABBIKU IO PACYETY a/IpECHOTO IJIaHa
CCTHU NPEANPUATHA C UCTIOJIB30BAHUEM MaCKH q)HKCHpOBaHHOﬁ JJIUHBI.

24

IP anmpeca. Knaccel. Cets. [loacets. (mpoaomkeHue)
B pe3synbrare BRIIOITHEHUS pabOTHI CTYIEHT MOJIYYHUT MPAaKTHYECKHUE HaBBIKH 110 pacueTy aJpecHOro IiaHa
CCTHU NMPEANPUATHA C UCTIOJIb30BAHUEM MaCKU HepeMeHHOﬁ JJIUHBI.

25

7 cemecTp YcTpoicTBO MapuipyTuzaTopa. bazoBas HacTpoiika
B PE3yJbTAaTC BBINIOJHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKUEC HABBIKH 110 pa60Te C
MapIIpyTU3aTOPOM IPH €T0 MEPBOM BKITIOUCHUH U BHITIOIIHCHHIO 0a30BOI HACTPOMKH.

26

Hacrpoiika auHamuydeckoro pacrpesenenus ip-aapecos. [Iporokoa DHCP.

(mpoioIKEeHue)
B pesynbTaTe BBIIOIHEHHS PAOOTHI CTYJEHT IOJIYYHUT IPAKTUUECKUE HABBIKHU 110 KOH(DUTYPHPOBAHHIO
aBTOMAaTHYECKOH cucTeMsl mpucBoeHus [P-agpecos ¢ momomisio npotoxona DHCP.

27

Crarnyeckas mapuipyTtu3zanus.Mzydyenrne tabaun MapuipyTH3auu
B pesynbTaTe BbIIOIHEHUS PaOOThI CTYJEHT IOJyYUT IPAKTUUECKUE HABBIKYU 10 HACTPOUKE CTaTHYECKOM
MapLIpyTH3alluy B CETU U aHAIM3Y COAEPKUMOT0 TaOIUI MapIIPyTH3ALUH.

28

Crarndeckas Mmapumpytu3anus.MI3ydenne Ta0aui MmapupyTi3anuu(Ipo10DKeHHE )
B pesynbrare BRIIOTHEHUS paObOTHI CTYIEHT MOMYYHUT MPAKTUIECKHE HABBIKH 110 HACTPOMKE CTATHIECKOTO
MapIipyTa Mo YMOJYAaHHUIO B CETH M aHAIM3Y COAEPKHUMOTO TabIUI] MapIIpyTH3AIHIH.

29

JIMCTaHIIMOHHO-BEKTOPHBIN MPOTOKOI MapiipyTu3anuu RIPvI
B pesynprare BRINOIHEHUS paObOTHI CTYIEHT MOIYYUT MPAKTHIECKHUE HABBIKH 110 KOH(UTYPHUPOBAHHIO
JMCTaHIMOHHO-BEKTOPHOTO NPOTOKOJIa MapiipyTuzauu RIPv] u anann3zy ero paboTsl.
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30

JIMCTaHIIMOHHO-BEKTOPHBIN POTOKOI MapiipyTu3anuu RIPv2

B PE3yJIbTATC BBINIOJIHCHUSA pa6OTLI CTYACHT NOJIYYUT MNPAKTUICCKNEC HABBIKU I10 KOH(IJI/IprI/IpOBaHI/IIO
JMCTaHIOHHO-BEKTOPHOTO MPOTOKOJIa MapiipyTuzanuu RIPv2 u ananu3zy ero paboTsl B pexume
ABTOCYMMUPOBAHUA.

31

JucTaHIIMOHHO-BEKTOPHBIN MPOTOKOJ MapmpyTu3anuu RIPv2. (mpogomxeHue)

B pesynbrate BeIOTHEHHUA PaOOTHI CTYACHT HOIYyYUT NPAKTHUECKHUE HABBIKU 110 KOH()UTYPHUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MPOTOKOIa Mapmpytu3anuu RIPv2 u aHamu3y ero paboTsl B pexxume ¢
OeckIraccoBOM aipecartiuei.

32

JlucTaHIMOHHO-BEKTOPHBIN IpoToK0a MapiipyTtusanuu EIGRP

B pesynbrate BhINOIHEHHS PaOOTHI CTYACHT HOIYyYUT NPAKTHYECKHE HABBIKU 110 KOH()UTYPUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MpoTokoia Mapiipytusaiuu EIGRP u ananusy ero paboTel 63 HauyHst
PE3epBHBIX MapIIPYTOB.

33

JlucTaHMoOHHO-BEKTOPHBIN MpoTokoa Mapiipytuzanuu EIGRP(mpogomkenue)

B pe3ynbrare BRIMOTHEHUS paOOTHI CTYISHT MOMYYUT MPAKTUICSCKHUE HABBIKH 110 KOH(PHUTYPUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MpoTokoia Mapipytusanmu EIGRP u ananmzy ero paboTsl ¢ pe3epBHBIMH
MapHIpyTaMH.

34

[Iporokon mapuipytusauuu cocrosinus Jinauu OSPF
B pesynbraTe BHINONHEHHS paOOTHI CTYASHT TIOJyYHUT NPAKTUUYECKUE HABBIKH N0 KOH(QHUTYPUPOBAHUIO
MPOTOKOJIA MapuIpyTH3auuu coctosinus kanana OSPF u anannzy ero paboTsl B 0/1HO# 001acTH.

35

[Tporoxon mappyTtusanuu coctostuus Tuauu OSPF. (mpogomxenue)

B pe3ynbraTe BBINOIHEHUS PaOOTHI CTYAEHT IOJIyYUT NPAKTUUECKUE HaBBIKU 110 KOH(DUTYPUPOBAHUIO
MPOTOKOJIA MapUIpyTH3anun cocTossHns kanana OSPF u anann3y ero paboTs! mpy MacmTabMpOBaHUN Ha
HECKOJILKO 00J1acTei.

36

[Iporokon mapurpytuzauuu cocrosiHus tuauun OSPF(nponomkenue)

B pe3ynbrarte BRINOIHEHUS paOOTHI CTYICHT MOMYYUT MPAKTUIECKHAE HABBIKH 110 KOH(PUTYPUPOBAHHIO
MPOTOKOJIAa MapIpyTH3auu coctossaus kanana OSPF u ananu3y ero paGoThl B IIMPOKOBEMIATEILHOM
JIOMEHE.

37

TexHnonorus tpancnsauuu agpeco NAT, PAT(npogomkenue)
B pe3synbrare BEINOTHEHUS paObOTHI CTYIEHT MOTYYHUT MPAKTUIECKHE HABBIKU II0 UCIIOJIE30BAHHIO
TCXHOJIOIMU TPAHCIIALINH aIpECOB NAT IpH MNOCTPOCHHUHU CETU.

38

Texnonorust Tpancisiuu aapecoB NAT, PAT(nponomkenue)
B PE3yJIbTAaTC BBINIOJHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTHUICCKHUEC HABBIKU 110 UCIIOJIb30BAHUIO
TCXHOJIOIMU TPAHCIIALINH aIpECOB PAT IIpyU NIOCTPOCHUU CCTHU

39

[MoxpuTHEpdEiickl HA MapIIPyTH3ATOPE
B pesynbrate BeIOTHEHHUS PaOOTHI CTYAEHT HOTYyYUT NPAKTUIECKNUE HABBIKH 110 HACTPOUKE

nopUHTEP(EHCOB Ha MapUIPyTH3AaTOPE I yIIPaBIeHUS TpahUKOM IpH Mepeaade MexIy pa3HbIMU
VLAN.

40

PesepBupoBanue muro3a
B pesyinbrate BeIOTHEHHS PaOOTHI CTYACHT NOIYYUT NPAKTHYECKNE HABBIKH 110 CO3JJAHUIO PE3EPBHBIX
HNOJKIIOUEHHH [T BBIXOJA B APYTYIO CETh ¢ IOMOIIbI0 poTokona HSRP

41

PesepBupoBanue 1u1r03a(IPOJ0HKEHUE)
B pesynbrare BHIMOTHEHHUS PAOOTHI CTYIEHT MOJTYYUT MPAKTUIECKUE HABBIKU MO CO3JJAaHUIO PE3EPBHBIX
MOAKJIIOYEHUHN JIsl BBIXOJa B APYTYIO CETh C TOMOIIbI0 poTokoia VRRP




/ HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue
n/m

42 |Pe3epBHUpOBaHUE UTIO3A(ITPOAODKEHHE)
B PE3yJIbTATC BBINIOJIHCHUSA pa60TI)I CTYACHT MOJYUYUT NPAKTUYCCKHUEC HABBIKU IO CO3AaHUI0 PE3CPBHBIX
MOAKIIIOYEHHUH JUTS BBIX0/A B IPYTYIO CETh U OalaHCUPOBKH 3arpy3KH ¢ OMOIIBI0 mpoTokoia GLBP.

43 |CymMupoBaHUE MapIIpyTOB
B pesyibTaTe BEIOIHEHUS PAOOTHI CTYACHT HOJIYYHUT MPAKTHYECKHUE HABBIKK ITO0 ONTHMH3AIUH TaOJIHI
MapIIpyTH3AINH ¢ TTOMOIIBI0 CYMMHPOBaHUS MapmpyToB B mpotokoiax EIGRP u OSPF.

44 |0O6ecnieuenue 6€30MACHOCTH HA CETEBOM YPOBHE C IMTOMOIIBIO CITUCKOB JOCTYIIA
B pesymnprare BRINOTHEHUS paOOTHI CTYIEHT MOMYYHT MPAaKTUIEeCKHE HaBBIKH 110 YIPABICHUIO TPAPIKOM
Ha CE€TCBOM YPOBHE C ITOMOIIBIO CTAHAAPTHBIX CITMCKOB KOHTPOJISA AOCTYyIIA.

45 |ObecnieueHne 6€30MaCHOCTH HA CETEBOM YPOBHE C ITOMOIIBIO CITUCKOB
nocTyna(mpo 10 KEHHE)

B pesynbraTe BHINONHEHHS! paOOThI CTYICHT ITOJIyYHT NPAKTUYECKHE HABBIKK MO YIPaBICHHIO TpahUKOM
Ha CETCBOM YPOBHE C IOMOIIBIO paCHIMPEHHBIX CIIMCKOB KOHTPOJIA A0CTYyIIA.

46 |[lepepacmpenencHre MapIIpyTHON HHPOPMAIHH
B PE3yJIbTAaTC BBINIOJTHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKUC HABBIKU 10 obecrieueHHI0 oOMeHa
MapIIpyTHOH HHPOpMAIHEeH MEX Iy Pa3TUIHBIMU IPOTOKOJIAMH MapIIPy TH3AIIHH.

47 |[Iporokon mapurpytuzauuu BGP
B pesynbraTe BHINONHEHMS! paOOTHI CTYICHT IOJIyYHT PAKTUYECKHE HABBIKK 110 KOHPUTYPUPOBAHUIO
npoTokoJia Mapipytusanuu BGP u ananu3y ero paboThl.

48 |Hactpoiika mapuipytuzauuu [Pvo
B pesynbrate BBITOTHEHHA PAOOTHI CTYACHT HOIYyYUT HPAKTHIECKHE HABBIKH MO0 KOH(GHUTYPHPOBAHUIO
npoTokonoB MapupyTtuzanui RIPng, EIGRPv6, OSPFv3 u ananu3y ux paGoThL.

4.3. CamocrosiTenbHas paboTa 00yJaronmxcsl.

Bun camocrosTensHo# paboTh

1 |Pa3paborath ceTh nepeaaun JaHHBIX ¢ UcToyib30BaHuEM MpoTokooB RIP, EIGRP,
HSRP.

[ToaroroBka k 1ab0paTopHBIM paboTaMm

Brinonnenune KypcoBoii paboThl.

IToaroroBka k HpOMC)KYTOLIHOI‘/’I aTTeCTalnu.

gl B WD

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.

4.4. IIpumepHbIN IEpEUeHb TEM KYPCOBBIX pabOT

1. Pa3paboTaTh ceTh nmepeaun JaHHBIX C UCIOJIb30BaHUEM IPOTOKOIOB RIP,
EIGRP, HSRP.

2. Pa3paboTaTh ceTh mepeiauu TaHHbBIX C UCTIOIh30BaHUEM MPOTOKOJIOB RIP,
OSPF, HSRP.

3. Pa3zpaboTaTh ceTh nepeauu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
BGP, HSRP.




4. PazpaboTaTh ceTh Nepe/iaun JaHHBIX C UCTI0JIb30BaHUEM MPOTOKOJ0B RIP,

EIGRPVRRP.

5. Pa3paboTaTh ceTh nmepeaaun JaHHBIX C UCIIOJIb30BaHUEM POTOKOJIOB RIP,

OSPF, VRRP.

6. Pa3paboTaTh ceTh nepeauu JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB RIP,

BGP, VRRP.

7. PazpaboTaTh ceTh niepeiauu JaHHBIX C UCIIOJIb30BaHUEM MPOTOKOIOB RIP,

EIGRPGLBP.

8. Pa3paboTarth ceTh nepeaaun JaHHBIX C MCIOJIb30BaHUEM MPOTOKOJIOB RIP,

OSPF, GLBP.

9. Pa3paboTaTh ceTh mepeaavn JaHHBIX C UCIIOJIb30BAaHUEM IPOTOKOIOB RIP,

BGP, GLBP.
10. PaspaGoraTh
EIGRP, OSPF, HSRP.
11. Pa3zpaGoraTh
EIGRP, OSPF, HSRP.
12. Pa3pabotaTh

EIGRP, OSPF, VRRP.

13. PaspaGoraTh

EIGRP, OSPF, VRRP.

14. PaspaboraTh
EIGRP, OSPF, GLBP.
15. Pa3paboraTh
EIGRP, OSPF, GLBP.
16. Pa3zpabotaTh
EIGRP, BGP, HSRP.
17. PazpaboraTh
EIGRP, BGP, VRRP.
18. PazpaboraTh
EIGRP, BGP, GLBP.
19. Pa3paboraTh
OSPF, BGP, HSRP.
20. Pa3paboraTh
OSPF, BGP, VRRP.

5. llepeueHs wu3MaHUU,

CCThb

CCThb

CCThb

CCThb

CCTH

CCTh

CCTh

CCThb

CCThb

CCTh

CCTh

nepcaadn NaHHBIX C HCIIOJIB30BAHHUCM IIPOTOKOJIOB

nepenayn

nepenayn

nepenayn

nepenayn

nepenayn

neperayn

nepenayn

nepenayn

nepeaavn

nepeaadyn

OCBOCHMH JTUCUUILTUHBI (MOIYJIs).

JaHHBIX

JaHHBIX

JaHHBIX

JTAaHHBIX

JaHHBIX

JaHHBIX

JTAaHHBIX

TAaHHBIX

TAHHBIX

JaHHBIX

HCIIOJIB30BaHHCM

HCIIOJBb30BaHHUECM

HCIIOJIB30BaHHCM

HCIIOJIB30BaHHUECM

HCIIOJIB30BaHUECM

HCIIOJIB30BaHUECM

HCIIOJIB30BaHHUECM

HCIIOJIb30BaAaHHUCM

HCIIOJIB30BaHHUEM

HCIIOJIB30BaHHUEM

IIPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB

MIPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB

MIPOTOKOJIOB

MPOTOKOJIOB

IIPOTOKOJIOB

IIPOTOKOJIOB

KOTOpPBhIE PEKOMEHYETCS HCMOJb30BaTh IMpHU



/ bubnuorpaduyeckoe onucanue MecTto gocryna

n/n

1 CxksopioBa, T. . KommnbroTepHbie https://e.lanbook.com/book/163825 (nara
KOMMYHHUKAIMH ¥ CETH : y4eOHO- obpauienust 30.04.2025

Meroaudeckoe rmocodue / T. Y. CkBopiosa.
— Mocksa : PTY MUPDA, 2020. — 223 c.
— Texcr : anexTpoHHbIi // Jlans :
AJIEKTPOHHO-OMOIMOTEYHAS CUCTEMA.

2 Kenenkos b.B., OcHOBBI ceTeBBIX http://library.miit.ru/bookscatalog/metod/04-
TexHonoruil. dusudeckuii yposens : Meron. | /8203.pdf (mara obpamenus 30.04.2025)
yKa3. k 1a6. pab. o guci. "Cetu 9BM u

TesekoMmMyHukanuun" s crya. IV kypca
cnen. "BerauciuTenbHbIe MaIIHHEI,
KOMILIEKChI, cucteMbl 1 cetn" MUUT. Kad.
"BerarcnuTenbHbie cucTeMsl U cetu'. - M. :
MUMMUT, 2007. - 43 c.

3 | Xenenkos b.B. Pabora kommyTaTopoB http://library.miit.ru/bookscatalog/upos/04-
Cisco B JTOKaNIbHBIX CeTsX : ydueb. mocobue | 35255.pdf (nara obpamenus 30.04.2025)
st ety . 4 kypea criert. "Mudopmaruka u

BBIYHCIINTENbHAS TexHuka" mo nuct. "CeTn
O9BM 1 tenekommyHukanuu" / b.B.
Kenenkos ; MUUT. Kadg.
"BeIuMCIMTEIbHBIE CUCTEMEBI 1 ceTH". - M. :
MUWUUT, 2007. - 92 c.

4 | Kenenxos b.B., KananbHblil ypoBeHb http://library.miit.ru/bookscatalog/metod/03-
mozemu OSI: MeTo. ykas. k 1a6. pab. 1mo 41547.pdf (nara obpaenus 30.04.2025)
quct. Cetn 9BM 1 TeeKOMMYHUKALMM JIIS
cTyn. 4 kypca criell. BeruucnurenbHbie

MaIllMHbI, KOMITJIEKCBI, CHCTEMBI U CEeTH,
Hanp. MHdopmaTKa U BEIYHCIUTEIbHAS
texHuka /; MUUT. Kad. Beruucnurensusle
cucrTeMsl 1 cetd. - M.: MUUT, 2011. - 50 c.
. a-un. - bubnuorp.: c. 49.

5 lNonmosckuiifl.M., XKenenkos b.B., http://library.miit.ru/bookscatalog/metod/DC-
Lpiranosa H.A. Mapmpytusanus B 407.pdf (nata obpamenus 30.04.2025)
KOMITBIOTEPHBIX CETSIX: YuebHoe nmocoodue. -
M.: PYT (MUUT), 2017. — 114 c.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBhIE MOTYT HCIOJB30BaThCS MPH
OCBOCHMH JTUCUUILTUHBI (MOIYJIs).

Hayuno-texanueckas o6unbnuorexa PYT(MUUT) http://library.miit.ru/

OdunmaneHeIil calT mo noaaepkke pemennii Cisco https://www.cisco.com/



CDOpyM CIICIUaJINCTOB 110 I/IH(i)OpMaLII/IOHHBIM TEXHOJIOTUAM
http://citforum.ru/

W HTEpHET-YHUBEPCUTET UH(GOPMAIIMOHHBIX TEXHOJIOTUI
http://www.intuit.ru/

Tematnyeckuii dhopym 1o HH(pOPMAITMOHHBIM TEXHOJIOTUSAM
http://habrahabr.ru/

7. IlepedyeHb  JHIIEH3MOHHOTO M  CBOOOJHO  PacHpOCTPaHIEMOTO
MpOrpaMMHOr0 oOOecrledYeHus, B TOM YHUCJIE OTEUYECTBEHHOIO MPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTUHBI (MOYJIs).

- OC Windows
- Microsoft Office
- Uurepuer-6pay3zep (Yandex u nip.)

8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUIMHE (MOIYJIIO).

-YueOHast ayauTopusi Il TPOBENCHUS Y4YEOHBIX 3aHATHN (3aHATHIN
JIEKIIMOHHOTO TUTIA, TIPAKTHYCCKUX 3aHATHHN):

- KOMIIbIOTEp  MpemogaBaTens, paboyue  CTaHIMH  CTYACHTOB,
MYJIbTUMEINITHOE 000PY/I0BaHKE, T0CKA.

AynuTopus oakIrodYeHa K ceTu «MHTepHeT.

9. ®opma MPOMEKYTOUHOM aTTECTALINU:

KypcoBas pabota B 7 cemectpe.
DK3aMeH B 7 cemecTpe.

10. OneHoYHBIC MaTEpHUAIBI.

OueHouHblE MaTepUabl, IPUMEHSEMbIE TTPU NMPOBEICHUN MPOMEKYTOUHOU
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktroM PYT (MUUT).
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