MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIA

OEJEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXXJIEHUE BBICIHIEI'O OBPA3OBAHMUSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

/

N

Paboyast mporpamma JUCHUILIMHBI (MOJTYJIs),
KaK KOMIIOHEHT 00pa30BaTeIbHON HPOrPaMMBbI
BBICIIEr0 00pa3oBaHus - IporpaMma GakagaBpuara
0 HaNPaBJICHHIO IOATOTOBKU
10.03.01 MudpopmannoHHas 6€301MacHOCTb,
yTBepKJIeHHOU nepBbIM npopekropom GPI'AOY BO
PYT (MUUT) Tumonunsm B.C.

\

J

PABOYASI MPOT'PAMMA JAUCHMITJIMHBI (MOJIY.JIST)

Hanpagnenue noarotoBku:

Hanpasnennocts (mpoduib):

dopma 00yUeHUsI:

KomnbrorepHbie ceTn

10.03.01 MudopmanmonHast 6€301MacHOCTb

be3onacHoCTh KOMIIBIOTCPHBIX CUCTEM

Ouynas

( PaGouas nmporpaMma JUCIUIIINHEL (MOIYJIs) B BUIE )
3JIEKTPOHHOTO JIOKYMEHTA BBITPYKEHA U3 eIMHON
KOPIIOPATHBHON MH(OPMAIIOHHOM CHCTEMBI yIIpaBICHUS
YHHMBEPCHTETOM M COOTBETCTBYET OpPUTHHAIY
- J

IMpocrast »aeKTpoHHAs MOAMHCH, BelganHas PIAOY BO PYT
(MHUT)
ID noamucu: 4196
Moamucan: 3aBenyrommii kadenpoit XKenenkos bopuc

BJ'[a,IlI/IMI/IpOBI/I‘[

Jata: 01.09.2026



1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enssmMu ocBoeHMSI YIeOHON AUCIMIUIMHBI « KOMITBIOTEPHBIEC CETH SBISIFOTCS
dbopMHpOBaHWE KOMIIETEHIIMM [0 OCHOBHBIM pa3feiaM TEOPETHUECKUX U
NPAKTUYECKUX OCHOB MAapUIPYTU3AlMM B  JIOKAJBHBIX U  TJOOAIBHBIX
KOMITBIOTEPHBIX CETSIX, a TAKKE U3yUeHHEe paOOThl MAPIIPYyTU3aTOPOB U MOJIyUECHHE
HaBBIKOB MTPOEKTUPOBAHUSI KOMITBIOTEPHBIX CETEH.

CTylneHTbl NOJIKHBI HAYYUTHCS MNPOECKTUPOBATH KOMIIBIOTEPHBIE CETHU C
HCIIOJIb30BAaHUEM COBPEMEHHOTO CETEBOr0 OOOpYIOBaHUS B COOTBETCTBUHU CO
CTaHJApTaMH W BBIMOJHATH 3aJa4M 10 HACTPONKE 000PYIOBAaHUS M IOIJICPIKKE
paboTOCIIOCOOHOCTH CETH.

OCHOBHBIMM 33JJa4aMHU TUCLUIUINHBI SIBIISFOTCS:

* O3HAaKOMJIEHHWE C MPUHIMIAMU CETEBOTO B3aMMOJCHCTBUSI HAa OCHOBE
mozenu OS] u cTeka TeIeKOMMYHUKAIMOHHBIX MPoToKoJ0B TCP/IP.

* PaccMoTpeHure TeXHOIOTUH Nepelauu JaHHBIX Ha (PU3UYECKOM YPOBHE.

* M3yuyeHure npoTOKOJIOB JIOKAIBHBIX CETEH.

* N3yuenne texnosoruu Ethernet.

 N3yuyenusa npunnunos npoektupoBanus CKC.

e l3ydeHwe MNPUHLIUIOB pPabOTBl KOMMYTAaTOPOB U TEXHOJOTHUU HUX
IPUMEHEHMUSL.

* 3yuyeHue agpecanuu Ha CETEBOM YPOBHE.

 N3yuenune nportokonos cereBoro yposus: [P, DHCP, ARP, ICMP.

* M3yuyenure npuHIMUIOB pabOThl MapIIPyTU3aTOPOB U UX OCHOBHBIX 3aj1ay.

* M3yuyenue crnocoOoB MapiipyTHU3aIUU.

 N3yuenue npotokonos mapupytusanuu RIP, EIGRP, OSPF, BGP.

* H3yuyeHue MONMOJHUTENBHBIX BO3MOXHOCTEW MapuipyTu3zatopoB: NAT,
PAT, pe3epBrupoBaHu€ MITIO30B.

* O030p TEXHOJOTHI IIT00ATBHBIX CETEH.

* 13yuyeHne npoToKoI0B KaHAIBHOTO YpoBHSI WAN.

* M3yuyenue npaBuil NPOEKTUPOBAHUS KOPIIOPATUBHBIX CETEH.

2. [Inanupyemble pe3yabTaTbl 00yUeHUs MO0 AUCHUILTUHE (MOAYIIO).

[Tepeyenr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHSI  00pa30BaTEILHOM
nporpamMmbl (KOMIIETEHIIUI) B pe3ysibTaTe 00yUYeHus M0 AUCUMIUTMHE (MOIYIIO):

OIIK-1.3 - Cnocoben obecrieunBaTh 3amuTy WHGOpMAIMK mpu padoTe ¢
0a3amMM TaHHBIX, P Tepeade Mo KOMIIbIOTEPHBIM CETSIM;

IIK-1 - crnocoOHOCTHIO BBHIMOJHATH PaOOTHI MO YCTAaHOBKE, HACTPOIKE U
OOCTYXMBaHUIO TPOTPAMMHBIX, TPOTPAMMHO-ANMapaTHbIX (B TOM YHCIE
KpUnTorpadguyecknx) U1 TEXHUYECKUX CPEICTB 3alIUThl HH(pOpMAIUY ;



ITK-10 - cnocoOHOCTHIO MPOBOUTH aHATN3 UHGOPMAIIMOHHON 0€30MacHOCTH
OOBEKTOB M CHUCTEM Ha COOTBETCTBHE TpPEOOBAaHUSM CTAHIAPTOB B 00JACTH
MH(POPMAIIMOHHON 0€3011aCHOCTH .

OOyueHue 1Mo JUCIUILTHHE (MOTYIIIO ) TIPEJIIToIaraeT, 4YTo 1o ero pe3yJbTaTaM
oOyuJarormumiicst Oyier:

3HaTh:

- o0lue NpUHUUIBL (PYHKIIMOHMPOBAHUS anlapaTHbIX, MPOrPaMMHBIX U
MPOrpaMMHO-ANIAPATHBIX CPEICTB aIMUHUCTPUPYEMOM CETH;

- APXWUTEKTYpYy almapaTHbIX, NPOTPAMMHBIX W MPOTPAMMHO-AMNIAPATHBIX
CpPEICTB aAMUHUCTPUPYEMON CETH;

- TPOTOKOJBl KAaHAJIBHOIO, CETEBOTO, TPAHCHOPTHOTO U IIPUKIATHOIO
YPOBHEU MOJENN B3aUMOJCHCTBUS OTKPBITBIX CUCTEM;

- mojienb ISO nnst ynpasnenus ceteBbiM Tpadukom, Mmojaenu [EEE;

- MoJcucTeMbl WH(MOPMAIIMOHHONW O€30MaCHOCTH KOMIIBIOTEPHBIX CETEH,
yIrpo3bl 0€30MaCHOCTH, PEKUMBI IPOTUBOICHCTBUS.

Ymern:

- OpraHW30BBIBATh W TIOJJICP)KUBATH BBIOJIHCHWE KOMIUIEKCA Mep I10
obecrnieueHnt0 HHGOPMAIMOHHON O€30MMaCHOCTH;

- ONpeNeNATh COCTaB W TOPSAOK aIMHUHHCTPUPOBAHUS TIOJCUCTEMBI
nH(GOPMAITMOHHON 0€30TTaCHOCTH;

- YIOpaBlsATh TpadUKOM IJisi 3alUThl MH(OpMaIuu mpu padorte ¢ O6azamu
JTAHHBIX, TTPH MepeIade Mo KOMIIBIOTEPHBIM CETSIM;

-OCYIIECTBISATh MOHHUTOPHHT aMUHUCTPUPYEMBIX CETEBBIX YCTPOWCTB JIJIS
OIICHKH YPOBHS 0€30MaCHOCTH KOMITBIOTEPHBIX CETEH.

Baagers:

- HaBBIKAMHU OPTaHM3AIMH W TIOJJICPKKH BBIMIOJIHCHUS KOMIUIEKCAa MEp I10
00ecTICUCHUO WH(pOPMAITMOHHOM 0€301acHOCTH, MOHUTOPHUHTA
(byHKIIMOHUPOBAHUS MOACUCTEM uH(OPMAITMOHHON 0e30macHOCTH

KOMIIBIOTEPHBIX CETEM;
- HaBBIKAMHU OIICHKHU YPOBHsSI O€30MaCHOCTH KOMIIBIOTEPHBIX CETEH, B TOM
YHCJI€ B COOTBETCTBUU C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAHUSIMHU.

3. O0beM AUCIUTUTMHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIIAHBI (MOIYJIs).

OO0masi TpyA0E€MKOCTh TUCIUILTUHBI (Momynsi) coctaBmser 10 3.e. (360
aKaJeMHYeCKuX Jyaca(oB).



3.2. OOvem mucuuIUIMHBL (MOAyJnsi) B (OpMe KOHTAaKTHOM pabOThI
oOydJarommxcss ¢ TEJarorTHYeCKUMH  pa0OTHHKaMU W (WIH)  JIUIAMH,
MPUBJIEKAEMBIMH K pean3anun 00pa3oBaTeIbHOM MporpaMMbl Ha UHBIX YCIOBUSX,
IIPU MPOBEJICHUHN YUE€OHBIX 3aHITHI:

KonngectBo yacos
Tum yqeOHBIX 3aHATHI Cemectp
Bcero

Ne6 | Ne7

KonrakTHas paboTa Ipu NpoBeIeHNN yueOHBIX 3aHATHI (BCEro): 176 | 96 80
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 80 48 32

3aHATHSI CEMUHAPCKOTO TUTIA 96 48 48

3.3. O6bemM auCHUIUIMHBI (MOIyYJisA) B (OpME CaMOCTOSITENIbHOM padOThI
oOyyJarommxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYaroumxcsi c
nearoruaeckuMu paboTHUKAMHU U (WIIH) JIUIIAMU, PUBJIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNpHON TporpaMMbl HAa HWHBIX YCIOBHUSX, TMPU MPOBEICHUU
MIPOMEKYTOUHOM aTTecTallu cocTaBiisieT 184 akageMuyeckux vyaca (0B).

3.4. ITpu oOy4yeHnH 0 UHAUBUAYAJIbHOMY YUYEOHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET ObITh peaii30BaH
HOJIHOCTBIO B (hOpME CaMOCTOATEIBHON paboThl 00yUaromuxcs, a Takxke B opme
KOHTaKTHOW PabOThl O0YYaIOIIUXCSl C MEAarormuecKuMu paOOTHUKAMU U (WJTHN)
JUIAMU, TIPUBJIEKAEMBIMH K peaI3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, TP MPOBEICHNUHU TPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprxaHue TUCIUIIIAHBI (MOTYJIs).

4.1. 3aHITHA JEKIUOHHOTO THUIIA.

/ TemaTuka NTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/1

1 |6 cemecTp BBenenue B ceTeBbie TEXHOIOTUH

-ITonsiTue — ceTn.

-OnuchIBaeTCS UCTOPHS MOSIBJICHHS U PA3BUTHSI CETCH.

-PaccMaTpuBarOTCst 0COOCHHOCTH JIOKAIBHBIX, TJI00aIBHBIX U TOPOJICKUX CETEH, OTINYHUS JIOKATBHBIX U
rI100abHBIX CETEH.

-IIpuBOATCS XapaKTEPUCTUKH CETEH OTACIOB, KAMITYCOB ¥ KOPIIOPAITHiA.

2 |BBeneHue B ceTeBbIe TEXHOJIOTHH(TIPOIOKCHHUE)

PaCCMa’I‘pHBaeBLIe BOIIPOCHI:
'Tp€60BaHI/IH K BBIYHUCJIMTCIIBHBIM CCTAM.




Temaruka TEKIIMOHHBIX 3aHATHH / KpaTKOE COJepKaHUE

n/m
'PaCCManI/IBaIOTCSI Tpe6OBaHI/Iﬂ, NPEABABIIIEMBIC K BBIYUCIIUTEIIBHBIM CETAM.
'HPOI/I?:BOZ[I/ITCJ'H)HOCTL, HaJCXKHOCTD, 6630HaCHOCTL, MMPpO3pavHOCTb.
3 |BBeneHwue B ceTeBbIC TEXHOJIOTHHU(TIPOIOIKEHNE)

PaccmarpuBaeBbie BOIPOCHL:

-Mopens OSI.

-«OTKpBITasA CHCTEMAY.

-CranmapTu3ars.

-PaccmarpuBaercst B3aumoneiicTBiue «OTKPBITBIX CHCTEM», MHOTOYPOBHEBBIH MTOX0/, AEKOMITO3HIIUS. --=
OmnwuceiBaercs mogens OSI 1 ee ypoBHH, a Tak ke AT MIaroB HHKATICYJIISIIHH.

BBenenue B ceTeBbie TEXHOIOTUU(TTPOIOTKEHHE)

PaccmarpuBaeBbie BOIIPOCHL:

-CTexu TeneKOMMYHHUKAIIMOHHBIX IPOTOKOJIOB.

-IIpuBonsTCS IPHMEPHI CTEKOB KOMMYHHUKAIIMOHHBIX TIpoTokooB: cTek OSI, crek TCP/IP.
-PaccmarpuBaroTcsi Ha3HaYCHUE U IPUHIMITBL paOOTHI IPOTOKOJIOB TpancnoptHoro ypous TCP u UDP.

BBenenue B ceTeBbie TEXHOIOTUU(TTPOIOIKEHHE)

PaccmarpuBaeBble BOIPOCHI:

-CrangapTusanys U CTPYKTypU3alys CETEH.

-IIpuBOAATCS OCHOBHBIE HCTOYHHUKH CTAHAAPTOB U OCHOBHBIE YPOBHH CTaHIAPTOB.
-CTpyKTypH3alus Kak OCHOBA IIOCTPOCHUS BBIYMCIUTENBHBIX CeTel.

-IIpuBOAATCS NPUHIUIIBL CTPYKTYPU3aLUU KaK OCHOBBI IIOCTPOCHUS BBIYUCIUTEIbHBIX CETEH.
OnuUCHIBAIOTCS TOTIOJIOTHU CETEBBIX HHPPACTPYKTYP.

-PaccmarpuBaercst pusuueckas 1 JJoruueckas CTpyKTYPU3aIHs CETH.

Pu3nuecKuil ypoBeHb

PaCCManI/IBaCBHe BOIIPOCHI:

-KabenbHbIE THHUH.

-OIUCHIBAIOTCS TUIIBI KAOCIBbHBIX JIMHHI AJIA Iepeaadn JaHHbIX, UX KOHCTPYKIUA U XapAKTECPUCTUKH.
-OnuceIBarOTCS MCTOJbI NIe€peaadn NTUCKPETHLIX JaHHBIX, dHAJIOTrOBasl MOAYJIALIUS.
-PaccMaTpuBaroTCst METObI IU(POBOTO U JIOTUIECKOTO KOIUPOBAHUS.

dusnueckuil ypoBeHb(IIPOAOTKEHHE)

PaccmarpuBaeBbie BOIIPOCHL:

-Pagnokanamsl.

-OnuchIBalOTCS OCHOBHBIE PUHIUIIBI UCTIOIB30BAaHUS PaJUOKAHAIOB CITyTHUKOBOM U HA3€MHOM CBSI3U IS
opraHu3aluy ceTed nepeadr JaHHbIX, TapaMeTpbl CUTHAJIOB U annaparypa nepejadyu JaHHbIX. -
PaccmatpuBaroTCs CTPYKTYpBI TIOCTPOCHHUSI CETEH OHCOB.

-OnuceIBalOTCA METO/IbI KOJIMPOBAHUSA JaHHbBIX, [IEpelaBaeMbIX M0 paJlOKaHajJaM U OCHOBHBIE BOIIPOCHI
0e30MacHOCTH.

KananbHbIi ypoBeHb

PaccmarpuBaeBbie BOIPOCHI:

-MeTobl oCTyIIa K Cpejie Tepeayl IaHHbIX.

-OmnuceiBaeTcs JiBa crocoda J0CTyIa K cpejie epeiaun JaHHBIX — JeTepMUHUPOBaHHBIN (Ha puMepe
texHonorui TokenRing u FDDI) u BepositHOCTHBIH (Ha ipumepe TexHostorun Ethernet).
-PaccmarpuBaroTcs mpuMepsl TOIOJIOTHH, TPEUMYILECTBA U HEIOCTATKH.

KananbHbIN ypOoBEHB(TIPOIOJIKEHHE)
PaccMarpuBaeBble BOIPOCEL:
-Crnoco0sI epeayn JaHHBIX Ha KaHAIBHOM yYpPOBHE.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

n/m
-OmnucheIBalOTCS METO/IBI TIEPEJaul JAHHBIX HAa KaHAIBHOM YPOBHE, aCHHXPOHHAS M CHHXPOHHAS Iepeaaya.
-PaccmarpuBaroTcsi CMMBOJIBHO-OPHEHTUPOBAaHHbIE M OMT-OpPUEHTUPOBAaHHbIE IPOTOKOJIBI U Iiepeiaya ¢
YCTaHOBJICHHEM U 0€3 YCTaHOBJICHHSI COSIUNHEHUSL.

10 |KananpHBIH ypOBEHB(TPOAOIKEHUE)
PaccmarpuBaeBbie BOIIPOCHL:
-O0Hapy>xeHre OmMOOK U KOMIIPECCHS JaHHBIX HAa KaHAJFHOM YPOBHE.
-PaccmarpuBaroTcsi MeXaHU3MBI peaiu3anni 0OHApYKEHHUS U KOPPEKIUH ONTMOOK Ha YPOBHE KaJpa Ha
npuMepe KOHTpoIs 1o maputery u pacdera CRC.
-IIpuBOAATCS METOBI KOMIIPECCHSI JAHHBIX IS HEpeIady 10 HU3KOCKOPOCTHBIM KaHAJIaM CBSI3H.

11 |JloxanbHblE cETH
PaccmarpuBaeBbie BOIIPOCHL:
-IIpOTOKOJIBI TOKAIBHBIX CETEH.
-PaccMaTpuBaroTcst MpOTOKOIIBI JIOKATIBHBIX CeTel UX 3aia4n, cTpykrypa cranaaptoB IEEE 802.X.
-ITogpoGHO paccmarpusaercs nporokox LLC (802.2) u tuns! npouenyp yposas LLC.

12 |JloxanpHbIC CETH(ITPOIOIIKCHHE)
PaccmaTpuBaeBbie BOIIPOCH:
-Texnomorus 802.3 (Ethernet).
-OnucrIBatOTCS IPUHIUIBL PaboTh! TexHOJIorun 802.3, Tonmonorus, meton gocryna CSMA/CD. -
PaccmarpuBaroTces aTanbl JOCTyNA K cpejie epeiaud JaHHBIX, BOSHUKHOBEHUE KOJUTM3UH, BPEMSI JBOHHOTO
obopora.
-Brinonnsiercs ouenka npousBoautenabHoct Ethernet.
-PaccmarpuBaroTcsi mapamMeTpbl 1 OCOOEHHOCTH UCTIONIb30BaHus (husnueckoit cpenpl Ethernet B
cooTBeTcTBUM co cTtanmaptamu 10Base-5, 10Base-2, 10Base-T, onrtoBosiokonnoro Ethernet.
-OmmcriBaetcst noMeH koumm3uit. [IpuBoantcs pacueT koHpuUryparmu cetu Ethernet, ctpykrypa MAC-
azpeca, opmatsl Kagpos cetu Ethernet.
FastEthernet.

13 |JlokanmbHBIE ceTH(TIPOJOIIKEHHE)
PaccmarpuBaeBblie BOIIPOCHL:
-Peanuzanus ¢pusnyeckoro yposHs texnosiorun FastEthernet
-PaccmarpuBarorcst ocodeHHOCTH peanu3aimu Gpuzndeckoro ypoBHs Texnosoruu FastEthernet npu
noctpoenuu cetu Ha 100Base-FX, 100Base-TX, 100Base-T4.
- OnuceIBaroTCs NpaBuiia noctpoenusi cetu FastEthernet.

14 |JloxkanbHbIe ceTU(MPOIOKEHHE)
PaccMaTpuBaeBbie BOIIPOCHI:
-Peanmmszanms ¢pusndeckoro ypoHs texHomorunGigabitEthernetu 10GigabitEthernet.
-PaccMaTpuBaroTcst 0COOCHHOCTH peanu3aiyy Gu3nIeckoro ypoBHs Texaomoruu GigabitEthernet u
-10Gigabit Ethernet, ncriosb30BaHue ONTHYECKOTO Kabelsi U BUTOW Mapbl, 0COOEHHOCTH MOAN(BHUKALIUH
KaHaJIbHOTO YPOBHSL.

15 |JlokanbHble ceTH(TIPOJOKEHHE)
PaccMaTpuBaeBbie BOIPOCHI:
-becnpoBoiHbIE TEXHOIOTUH JTOKAJIBHBIX CETEH.
-PaccmaTpuBaercs cemelictBo ctanaapTa 802.11, atansl 1ocTyna K cpesie nepefadu, CTpyKTypHast
OpTaHM3aIys CETH.

16 |CrpykrypupoBaHHas KaOelbHas CHCTEMa

PaccMaTpuBaeBbie BOIIPOCHI:

-OnmcriBaeTcs cTpykTypupoBanHas kabenpHas cuctema (CKC) u ee mpenMytiecTa.

-ITpuBomaurcs nepapxus CKC. ITogpo6HO paccmarpusatorcs snemeHTs! CKC: ropu3oHTambHAS
HOJICUCTEMa, BEpPTHKAIbHAs ITOJCUCTEMa, MarkCTpajlbHas OJCUCTEMa, oACKCTeMa pabodero MecTa.
-OmnmceiBatorcs 3tansl pazpadorkn CKC u TpeGoBaHMS K ee 37ieMeHTaM: 00ecTiedeHre YHEPTOCHAOKEHHS,




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

YCTaHOBKA Pa3beMOB M PO3ETOK, IIPOKIAJKA U MOHTaX KaOels, BEIOOP MECT pa3MEIICHHA
pacrpeienuTenbHble IUTH 1 KOMMYTAllUOHHbIE TaHETH.

17

CtpykTypupoBaHHas KabelbHas cucTeMa(TPOI0JIKEHNE)

PaccmarpuBaeBbie BOIPOCHL:

-Jloxymentuposanue CKC.

-PaccMaTpuBaroTcs mpaBmiia opopMIICHHS JOKyMEeHTanu U 3kciuryatarnun CKC

.-IIpuBoasTCs TpeOOBaHMS, IPEIBABISIEMBIC IIPH TECTHPOBAHNUH CTPYKTYPHPOBAaHHON KaOENIbHOI ceTn,
000pyOBaHUE AJISI TECTUPOBAHMSL.

18

KommyTaTops! 10KanbHBIX CETEM.
-KoHCTpyKTHBHOE HCIIOTHEHHE W IPUHIUIIEI PA00THl KOMMYTaTOPOB.
-OmnuceiBatoTcst QYyHKIUH KOMMYTaTOPOB, HX YCTPOMCTBO M IPUHLIUIIEI PAOOTBHI.

19

KoMMmyTaTopsl TOKanbHBIX ceTei(poa0KeHuE)

PaccmaTtpuBaeBble BOIPOCHL:

-HacTtpoiika koMMyTaTOpOB.

-PaccmarpuBaroTcst ciocoObl MOIKITIOYCHUS UI HACTPOMKH KOMMYTAaTOPOB M OCHOBHBIE PEKHUMBI PA0OTHI
Ha puMepe koMmmyTaropa Cisco.

- [IpuBoasTCs mark Mo KOHGUTYPUPOBAHUIO U HEOOXOIUMbIE KOMAHIBI.

20

KommyTtatops! J0KanbHBIX ceTeH(TIPOI0IKEHNE)

PaccmaTtpuBaeBble BOIPOCHL:

-Bo3Mo0KHOCTH KOMMYTaTOpOB.

-PaccmarpuBaroTcs 1ONoNHUTEIBHBIE BOSMOKHOCTU KOMMYTAaTOPOB: HACTPOKKa 0€30IaCHOCTH Ha NMOPTax
KOMMYyTaTopa, GYHKIMH 1 aJITOPUTM paboThl mpoTokoia “SpanningTree”.

21

KommyTtatops! J0KanbHBIX ceTeH(TIPOI0IKEHNE)

PaccMaTpuBaeBbie BOIIPOCH:

-Anroput™ pabotsl mpotokona “RapidSpanningTree”.

-PaccMaTpuBaroTcst QyHKIMH U anropuT™ paboTsl mpoTokoina “RapidSpanningTree”.

-OnuceIBaeTCsl BO3MOKHOCTH 00BEANHEHHS TOPTOB KOMMYyTaTopa B oauH kanan EtherChannel u ero
KOH(pUTypHpoBaHKe Ha puMepe kommyTaropa Cisco.

22

KomMyTaTopb! TOKaIbHBIX CETEH(IPOI0JIKEHNE)

PaccmarpuBaeBbie BOIIPOCHL:

-Opraxu3zanus BuptyansHbIX ceteit (VLAN) Ha KoMMyTaTOpax.

-OnmcriBarores 3a1aun BUpTyanbHbIX ceterd (VLAN), oOcHOBHBIC KOHIIETIITNH, TIPOTOKOJBI 802.1q.
-OnrcrIBatoTCSl KOMaHABI, HeoOXoauMble st HacTpoiiku VLAN u npuMeps! HaCTPOIKH.
-PaccmatpuBaercs pabora nporokona VTP u ero koHpuUryparms.

23

CereBoil ypoBeHb

PaccmarpuBaeBbie BOIIPOCHT:

-Anpecarysi Ha CETEBOM YPOBHE.

-3aaun CeTEBOTO YPOBHSL.

-OnmcrIBaeTCs MPOTOKON MEXCeTeBOTro B3aumoaencTeus [Pv4. PaccmatpuBaercs ¢popmar coobmieHni,
Ha3Ha4YeHHe ToJIeH.

24

CeteBoil ypoBeHB(TIPOIOKEHNE)

PaccMaTpuBaeBbie BOIPOCHI:

-AJnpecariyist Ha CETEBOM YPOBHE.

IP anpec.

- BBonutcs noustue kinaccos [P anpecos.

-OnmcriBaeTcst GeckiiaccoBasi aipecaliiis, MacKa IMOJICETH U €€ Pacyer.
-Hasznauenue IP anpecon
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-PaccmatpuBaercs nopsinox HazHadeHus [P agpecos, mporoxon DHCP.

-IIpoTokomnsl MexceTreBoro B3auMoaencTaus (IP).

-PaccmarpuBaercs paboTa cucteMbl foMeHHbIX nMeH (DNS).

-PaccmarpuBaercs paboTta npotokosioB pazpenienust aapecos: ARP u RARP.

-[IpuBonuTcst popmar cooOleHNT 1 OCHOBHBIE 3HAYCHUS MoJied. ONHUChIBAaETCsl IPOTOKOJI Mepeaadn
KOHTPOJbHBIX coobmennit ICMP, konel.

25

7 cemectp Mapupytusanus

PaccMarpuBaeBbie BOIPOCHL:

-MapipyTu3aTopsl.

-OyHKIMA ¥ IPHUHIUATEL Pa0OTHL

-Cnoco0nl MapupyTusaluyu 1 TPpUHIUIIBI paGOTI)I IIPOTOKOJIOB ,HI/IHaMI/I‘-IeCKOI‘/‘I MapupyTusalunu.

26

MapupyTuzanusi(mpoa0KeHHE )

PaccmaTtpuBaeBble BOIPOCHL:

-JlMCTaHIIMOHHO-BEKTOPHBII MpoTOKOI MapiipyTu3anuu RIPv].

-IIpuHIMIEI paOOTHI, METPUKH, MEXaHU3MBbI HCKITIOUCHHUS MTETEIb MapIIpyTU3aliy, BpeMsl KOHBEPTeHIINH,
MOPAJOK HACTPOHKH.

-J[MCTaHIMOHHO-BEKTOPHBIA MPOTOKOJ Mapipytuzauuu RIPv2.

-IIpuHIUIEI paOOTHI, METPUKH, MEXaHU3MBbI HCKITIOUCHHUS NTETETh MapIIpyTH3aliy, BpeMsl KOHBEPTeHIINH,
MOPAJOK HACTPOHKH.

27

MapipyTtuzanus(npoaomKeHue)

PaccmaTtpuBaeBble BOIPOCHL:

-JlMCTaHIIMOHHO-BEKTOPHBIH npoTokon Mapuipytusaiuu EIGRP.

-[IpuHIMITBI PaOOTHI, METPUKHU, MEXAHU3MBbI HCKITIOUECHUS METEIb MapIpyTU3alii, BpeMsi KOHBEPTreHIINH,
MOPAJOK HACTPOHKH.

28

Mapuipytuzauus(rpooKeH1e)

PaccMaTpuBaeBbie BOIIPOCH:

-IIpoTokon mapuipyTuzanuu coctossuus auauu OSPF.

-IIpuHIUITEL PabOTHI, METPHUKH, MEXaHU3MBI HCKITIOUEHNUS IIETENb MapIIpyTU3AIIH, BpeMsl KOHBEPTeHIINH,
NOPSJOK HACTPOUKH.

29

Mapmpytuzanus(npoomKeHe)

PaccmarpuBaeBbie BOIPOCHI:

-Bo3moxrOCTH MacmTabuposanus nporokona OSPF.

-PaboTa B HeckoipkHX 001acTAX, padOTa B IIMPOKOBEIIATEILHOM JOMEHE.

30

JlononHUTENbHBIE BO3MOKHOCTH MCIIOIB30BAaHUS MapIIPyTU3aTOPOB.
PaccMaTpuBaeBbie BOIIPOCHI:

-Bo3mosknocTtu ucnonb3oBanus [P anpecos.

-PaccMaTpuBaroTCs JOMOTHUTEIBHBIE BO3SMOXHOCTH 0 PACIIMPEHUIO aIPECHOTO IIIaHA C TOMOIIBIO
texHonoruit NAT, PAT u nx xordurypupopanue.

31

I[OHOJ'IHI/ITCJ'H:HBIC BO3MOXXHOCTH HCITIOJIb30BaHUA MapHIPYTI/I3aTOpOB(HpO,Z[OJ'DKCHI/IC)
PaccmarpuBaeBble BOIPOCHI:

-YcTaHOBKa JIOTIOJHUTENBHBIX aJpecoB Ha nHTepdeiicax

-PaccmarpuBaroTcsi BO3MOXKHOCTb YCTaHOBKH JOTIOJIHUTENBHBIX a/IpecoB Ha MHTEp(deiicax
MapuIpyTHU3aTopa ¢ HoMolIbIo npoTokona 802.1q.

32

JlonomHUTEIFHBIE BO3MOKHOCTH MCIIOIB30BaHUS MAPIIPYTU3aTOPOB(TIPOIOTIKEHHUE)
PaccmarpuBaeBbie BOIPOCHI:

-Pe3epBupoBanue muo3a
-ITporoxon HSRP
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-PaccMaTpuBaioTCs MpOTOKOIEI pe3epBUpoBaHms MuTi030B HSRP.
-AnropurMa paboThl, POJI MapHIPYTH3aTOPOB, HACTPOWKA Iy, OalaHCUPOBKA 3arpy3KH, HACTPOMKa
peaxIMy Ha COCTOSHUE BepXHEH JIMHUU CBSI3U.

33

JlonoHUTEIbHBIE BO3MOYKHOCTH HCITOIB30BaHUS MAPIIPYTU3aTOPOB(TIPOIOIKEHUE)
PaccmarpuBaeBbie BOIIPOCHL:

-PesepBupoBanue muo3a

-ITporokon VRRP

-PaccmaTpuBaroTcs MpoTOKOJIBI pe3epBUpOBaHus 110308 VRRP.

-AnroputMa paboThL, PO MapIIPYTU3ATOPOB, HACTPOWKA TPYIIITEI, OaTaHCUPOBKA 3arpy3KH, HACTpOIiKa
pEaKIiK Ha COCTOSTHUE BEPXHEH JIMHUH CBSI3H.

34

JlonomHUTEIbHBIE BO3MOXKHOCTH HUCIIOIB30BaHUS MAPIIPYTHU3aTOPOB(TIPOIOIKEHNE)
PaccmarpuBaeBbie BOIIPOCHL:

-Pe3epBupoBanue 1uo3a

-IIporoxon GLBP

-PaccmaTpuBaroTcs MpoToKoJIbl pe3epBupoBanus 110308 GLBP.

-AnropurMa paboThI, POJIH MapIIPyTH3aTOPOB, HACTPOHKA IPYIIIBI, OaJlaHCHPOBKA 3arpy3KH, HACTPOIKa
PEaKIiK Ha COCTOSTHUE BEPXHEH JIMHUH CBS3H.

35

JlonomHUTEIbHBIE BO3MOKHOCTH MCIIOIB30BaHUS MAPIIPYTU3aTOPOB(TPOIOTIKEHUE)
PaccmaTtpuBaeBble BOIPOCHL:

-CyMMupoBaHHe MapIIpyTOB.

-PaccmarpuBarotcs mpaBuiia cyMMUpOBaHus MapipyToB. KoHpUryprupoBaHue CyMMapHbIX MapiipyToB B
npotokonax RIP, EIGRP, OSPF.

36

I[OHOJ'IHI/ITCJ'ILHBIG BO3MOXXHOCTH HCIIOJIb30BaHUA MapHIPYTI/I3aTOpOB(HpO,I[OH)KCHI/Ie)
PaccmaTpuBaeBbie BOIIPOCH:

-Ob6ecneueHne 6€30IACHOCTH Ha CETEBOM YPOBHE C TIOMOIIBIO CITMCKOB JIOCTYTIA.

-PaccmarpuBarorcs oOmmune npuHIMITBL 0OeciedeHus 6e30MacHOCTH Ha CETEBOM YPOBHE C IOMOIIIBIO
CIIMCKOB JOCTYTIA, aHAJTM3UPYEMbIE ITapaMeTphl, MOPSIOK (OPMHUPOBAHUSL.

37

I[OHOJ'IHI/ITCJ'ILHI)IG BO3MOXXHOCTH HCITIOJIb30BaHUA MapHIPYTI/I3aTOpOB(HpOL[OJ'DI(eHI/Ie)
PaccmarpuBaeBbie BOIIPOCHI:

-PaCHII/IPEHHI)Ie " CTaHJAAPTHBIC CIIMCKU JOCTYyIIA.

-PaccMaTpuBaroTcst MpUHIUIB (OPMHUPOBAHUS PACIIMPEHHBIX U CTAHJAPTHBIX CIIUCKOB JAOCTYIIA,
aHAIM3MPYyEMBbIE TapaMeTphl, HOPSIIOK GOPMUPOBAHUS U TPUMEHEHHSI.

38

JlonomHUTEIbHBIE BO3MOKHOCTH MCIIOIH30BaHUS MAPIIPYTU3aTOPOB(TIPOIOTIKEHUE)
PaccMaTpuBaeBbie BOIPOCHI:

-[Iepepacnpenenenne MapuIpyToB.

-PaccmarpuBaroTcsi BO3MOXKHOCTH TIepepacipe/ieieHiss MapIipyTHOH HH(BOPMAIMH, MOPSIIOK
B3aMMO/ICHCTBHS TIPOTOKOJIOB MapIIPyTHU3AINH, TIEpepacIpeIeICHNS MapIIPyTa 10 YMOTIaHHIO,
OTpaHUYCHUsI [IPH MepepacIpeieIeHHH MapIIPyTOB.

39

I'mo6ansubie cetrt (WAN)

PaccmarpuBaeBble BOIPOCHI:

-Tumer kanamoB WAN 1 0030p MPOTOKOJIOB.

-OmnuceiBatores riodanbabe cetd (WAN), THIIBI KaHAJIOB: BBIJIEIICHHBIC JIMHUH, COEIMHEHHE C
KOMMYTalllel KaHaJI0B, COEIUHEHHE C KOMMYTallUel MaKeToB.

-PaccMaTpuBaeTcsa nepapxuueckas CTpyKTypa paclpeeIeHHON CEeTH.

-Mapmpyrmsanus B WAN.

-IIporoxon mapmpytuzanuu BGP.

-OnncrIBalOTCS MPUHIUIIB PaboTh! ipoTokoiia BGP, atpubyTe! n nx Ha3HaueHHE.
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40

Mapupyruzanus [Pvo

PaccmarpuBaeBbie BOIIPOCHL:

-OnuceIBaeTcs MPOTOKOI MEXKCETEBOro B3auMoeictsus IPv6, dopmar coobuieHnii, Ha3HauSHUE MOJEH.
-PaccmaTpuBatotcs Tunsl agpecos [Pv6 1 mopsaok ux Ha3HaYSHHUS.

-JlMCTaHIMOHHO-BEKTOPHBINA NIPOTOKOJI Mapiupytuzauuu RIPng

-IIpuHIMIBI PaOOTHI, METPUKH, MEXAaHU3MBbI HCKITIOUECHUS MIETEIb MapIpyTH3allii, BpeMsi KOHBEPTeHIINH,
MOPSAOK HACTPOUKH.

-JlMCTaHIIMOHHO-BEKTOPHEIH poTokon Mapmpytuzanun EIGRPv6

-IIpuHIHIEI pPabOTHI, METPUKH, MEXaHU3MBI HCKITIOUECHHUS NIETETh MapIIpyTU3aIliy, BPeMsl KOHBEPTeHIINH,
MOPSAJOK HACTPOUKH.

-IIporokon mapmpyTu3anuu coctossHust THHIH OSPFv3.

-IIpuHIMITBI paOOTHI, METPUKH, MEXaHU3MBI HCKITIOYESHUS MIETENNb MapIIPyTU3aIH1, BPeMsl KOHBEpPTeHIINH,

MOpAA0K HaCTpOﬁKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

/o
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6 cemectp YposHH monenu OS]
B pesynbrate BBITOTHEHHUA PaOOTHI CTYAEHT HOIYyYUT HOHUMAaHKE O TOPSIIKE W IPaBHUIIaX B3aUMOACHCTBUS
YCTPOWCTB B CETH MpH Niepeaade HHPOPMALUU B COOTBETCTBUH C ypOBHEBOH Monenbio OSI.

Yposuu mozaenu OSI(npoaoinkeHue)

B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTBI CTYACHT NOJYYUT NOHUMAHHUC O MOPAAKE U IIPpaBUIax BSaHMOﬂeﬁCTBHﬂ
YCTPOWCTB B CETH PH Nepeaaye nHPOPMAIUUCIIOMOIIBIO CTAHAAPTHOTO CTEKA TEIIEKOMMYHHKAIIMOHHBIX
npotokosios TCP/IP.

MGTOI[BI KOAUPOBAaHUA
B pesynbrare BEINOTHEHUS paObOTHI CTYIEHT MOMYYHUT MPAKTHYECKHUE HABBIKH 110 HCIIOJIB30BAHUIO METO/IOB
I (pOBOr0 KOAMPOBAHNUS JAHHBIX Ha (PU3MUECKOM ypPOBHE.

Mertoas! KoaupoBaHUs(TIPOIOJKEHUE)
B PE3yJIbTAaTC BBINIOJHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTHUICCKHUEC HABBIKU 110 UCIIOJIb30BAHUIO METOA0B
HM30BLITOYHOTO KOAUPOBAHUA U CKpCM6J’II/IpOBaHI/IH JaHHBIX Ha (1)I/I3I/I‘IGCKOM YpPOBHE.

Buras nmapa. O6xum kabens
B pe3symnbrarte BRIIOIHEHUS pabOTHI CTYICHT MOJIYYHUT NPAKTHUYECKHUE HABBIKH 10 MTOJITOTOBKE (PHU3NIECKOIT
cpenbl sl mepeaadu HHPOpMaIim.

Pacuer paboTocniocoOHOCTH ceTH

B PE3yJbTAaTC BBINIOJIHCHUSA paGOTI)I CTYACHT HOJYYUT NPAKTUICCKUEC HABBIKU 11O OLICHKE
pa6OTOCHOCO6HOCTI/I CCTH Ha 3TAIIC €€ NPOCKTUPOBAHUA C UCIIOJb30BAHUCM PA3JIMIHBIX Cpea epeaain
nH(OopMaLH.

Pacuer paboTocrnocoOHOCTH CETH(TIPOIOKEHHE)
B PE3YIBbTATE BBITIOJTHEHUA pa6OTI:-I CTYACHT IOJIYUYUT NPAKTHICCKHUE HABBIKU 110 IIPOCKTUPOBAHUTIO
JIOKaJHHOM CEeTH W OPTaHU3aIH B3aUMOJICHCTBUS CETEBBIX YCTPOWCTB Ha (PM3NIECKOM YPOBHE.

CtpykTypupoBaHHas KabelnbHasi CUCTeMa
B PE3yJIbTAaTC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJYYUT NPAKTHUICCKUEC HABBIKU 110 IPOCKTUPOBAHUIO CKC.
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CrpykTypupoBaHHas KabeabHast CUCTeMa. (IIPOI0JDKEHHE)
B PE3yJIbTATC BBINIOJIHCHUSA pa6OTLI CTYACHT NOJIYYUT NPAKTUICCKHUEC HABBIKU IO NOPAAKY (bOpMPIpOBaHI/IH
TEeXHUYECKOI nokyMeHTauu npu npoektupoanuu CKC.

10

bazoBas HacTpoiika U aHaM3 PabOThl KOMMYTAaTOPOB

B pesyinbrate BeIOIHEHHS PaOOTHI CTYACHT HOIYyYUT NPAKTHYECKUE HABBIKH 110 0a30BOIl HAaCTpoiiKe
CETEBOTO 000PYAOBaHMS KAaHAIFHOTO YPOBHSA (KOMMYTATOpa) M aHATN3Y €ro pabOTHI C HCIOIh30BaHUEM
MIPOrpaMMHOMN MOJEIH.

11

BazoBas HacTpoiika u aHain3 paboThl KOMMYTAaTOPOB. (ITPOJAOKEHHE)
B pesynbrare BRIIOTHEHUS paOOTHI CTYIEHT MOMYYHUT MPAKTHISCKHE HABBIKH 110 0a30BOI HACTPOIKe
(hU3UUECKOTo CeTEeBOr0 000PYA0BaHMsI KAHAIBHOTO YPOBHS (KOMMYTATOpa) U aHAIH3Y €0 PabOTHL.

12

Kontpoib noctyma. Hactpoiika 6€30macHOCTH Ha MOPTax KOMMYTaTopa
B pesynbrate BoInonHEeHUs pabOTHI CTYJEHT MOJIYYHUT MPAKTHUECKHE HABBIKU TI0 YCTAHOBJICHUIO KOHTPOJIS
JIOCTYTIA K CeTH Ha KaHAJIbHOM YPOBHE B peKUMe static secure

13

Kontpons noctyna. Hactpoiika 6e30macHOCTH Ha MOPTax KOMMYTAaTOpa(IIpoI0JKEHUE)
B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTLI CTYACHT HOJYYUT NPAKTHUICCKHUC HABBIKHU 10 YCTAHOBJICHUIO KOHTPOJIA
JA0CTYylla K CETH Ha KaHAJIbLHOM YPOBHC B PCIKUME dynamic secure.

14

KonTpons noctyna. Hactpoiika 6€30MacHOCTH Ha MOpTaX KOMMYTAaTOpa(IIpoJ0IKEHHE)
B pesynbraTe BHINONHEHHS! paOOTHI CTYICHT ITOJIyYHUT NPAKTUYECKUE HABBIKH MO YCTaHOBJICHHIO KOHTPOJIS
JIOCTYTIa K CeTH Ha KaHaJIbHOM ypOBHE B pexxume sticky secure.

15

Hacrpoiika STP u ETHER CHANNEL Ha kommyTarope

B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKHUC HABBIKU 10 ITOCTPOCHUIO CCTH C
M30BITOYHBIMH CBSI3SIMH Ha KaHAJILHOM YPOBHC.

16

Hactpoiika STP u ETHER CHANNEL Ha xommyTatope(IpoAoKeHne)
B PE3yJbTAaTC BBINIOJHCHUSA pa6OTbI CTYACHT IOJYUUT HPAKTUYCCKHUE HABBIKU 11O IMTOCTPOCHHUIO CETU C
obecrieueHrEM pe3epBUPOBAHNS U 0aNaHCHPOBKH 3arpy3KH Ha KaHAJIbHOM YPOBHE.

17

N3yvenne n Hactpoiika VLAN u VTP

N3zyuenne u HacTpoiika VLAN Ha 0gHOM KOMMYyTaTope

B pesynbTate BeINOIHEHHS PaOOTHI CTYAEHT HOMYyYUT NPAKTUYECKUE HABBIKH 10 Pa3/IEIICHUIO CETH Ha
normyeckue cerMeHTH (VLAN) ¢ ncnonp30BaHHEeM KOMMYTATOPOB.

18

Nzyuenue u Hactpoiika VLAN u VTP(niponomkenue)

Nsyuenne u Hactpoiika VLAN Ha 01HOM KOMMYyTaTope

B pesynbrate BeINTOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHIECKNE HABBIKH I10 PA3JIETICHUIO CeTH Ha
noruueckue cermeHTsl (VLAN) u ynpasnenuto konpurypanueinr VLAN.

19

N3zyuenue n Hactpoitka VLAN u VTP (mponomkeHue)
Wzyuenue n HacTpoitka VLAN Ha HECKOJIBKHX KOMMYTaTOpax ¢ HCHOJIb30BaHUEM MpoTokosia DTP.
B pesynbTaTe BBIIOIHEHHS PaOOTHI CTYJSHT HOIYYHT MPAKTUUSCKUE HABBIKHU 10 Pa3/ieNICHUIO CETH Ha

nornueckue cermeHTsl (VLAN) ¢ ucronp3oBaHreM KOMMYTAaTOPOB U YIIPaBJIeHUIO KOHUTyparmeit
VLAN.

20

Nzyuenue u Hactpoiika VLAN u VTP. (mponomxeHue)

W3yuenue n HacTpoiika VTP.

B pesynbrare BRINOTHEHUS paObOTHI CTYIEHT MOMYYHUT MPAKTHIECKHE HABBIKH 10 ynpasieHnio VLAN c
nomouipio nporokona VIP ¢ ucnons3oBaHueM rpyni KOMMYTAaTOPOB.
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21

N3yuenue u HacTpoiika VLAN u VTP. (nmponoskenue)
B PE3yJIbTATC BBINIOJIHCHUSA pa6OTLI CTYACHT HNOJIYYUT NPAKTUUICCKHUEC HABBIKU 110 NOCTPOCHUIO CETHU C
M30BITOYHBIMH CBSI3SIMH Ha KAHAJILHOM YPOBHE C pa3acJICHUEM MaplIpyTOB I10 VLAN.

22

IP agpeca. Kitaccel. Cetb. [loncers
B PE3YyJIbTATC BBINIOJIHCHUA pa6OTLI CTYACHT MOJYYHUT MPAKTUYCCKUC HABBIKU 110 PACYETY MACKU MOJACETH
IS 3aJJAaHHOT'O KOJIMYECTBA XOCTOB U ITOJICETEMN.

23

IP appeca. Knaccel. Cets. [loacers(npoaomkeHue)
B pesynbprare BRINOTHEHUS paObOTHI CTYIEHT MOIYYHUT MPaKTHIEeCKHE HaBBIKH 110 pacueTy aIpecHOro IUIaHa
CETH IPEATIPHATHS C HCIIOIB30BAHNEM MACKU (PMKCHPOBAHHOW JIJIHHEL.

24

IP anpeca. Knaccel. Cets. [Toacets. (mpoaomkeHue)
B PE3YyJIbTATC BBINIOJIHCHUA pa6OTLI CTYACHT NOJIYYUT NPAKTHUICCKHUEC HABBIKU IO PACYETY aIpCCHOTO IJIaHa
CCTHU NPECANPUATHA C UCTIOJIB30BAHUEM MaCKU nepeMeHHoﬁ JJIUHBI.

25

7 cemecTp Y CTpoicTBO MapuipyTu3aTopa. bazoBas HacTpoiika
B PE3yJIbTAaTC BBINIOJTHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKUC HABBIKU 10 pa60Te C
MapIIpyTU3aTOPOM P €T0 MEPBOM BKITIOUCHUH U BHITIOJIHCHUIO 0a30BOI HACTPOMKH.

26

Hacrpotiika nuHamugeckoro pacrpenencHus ip-aapecos. [Iporoxkonr DHCP.
(mponomxkeHue)

B pesynbraTe BHINONHEHMS! paOOTHI CTYICHT IOJIyYHT PAKTUYECKHE HABBIKK 110 KOHPUTYPUPOBAHUIO
aBTOMaTH4YeCcKOoi cucTeMsl mpucBoeHus [P-agpecos ¢ momouisio nporoxona DHCP.

27

CraTtuueckas MapmpyTI/BauI/m.I/I:«;yquHe Ta6J'II/II_[ MapaipyTrusalnun
B pesynbraTe BeINIOTHEHHUA PaOOTHI CTYACHT HOIYYUT IPAKTHIECKUE HABBIKH MO HACTPOHKE CTATHUECKOM
MapIIpyTH3aIMU B CETH U aHAJN3Y COAEPKUMOTO TaOJINI] MapIIpy TH3ALHH.

28

CraTtuueckas MapmpyTtu3amus. 3ydenue Tabaui MapupyTH3anuu(Ipo 10KeHHe)
B PE3yJbTAaTC BBINIOJTHCHUA pa6OTLI CTYACHT HOJYYUT NPAKTUICCKUEC HABBIKU 10 HaCTpOﬁKC CTaTH4YCCKOI'o
MapIipyTa Mo yMOJYaHHUIO B CETH M aHAIHU3Y COAEPKUMOTO TabIUI] MapIIpy TH3AIHIH.

29

JIMCTaHIIMOHHO-BEKTOPHBIN NPOTOKOI MapiipyTu3anuu RIPvI
B pesyiibTate BINOIHEHHS PaOOTHI CTYACHT MOJIYYUT NPAKTHYECKUE HABBIKY 110 KOH(GUTYPHUPOBAHHIO
JUCTaHIIMOHHO-BEKTOPHOTO MPOTOKOIa Mapiipytusanuu RIPv] u ananusy ero paboTsl.

30

JIucTaHIIMOHHO-BEKTOPHBIN MPOTOKO MapiipyTu3anuu RIPv2

B pe3ynbraTte BRINOIHEHUS paOOTHI CTYICHT MOMYYHUT MPAaKTUIECKHE HABBIKU 110 KOH(UTYPHUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO MPOTOKOIa Mapripytusanuu RIPv2 u aHamu3y ero paboThl B pexxume
aBTOCYMMUPOBAHUA.

31

JlMcTaHIIMOHHO-BEKTOPHBII MpoTokoa MapupyTu3auuu RIPv2. (mponomkenue)

B pe3synprare BEIIOTHEHUS pabOTHI CTYIEHT MOJMYYHUT NPAKTUYECKUE HABBIKHU 110 KOH(PUTYPHUPOBAHHIO
JUCTaHIIMOHHO-BEKTOPHOTO NMPOTOKOIa MapipyTu3anuu RIPv2 u aHanu3y ero paboTsl B pexxume ¢
OeckiraccoBoit agpecarue.

32

JlucTaHIIMOHHO-BEKTOPHBIN MpoToKoa MapiipyTtuzanuu EIGRP

B PE3yJbTAaTC BBINIOJIHCHUSA pa6OTI)I CTYACHT HNOJYYUT NPAKTUYCCKUEC HABBIKU I10 KOH(l)I/IprI/IpOBaHI/HO
JAUCTAaHIMOHHO-BEKTOPHOI'O IMPOTOKOJIa MapIIpyTHU3allun EIGRP u aHaJIu3y €ro pa6OTLI 0e3 HaIu4us
PE3EPBHBIX MapILIPYTOB.

33

JlucTaHIMOHHO-BEKTOPHBIN NpoTokoa MapimpyTtusanuu EIGRP(npogomkenue)

B pe3synbrare BRINOTHEHUS paOOTHI CTYIEHT MOMYYHUT MPAKTHIECKHE HABBIKH 110 KOH(PHUTYPHUPOBAHHIO
JUCTAaHIIMOHHO-BEKTOPHOTO IpoTokona Mapimpytusanuu EIGRP u anannzy ero paGoTsl ¢ pe3epBHBIMH
MapupyTamu.
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34

[Iporokon mapurpytuzauuu cocrosinus Jinauu OSPF
B PE3yJIbTATC BBINIOJTHCHUA paGOTLI CTYACHT NOJYUYUT NPAKTUICCKUEC HABBIKU 11O KOH(bI/IprI/IpOBaHI/IIO
MPOTOKOJIAa MapuIpyTH3anuu coctosiHus kanana OSPF u anannzy ero paboTsl B 0/1HO 001acTH.

35

[Tporokon mapmpytuzanuu coctostHust tuHI OSPF. (mpogomkenue)

B pesyibTaTe BEIIOIHEHUS PAOOTHI CTYACHT HOJYYUT NPAKTUYESCKHE HABBIKH 10 KOH(DUTYPUPOBAHUIO
MPOTOKOJIA MapIIpyTH3anuu cocTosHus kanana OSPF u ananm3y ero paboTsI IpH MacIITaOUPOBaHUH Ha
HECKOJIBKO 00JacTei.

36

[Iporokoin mapuipytuzauuu cocrosinus nauun OSPF(npopomkenue)

B pesynbraTte BRINOIHEHUS pabOTHI CTYICHT MOMYYUT MPAKTUIECKHUE HABBIKH 110 KOH(PUTYPHUPOBAHHIO
IMMPOTOKOJIa MapIpyTHU3alluu COCTOSAHUSA KaHalla OSPF u aHaJIu3y €ro pa6OTLI B IIMPOKOBCUIATCIIBHOM
JOMCHC.

37

Texnonorus Tpancisaiuu aapecoB NAT, PAT(nmpoxomkeHue)
B pesynbraTe BBIMONHEHHUS pabOThI CTYCHT HOTYYHUT IPAKTHUECKUE HABBIKY 10 UCIIOIb30BaHUIO
TCXHOJIOIMU TPAHCIIALINH aIPECOB NAT IpH NOCTPOCHHUHU CECTHU.

38

Texnonorus tpancisiuu aapecoB NAT, PAT(npoxomkenue)
B PE3yJIbTAaTC BBINIOJTHCHUA pa6OTBI CTYACHT HOJYYUT NPAKTUICCKHUC HABBIKHU 110 UCHIOJIB30BaHUIO
TCXHOJIOIMU TPAHCIIAINH aIPECOB PAT IpH MOCTPOCHUHU CCTU

39

[TonsuTHEpDEIich HA MapUIPYTU3ATOpPE
B pesynbraTe BHINONHEHUS paOOThI CTYIEHT MOJYYUT IPAKTUUECKUE HABBIKY IO HACTPOIKE

NoABUHTEP(HEHCOB Ha MapIIpyTU3aTOpPE VISl YIPABICHHUs TpaQHUKOM TP Mepeaade Mex1y pasHbIMU
VLAN.

40

PesepBupoBanue numosa
B pesynbrarte BRINOTHEHUS pabOTHI CTYICHT MOMYYHUT MPAaKTUIECKUE HABBIKH 110 CO3TaHUIO PE3ePBHBIX
MOJIKJIFOUEHUH JIJIs1 BBIXOJIa B APYTYIO CETh ¢ MOMOLIbI0 poTokoia HSRP

41

Pe3epBupoBanue 1u1103a(IPOI0HKEHHUE)
B pesynbrare BhIMOTHEHHUS PAOOTHI CTYIEHT MOJTYYUT MPAKTUYECKUE HABBIKU MO CO3JJAaHUIO PE3EPBHBIX
MOAKJIIOYEHUHN TSl BBIXOJA B APYTYHO CETh C TIOMOIIbIO poTokona VRRP

42

PesepBupoBanue nu1r03a(poJ0HKEHUE)
B pesynbrate BeIMIOTHEHHU PAOOTHI CTYACHT HOIYYUT MPAKTHYECKNE HABBIKH 110 CO3JJAHUIO PE3EPBHBIX
MOAKIIIOYEHHUH JUTS BBIX0/A B IPYTYIO CE€Th M OalaHCUPOBKH 3arpy3KH ¢ IOMOIIbIo mpoTokoia GLBP.

43

CyMMupoBaHu€e MapuIpyTOB
B pesynbrate BBIIIOTHEHHS PAOOTHI CTYACHT HOIYYUT NPAKTHIECKHE HABBIKH 110 ONITUMHU3AINH TaOIHI]
MapIIpyTH3AILUH ¢ TTOMOIIBI0 CYMMHPOBaHUS MapuIpyToB B mpotokoiax EIGRP u OSPF.

44

OO0ecneueHne OE30MaCHOCTH HA CETEBOM YPOBHEC C TOMOIIBIO CIITMCKOB NOCTYIIa
B pe3symnbrarte BRIIOITHEHUS paObOTHI CTYIEHT MOMYYHT MPAaKTUIEeCKNE HaBBIKH 110 YIPABICHUIO TPaQHKOM
Ha CETEBOM YPOBHE C [TIOMOILBIO CTAaHAAPTHBIX CIIUCKOB KOHTPOJISI 1OCTYyIA.

45

ObecnieueHne 0€30MaCHOCTH Ha CETEBOM YPOBHE € MTOMOIIbIO CITUCKOB
JOCTYTA(TIPOIOKEHHE )

B PE3yJIbTAaTC BBINIOJHCHUSA pa6OTI)I CTYACHT HOJYYUT MNPAKTHUICCKUEC HABBIKU 110 YIIPABJICHHUIO Tpa(l)I/IKOM
Ha CETCBOM YPOBHE C TOMOIIBIO PACHIMPEHHBIX CIITMCKOB KOHTPOJIA AOCTYyIIA.

46

[lepepacnpenenenue MappyTHOH HHDOpMAITIH
B pesynbrate BeIOTHEHHA PaOOTHI CTYACHT HOIYyYUT IPAKTHIECKUE HABBIKH M0 00ECHIEUeHNIO 0OMEHA
MapIIpyTHOH HHOPMaIel MeXIy pa3IMdHbIMHA IPOTOKOJIAMH MapIIPyTHU3ALNH.




/ HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne
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47 |[Iporokos mapurpytuzauuu BGP
B PE3yJIbTATC BBINIOJIHCHUSA pa6OTLI CTYACHT MOJYUYUT NPAKTUYCCKHUEC HABBIKU 1O KOHq)I/IprI/II)OBaHI/IIO
npoTtokosia Mapupytuzanun BGP n ananusy ero paGoTsl.

48 |Hactpoiika mapmpytusaiuu [IPvo
B PE3YyJIbTATC BBINIOJIHCHUA pa6OTI)I CTYACHT MOJYUYUT NPAKTUYCCKHUEC HABBIKU 10 KOHq)I/IprI/IpOBaHI/IIO

npoTokoisioB MapmpyTtuzanui RIPng, EIGRPv6, OSPFv3 u ananu3y ux paOoThL.

4.3. CamocrosTenbHas paboTa 00ydarOIMXCs.

/ Bua camocrositensHOM paboThI
/1

1 |Pa3paboraTh ceTh nepeaaun JaHHBIX ¢ Ucnoyib3oBaHueM MpotokosioB RIP, EIGRP,
HSRP.

[ToaroroBka k 1a0OPATOPHBIM paboTamM

Brimonnenue KypCOBOI'O ITPOCKTA.

IToaroroBka k HpOMG)KyTO‘IHOﬁ aTTCCTalluu.

gl B~ WD

[ToaroroBka Kk TEKyI1eMy KOHTPOJIIO.

4.4. ITpumepHbIi IEpeUeHb TEM KYPCOBBIX TPOECKTOB

1. PazpaboTaTh ceTh nepeauu JaHHBIX C UCIIOJIb30BaHUEM MTPOTOKOJIOB RIP,
EIGRP, HSRP.

2. Pa3zpaboTaTh ceTh nepeiaun JaHHBIX ¢ UCIOJb30BaHUEM MPOTOKOJI0B RIP,
OSPF, HSRP.

3. PazpaboTaTh ceTh nepejauu JaHHBIX C UCIOJIb30BaHUEM MPOTOKOIOB RIP,
BGP, HSRP.

4. Pa3paboTaTh ceTh Mepeiaur JaHHBIX ¢ UCTIOJIb30BaHUEM MPOTOKOJI0B RIP,
EIGRPVRRP.

5. PazpaboTaTh ceTh epeaum JaHHBIX C UCIIOJIb30BaHUEM MTPOTOKOJIOB RIP,
OSPF, VRRP.

6. Pa3zpaboTaTh ceTh nepeiauu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOIOB RIP,
BGP, VRRP.

7. PazpaboTaTh ceTh niepeayu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
EIGRPGLBP.

8. Pa3paboTarth ceTh nepeaaun JaHHBIX C UCTIOJIb30BaHUEM MPOTOKOJIOB RIP,
OSPF, GLBP.

9. Pa3paboTaTh ceTh nepeaavn JaHHBIX C UCIIOIh30BaHWEM MTPOTOKOJI0B RIP,
BGP, GLBP.

10. Pa3zpaboTaTh ceTh Iepenaud JaHHBIX C UCIOJIb30BaHUEM MPOTOKOJIOB
EIGRP, OSPF, HSRP.



11. Pa3paboTaTh ceTh nepenadu

EIGRP, OSPF, HSRP.

12. Pa3zpaboTaTh ceTh mepenauu

EIGRP, OSPF, VRRP.

13. Pa3zpaboraTh ceTh mnepenadu

EIGRP, OSPF, VRRP.

14. Pa3zpaboTaTh ceTh Iepenaydu

EIGRP, OSPF, GLBP.

15. Pa3zpaboTaTth ceTh mepenauu

EIGRP, OSPF, GLBP.

16. Pa3zpaboTaTh ceTh mepenauu

EIGRP, BGP, HSRP.

17. Pa3pabotaTh ceThb mepenayu

EIGRP, BGP, VRRP.

18. Pa3zpaboraTh ceTh mnepenadu

EIGRP, BGP, GLBP.

19. PazpabotaTh ceTh mnepenayu

OSPF, BGP, HSRP.

20. Pa3zpaborath ceTh mepeaadu

OSPF, BGP, VRRP.

5. IlepeueHp wu3MaHUM, KOTOpBIE

OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

JaHHBIX C

JAHHBIX C

JaHHBIX C

JaHHBIX C

JAHHBIX C

JaHHBIX C

JaHHBIX C

JaHHBIX C

JaHHBIX C

JaHHBIX C

HCIIOJIB30BAHUEM ITPOTOKOJIOB

HCIIOJIb30BAHHUEM IIPOTOKOJIOB
HCIIOJIB30BAHUCM IIPOTOKOJIOB
HCIIOJIB30BAHHUCM IIPOTOKOJIOB
HCIIOJIb30BAHUCM ITPOTOKOJIOB
HCIIOJIb30BAHUCM ITPOTOKOJIOB
HCIIOJIB30BAHHUCM IIPOTOKOJIOB
HCIIOJIB30BAHHUCM IIPOTOKOJIOB
HCIIOJIB30BAHUCM ITPOTOKOJIOB

HCIIOJIB30BAHHUCM IIPOTOKOJIOB

PEKOMEHAYETCSl HUCIOJIb30BaTh IpPHU

Ne
y bubnuorpaduyeckoe onucanue Mecro nocryna
n/m
1 I".Onmudep, H.A.Omudep. KomnsrotepHoie Hay4JHO-TexHH4eckas oubmmorexka MUUT,15

CCTH. HpI/IHHI/IHI)I, TEXHOJIOTHUH, TPOTOKOJIBI.

3_e uznanue CII6.: [Tutep, 2006. 958c.
YK 681.3ISBN 5-469-00504-6

9K3.(nara oopamenus 10.03.2024)

Kenenkos b.B., OcHOBBI ceTeBBIX

TEXHOJOTHI. PUZNYECKUN YPOBEHD : METO/.

yKa3. k 1a6. pab. o guci. "Cetu 9BM u
TeIeKOMMYyHUKauu" 11 ctya. [V kypca
crerl. "BeraucianuTebHbpIE MAIIMHEI,

KoMIuTekchl, cucteMbl u cetu" MUUT. Kad.
"BEIYUCINTEIbHLIE CUCTEMEI U ceTh". - M. :

MUWUT, 2007. - 43 c.

http://library.miit.ru/bookscatalog/metod/04-
78203.pdf (maTa obpamenus 10.03.2024)

Kenenkor b.B. Pabota kommyTaTopoB
Cisco B JJOKQJIbHBIX CETSX : yuel. mocodue
s cTya. 4 kypea creu. "MHpopmatuka u

http://library.miit.ru/bookscatalog/upos/04-
35255.pdf (nara obpamenus 10.03.2024)




BBIUMCIIUTENbHAA TexHuKa" o nuci. "Cerun
OBM u tenekommynukanuu" / b.B.
Kenenxor ; MUUT. Kad.
"BrrunciauTenbHbie cUCTEMBI U ceT". - M. :
MUUT, 2007. - 92 c.

4 | XKeneuxos b.B., KananeHslii ypoBeHb http://library.miit.ru/bookscatalog/metod/03-
mozenu OSI: MeTos. ykas. k 1a6. pab. 1o 41547.pdf (nara obpamenus 10.03.2024)
nuct. Cetn O9BM 1 TeneKOMMYHUKALUU IS

cTya. 4 Kypca cren. BerancnurtensHbie
MaIllMHbI, KOMITJIEKCHI, CHCTEMBI U CETH,
Hanp. MudopmaTKa U BEIYHUCIUTETbHAS
texnuka /; MUUT. Kad. Beraucnurensusie
CHCTEMEBI U ceTh. - M.: MUMT, 2011. - 50 c.
: a-ui. - bubmumorp.: c. 49.

5 I'onmosckuiisl.M., XKenenkos B.B., http://library.miit.ru/bookscatalog/metod/DC-
[piranosa H.A. Mapmipytusanus B 407.pdf (nata obpamenns 10.03.2024)
KOMIIBIOTEPHBIX CETAX: YuebHoe nocodue. -
M.: PYT (MUUT), 2017. — 114 c.

6. IlepeueHb COBpPEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Hayuno-texuuueckast oudnuoreka PYT(MUUT) http://library.miit.ru/

OdunmaneHelil cailT no noaaepxke pemenuid Cisco https://www.cisco.com/

CDOPYM CIICIINAJINCTOB 10 I/IH(i)OpMaHI/IOHHBIM TCXHOJIOTUAM
http://citforum.ru/

NHTEpHET-YHUBEPCUTET UH(OPMAITMOHHBIX TE€XHOJIOTUHI
http://www.intuit.ru/

TemaTnuecknii bopym o uH(}OPMAITMOHHBIM TECXHOJOT UM
http://habrahabr.ru/

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIo
IPOrpaMMHOr0 OOecrnedeHus, B TOM YHCIE€ OTEYECTBEHHOrO IPOU3BOJCTBA,
HEO0OXOMMOTO JIJIS OCBOCHHMSI TUCIIUTUTAHBI (MOJTYJIS).

- OC Windows
- Microsoft Office
- UnTepHer-6paysep (Yandex u ap.)

8. OmmcaHne MarepUaJbHO-TEXHUYECKOW ©0a3pl, HEOOXOJAMMOM IS
OCYIIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIEcca MO AUCIUTITHHE (MOIYIIIO).



-YuebHass ayautopust Il TIPOBEACHHS YYEOHBIX 3aHATHN (3aHATHH
JIEKIIMOHHOTO TUTIA, IPAKTUICCKUX 3aHATUN):

- KOMIIBIOTEp  MpemojgaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MyJIbTUMEINITHOE 000PYI0BAHKE, T0CKA.

Aynuropus mojakiItoueHa K ceta « HTepHeT».

9. ®opMa MpoMeKyTOUHOM aTTECTAINU:

3aueT B 6 cemecTpe.
KypcoBol mpoexT B 7 cemecTpe.
DKk3aMeH B 7 ceMecTpe.

10. OueHouHbIE MaTEPUAIIBI.

OreHOYHBIE MaTepUaNbl, TPUMEHSIEMBIE TTPU MTPOBEACHUH TPOMEKYTOUHOM
aTTECTaIlul, pa3padaThIBAIOTCA B COOTBETCTBHH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

3aBeAyromuid kKadeapou, T0IEeHT, K. H.
kadeapsl «BeraucIuTeIbHBIC
CHCTEMBI, CETH ¥ MH(OPMAI[OHHAS

0€30MaCHOCTbY b.B. XXeneukoB
CoryiacoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. XKenenkon

[Ipencenarens yueOHO-METOUUECKOM
KOMUCCUH H.A. AunpusiHoBa



