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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

LenssmMu ocBoeHMs yueOHOU AUCIUTUTHHBI « KOMIIBIOTEpHBIE CETUY» SBISIOTCS
dbopMHpoOBaHHE KOMIIETCHIIMM 110 OCHOBHBIM paszfielaM TEOPETUUYECKUX U
MPAKTUYECKUX OCHOB MAapHIPYTU3allMM B  JIOKAJTBHBIX U  TJ00ATBHBIX
KOMITBIOTEPHBIX CETSX, a TAKKE U3yYEHUE padOThl MapIIPyTU3aTOPOB U NOJIyUCHHE
HABBIKOB [TPOEKTUPOBAHUS KOMITBIOTEPHBIX CETEH.

CtyaeHTsl AOKHBI HAYYUTHCS MPOECKTUPOBATH KOMIIBIOTEPHBIE CETH C
UCIOJIb30BAHUEM COBPEMEHHOI'O0 CETEBOro OOOpYJIOBaHUS B COOTBETCTBUM CO
CTaHJapTaMy W BBIMOJHATH 3a7a4M MO0 HACTPOMKE 000pYIOBaHUS M IMOAJECPKKE
paboTOCIIOCOOHOCTH CETH.

OCHOBHBIMM 33JJa4aMU TUCHUIUINHBI SIBISIOTCS:

* O3HaKOMJIEHHME C MPHUHLMIIAMH CETEBOI0 B3aWMOJIECHCTBUS Ha OCHOBE
mozenu OSI u cTeka TeneKoOMMyHUKaMOHHBIX TpoTokojaoB TCP/IP.

* PaccmoTpenue TexHoI0ruil epeiayn JaHHBIX Ha (U3HMYECKOM YPOBHE.

* M3yueHure MpoTOKOJIOB JIOKAJIbHBIX CETEH.

 N3yuenue texnonoruu Ethernet.

* N3yuyenus npuHuunos npoektupoBanus CKC.

* U3yueHue mnOpUHIUIOB pabOThl KOMMYTAaTOPOB W TEXHOJOTUH WX
MIPUMEHEHUSI.

* M3ydyenue agpecanuy Ha CETEBOM yPOBHE.

 N3yuyenue nporokoisos cereBoro yposus: [P, DHCP, ARP, ICMP.

* M3yueHue npuHIUIIOB pabOThl MAPUIPYTU3ATOPOB U UX OCHOBHBIX 33]1a4.

» U3yuenue crioco00B MapuipyTH3AIUH.

 N3yuenue npotokonoB mapupytuzanuu RIP, EIGRP, OSPF, BGP.

e M3yyeHue OOMOJHUTENBHBIX BO3MOXKHOCTEH MapuipytuzatopoB: NAT,
PAT, pe3epBupoBaHue MUI030B.

» O030p TEXHOJIOTUM II100AIBHBIX CETEH.

* M3y4yeHue mpoTOKOJIOB KaHAJIBHOTO YpoBHSI WAN.

 3yueHue npaBuil NpOEKTUPOBAHUS KOPITOPATUBHBIX CETEH.

2. [Inanupyemblie pe3ysibTaThl 00y4YEeHHUS 110 AUCIUIUIMHE (MOIYJIIO).

[lepeuenb GopMHpyeMBIX pe3yiabTaTOB OCBOEHHS 0Opa30BaTEIbHOM
porpamMmsl (KOMIIETEHLUI) B PE3yJIbTaTe 00yUYEHUs M0 TUCUMILINHE (MOIYIIO):

OIIK-1.3 - Cnocoben obecnieunBarh 3alUATy WHPOpMAUu mpu padore ¢
0azaMu JaHHBIX, IPU [IEpeAayde M0 KOMIBIOTEPHBIM CETSIM;

IIK-1 - crnocoOGHOCTHIO BBIMOIHATH PaOOTHI MO YCTAaHOBKE, HACTPOHKE U
OOCIY’>KMBAaHUIO MPOrPAMMHBIX, IPOrPaMMHO-aNNaparHbix (B TOM  YHUCIHE
KpUNTOrpapUUECKUX) U TEXHUYECKUX CPENICTB 3aLUThl UHPOPMALUH ;



ITK-10 - ctocoOHOCTHIO IPOBOAUTH aHATIN3 HHPOPMAITMOHHON O€30TTaCHOCTH
OOBEKTOB M CHCTEM Ha COOTBETCTBHE TpPEOOBaHWSM CTaHIAAPTOB B O0OJACTH
MH(OPMAIMOHHON O€301aCHOCTH .

OOyueHue 1Mo JUCIUILIMHE (MOJTYIIIO ) IIPEJIIoIaraet, 4To 1Mo ero pe3ybraTaM
oOyuyarommiics Oyier:

3HaTh:

- 00mue NpUHLIUNB (YHKIIMOHUPOBAHUS alIMAPATHBIX, MPOrPAMMHBIX U
MPOrpPaMMHO-ANIIAPATHBIX CPEJICTB aIMUHUCTPUPYEMOM CETH;

- APXUTEKTYpYy almapaTHbIX, NPOTPAMMHBIX M IPOTPAMMHO-ANNAPATHBIX
CPEACTB aAMUHHUCTPUPYEMOM CETH;

- TMPOTOKOJbl KAaHAJbHOI'O, CETEBOT0, TPAHCHOPTHOTO M MPHUKIATHOIO
YPOBHEN MOJENN B3aUMOJACHUCTBUS OTKPBITBIX CUCTEM;

- mozenb [SO nyst ynpaBnenus cereBbiM Tpadukom, moaenu [EEE;

- TOJCHUCTEMBbI HH()OPMAIIMOHHON OE€30MaCHOCTH KOMIIBIOTEPHBIX CETEeH,
yIpO3bl 0€30MACHOCTH, PEKUMbI IPOTUBOICHCTBHUSI.

Ymers:

- OpraHW30BBIBATH W TIOJJCPKUBATH BBIOJIHEHWE KOMIUIEKCA Mep I10
oOecrieueHut0 HHPOPMAITMOHHOM 0€30MTaCHOCTH;

- ONpeAeNnsaTh COCTaB U MOPSAOK aAIMHUHHCTPUPOBAHUS TOJCUCTEMbI
nH(OPMAITMOHHON O€30TTaCHOCTH;

- YIpaBJsiTh TpaUKOM ISl 3allUThl MH(pOpMau npu padboTte ¢ OazaMu
JAaHHBIX, TIPH Tepeaade M0 KOMIBIOTEPHBIM CETSIM;

-OCYIIECTBIISITh MOHUTOPUHT aIMUHUCTPUPYEMBIX CETEBBIX YCTPOWUCTB IS
OLICHKH YPOBHs O€30MMaCHOCTH KOMITBIOTEPHBIX CETEH.

Baanern:

- HaBbIKAMHM OPTraHM3alUN W NOJJAEPKKHU BBINOJHEHUS KOMILJIEKCAa Mep IO
00eCIeUeHUI0 uHPOPMAITMOHHON 0€30MacHOCTH, MOHHUTOpPUHIA
(GyHKUIHOHUPOBAHUS MIOJICUCTEM MH(OPMATMOHHOU 0e30MacHOCTH

KOMIIBIOTEPHBIX CETEM;
- HaBBIKAMU OLIGHKM YPOBHsI 0€30IIaCHOCTH KOMIIBIOTEPHBIX CETEH, B TOM
YHCII€ B COOTBETCTBUM C HOPMAaTUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAHUSAMHU.

3. O0beM TUCHUIUTMHBI (MOJTYJIS).
3.1. O6mias Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6miast TpyA0E€MKOCTh MUCHHUILTUHBI (Momyisi) coctaBiser 10 3.e. (360
akaJeMHUYeCKUX yaca(oB).



3.2. O6bem aucuMIUIUHBL (Monaynsi) B (opMe KOHTAaKTHOW paboTh
oOyyarmuxcsi ¢  MeJaroruueckuMu  paboTHUKaMd ©W  (WIM)  JIUIAMH,
IPUBJIEKAEMBIMH K peajin3aluu o0pa3oBaTeIbHOM MporpaMMbl Ha UHBIX YCIOBUSIX,
IIPYU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

KomuuectBo yacoB
Tum yaeOHbIX 3aHATHH Cemectp
Bcero

Ne6 | Ne7

KonrakTHas paboTa rmpy npoBeieHUN Y4eOHBIX 3aHSATHH (BCET0): 176 96 80
B ToMm uncie:

3aHsATHS JIEKIIMOHHOTO THUIIA 80 48 32

3aHATHS CEMUHAPCKOTO THIIA 96 48 48

3.3. O06beM UCHUIUIMHBI (MOIYJA) B (OpMEe CaMOCTOSITENIbHOM padOThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OOydYarOMIMXCA C
nearoruaeckuMu paboTHUKAMU U (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTu3aiiu
0o0pa3oBaTeNbHOM MpPOTrpaMMbl HA HWHBIX YCIOBHUSX, TMPH TPOBEIACHHUH
IIPOMEKYTOUHOM aTTecTaluu coctasisier 184 akageMuyeckux vyaca (0OB).

3.4. [Ipu oOy4eHUY 110 UHANBUYyATBHOMY YU€OHOMY ILJIaHY, B TOM YHUCJIE TIPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET OBITh pean30BaH
MOJTHOCTBIO B (DOPME CaMOCTOSITEIbHON pabOoThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydaIOIMUXCs C MEAArorudecKuMu pabOTHUKAMHU U (WJTH)
JUIaMH, TIPUBJIEKAEMBIMU K peau3aiu o0pa3oBaTebHON MPOrpaMMbl Ha UHBIX
YCJHOBUSIX, IPU MPOBEJACHUU TPOMEKYTOUYHON aTTECTAIIUH.

4. ConeprkaHue TUCIHUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOTO THUIIA.

/ TemaTrka JTEKITMOHHBIX 3aHATHH / KPATKOE COJEPIKAHHE
n/m

1 6 CEMECTP BgeneHue B ceTeBbIe TEXHOJIOTHH

-ITonsarue — ceTu.
-OnuceIBaeTCst UCTOPUS MOABICHUS U PA3BUTHS CETEH.
'PaCCManl/IBaIOTCSI OCO6eHHOCTI/l JIOKAJIBHBIX, FJIOGaHbH])lX nu FOpOﬂCKI/lX ceTeﬁ, OTJINYUA JJOKAJIBHBIX U

r7100aNbHBIX CETEH.
-IIpuBOAATCS XapaKTEPUCTUKU CETEM OTAEIOB, KAMILYCOB M KOPIIOpaLUii.

2 |BBeneHue B ceTeBbIe TEXHOJOTHH(IIPOIOHKCHHE)

PaccmaTpuBaeBbie BOIIPOCH:
-TpeboBaHus K BEIYMCIUTEIBLHBIM CETSM.




TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

/11
'PaCCManI/IBaIOTCH TpC6OBaHI/IH, MPEABABIACMBIC K BBIYUCIIUTEIIBHBIM CETAM.
-IIpon3BOAMTENEHOCTE, HAJIGKHOCTD, O€30MIACHOCTD, IPO3PAYHOCTD.
3 |BBenenue B ceTeBbie TEXHOIOTHH(IIPOIOIKEHHE)

PaccmaTpuBaeBbie BOIIPOCHI:

-Mopnens OSI.

-«OTKpBITas CUCTEMAY.

-CranmapTuzanusi.

-PaccmatpuBaercst B3aumoneiictBue «OTKPBITBIX CHCTEM», MHOTOYPOBHEBBIH MTOJX0, JEKOMITO3HLIHSL. ---
OmnmuceiBaercs moaens OSI 1 ee ypoBHH, a TaK XkKe IIATh IIaroB HHKATICYJIISIHN.

BBenenue B ceTeBbie TEXHOIOTHU(ITPOIOIDKCHHE)

PaccmarpuBaeBble BOIPOCHI:

-CTexH TelIeKOMMYHHUKAIIMOHHBIX IPOTOKOJIOB.

-IIpuBonsiTCS MPUMEPHI CTEKOB KOMMYHHUKAIIMOHHBIX MTPpoToK0IoB: cTek OSI, crex TCP/IP.
-PaccmaTpuBaroTcst Ha3HaUYeHHE U MPUHIUITEL PabOTHI IPOTOKOJIOB TpaHcnopTHOro yposHs TCP u UDP.

BBenenue B ceTeBbie TEXHOJIOTUU(ITPOIOKEHHE)

PaccMaTpuBaeBbie BOIIPOCHI:

-CraHmapTi3anus U CTpyKTypU3alys CeTeH.

-IIpuBonsATCS OCHOBHBIE NCTOYHUKY CTAHJIAPTOB M OCHOBHBIE YPOBHH CTaHIAPTOB.
-CTpyKTypH3alys Kak OCHOBA MOCTPOCHHMS BBIYMCIUTEINBHBIX CETEH.

-IIpuBONATCS MPUHIUITEI CTPYKTYPH3AIMH KaK OCHOBBI TOCTPOEHUSI BEIYUCIUTEIBHBIX CETEH.
OnuChIBaIOTCS TOTIOJIOTHH CETEBBIX HHPYPACTPYKTYP.

-PaccmatpuBaercs ¢pusnueckas 1 JJornuecKkasi CTpYKTYpH3alHs CETH.

Pu3nYecKuil ypoBEHb

PaccmarpuBaeBbie BOIPOCHI:

-KabenpHbIC TMHHUH.

-OMnUCHIBAIOTCS THIThI KAOENBHBIX JIMHHUHN JUIS TIepejaul JaHHbIX, X KOHCTPYKIHUS U XapaKTePUCTHKH.
-OMnUCHIBAIOTCS METO/IBI TIEPEIaYr JUCKPETHBIX TAHHBIX, AHATIOTOBAST MOTYJISIIIUSI.
-PaccmatpuBaroTcsi METO/IbI IIU(DPOBOTO U JIOTHUECKOTO KOTUPOBAHHUSL.

dusnueckuil ypoBeHb(IIPOAOIKEHHE)

PaccmartpuBaeBbie BOIPOCHI:

-Pagnokanansl.

-OnMCHIBaIOTCS OCHOBHEIE TIPUHIUIIBI UCITIOJIB30BAHUA paIMOKAHAIOB Cl'IyTHI/IKOBOf/'I M Ha3eMHOM CBSI3H JUIA
Opranmusanuu ceTen nepeaayun JaHHbIX, IMapaMETPbl CUTHAJIOB U allraparypa nepeaadu JaHHbIX. -
PaccmatpuBaroTCs CTPYKTYpBI TOCTPOSHHS CETEH O(PHCOB.

-OnmchIBalOTCS METO/IBI KOJUPOBAHMS JTaHHBIX, TIEPEJaBAEMbIX 110 paJioKaHaIaM 1 OCHOBHBIE BOTIPOCHI
0e301acHOCTH.

KananbHblli ypOBEHb

PaccMaTprBaeBbie BOIPOCHL:

-MeToibI 10CTYIIA K CPeJie Tepeaayn JaHHbIX.

-OmnwmceIBaeTcs aBa crocoba I0CTymna K cpejie epeaadn JaHHbIX — IeTepPMUHAPOBAHHbIN (Ha pUMepe
texHojoruit TokenRing u FDDI) u BepositHocTHbI# (Ha npuMepe TexHosoruu Ethernet).
-PaccmatpuBaroTCst MPUMEpPBI TOTIOIOTHiA, TPEUMYIIIECTBA U HETOCTATKH.

KananpHbIl ypOBEeHB(MPOIOTIKEHHUE)
PaCCManI/IBaeBLIe BOIIPOCHI:
-Crioco0Obl nepeaayun JaHHbIX Ha KaHAJIbHOM YPOBHE.




TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

/T
-OnHCHIBAIOTCSA METOJIBI ITepelaun JaHHBIX Ha KaHAJIbHOM YPOBHE, ACHHXPOHHAsl M CHHXPOHHAs Iepenayva.
-PaccmarpuBaroTcs CHMBOJIBHO-OPUEHTHPOBAHHBIE U OMT-OPHEHTUPOBAHHBIE IPOTOKOJBI M IIepeaaya ¢
YCTaHOBJICHHEM M 0€3 YCTAaHOBJICHHS COCHHCHHS.

10 |KananbHblil ypoBeHb(IIPOAOIKEHHE)
PaccmaTpuBaeBbie BOIPOCHI:
-O0Hapy xeHHe OIMOOK U KOMIPECCHUs] JaHHBIX Ha KaHaJbHOM YPOBHE.
-PaccmatpuBaroTcsi MexaHM3MBI pealin3alii 0OHAPYKEHUS 1 KOPPEKIMH OIIMOOK Ha ypOBHE Kajpa Ha
mpuMepe KOHTPOJII Mo maputety u pacdera CRC.
-[IpuBoasATCSA METOIBI KOMITPECCHS JAHHBIX JUTA IIepeiadyl 0 HU3KOCKOPOCTHBIM KaHalaM CBSI3H.

11 |JloxanbHbIE CETH
PaccmatpuBaeBbie BOIPOCHL:
-IIpOTOKOJIBI TOKANBHBIX CETEH.
-PaccmarpuBaroTcs MpoTOKOJIBI IOKANBHBIX ceTel uxX 3a1aud, cTpykTypa ctanaaptoB IEEE 802.X.
-ITonpo6HO paccmartpusaercs nporokoi LLC (802.2) u tuns! npouenyp yposss LLC.

12 |JloxanbHbIC CETH(MIPOIOIKEHHE)
PaccmatpuBaeBbie BOIPOCHL:
-Texnomorus 802.3 (Ethernet).
-OnuceIBatOTCS MPUHIHAIBL PaboThI TexHOJornu 802.3, Tononorus, Merox gocryna CSMA/CD. -
PaccmatpuBaroTcs 3Tanbl JoCTyna K cpesie nepenadn JaHHBIX, BOSHUKHOBEHHE KOJUTU3HUH, BPeMsl ABOHHOTO
obopora.
-Breimounnsercs ouenka nmpousBoautenbHoctH Ethernet.
-PaccmatpuBarorcst mapameTpsl 1 0COOEHHOCTH HUCTIONIb30BaHusl (hmusnueckoii cpensl Ethernet B
cOOTBeTCTBUH co cranaapramu 10Base-5, 10Base-2, 10Base-T, ontoBosokorHoro Ethernet.
-OnuceiBaeTcst qoMeH kojutusuid. [IpuBoautcs pacuet koudurypamuu cetu Ethernet, ctpykrypa MAC-
azapeca, ¢popmartsl kaapoB cetu Ethernet.
FastEthernet.

13 |JlokanpHbIE CETH(MPOIOHKCHHE)
PaccmaTpuBaeBbIe BOIIPOCHI:
-Peammzanms ¢puzndeckoro yposus texnonorun FastEthernet
-PaccmatpuBarorcst ocoOeHHOCTH peanu3aiuu Gusndeckoro ypoBHs Texnosorun FastEthernet mpu
noctpoeHuu cetu Ha 100Base-FX, 100Base-TX, 100Base-T4.
- OnuceiBatoTCs npaBuia nocrpoenust cetu FastEthernet.

14 |JloxkanpHbIe CETH(MPOAOTKEHHE)
PaccmatpuBaeBbie BOIPOCHL:
-Peanmmzanms ¢pusndeckoro yposHs texnonorunGigabitEthernetn 10GigabitEthernet.
-PaccmatpuBaroTcsi o0coOCHHOCTH peanu3aiyu Gu3ndeckoro ypoBHs Texnosorun GigabitEthernet n
-10Gigabit Ethernet, ncronp3oBaHre ONTHYECKOTO Kabelst U BUTOH Hapbl, 0COOCHHOCTH MOAM(UKAIINT
KaHaJIbHOTO YPOBHSL.

15 |JloxanbHblE CETH(IIPOIOIKEHHE)
PaccmatpuBaeBbie BOIIPOCHIL:
-becnpoBoHbIE TEXHOTIOTHHU JIOKAJIBHBIX CETEMH.
-PaccmatpuBaercs cemetictBo crangapta 802.11, stamsl mocTyna K cpezie mepeaayn, CTpyKTypHas
OpraHu3aLys CeTH.

16 |CrpykrypupoBaHHas kaOenbHas cucTemMa

PaccmaTpuBaeBbie BOIPOCHI:

-OnceiBaeTcs cTpyKTypupoBanHas kadenbHas cucrema (CKC) u ee nmpenmyiecTsa.

-IIpuBonurcs uepapxus CKC. [TonpobHo paccmarpuBatotcs snemeHTbl CKC: ropusoHTa bHas
MOJICHCTEeMa, BEPTHKAJIbHAS [TOJICHCTEMA, MarkucTpaibHas OACUCTEMa, TToJIccTeMa paboyero MecTa.
-OnuceiBatores stansl pazpadorkn CKC u TpeboBaHUs K €€ dJeMeHTaM: o0ecredueHre YSHEProCHA0KEHMS,




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

YCTaHOBKA Pa3beMOB M PO3ETOK, IPOKIIAIKa U MOHTaX Kabes, BBIOOp MECT pa3MeIIeHUs
pacIpeaenuTenbHbIE IUTH 1 KOMMYTAI[IOHHBIC TTaHEIH.

17

CrpykrypupoBaHHas kabenpHasi cucTeMa(IpoJ0HKEHHE)

PaccmartpuBaeBbie BOIPOCHI:

-Jloxymentuposanue CKC.

-PaccmatpuBaroTcst mpaBuia opopMiIeHHS JOKyMEHTaIiK U dkcrtyaTanua CKC

-IIpuBonsTcs TpeOOBaHMUS, IPEIBIBIIEMbIC IIPH TECTUPOBAHNHU CTPYKTYPHPOBAHHOM KaOCIBHOM CETH,
00opynoBaHUE ISt TECTUPOBAHISL.

18

KomMmyTaTopsl TOKaJIbHBIX CETEH.
'KOHCprKTI/IBHOG HCIIOJTHCHUE U ITPUHIUIIBL pa6OTbI KOMMYTATOPOB.
-OnmceiBatoTcs QYHKIIMH KOMMYTAaTOPOB, HX YCTPOWCTBO U MPHHIMITEI PAOOTEHI.

19

KomMyTaTopbl TOKaIbHBIX CETEH(IIPOI0IKEHUE)

PaccmarpuBaeBbie BOIIPOCHI:

-HacTpoiika KOMMyTaTOpOB.

-PaccmatpuBaroTcsi ciocoObl MOJKITIOYEHUs JJ1s1 HACTPOMKH KOMMYTaTOPOB U OCHOBHBIE PEXKUMBI PaOOTHI
Ha puMepe kommyTaTopa Cisco.

- [IpuBopsTCs ATy O KOH(PUTYPHUPOBAHUIO 1 HEOOXOAUMBIE KOMAH/IBI.

20

KoMMmyTaTopsl TOKanbHBIX CETEH(TIPOIOIKEHNE)

PaccmaTpuBaeBbie BOIIPOCHI:

-Bo3mMoxkHOCTH KOMMYTaTOpPOB.

-PaccmatpuBaroTCs JOMOIHUTENBHBIE BOBMOKHOCTH KOMMYTATOPOB: HaCTpoliKa 0€3011acCHOCTH Ha MopTax
KOMMYTaTopa, GYHKIUH U aIrOPUTM paboThI poTokona “SpanningTree”.

21

KoMmmyTaTops! T0KaNnbHBIX CETEH(TPOIOIKEHNE)

PaccmatpuBaeBbie BOIPOCHL:

-AnroputM pabotsl mpotokona “RapidSpanningTree”.

-PaccmatpuBarorcst pyHKIMM 1 adropuT™ padoTsl npoTtokoia “RapidSpanningTree”.
-OnmchIBaeTcs BO3MOXKHOCTh 00BeTMHEHHSI IOPTOB KOMMYyTaTopa B ojuH kaHan EtherChannel n ero
KoH(purypuposanue Ha npuMepe Kommyraropa Cisco.

22

KomMyTaTopbl TOKaIbHBIX CETEH(IPOI0IKEHNE)

PaccmaTprBaeBbie BOIPOCHI:

-Opranuszanus BupTyansHbix ceteid (VLAN) Ha KoMMyTaTOpax.

-OnuceiBaroTcs 3a1a4un BUpTyalnsHbIX cetel (VLAN), ocHOBHBIE KOHIIEITNH, TIPOTOKOJB! 802.1q.
-OnmceiBaroTCSl KOMaHABI, HeoOXoaumble st HacTpoiiku VLAN u mpuMeps! HacTpOIKH.
-PaccmatpuBaercs pabora nporokona VTP u ero koHGHUTypartus.

23

CereBoil ypoBEHb

PaccmarpuBaeBbIe BOIPOCHT:

-Anpecaliyst Ha CETEBOM YPOBHE.

-3aaun CETEBOIr0 YpPOBHSI.

-OnuchIBaeTCs MPOTOKOJI MEKCETEBOro B3aumozericteust IPv4. PaccmarpuBaercst popmar cOOOIICHHUA,
Ha3HAYEHUE IMOJIEH.

24

CeteBoii ypoBEeHB(TIPOIOIKEHHUE)

PaccmarpuBaeBbie BOIIPOCHT:

-Anlpecaryisi Ha CETEBOM yPOBHE.

IP angpec.

- BBoaurcs nonsarue knaccos IP agpecos.

-OnuceiBaeTCst OECKIIacCOBast aipecallisi, MacKa IMOJICETH U €€ Pacyer.
-Haznauenue IP anpecon




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

-PaccmatpuBaercs nopsinok Haznadenus [P agpecos, mporoxon DHCP.

-IIporoxomnsl MexcereBoro B3anmonaeicTeus (IP).

-PaccmarpuBaercst paboTa cucteMsl foMeHHBIX nMeH (DNS).

-PaccmatpuBaercst paboTa npotokoiioB pazpenienus aapeco: ARP u RARP.

-[IpuBonurcst popmar cooOmieHnit 1 OCHOBHBIE 3HaUeHNUs 1moJieid. OMUChIBaeTCs IPOTOKOJ epeaadn
KOHTPOJBHBIX coobuienuit ICMP, kol

25

7 cemectp MapupyTtuzanus

PaccMarpuBaeBbie BOIPOCHL:

-MapupyTu3aTopsl.

-OyHKIAA ¥ IPUHIUTEL Pa0OTHL

-CriocoObI MapmpyTH3auy ¥ IPUHIUITEI PA0OTHI TPOTOKOJIOB TUHAMHYECKOW MapIIpyTH3aIHH.

26

Mapmpytuzanus(npoaomKeHue)

PaccmartpuBaeBbie BOIPOCHI:

-JluCTaHIIMOHHO-BEKTOPHBIH MPOTOKOII MapiipyTusauu RIPv1.

-IIpuHIMITBL paOOTHI, METPUKH, MEXaHU3MbI HCKITFOUEHHS MTETEJ b MapIIpyTU3alH1, BPeMsl KOHBEPIeHIINH,
HOPSAIOK HACTPOUKHU.

-JluCTaHIIMOHHO-BEKTOPHEIH MPOTOKOII MaprpyTusamn RIPv2.

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHU3MBI HCKITFOUCHHUS NTE€TEIb MapIIPyTU3aAIU1, BPEMsI KOHBEPT €HIINH,
HOPSAAOK HACTPOUKHU.

27

MapmpyTtuzanusi(mpoaoHKeHUE)

PaccMaTpuBaeBbie BOIPOCHI:

-JlucTaHIIMOHHO-BEKTOPHBIH MpoTokos Mapiipytusanuu EIGRP.

-[TpuHIMITBEL pabOTHI, METPHKH, MEXaHU3MBI HCKIJIIOUCHUS [IETeNb MapLIPYTU3aLuH, BpeMs KOHBEPI eHIIUH,
HOPSAIOK HACTPOMKH.

28

MapupyTtuzauus(npoaomKeHue)

PaccmaTpuBaeBbie BOIPOCH:

-IIporoxon MapmpyTtusanuu cocrosinust auHuu OSPF.

-IIpuHIMITEl pabOTHI, METPUKH, MEXaHN3MBI HCKITFOUCHUS TIETEIb MapIIpyTH3aIH1, BPEMsl KOHBEpPI eHIINH,
TIOPSIIOK HACTPOUKH.

29

Mapupytuzanus(npoaomKeHne)

PaccmaTprBaeBbie BOIPOCHI:

-Bo3moxknoctu macirrabuposanus nporokoia OSPF.

-Pabora B HECKOJIBKHX 00JIacTsX, paboTa B IIMPOKOBELIATEIEHOM JOMEHE.

30

JlonmoHUTENbHBIE BO3MOKHOCTH HUCTIOIb30BAaHMS MapIIPYTH3ATOPOB.
PaccmarpuBaeBbie BOPOCHI:

-Bo3moskHocTu ucnonb3oBanus [P agpecos.

-PaccmarpuBaroTcs JONONIHUTENBHBIE BO3MOXKHOCTH 110 PACHIMPEHUIO aAPECHOTO IJIaHa ¢ MOMOLIbIO
texHosoruit NAT, PAT u ux kondurypupopanue.

31

JlonomHUTEIbHBIE BO3MOXKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOIOIKEHUE)
PaccmarpuBaeBbie BOIPOCHT:

-YcTaHOBKA JOTIOTHUTEIBHBIX aJIpecoB Ha HHTepdericax

-PaccMaTpuBaroTcst BO3MOXKHOCTh YCTAaHOBKH JTOTIOTHUTEIHHBIX aIpecOB Ha MHTEpdeiicax
MapIIpyTH3aTopa ¢ MOMOIIbI0 mpoTokoina §02.1q.

32

I[OHOJ'IHI/ITGJ'ILHBIC BO3MOXXHOCTH HCIIOJIb30BaHHA MapIJ_IPYTI/ISaTOpOB(HpOI[OJ'DKeHI/Ie)
PaCCManI/IBaeBLIe BOIIPOCHI:

-PesepBupoBanue 1umo3a
-IIporoxon HSRP




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

-PaccmaTpuBaroTcst mpoTOKOIEI pe3epBrupoBaHust mLT030B HSRP.
-AnroputMa paboThl, POIIH MapIIpyTH3aTOPOB, HACTPOHKA IPYMIIBI, OaTaHCUPOBKA 3arpy3KH, HACTPOHKa
peaKIuK Ha COCTOSTHUE BEpXHEH JIMHUH CBA3H.

33

I[OHOJIHI/ITCJ'ILHBIG BO3MOXXHOCTH HCIIOJIb30BaHHUA MapLprTI/I3aTOpOB(HpOI[OJ'DKCHI/Ie)
PaccmaTpuBaeBbie BOIPOCHI:

-PesepBupoBanue numo3a

-IIporokon VRRP

-PaccmarpuBaroTces MpoToKoJIbl pe3epBUpoBaHus 1U1t030B VRRP.

-AnropuTMa paboThI, POJIM MAPIIPYTH3ATOPOB, HACTPOWKA TPy, OaJaHCHPOBKA 3aTPYy3KH, HACTPOHKa
peaKkIuK Ha COCTOSTHUE BEpXHEH JIMHUH CBA3H.

34

JlonoHUTEIbHBIE BO3MOYKHOCTH MCITOJIB30BAHUS MAPIIPYTHU3ATOPOB(TIPOJOIKEHUE)
PaccmartpuBaeBbie BOIPOCHI:

-PesepBupoBanue mro3a

-IIporoxon GLBP

-PaccmartpuBaroTcs mpoTOKOIBI pe3epBupoBanus o308 GLBP.

-AjnroputMa paboThl, pOJM MaplIpyTU3aTOPOB, HACTPOWKA IPYIITbI, OaJAHCUPOBKA 3arpy3KH, HACTPOHKa
PEaKIy Ha COCTOSIHUE BEPXHEH JINHIH CBS3H.

35

JlonosHUTEIbHBIE BO3MOYKHOCTH MCITOJIB30BAHUS MAPIIPYTHU3ATOPOB(TIPOIOIKEHNE)
PaccmaTpuBaeBbie BOIIPOCH:

-CyMMupoBaHH€E MapHIPYTOB.

-PaccmatpuBarorcs mpaBuiia cyMMUpOBaHUs MapipyToB. KoHpurypupoBanrue cyMMapHbIX MapiipyToB B
npotokosax RIP, EIGRP, OSPF.

36

JlonomHuTEIbHBIE BO3MOKHOCTH MCIIOJIB30BAHUS MAPUIPYTHU3ATOPOB(TIPOIOIKEHHUE)
PaccmaTprBaeBbie BOIPOCHI:

-Obecnieuerne 6€30IaCHOCTH Ha CETEBOM YPOBHE C TIOMOIIBIO CITUCKOB JTOCTYTIA.

-PaccmatpuBaroTcst o0Omme IpuHIHITEL 00ecTieueHns Oe30MaCHOCTH Ha CETEBOM YPOBHE C TIOMOIIBIO
CHHCKOB JIOCTYTIa, aHAJIM3UPYEMbIEC TapaMeTphl, MOPSIOK (POPMUPOBAHUSL.

37

I[OHOJ'IHI/ITCJ'ILHBIG BO3MOXXHOCTH HCITIOJIb30BaHHUA MapH_Ip)ITI/ISaTOpOB(HpOI[OJ'DKGHI/IC)
PaccmartpuBaeBbie BOIPOCHI:

-Pacipenssie u craHAapTHEIE CIUCKU JOCTYIA.

-PaccmatpuBarorcst mpuHIHMIBL GOPMHUPOBAHHS PACIIMPEHHBIX U CTAHJAPTHBIX CIIMCKOB JOCTYTIA,
aHaJIM3UPyeMbIe TTapaMeTphl, MOPSIOK (POPMUPOBAHUSI U TPUMEHEHHS.

38

JlomomHUTEIbHBIE BO3MOYKHOCTH MCIIOIB30BAHUS MAPIIPYTHU3ATOPOB(TIPOIOIKEHNE)
PaccmatpuBaeBbie BOIPOCHL:

-IlepepacnpenencHie MapIIpyToB.

-PaccMarpuBaroTcst BO3MOXHOCTH IIepepacIpeieNieHHs] MapIpyTHOH HH(OPMALHH, ITOPSIOK
B3aMMOJICHCTBHS IPOTOKOJIOB MapIIPyTH3ALUH, HepepacpenesICHIs MapIuIpyTa [0 yMOITYAHUIO,
OrpaHMYCHUsI TIPH NePepacIIPe/IeIICHUH MapIIPYTOB.

39

['mo6anbubie cetn (WAN)

PaccmarpuBaeBbIe BONPOCHI:

-Tumbr kananoB WAN 1 0030p MPOTOKOJIOB.

-OnmceiBatotes riiodanbHbie ceTd (WAN), TUIIBI KaHAIOB: BBIICIICHHbIC IMHUH, COSTHHEHUE C
KOMMYTAaIllel KaHaJIOB, COSAMHEHHNE C KOMMYTAaIlUEeH MaKeTOB.

-PaccmaTpuBaetcs uepapxmdeckas CTpyKTypa pacipe/elIiecHHON CeTH.

-MapupyTtusanus 8 WAN.

-IIporoxon mapumpyruzanuu BGP.

-OnuchIBalOTCS NPUHLIMIIBI padoThl MpoTokoia BGP, aTpuOyThl 1 MX Ha3HaueHHE.




n/n

TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

40

Mapupyrtuzamus [Pvo

PaccmaTpuBaeBbie BOIIPOCH:

-OnceIBaeTcs MPOTOKOJ MEXCeTeBOro B3anMoericteus IPvo, Gpopmar coobmienuii, Ha3HauCHNE TTOJIEH.
-PaccmatpuBatotcs tuns! agpecos IPv6 u nopsiok ux Ha3HaYeHUS.

-JluCTaHIIMOHHO-BEKTOPHBII IpoTOKOII MapiipyTusanuu RIPng

-IIpuHIMITBl pabOTHI, METPUKH, MEXaHU3MbI HCKITFOUEHHS METEJ b MapIIpyTU3ali1, BPeMsl KOHBEPIeHIINH,
HOPSAIOK HACTPOUKHU.

-JlucTaHIIMOHHO-BEeKTOPHBIH poTokos Mapiipytusanun EIGRPv6

-IIpuHmITEl pabOTHI, METPUKH, MEXaHU3MBI HCKITFOUCHHUS NTETEIb MapIIPyTU3aIU1, BPEMsI KOHBEPT €HIINH,
MOPSAIOK HACTPOMKH.

-IIporoxon MapmpyTtusauuu coctosiaust auHuu OSPFv3.

-[IpuHIMIIEL paOOTHI, METPUKH, MEXaHU3MBI HCKITIOUESHUS NIETENNb MapIIpyTH3aIi1, BpeMs] KOHBEpTeHIINH,
MOPSIIOK HACTPOUKH.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

n/n

HaumeHnoBaHue nabopaTopHbIX paboT / KpaTKoe cojiepKaHue

6 cemectp YposHu monenu OS]
B PE3YIBbTATE BBITTIOJTHCHUA pa6OTI)I CTYACHT IOJYYUT MOHMMAaHHE O IMOPAAKE U IIpaBUIaX B3aHMOHeﬁCTBHH
YCTPOWCTB B CETH IIpH Tepeaade HHPOPMAIUK B COOTBETCTBHH C YpOBHEBOH Mozaenpio OSI.

Yposau monenu OSI(npogomkenne)

B PE3YyIbTATE BLIITOJIHCHU S pa6OTBI CTYACHT IMOJYUYUT NOHUMAHHUE O MOPAJAKEC U IpaBUIax BBaHMOHCﬁCTBHﬂ
YCTpoﬁCTB B CCTH IIpU Iepeaavc I/IH(l)OpMaIII/II/ICHOMOHILIO CTaHAapTHOT'O CTCKA TCIICKOMMYHUKAITMOHHBIX
nporokonos TCP/IP.

Meroas! KOQUPOBaHU
B PE3YIBbTATE BBITTOJTHCHUA pa6OTI)I CTYACHT IOJYUYUT NPAKTUYCCKHUE HABBIKU 110 WCIIOJIB30BAHUIO METOJI0B
U(POBOTO KOJUPOBAHHMS IaHHBIX HA PU3NYECKOM YPOBHE.

MeTtop1 KOgupOoBaHUS(TIPOIOKEHHUE)
B PE3YyIbTATE BLIITOJIHCHU S pa6OTBI CTYACHT MOJYYUT NPAKTUYICCKHUEC HABBIKHU 11O UCIIOJIBb30BAHNIO MCTOJA0B
HU30BITOYHOTO KOAWPOBAaHUA U CerM6J’II/IpOBaHI/I${ JaHHBIX Ha (I)I/IBI/I‘ICCKOM YPOBHC.

Buras napa. O6xum kabens
B PE3YyIbTATE BBINTOJTHCHU pa60TI)I CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU 11O MOATOTOBKE (1)1/131/['{601(01?[
CpeIIsl A1 epeiadn HH(pOpMaIim.

Pacuet paboToCcriocoOHOCTH ceTH

B pesyinbTaTe BBITOMHEHHS Pa0OThI CTYJCHT HOJNYYUT NPAKTHYECKUE HABBIKH 10 OLICHKE
PaboTOCIIOCOOHOCTH CETH Ha dTalle e¢ MPOSKTHPOBAHMS C HCIOJIb30BAHUEM PA3JIMYHBIX CPEll Iepeadn
nHdopManuy.

Pacuyet paboTocrnocoOHOCTH CETH(MTPOTOIKEHHE)
B pe3yspTaTe BbIIOIHEHUS PaOOThI CTYJEHT IOIYyYUT NPAKTHUECKUE HABBIKYU 110 IIPOEKTUPOBAHUIO
JIOKaJIbHOW CETH U OpraHU3aliK B3aUMO/ICHCTBUS CETEBBIX YCTPOMCTB HA (PU3NUYECKOM YPOBHE.

CrpykrypupoBaHHas KabelbHas CCTEMa
B pesynbrarte BRIOTHEHUS pabOTHI CTYIEHT MOMYYHUT MPAaKTHIeCKHe HaBBIKH 10 npoektupoBanmo CKC.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

CtpykTypupoBaHHas kKabelbHas cucTema. (MPOoI0KEHHE)
B pesynbrate BeITOTHEHHUS PAOOTHI CTYAEHT HOIYYUT IPAKTHIECKNE HABBIKH 110 TOPAIKY (OPMHUPOBAHUS
TEXHUYIECKOHN JOKyMeHTanuu npu npoektuposanuu CKC.

10

bazoBas HaCTPOﬁKa 1 aHaJIu3 pa6OTLI KOMMYTAaTOpPOB

B pesynbrarte BHIIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPaKTHUYEeCKHEe HaBBIKHU 110 0a30BOI HaCTpoOiike
CEeTeBOro 000PYyI0BaHHS KaHATBHOI'O YPOBHS (KOMMYTATOPa) U aHAJIN3Y €ro pabdoThl C UCIOIb30BaHUEM
IPOrPAaMMHOM MOJEIIH.

11

basoBast HacTpolika u aHaJIU3 pabOThl KOMMYTATOPOB. (IIPOIOJIKEHHE)
B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT MPaKTHIeCKHE HABBIKH 110 0a30BOI HACTPOIKE
(PU3NIECKOTO CETEBOT0 00OPYAOBaHMS KaHATBHOTO YPOBHS (KOMMYTAaTOpa) U aHAIHU3Y €ro pabOoTHI.

12

KOHTpOJ‘IB AocTyla. HaCTpoﬁKa 0€30I1aCHOCTH Ha mopTax KOMMyTaTopa
B pesynbrarte BRIIOIHEHUS paOOTHI CTYICHT MOMYYHUT MPAKTUYCCKHAE HABBIKY 110 YCTAHOBIICHHIO KOHTPOJIS
JIOCTYTIa K CETH Ha KaHAIILHOM YPOBHE B peKHUMe static secure

13

Kontpoinbs noctyna. Hactpoiika 6e30macHOCTH Ha mOpTax KOMMYTaTopa(Ipo0JKEeHNE)
B pesynbrarte BRIIOIHEHUS pabOTHI CTYIEHT MOMYYUT NPAKTHIECKHE HABBIKH 110 YCTAHOBIICHHIO KOHTPOJIS
JIOCTYTIa K CETH Ha KaHAIBHOM ypOBHE B pesknMe dynamic secure.

14

Kontpoinb noctyma. Hactpoiika 6€30macHOCTH Ha MOpTax KOMMYTaTopa(Ipo0KEeHNE)
B pesynbTaTe BBITOTHEHHS pa0OTHI CTYJCHT MOJNYYHUT MPAKTHYECKUE HABBIKU M0 YCTAHOBICHHIO KOHTPOJIS
JIOCTyIa K CETH Ha KaHAJIbHOM ypOBHE B pexxume sticky secure.

15

Hacrpoiika STP u ETHER CHANNEL nHa kommyTarope

B pesynbrare BRIIOIHEHUS pabOTHI CTYIEHT MOMYYUT MPAKTHIECKHUE HABBIKHU 110 TIOCTPOCHHUIO CETH C
N30BITOYHBIMH CBSI35IMU Ha KaHATBHOM YPOBHE.

16

Hactpoiika STP u ETHER CHANNEL na xommyTaTope(po10KeHue)
B PE3YyIbTATE BLIITOJTHCHU S paﬁOTBI CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKHU IO TOCTPOCHUIO CCTHU C
obecrieueHreM pe3epBUPOBAHMS M OATAHCHPOBKY 3arpy3KH Ha KaHAJILHOM ypPOBHE.

17

N3yuenne n Hactpoitka VLAN u VTP

Wzyudenue u HacTpoitka VLAN Ha ofHOM KOMMYyTaTope

B pesynbrate BeIOIHEHHS PaOOTHI CTYAEHT NOMYYUT NPAKTUUECKUE HABBIKU 110 PA3JCICHUIO CETH Ha
noruueckue cerMeHTs! (VLAN) ¢ ucnons3oBaHnEM KOMMYTaTOPOB.

18

Nzyuenne u Hactpoiika VLAN u VTP(niponomkenue)

N3yuenne un Hactpoitka VLAN Ha 01HOM KOMMYyTaTOpe

B pesynbrate BeITOTHEHHS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKNE HABBIKH 110 PA3/ICIICHUIO CETH Ha
norudeckue cermeHTsl (VLAN) u ynpasnenuto kondurypanueit VLAN.

19

N3yuenne n Hactpoitka VLAN u VTP (nponomkenue)
Wzyuenue u HacTpoiika VLAN Ha HECKONBKMX KOMMYTaTOpax C UCHOJIb30BaHUEM mpoTokona DTP.
B pesynbrate BIOIHEHHS PaOOTHI CTYAEHT NOMYYUT NPAKTHYECKNUE HABBIKH 110 PA3CICHUIO CETH Ha

norudeckue cermeHThl (VLAN) ¢ nCMoNb30BaHEeM KOMMYTATOPOB M YIIPABICHHIO KOH(UTypaneii
VLAN.

20

Nzyuenune n Hactpoiika VLAN u VTP. (mpogomkenue)

W3zyuenue u Hactpoiika VTP.

B pesynbrate BhIITOIHEHHS PaOOTHI CTYAEHT HOIYYUT NPAaKTHYECKNE HABBIKH 110 yripasieHno VLAN c
roMouibto rnporokosia VTP ¢ ncnonbs3oBanuem rpynn KOMMYTaTOpPOB.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

21

Nzyuenune n Hactpoiika VLAN u VTP. (nmpomgomkenue)
B pesynbprarte BRIIOTHEHUS paOOTHI CTYIEHT MOMYYUT MPAKTHIECKHAE HABBIKH 110 TIOCTPOSHHUIO CETH C
N30BITOYHBIMH CBSI35IMH HAa KAaHAJIHHOM YPOBHE C paseneHneM MapmpyToB mo VLAN.

22

IP anpeca. Knaccel. Cets. Iloacers
B PE3YIbTATE BBINTOJTHCHUA pa6OTI)I CTYACHT MOJYYUT NPAKTUUCCKHUE HABBIKU 11O paCyY€Ty MACKH IMOJACETU
JUIA 3aJaHHOT'O KOJIMYECTBA XOCTOB U HOI[CGTCI\/II.

23

IP agpeca. Kiaccrl. Cetsb. [loacers(mpoaomxeHue)
B pesynbrarte BRIOTHEHUS paOOTHI CTYIEHT MOIYYUT MPAKTHIECKHE HABBIKH 110 pacUeTy aJIpeCHOTO IUIaHa
CCTHU NPCANPUATHA C UCIIOJIB30BAHNEM MACKHU (I)I/IKCI/IpOBaHHoﬁ JJINHBI.

24

IP angpeca. Kimaccrbl. Cetb. [loacers. (ITpoaomkeHue)
B PE3YyJIbTATE BBINTOJTHCHU pa60TI)I CTYACHT MOJYYUT NPAKTUYICCKHUE HABBIKU 110 paCUCTy aIpCCHOIO IjiaHa
CCTU NPEANPUATHA C UCIIOJIB30BAHNEM MACKU nepeMeHHoﬁ JUJINHBI.

25

7 cemecTp YCTpoHCTBO MapiupyTu3aTopa. basoBas HacTporika
B pesynbprarte BeIIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPAaKTHIECKHE HABBIKH 110 paboTte ¢
MapIIpyTH3aTOPOM P €TO MEPBOM BKIIIOYSHHUH ¥ BEITIOHEHUIO 0a30BOH HACTPOMKH.

26

Hacrpoiika quaamuyeckoro pacnpenenenus ip-aapecon. [Iporokoa DHCP.

(mpomomxkeHue)
B pesynbrate BIOIHEHHS PaOOTHI CTYAEHT HOIYYUT NPAKTHYECKHE HABBIKH 110 KOH(OUTYPHPOBAHHIO
AaBTOMAaTHUYECKON cucTeMbl pucBoeHus [P-anpecos ¢ momoursto nporokxonaa DHCP.

27

Cratuueckast MapupyTuzanus.Fzyuenue Tabiaun MapipyTu3anuu
B pesynbrate BeINOIHEHH PaOOTHI CTYAEHT HOIYYUT IPAKTUIECKUE HABBIKHU [0 HACTPOWKE CTATUIECKON
MapIIpyTH3AIUK B CETH U aHATM3Y COAEPKUMOT0 TAOJIHIl MapIIpy TH3AINH.

28

Cratuueckas MapuipyTtuszaius.Fzyuenue Tadiui MappyTu3anuu(IpoJ0HKeHHE)
B PE3YyIbTATE BLIITOJTHCHU S pa6OTBI CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKH 11O HaCTpOﬁKe CTaTUYCCKOro
MapIIpyTa 10 YMOJYaHHUIO B CETH U aHAIN3Y COAEPKUMOTO TaOJINI] MapIIpyTH3AIHH.

29

JlMCTaHIIMOHHO-BEKTOPHBIN NPOTOKOI MapiipyTtusanuu RIPvI
B PE3YyIbTATE BBINTOJTHCHU pa60TLI CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU 10 KOH(i)I/IprI/IpOBaHI/IIO
JMUCTAHIHOHHO-BEKTOPHOT'O MPOTOKOIa Mapiipytu3aiui RIPv1 u ananu3y ero paboTsl.

30

JMcTaHIMOHHO-BEKTOPHBIN MTPOTOKOJ MapupyTusanuu RIPv2

B pesynbprarte BRIOTHEHUS pabOTHI CTYIEHT MOMYYHUT NPAKTHIECKHE HABBIKH 110 KOH(PUTYPHUPOBAHHIO
JUCTAHITMOHHO-BEKTOPHOTO MPOTOKOIa MapiipyTu3anui RIPv2 u ananmmzy ero paboTsI B pexumMe
ABTOCYMMHUPOBAHMUS.

31

JlMcTaHIIMOHHO-BEKTOPHBIH MpoToKoI MapupyTu3auuu RIPv2. (mponomkenue)

B pesynbrate BhINoIHEHH PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 KOH(OUTYPHUPOBAHHIO
JIMCTaHLIMOHHO-BEKTOPHOTO MPOTOKOJIa MapiupyTu3auuu RIPv2 1 aHanu3y ero paboTsl B pesKiUMe C
OecKIIaccoBO# aipecamuei.

32

JlucTaHIIMOHHO-BEKTOPHBIN MpoTOoKoJ MapuipyTusauu EIGRP

B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYHUT NPaKTHIECKHE HABBIKH 110 KOH(MUTYPHUPOBAHHIO
JUCTAHIIMOHHO-BEKTOPHOTO npoTokoia Mapipytusanun EIGRP n ananu3y ero pa®otsl 6e3 Hammauns
pPE3EPBHBIX MapIIPYTOB.

33

JlucTaHIMOHHO-BEKTOPHBIN npoTokoia MapipyTtusanuu EIGRP(nmpogomkenue)

B pesynbrate BbINoIHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKY 110 KOH(OUTYPHUPOBAHHIO
JIUCTAHIMOHHO-BEKTOPHOT'O MpoTokoia mMapuipytusanuu EIGRP u ananu3sy ero padboThl ¢ pe3epBHBIMU
MaplpyTaMu.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

34

[IpoTokon mapupytuzanuu coctosinusg Juauu OSPF
B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYHUT NPAaKTHIECKHAE HABBIKH 110 KOH(PUTYPUPOBAHHIO
MIPOTOKOJIAa MapupyTu3anuu coctossaus kKanana OSPF u ananmsy ero paboTsl B 0HOH 0071aCTH.

35

[TpoTokous mapuipyTuzanuu cocrosiHust auaun OSPFE. (mponomxkenue)

B pesynbrate BbIOIHEHHS paOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 KOH(OUTYPHUPOBAHHIO
MPOTOKOJIa MapuIpyTu3anuu coctosiuus kanana OSPF u aHanuzy ero paboTsl Ipy MacTaOupoBaHUM Ha
HECKOJIBKO 001acTei.

36

[Iporoxon mapupyTtuzauuu coctostuust tuHun OSPF(ipopomkenue)

B pesynbprarte BRIIOTHEHUS pabOTHI CTYIEHT MOMYYHUT MPAaKTHIECKHAE HABBIKH 110 KOH(UTYPUPOBAHIIO
MIPOTOKOJIA MapmpyTu3anuy coctossHusA kanana OSPF u ananusy ero pa®oThl B IIMPOKOBENIATEIIEHOM
JOMCHE.

37

Texnonorus Tpancnsauuu agpecoB NAT, PAT(npoaomkenue)
B pe3ynbrare BHIIOTHEHUS paObOTHI CTYIEHT MOMYYUT MPAKTUYECKUE HABBIKU I10 HCIIOIB30BaHUIO
TEXHOJIOTUH TpaHCIUU axpecoB NAT npH MoCTpOeHHH CETH.

38

Texnonorust Tpancisiuu aagpecoB NAT, PAT(nmponomxenue)
B pesynbprare BRIIOTHEHUS paObOTHI CTYIEHT MOMYYUT MPAKTUIECKUE HABBIKU TI0 MICTIONBE30BAaHHIO
TEXHOJIOTMH TPAHCIIAIUU aAPECOB PAT IpU NOCTPOCHUHN CCTU

39

[TonwuTHEpdeEiichl Ha MapuIIpyTHU3aTOpE
B PE3YIbTATE BLINTOJTHCHU pa60TLI CTYACHT NMOJYUYUT NPAKTUICCKHUEC HABBIKU 11O HaCTpOﬁKe

HOHLHHTep(beﬁCOB Ha MapumpyTu3aTope Ajid YIIpaBJICHUA Tpa(l)I/IKOM npu nepeaavuc MExKay pasHbIMU
VLAN.

40

PesepBupoBanue murosa
B pesynbrate BeITOTHEHHS PaOOTHI CTYACHT HOMYYUT NPAKTHYECKNE HABBIKH 110 CO3JAaHUIO PE3EPBHBIX
MTOIKITIOYEHUI [T BBIXOa B APYTYIO CETh ¢ TOMOIIBI0 mpoTokoixa HSRP

41

PezepBupoBanue nutto3a(Iipo10nKeHne)
B pesysbrate BRINOIHEHUS paOOTHI CTYICHT MOMYYHUT MPAKTUUYCCKUAC HABBIKY 10 CO3aHUIO PE3EPBHBIX
MOAKJIFOUEHUH /ISl BBIXO/Ia B JPYTYIO CETh C MOMOIIBI0 MpoTokosa VRRP

42

Pe3epBupoBanue nuiro3a(poa0KeHue)
B PE3YIBbTATE BBITTOJTHCHUA pa60T1)1 CTYACHT IMOJIYUYUT NPAKTUUCCKHUE HABBIKU 11O CO3AaHUIO PE3CPBHBIX
TTOIKITFOYCHUH JUTS BBIXOJa B APYTYIO CETh U 0aTaHCHPOBKH 3arpy3KH ¢ TIOMOIIbI0 mpoTokora GLBP.

43

CymMupoBaHue MapIpyToB
B pesynbrate BeITOTHEHHUS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKNE HABBIKHM 110 ONTHMHU3AIMN TAOJIHIT
MapLIpyTH3ALUHU ¢ TOMOLIBI0 CYMMHPOBaHUs MapiIpyToB B npotokonaax EIGRP u OSPF.

44

Obecrnieuenne 6€30MaCHOCTH Ha CETEBOM YPOBHE C TOMOIIBIO CIIICKOB JIOCTYTIA
B pe3ynbpTaTe BbIIOIHEHHS PAOOTHI CTYJEHT HOJIyYHUT MPAKTUYECKUE HABBIKU 110 YIPABICHHIO TPahUKOM
Ha CETEBOM YPOBHE C ITOMOILBIO CTAHJAPTHBIX CIIMCKOB KOHTPOJIS JOCTYIA.

45

Oobecneuenme 6e30MaCHOCTH HAa CETEBOM YPOBHE C TIOMOIIBIO CIIUCKOB
JOCTYTA(IIPOIOTKECHHE )

B pesynbrarte BRIOTHEHUS paOOTHI CTYIEHT MOMYYUT MPAKTHIECKHE HABBIKH 110 YIIPABICHUIO TPahUKOM
Ha CETEBOM YPOBHC C IOMOLIBIO PACHIUPCHHBIX CITMCKOB KOHTPOJIA AOCTYyIIA.

46

[Tepepacmpenenenue MappyTHOi HHOpMAIH
B pesynbrate BbINOJIHEHHS PaOOTHI CTYACHT HOIYYUT HPAKTHYECKUE HABBIKY 110 00ECIIEUSHUI0 0OMeHa
MapHIpyTHOH MH(MOpMAaLMel MeX/ly Pa3IMYHbIMU ITPOTOKOIAMH MapILIPY TH3ALMH.
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47 |IIporokon mapuipytuzanuu BGP
B pesynbprarte BRIIOIHEHUS pabOTHI CTYIEHT MOMYYHUT NPAaKTHIECKHAE HABBIKH 110 KOH(PUTYPUPOBAHHIO
npoTokona Mapupyrtusanui BGP u ananmzy ero paboTsl.

48 |Hactpoiika mapiipytuzanuu [Pvo
B pesynbrate BbINOIHEHHS paOOThI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 10 KOH(OUTYPHUPOBAHHIO

nporokonoB Mapiipytuzanuu RIPng, EIGRPv6, OSPFv3 u ananusy ux paboThl.

4.3. CamocrosiTenbHas paboTa 00y4daroImuXCs.

/ Bun camocrosTensHO# paboThI
/1

1 |Pa3paboTaTh ceTh Mepenadu TaHHBIX C UCIOIb30oBaHueM MpoTokosioB RIP, EIGRP,
HSRP.

[ToaroroBka k J1abopaTopHBIM paboTam

BrinonHeHnne KypcoBoro mpoekTa.

IloaroroBka k HpOMC)I(yTO‘lHOfI aTTeCTaluu.

gl | WO DN

[ToaroroBka k TeKyIiemMy KOHTPOJIIO.

4.4. IIpuMepHbIi IEpEYEHb TEM KYPCOBBIX MPOEKTOB

1. Pa3paboTath ceTh nepeauu JaHHBIX C UCIOJIb30BaHUEM NTPOTOKOJIOB RIP,
EIGRP, HSRP.

2. Pa3zpaboTaTh ceThb nepesayu JaHHBIX ¢ UCTOIb30BaHUEM NMPOTOKOJI0B RIP,
OSPF, HSRP.

3. Pazpaborath ceTh nepeaun JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
BGP, HSRP.

4. Pa3zpaboTaTh CeTh Mepe/layul TaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJI0B RIP,
EIGRPVRRP.

5. Pa3paborath ceTh nepeaayu JaHHBIX C UCT0JIb30BaHUEM ITPOTOKOJI0B RIP,
OSPF, VRRP.

6. Pazpabortats ceTh epegaun JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
BGP, VRRP.

7. PazpaboTtath ceTh niepeavu JaHHBIX C UCIIOIb30BaHUEM MTPOTOKOJIOB RIP,
EIGRPGLBP.

8. Pazpabortarh ceTb nepeaadn JaHHBIX C UCIOJIb30BaHUEM MPOTOKOIOB RIP,
OSPF, GLBP.

9. Pazpabortarh ceTh nepefadu JaHHBIX C UCIIOIb30BaHUEM MPOTOKOJIOB RIP,
BGP, GLBP.

10. Pa3paboTaTh ceTh nepenayd JaHHBIX C HCIOJIb30BaHUEM IPOTOKOJIOB
EIGRP, OSPF, HSRP.



11. Pa3paboTaTh ceTh nepenayd AaHHBIX C MCIOJIb30BaHUEM ITPOTOKOJIOB
EIGRP, OSPF, HSRP.

12. Pa3paboTaTh ceTh Mnepenadd JaHHBIX C HCIOJIb30BAHUEM IMPOTOKOJIOB
EIGRP, OSPF, VRRP.

13. Pa3paboTaTh ceTh nepegauyu JAHHBIX C HCIOIb30BAHUEM IPOTOKOJIOB
EIGRP, OSPF, VRRP.

14. Pa3paboTtaTh ceTh mepenayu JaHHBIX C MCIOJb30BAHHEM IMPOTOKOJIOB
EIGRP, OSPF, GLBP.

15. Pa3paboTaTh ceTh nepenayd JaHHBIX C MCIOJIb30BaHUEM ITPOTOKOJIOB
EIGRP, OSPF, GLBP.

16. Pa3paboTaTh ceTh nepegauyu JAHHBIX C HCIOJIb30BAHUEM IPOTOKOJIOB
EIGRP, BGP, HSRP.

17. Pa3paboTtaTh ceTh mepenayu JaHHBIX C HCIOJb30BAHHEM IMPOTOKOJIOB
EIGRP, BGP, VRRP.

18. Pa3paboTaTh ceTh nepenayd AaHHBIX C UCIOJIb30BaHUEM ITPOTOKOJIOB
EIGRP, BGP, GLBP.

19. PazpaboraTh ceTb mepenayd JaHHBIX C HCIOJb30BAHHEM IMPOTOKOJIOB
OSPF, BGP, HSRP.

20. PazpaboraTh ceThb mepenayu JAaHHBIX C MCIOJb30BAHHEM IMPOTOKOJIOB

OSPF, BGP, VRRP.

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS MCIIOJIb30BaTh IIPU

OCBOCHUHU JTUCIUTUTHHBI (MOTYJIS).
No

y bubnuorpaduyeckoe onucanue MecTto nocryna

/i

1 Cksopiona, T. U. KommbroTepHbie https://e.lanbook.com/book/163825 (mara
KOMMYHHUKAIMH ¥ CETH : yIeOHO- obparenns 30.04.2025

meroandeckoe mocoowue / T. U. CkBopiosa.
— Mocksa : PTY MUPDA, 2020. — 223 c.
— Tekcr : anektponHbIt // Jlans :
AIIEKTPOHHO-OMOIMOTEeYHAs cCCTEMA.

2 KenenkoB b.B., OcHOBEI ceTeBBIX http://library.miit.ru/bookscatalog/metod/04-
TexHonoruit. duszudeckuii yposens : Meros. | /8203.pdf (nara obpamenns 30.04.2025)
yka3. Kk j1a0. pab. mo auci. "Cetu 9BM u

TesekoMMyHuKanuun" s crya. IV kypcea
cnern. "BerauciuTenbHbpIe MAITAHEI,
KoMIUTeKCHhI, cucteMbl U cetn”" MUUT. Kad.
"BrruncnuTenbHbIC CUCTEMEI U ceTu". - M. :
MUWUUNT, 2007. - 43 c.




3 | XenenkoB b.B. Pabora koMmMyTaTopoB http://library.miit.ru/bookscatalog/upos/04-
Cisco B IOKaNbHEIX CeTAX : yueb. mocodbue | 35255.pdf (nara obpamenns 30.04.2025)
11t cTy . 4 kypcea crnen. "Uadopmaruka u
BBEIUHCIUTEIbHA] TexHuKa" mo gucl. "Cetu
OBM u tenekommynukanun" / b.B.
Kenenxos ; MUUT. Kad.
"BpiunciauTenbHble CUCTEMBI U ceTH". - M. :
MUMUT, 2007. - 92 c.

4 | Kenenkos b.B., KananbHblil ypoBeHb http://library.miit.ru/bookscatalog/metod/03-
mozenu OSI: meToa. ykas. k 1a6. pab. 1o 41547.pdf (nara obpamenus 30.04.2025)
muct. Cetu D9BM 1 TeeKOMMYHUKALUU 11

cTyn. 4 kypca cnen. BeruucnurenbHbie
MAaIIUHbI, KOMILJIEKChI, CHCTEMBI U CETH,
Hanp. MHdopMaTuka U BEIYUCIUTEIbHAS
texnuka /; MUUT. Kad. Beruncnutensasie
cucTeMsl 1 cetd. - M.: MUMT, 2011. - 50 c.
: a-wi. - bubmuorp.: c. 49.

5 TonmosckuitSl. M., XKenenkos B.B., http://library.miit.ru/bookscatalog/metod/DC-
Ipiranosa H.A. MapmpyTtu3anus B 407.pdf (nata obpamenus 30.04.2025)
KOMIIBIOTEPHBIX CeTAX: YueOHoe mocodue. -
M.: PYT (MUUT), 2017. — 114 c.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
MH(GOPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOPBIE MOTYT HCIOJIB30BaThCSA IMPHU
OCBOCHHMH JTUCLUILTUHBI (MOIYJIs).

Hayuno-texunueckas 6ubnuorexa PYT(MUUT) http://library.miit.ru/

OdunuansHbIil caiT o noanepxke pemenunii Cisco https://www.cisco.com/

dopym CIIEIIMATNCTOB 1o nH(OPMAITMOHHBIM TEXHOJIOTUSAM
http://citforum.ru/

HNHTepHET-yHUBEPCUTET UH(OPMAIIMOHHBIX TEXHOJIOTUI
http://www.intuit.ru/

TemaTnueckui bopym 1o UH()OPMAIIMOHHBIM TEXHOJIOTHUSIM
http://habrahabr.ru/

7. llepedyeHb  JNHMIEH3UOHHOTO WU  CBOOOJHO  PacIpoOCTPaHSIEMOro
IPOrpaMMHOr0 OOECHEe4YeHHsl, B TOM YHCIIE OTEYECTBEHHOIO IPOU3BOCTBA,
HEO0OXO0IMMOTO i1 OCBOCHHUSI TUCITUTUIUHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- UnTepuet-6paysep (Yandex u ap.)



8. Omnmcanne MaTepUaTbHO-TEXHUYECKOW 0aspl, HEOOXOAMMOW st
OCYIIECTBICHUST 00pa30BaTEIHLHOTO TIPOIIecca MO MUCIUTLTHHE (MOIYIIIO).

-YuyebHasg ayautopus JUIsl TPOBEACHMsS] Y4EOHBIX 3aHATUN (3aHATUN
JEKIMOHHOTO TUIA, MPAKTUYECKUX 3aHATUH):

-  KOMIIBIOTEp  MpemnojaaBaTess, paboyue  CTaHIMM  CTYACHTOB,
MYJIbTUMEIUMHOE 000pyI0BaHUE, TOCKA.

AyauTopus NOAKIIOUEHA K ceTu «HTepHeT».

9. ®opma mpoMeKYTOUHON aTTeCTaILNU:

3auer B 6 cemecTpe.
KypcoBoli mpoekt B 7 cemecTtpe.
DK3aMeH B 7 ceMecTpe.

10. OueHouHbIlE MaTEpHUAIIBI.

OueHouHble MaTepuabl, IPUMEHSEMbIE MTPU MPOBEACHUH MPOMEXKYTOYHOM
aTTecTall, pa3padaThIBAIOTCA B COOTBETCTBHM C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

3aBeqyroni kadenpoit, T01EHT, K.H.
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CHUCTEMBI, CeTH U MH(pOpMAITHOHHAS

0€30IacHOCTHY b.B. XKenenkos
CoriacoBaHo:
3asenyromuii kadhenpoit BCCullb b.B. XXenenkon

[Ipeacenarens yueOHO-METOAUYECKON
KOMUCCUHU H.A. Augpusgnona



